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[bookmark: _Toc229278896]Network Infrastructure Coursework Report
[bookmark: _Toc229278897]Introduction
The document provides details on the implementation of an enterprise network infrastructure within Swansea and London. The installation covers the following technologies: routing, Active Directory Domain Services, DNS, DHCP, Virtual Private Network, user management, shared storage, IIS services, and Remote Desktop Services.
[bookmark: _Toc229278898]Task 1 – Routing
[bookmark: _Toc229278899]1.1 Routing in Swansea Network
RRAS was installed and configured successfully on S-DC. ICMP firewall rules were enabled to allow network testing between infrastructure devices.[image: ][image: ][image: ]
[bookmark: _Toc229278900]1.2 Routing in London Network
Persistent IP forwarding was enabled on the London Debian server and static routes were configured to maintain communication with the Swansea network.[image: ][image: ][image: ][image: ]
[bookmark: _Toc229278901]Task 2 – Domain Server (Swansea)
[bookmark: _Toc229278902]2.1 Forest Creation
The Active Directory forest has been verified as operational under the domain:
george.acca
This satisfies the forest creation requirement.
[image: ]
[bookmark: _Toc229278903]2.2 DNS A Records Configuration
DNS forward lookup zones were verified and host records configured for all required infrastructure devices.
Configured records include:
· S-DC
· webs
· ClientS1
· L-DC
· ClientL1
[image: ][image: ][image: ][image: ]
[bookmark: _Toc229278904]2.3 Reverse Lookup Zone Configuration
A reverse lookup zone was successfully created to support PTR record resolution.
Zone: 1.168.192.in-addr.arpa[image: ]
[bookmark: _Toc229278905]Task 3 – Encrypted Connection Between Swansea and London
[bookmark: _Toc229278906]3.1 Site-to-Site VPN
Persistent VPN tunnel configuration was implemented using Windows RRAS on S-DC and PPTP/PPTPD on the London Debian server.
The VPN-London interface successfully established and authenticated the tunnel. Debian server logs confirmed successful CHAP authentication and PPP session establishment. However, IPv4 address negotiation through IPCP failed on the Windows RRAS demand-dial interface, preventing routed communication between sites. Multiple troubleshooting attempts were carried out including address pool changes, authentication verification, interface recreation, and PPP option adjustments.
[image: ][image: ][image: ]
[bookmark: _Toc229278907]Task 4 – User Accounts
[bookmark: _Toc229278908]4.1 Bulk User Creation
PowerShell bulk creation of domain users from CSV spreadsheet was completed successfully using an automated Active Directory script.
A total of 993 user accounts were imported successfully into the george.acca domain using a PowerShell bulk import script. User accounts were then standardised to the required SAM account naming convention using the first initial followed by a full stop and the surname (for example: s.quick, j.davies, b.white). Where duplicate naming conflicts occurred, incremental numbering was used to preserve uniqueness while maintaining the required naming standard. Verification confirmed 994 directory objects in Active Directory, including default built-in accounts.
[image: ][image: ]
[bookmark: _Toc229278909]Task 5 – Domain Membership
[bookmark: _Toc229278910]5.1 Client Domain Join
The Swansea Windows client machine (ClientS1) was successfully joined to the george.acca domain and verified in Active Directory.
Machine joined:
· ClientS1
Additional domain joins for L-CD and ClientL1 were planned as part of extended deployment.
[bookmark: _Toc229278911]Task 6 – DHCP Services
[bookmark: _Toc229278912]6.1 Configure S-DC as DHCP Server
The DHCP role was installed and authorized successfully.
A DHCP scope was created:
Scope Name: SwanseaScope
Range: 192.168.1.10 – 192.168.1.20
Gateway: 192.168.1.1
DNS Server: 192.168.1.1
Lease Duration: 1 day
[image: ][image: ]
[bookmark: _Toc229278913]6.2 Configure L-CD as DHCP Relay
Linux DHCP relay was successfully configured on the London Debian server using the isc-dhcp-relay service.
The relay was configured to forward DHCP requests to the Swansea DHCP server:
192.168.1.1
Relay interfaces configured:
· enp0s8 (London internal LAN)
· enp0s9 (External/VPN-side interface)
Service verification confirmed the relay daemon started successfully and remained active.
[bookmark: _Toc229278914]6.3 Client DHCP Allocation 
DHCP relay configuration was completed successfully. Client-side DHCP lease allocation testing remains pending due to incomplete routed VPN communication.[image: ]
[bookmark: _Toc229278915]Task 7 – Testing and Troubleshooting
[bookmark: _Toc229278916]7.1 Infrastructure Testing
Core infrastructure services were tested to validate DNS resolution, DHCP configuration, shared storage access, IIS web hosting, and general network connectivity.
Testing confirmed:
· Forward DNS resolution for webs.george.acca to 192.168.1.1
· Reverse DNS resolution for 192.168.1.1 back to S-DC.george.acca
· DHCP lease allocation and active adapter configuration
· Successful access to the shared folder SwanseaFiles over the network
· IIS authentication challenge when accessing the internal website
· Successful network connectivity to the domain controller and hosted website
These tests confirm that DNS, DHCP, file sharing, and IIS services are operational.
[image: ][image: ][image: ][image: ][image: ][image: ][image: ]
[bookmark: _Toc229278917]Task 8 – Disk Drive Configuration
[bookmark: _Toc229278918]8.1 Mount Second Disk Drive and Configure Shared Storage
A second virtual disk was added to the S-DC server and initialised using Disk Management. A new NTFS volume was created on the E: drive and labelled SwanseaData. The disk was then shared across the network under the shared folder name SwanseaFiles.
Permissions were configured to satisfy the coursework requirements:
· Domain Admins were assigned Full Control permissions.
· Domain Users were assigned Read-only permissions.
The final shared storage was successfully mounted, configured, and made available for network access.
[image: ][image: ][image: ][image: ]
[bookmark: _Toc229278919]Task 9 – IIS Server Configuration
[bookmark: _Toc229278920]9.1 Internal Website Configuration
Internet Information Services (IIS) was configured on the S-DC server to host an internal domain-based website. The Web Server (IIS) role was extended by installing the Windows Authentication feature to integrate authentication with Active Directory.
A dedicated website named webs was created with the host header:
webs.george.acca
The website directory was configured at:
C:\inetpub\webs
A custom index.html file was created containing a welcome page for internal users. Authentication settings were configured to enforce internal access controls by disabling Anonymous Authentication and enabling Windows Authentication.
Testing confirmed that the website resolves correctly via DNS and requests domain authentication when accessed through a browser, verifying that authentication enforcement is active.
[image: ][image: ][image: ][image: ]
[bookmark: _Toc229278921]Task 10 – Remote Desktop Services
[bookmark: _Toc229278922]10.1 Remote Desktop Configuration
Remote Desktop Services were configured on the S-DC server to allow remote administrative access across the domain network.
Remote Desktop was enabled through System Properties under the Remote tab, allowing inbound RDP connections to the server. Verification confirmed that the Remote Desktop Services (TermService) service is running successfully.
Windows Firewall rules for the Remote Desktop display group were also verified and confirmed enabled, allowing inbound Remote Desktop traffic through Windows Firewall.
This completes the Remote Desktop configuration requirement for secure remote management.[image: ][image: ][image: ]
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Initheeshadenianserver:™s sudo sysctl -p

% ip route

default via 10.0.2.2 dev enps3 proto dhcp src 10.9.2.15 metric 1802
10.0.2.0/24 dev enpos3 proto dhep scope Link src 10.9.2.15 metric 1002
9.0.0.0/50 dev enpess proto kernel scope link src 20.0.0.2
152.165.2.0/24 dev enps@ proto kernel scope link src 192.168.2.1
jnitheeshadebianserver:$ sudo ip route add 192.168.1.8/24 via 20.0.9.1
Initheeshadehianserver:~s ip route

default via 10.0.2.2 dev enps3 proto dhcp src 10.9.2.15 metric 1802
10.0.2.0/24 dev enpos3 proto dhep scope Link src 10.9.2.15 metric 1002
0.0.0.0/50 dev enpess proto kernel scope link src 20.0.0.2

152, 168.1.0/24 via 20.0.0.1 dev enpos3

152.165.2.0/24 dev enpes@ proto kernel scope link src 192.168.2.1

i theeshadebianserver: s
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Initheeshadehianserver: s cat /etc/netuork/interfaces
J» This file describes the netuork interfaces available on your system
[# and how to activate them. For more information, see interfaces(s).

fsource /etc/netuork/interfaces.d/x

J# The loopback network interface
fauto 1o
iface lo inet loophack

J# The primary network interface
a1 low-hotplug enpes3
iface enpos3 inet dhcp

J#This is IntLondon
Jallow-hotplug enpase
iface enposs inet static
Jaddress 192.168.2.1
netmask 255.255.255.0

juThis is External
Jallow-hotplug enpess
iface enpos3 inet static
Jadldress 20.0.0.2

netmask 255.255.255.252

Initheeshadehianserver:™s
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iface lo inet Loophack

J# The primary network interface
Jallow-hotplug enpes3
iface enpos3 inet dhcp

Juhis is IntLondon
JaLlow-hotplug enpess
iface enposs inet static
Jaddress 192.168.2.1
netmask 255.255.255.0

JuThis is External
Jallow-hotplug enpess
iface enpos3 inet static
Jadldress 20.0.0.2

netmask 255.255.255.252

post-up ip route add 192.168.1.0/24 via 20.0.0.1

% sudo systemctl restart networking

% ip route
default via 10.0.2.2 dev enps3 proto dhcp src 10.9.2.15 metric 1802
10.0.2.0/24 dev enpos3 proto dhep scope Link src 10.9.2.15 metric 1002
0.0.0.0/50 dev enpess proto kernel scope link src 20.0.0.2

152, 168.1.0/24 via 20.0.0.1 dev enpos3

152.165.2.0/24 dev enpes@ proto kernel scope link src 192.168.2.1

i theeshadebianserver: s
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% sudo systemctl restart pptpd
% sudo systenctl enable pptpd
sunchronizing state of pptpd.service with Sysv service script with /usr/lib/systemds/systemd-sysy-install.
[Executing: susrslib/systemdssystend-sysv-install enable pptpd
created sumlink '/etc/systemd/system/multi-user. target.wants/pptpd.service’ » '/usr/lib/systemd/systen/pptpd.service’.
Initheeshadehianserver:$ sudo systemctl status potpd
o optpd.service - POPTOP Point to Point Tunneling Server
Loaded: loaded (/usrslib/systemd/systen/pptpd.service; enabled; preset: enabled)
Active: active (running) since Sat 2026-05-09 03:10:18 BST; 3is agn
Invocation: defecfaoeaeadsnzhsatardnddedsil
[

Main PID: 1235 (pptpd)
Tasks: 1 (limit: 4639)
: 208K (peak: 1.7M)
Sms
: /system.slice/pptpd.service
—1235 susrsshin/pptpd --fg

:18 debianServer systemd[1]: Started pptpd.service - POPTOP Point to Point Tunneling Server.
:18 debianServer pptpd[1235): MGR: Maximum of 100 connections reduced to 11, not enough IP addresses given
:18 debianServer pptnd[1235): MGR: Manager process started
:18 debianServer pptpd[1235]: MGR: Maximum of 11 connections available
iy
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THG: connect ions
Limits the number of client connections that may be accepted.

a
a

a

a If pptpd is allocating IP addresses (e.g. delegate is not

i used) then the number of connections is also limited by the
a remoteip option. The default is 108

Jrconnect ions 100

f» TAG: localip

J# TAG: remoteip

Specifies the local and remote IP address ranges.

These options are ignored if delegate option is set.

Any addresses work as long as the local machine takes care of the
routing. But if you want to use MS-Windows networking, you should
use IP addresses out of the LAN address space and use the proxyarp
option in the pppd options file, or run berelay.

You can specify single IP addresses seperated by commas or you can
specify ranges, or both. For example

192.168.9.234,192. 168.0.245-249, 192, 168.0.25¢

IMPORTANT RESTRICTIONS:

1. No spaces are pernmitted betueen commas or within addresses.

2. If you give more IF addresses than the value of connections
it will start at the beginning of the list and go until it

gets connections IPs. Others will be ignored

. No shortcuts in ranges! ie. 234-8 does not mean 234 to 238
you must type 234-238 if you mean this

- If you give a single locallP, that's ok - all local IPs will
be set to the given one. You MUST still give at least one remote
IF for each similtaneous client.

a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

a
J# (Recommended)

J#localip 192.168.0.1

jsrenoteip 192.168.0.234-238,192.168.9.245
o or

J#localip 192.168.0.234-238,192. 168.0.245
Jsrenoteip 192.168.1.234-238,192.168.1.245
localip 192.168.2.1

remoteip 172.16.0.200-210

Initheeshadebianserver: s





image16.png
ou can specify single IF addresses seperated by commas or you can
specify ranges, or both. For example:

192.168.9.234,192. 168.0.245-249, 192, 168.0.25¢
IMPORTANT RESTRICTIONS:

. No spaces are permitted betueen commas or within addresses.

it will start at the beginning of the list and go until it
gets connections IPs. Others will be ignored.

. No shortcuts in ranges! ie. 234-8 does not mean 234 to 238,
you must type 234-238 if you mean this.

a
a

a

a

a

a

a

a

a
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a

a

a

a

a

a

a . If you give a single locallP, that's ok - all local 1Ps will
a be set to the given one. You MUST still give at least one remote
a IF for each similtaneous client.

a

J# (Recommended)

J#localip 192.168.0.1

jsrenoteip 192.168.0.234-238,192.168.9.245

o or

J#localip 192.168.0.234-238,192. 168.0.245

Jsrenoteip 192.168.1.234-238,192.168.1.245

localip 192.168.2.1

remoteip 172.16.0.200-210

:~s sudo sustenctl restart pptpd
hithesshadehianserver:“s sudo systenctl status pptpd
* pptpd.service - PoPToP Point to Point Tunneling Server
Loaded: loaded (/usr/Lib/systemd/systen/pptpd.service; enabled; preset: enabled
Active: active (running) since Sat 2026-05-09 03:54:05 BST; 105 ago
Invocation: 9652500078594aae827950ca57d81ded
Docs: man:pptd (8)
an: pptpctrl (8)
man:pptpd. canf (5)
Main PID: 1482 (pptpd)
Tasks: 1 (limit: 4639)
Memory: 208K (peak: 1.7M)
CPU: Ens
Ceroup: /systen.slice/potpd. service
'-1482 susrssbinspptpd --fg

105 debianServer systemd[1]: Started pptpd.service - POPTOF Point to Point Tunneling Server.
5 debianServer pptpd[1482]: MGR: Maximum of 160 connections reduced to 11, not enough IP addresses given
5 debianServer pptpd[1462]: MGR: Manager process started
105 debianServer pptpd(1482]: MGR: Maximum of 11 connections available
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PSpC: \Users\Adninistrator> Inport-Hodule ActiveDirectory
>>

Inport-Csv
ConvertTo-Securestring

) {
-First_name
.last_name
-Substring(e,1)

a

(Get-ADUSEr

( (Get-ADUser
New-ADUser

)-ToLower()

silentlyContinue) {

silentlyContinue)) {
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PS C:\Users\Admi;
PS C:\Users\Admi;

Name sar
Administrator Ad
Guest Gu
krbtgt kri
Stephen Quick 5.
Jenson Davies j
Brian White b,
Luis Terry 1.

s

s

s

Susan Jackson
Sherri Carney
Samuel Reed

PS C:\Users\Admi;

nistrator>

nistrator> Get-ADUser

mAccountName

iministrator
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quick

.davies
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-jackson
.carney
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nistrator>

* | Select Name,SamAccountName | Select
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