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[bookmark: _Toc144919369]1. Introduction

In an era where technology and healthcare are continuously improving it’s important to be prepared and secure. The National Health Service (NHS) has 389 practices in Wales[1] this number continues to grow annually. Each general practice has staff from different educational backgrounds with various job roles. The purpose of this project is to educate general practice staff on how to be aware of cybersecurity threats the NHS faces along with how to prevent and protect themselves, colleagues, patients, and the NHS from these threats.
The primary objectives of this  project are the creation of articles, presentations and exams which will be formed based upon information and data gathered via researching what the NHS currently does to protect its general practices against ever-evolving cybersecurity threats. 
To achieve this goal comprehensive research will be done by communicating with the NHS cybersecurity departments, consulting with general practices and extensive use of the University of Wales Trinity St Davids online and physical library for peer reviewed articles and papers. This proposal covers the aims and objectives of how each step of the project will be constructed using the above research tools which will be used to educate NHS staff.


[bookmark: _Toc144919370]2. Background to the Proposed Research

Theories and main researchers in Cyber Security
Attach Surface Reduction
One of the main theories within cybersecurity is Attach Surface Reduction[2], which has a main focus of minimizing the potential points of a cybersecurity attacks limiting the possible ways attacks can harm an organisation. This is done by through multiple techniques and strategies such as:
· Least Privilege Principles – Restricting users’ access within an organisation to only allow access to folders within their department role[3]. An example of this would be In the situation where a receptionist’s account is compromised the attacker will only have access to parts of the network the receptionist has and will not have access to the aspects of the network that, for example, a software engineer would have. This will restrict the amount of damage to the network.

· Application whitelisting – Creating a rule that only allows approved software and hardware to be used, which reduces the risk of potential cyber-attacks from malicious software[4]. An example of this would be if a user is requesting an application to be downloaded on their computer it will need to be approved and checked for any type of malicious activity. The same rule applies for hardware such as USB’s.

· Patch and Vulnerability Management - Updating and patching software and systems to remove and fix vulnerabilities[5]. This is a vital strategy as hackers would use a zero day (0day) to target a vulnerability within a software or system and create an exploit[6] such as inserting malware which could then result in an organisation such as the NHS having a data breach of staff and patient information.   

These strategies are vital for keeping up to date with the latest cybersecurity threats and being able to mitigate the risks for an organisation. Large organisations throughout the world have had cyber-attacks where staff and users’ information have been breached, as mentioned in the article “Could what happen to Sony happen to us”[7]. It discusses how organisations such as JP Morgan, eBay, and Target have been compromised by cyber-attacks and their information breached. even the largest organisations can be attacked, this is why it is of vital importance for the NHS and its staff to be aware of potential cyber threats and ways to protect the highly sensitive staff and patient information it holds. 
These techniques are implemented in the NHS by using Active Directory to create policies such as password character requirements, where passwords have to be at least 12 characters long, include a capital letter and a special symbol. Active directory is also used for adding staff to specific groups based on their job role to implement Least Privilege Principles where staff aren’t allowed access to other department information unless authorised and added to a particular group. Within the project this valuable information and the reasoning behind why its implemented will be taught to general practice staff through articles and presentations to make them aware of its importance.

Threat intelligence
Threat intelligence is another theory within cybersecurity that highlights the urgency of researching, obtaining, and analysing the latest cybersecurity information such as hacker tactics, techniques, procedures, and new potential attacks. This information is then used to create defences against these newly discovered attacks in advance before attackers have the chance to use them. 
There are six stages for Threat Intelligence life cycles as shown below:
[image: Cyber Threat Intelligence Lifecycle][8]
1. Planning – The organisations stakeholders organise the intelligence requirements for new cyber threats that might affect the organisation.

2. Threat Data Collection – Collecting data on potential new threats.

3. Processing – Standardizing the data collected to make it easier to understand and follow.

4. Analysis – Observing patterns potential threats make that can answer questions within the planning stage.

5. Dissemination – Share findings with stakeholders and advise on ways to prevent the potential attacks.

6. Feedback -  Stakeholders and cybersecurity department reflex and the stages and the overall Threat intelligence life cycle and see if any more information can be found and implemented. 
[9]

The projects aim is to educate staff on how to protect and counter cybersecurity threats. With the use of the life cycle threat intelligence it will allow the collection of data on potential cybersecurity threats within the NHS and allow an analysis to be conducted and translated into articles and presentations to be taught to staff which will implement dissemination and feedback aspects of the life cycle and also allow the modification of the articles and presentations as part of the feedback aspect to improve the overall knowledge being gained and transferred to staff.
Main researchers in field
Mikko Hyppönen – The chief research officer at F-Secure Corporation in Finland, A well-known cybersecurity expert who has been involved in analyzing and countering cyber threats for decades. His work includes identifying new types of cyber threats, analyzing patterns and behaviours, and developing tools and strategies to mitigate and respond to these threats [10]. 
His knowledge within cybersecurity is inspiring as he is known as for translating complex cybersecurity jargon into interesting easy to understand subjects for all levels of knowledge [11] which is an aspect required for the project as the information being taught might not interest everyone but will need to be easy to understand and as interesting as possible to keep participants concentrating.
Mikko once said “Everything is being run by computers. Everything is reliant on these computers working. We have become very reliant on Internet, on basic things like electricity obviously, on computers working. This is something which creates completely new problems for us [12].” Which describes how frightening potential cybersecurity can be and why its vital for all staff within an organisation to understand how to protect themselves against these threats. 

[bookmark: _Hlk144919164][bookmark: _Toc144919371]3. Aims & Objectives
The project aim is to create articles, presentations, and exams to educate NHS general practice staff on cybersecurity threats and then modifying the articles and presentations based on results of the first exam to improve the lowest marked areas. Once modified attend the same practices and tutoring the same staff again with modified articles, presentations with another exam at the end of the tutoring and then comparing the first and second exam to understand if modifying information provided better understanding for users. Thus achieving the aim of providing simplified valuable information regarding cybersecurity threats to general practices showing the importance of why everyone within the NHS should take responsibility in protecting themselves, colleagues,  patients and the NHS against these threats.
 
Objectives:
· Create a dialogue with cybersecurity and General Practices within the NHS to understand what threats the NHS faces and what information is being provided to General Practices to educate them.
· Creating articles, presentations, and exams on various cybersecurity threats and tutoring general practices and having the staff perform an exam to see which aspects of the information they understood and which parts need improving.
· Modifying articles and presentations based on the results of the first exam where staff found certain aspects harder to understand and simplifying them.
· Attending the same practices and tutoring the same staff with the modified articles and presentations with an additional exam.
· Comparing both exams to understand if modifying the articles and presentations improves the knowledge provided to general practices.

[bookmark: _Hlk144919185][bookmark: _Toc144919372]4. Methodology	
[bookmark: _Toc144919373]4.1 Research Methodology
[bookmark: _Toc144919374]4.1.1 Philosophy
Due to the nature of the project it has aspects of both positivist and phenomenological philosophies which requires a mixed method philosophy approach. 
Phenomenological
The phenomenological aspects of the project are staff experiencing and learning from the tutoring[13] an example of this will be the general practice staff gathering knowledge from the articles and presentations. 
An advantage of using this type of philosophy will be creating an environment to allow participants to fully concentrate, enjoy the subject being taught while being able to interact and gather as much information as possible. This will help them digest the information and help them to relate how cybersecurity will protect patient’s digital information.
A possible disadvantage of this philosophy method is the environment of which the tutoring will take place as it will be within the general practice, where the staff work which could lead to distractions and cause participants to not fully absorb the article and presentation information thus creating delays in the project[14]. To counter this disadvantage the tutoring will take place within an office that is away from patients, staff members and other distracting aspects to allow participants to feel comfortable, and able to concentrate on the tutoring.  
Positivist
The use of positivist philosophy will also be used within the project to gather data via exams within the tutoring session to provide key information on what participants are understanding and what needs to be modified for better understanding. The second exam will take place within the second tutoring session, once the articles and presentations have been modified based on the lower marked answers within the first exam. Once results from both exams have been gathered an analysis will be done to compare both exams to confirm weather modifying articles and presentations has improved the participants ability to grasp the subject.
The advantage of using positivist philosophy within this type of project is the ability to gather data that will provide facts[15] on how the participants have understood the subject and the information presented to them. The second exam will provide the evidence if modifying articles and presentations has a negative, no correlation or improves exam results. 
One of the disadvantages this type of philosophy has is the possibility of participants cheating on exams by using internet, colleagues, or information around them to answer the questions. This will lead to false data being recorded by the exams and will ruin the overall aim of the project. To counter the possibility of cheating the participants will not be allowed access to the internet, the environment will have no information to help with questions and there will be a no talking policy in place while exams are taking place. 

[bookmark: _Hlk144919224][bookmark: _Toc144919375]4.1.2 Approach
The project has a hypothesis which asks the question ‘Does modifying articles and presentations based on cybersecurity threats provide better understanding for staff at all cybersecurity threat knowledge levels?’ which falls under the category of a deductive approach[16] which provides a foundation on how the project will be created to answer this question. The project also relies on an inductive approach, as the project begins it is necessary to communicate with the cybersecurity department and understand what articles and presentations are being taught to general practices and what cyber threats the NHS are facing and then researching further into that information and creating articles and presentations based on this information[17]. 
An advantage of the inductive approach for this project is the ability to research freely create new ideas and implement them within articles and presentations which could help discover unknown solutions to current issues and result in making the NHS a safer space[18]. A disadvantage to this approach is the potential for bias, there is a possibility that those who created the articles and presentations previously has an outdated opinion on how training should be delivered. This means all information gathered will need to be researched via peer reviewed papers and other members of cybersecurity departments to confirm its accuracy.
An advantage of the deductive approach for this project is the theory provides a foundation of which the project can build and be able to mould itself to answer the question. The disadvantage of this is the entirety of the project is dependant on the premises of the project if some are inaccurate the project may be flawed and cause delays throughout[19]. 
[bookmark: _Toc144919376]4.1.3 Strategies
4.1.3.1 Literature Review
An article that has stood out that provides insight to the importance of training NHS staff on cybersecurity awareness is Digital health: Cybersecurity is a value creation lever, not only a source of expenditure[20]. It covers aspects such as the WannaCry cyber-attack that cancelled 19,000 appointments within the NHS and 600 surgeries. The article then states how the issue will continue to grow as technology advances and how the current issue within the NHS is the lack of computer literacy. This is why it is important for articles to be created and general practice staff be educated on the seriousness of cybersecurity threats.
4.1.3.2 <Document review>
Document reviews that will take place during the project are peer reviewed papers via University of Wales Trinity St Davids online and physical library, training information that the NHS currently offers staff as well as information on current threats the NHS faces.
4.1.3.3 <Survey>
A survey will be used during the final tutoring session of the project to gather feedback from participants on how they believe the project has gone, if they’ve learned anything and if they’re now aware of the importance of cybersecurity. 
[bookmark: _Toc144919377]4.1.4 Risks & Limitations
One potential factor that could prevent or delay the project would be staff sickness or annual leave. A way to counter this would be updating participants in advance via Microsoft Teams and telephone and arranging times and dates that all are available.
Another potential factor that could make the whole project void is cheating on the exams. This would give inaccurate results when comparing the exams to answer the hypothesis to the project. There will be guidelines in place to prevent cheating such as no talking during exams, no access to internet and no information on walls that could provide help. 
[bookmark: _Toc144919378]4.1 5 Ethical Issues
There will be no ethical issues and no potential of physical, mental, or reputational harm through this project. Any current NHS cyber security examples given will be anonymised. 
[bookmark: _Toc144919379]4.1.6 Validity, Reliability & Generalisability
4.1.6.1 Validity
The project is designed to help protect staff and the NHS from potential cybersecurity attacks while also educating staff on why it is important to be aware of the risks and how to prevent them from happening.
4.1.6.2 Reliability
There is a possibility of a different researcher getting different results as the project exam results are based on the knowledge provided through articles and presentation and if a different researcher created articles and presentations they may have similar information but portrayed differently thus participants with different cybersecurity knowledge levels may not pick up on certain information which would be shown in the exam results.
4.1.6.3 Generalisability
This project has potential for generalisability, for example the beginning of the project relies on communication and research from the cybersecurity department and general practices this can be modified for other departments depending on the subject. The second part of the project is the creation of articles and presentations which again can be applied to other subjects.
[bookmark: _Toc144919380]4.1.7 Data Evaluation Methods
4.1.7.1 Data Collection
The type of data that will be collected during the beginning of the project will be cybersecurity training information, potential threats and protection methods which will be gathered from cybersecurity departments within the NHS and general practices. This information will be kept within a folder on a personal laptop and password protected. 
When tutoring general practices the data that will be collected is participants contact information such as telephone number, names and NHS email address which will also be stored within a personal laptop in a password protected folder and it will be used to contact the participants with updates and discussion of upcoming visits to general practices for tutoring sessions. The exam results again will be stored in a password protected folder and be used for modifying articles and presentations while also comparing first and second exams to answer project questions. 
The aim is to attend two general practices with at least five participants in each practice. 
4.1.7.2 Data Evaluation
From the first tutoring session exam the statistical analysis technique that will be used will be measures of central tendencies to find the average and most frequent value that is the lowest in all exam results and the modify articles and presentations for the participants. 
Once both exams have been completed the techniques of correlation analysis will be used to measure the relationship between both exam results to understand and answer the question “Does modifying articles and presentations improve general practice stuffs understanding the complex subject of cybersecurity threats and protection methods?”.

[bookmark: _Toc144919381]4.2 Development Methodology
[bookmark: _Toc144919382]4.2.1 Software Development Methodology OR Other Relevant Major Methodology
Creating articles, presentations and tutoring staff on various cybersecurity threats the NHS faces is the primary focus of this project and this doesn’t require software to be developed as all the required software is already available to use such as Microsoft Word, PowerPoint, Visio, and Google Docs which will allow the creation, modification of articles, presentations, and exams for this project.
The justification for using this type of software is the collaboration of the software and how it communicates together to transfer data. The NHS uses a knowledge base website that uses Microsoft word as a template to create articles, which would allow the creation of these articles to be easily uploaded and visible for all of the NHS. The ability to create and modify within this software is a key reason for using them, along with the multiple tools such as document layout and advise on colours for presentations.

[bookmark: _Toc144919383]5 Resources and Planning
[bookmark: _Toc144919384]5.1 Hardware Resources
personal laptop 
· Creating articles and presentations.
· Storing participant information such as contact information, exam results within a password protected folder.
HDMI cable 
· Connecting personal laptop to general practice projection boards. 
USB
· In case of being unable to use HDMI cable or unforeseen faults the use of a USB to connect to a projection board within general practices.
Projection board
· To display articles and presentations within General practices. 
[bookmark: _Toc144919385]5.2 Software Resources
Microsoft word 2021 
· Storing participants contact information and exam results.
· Assisting with creation of articles and presentations.
· Creating the report for the project.
Microsoft Visio 2021 
· Creating images and diagrams for the presentations and articles.
Microsoft Teams
· Communicating with cybersecurity department or general practices for information on cybersecurity.
· Communicating with participants to update and make sure everyone is able to attend.
Microsoft PowerPoint
· Creation of PowerPoints.
Google Forms, Microsoft excel, Google classroom
· Using multiple software to collaborate and create exams for the project. 
[bookmark: _Toc144919386]5.4 (Optional) Human Resources
The project will take place in two general practices with around five staff  from each practice and they will be participating by being tutored on cybersecurity threats and protection methods, then take an exam to show there understanding of the subject. The results from this exam will be used to help modify training articles and presentations to help participants understand aspects of the tutoring they found hard in the first session. The second tutoring will be similar to the first with an exam at the end and this exam will be used to show if modifying articles and presentations improves the overall understanding of the subject. 
An interview will be help with the groups at the end of the second tutoring to get feedback on how the participants feel in relation to the overall tutoring and if the feel more confident with how to protect themselves, colleagues, and the NHS against potential cybersecurity threats.
Participants will be contacted via Microsoft Teams as the NHS provide a secure network with emails to allow communication across the NHS which will allow for updates and discussions on when tutoring will happen to ensure attendance it met.
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[21]
In conclusion, this section has provided an overview of the cybersecurity training needs within NHS General Practices and shown the plan to create articles and presentation. Building on this understanding, the next section will delve into the strategies and creation of articles and presentations. In the upcoming section, there will be detailed project timelines and milestones, ensuring a clear path forward with minimal delays to enhance cybersecurity awareness among NHS staff.
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