


1. In Swansea Network, 
1.1. Install Routing and Remote access Service and modify firewall rules to allow ICMP Traffic.
[image: ][image: ]
1.2. Configure Site-to-Site VPN to London Network. Set the connection type to “persistent connection”.
[image: ]
1.3. Create a forest named yourname.acca (For example: nitheesh.acca)
[image: ]
1.4. Create all appropriate A records for all servers on 10.1.1.0/24 and 172.16.1.0/24.
[image: ]
1.5. Create a reverse lookup zone creating PTR records for all servers.
[image: ]
1.6. Create user accounts for yourname.acca domain with all the parameters defined in the users_list_updated.xlsx document. This document will be shared by your lecturer. You must use first letter from first name with a dot and last name as SAM Account Name. Eg: First Name: Nitheesh Last Name: Kaliyamurthy.  n.kaliyamurthy.
[image: ]
1.7. Mount second disk drive to D:\SwanseaFiles. 
[image: ]
1.8. Configure DHCP Services. The range is 172.16.1.10 – 172.16.1.20. Determine other DHCP options as per the infrastructure.
[image: ]
1.9. Join the ClientS1 to yourname.acca domain.
[image: ]
1.10. Assign ClientS1 with DHCP IP Address. 
[image: ]
2. In Cardiff Network, 
2.1. Install Routing and Remote access Service (equivalent) and modify firewall rules to allow ICMP Traffic.
2.2. Configure Site-to-Site VPN to Swansea Network. Set the connection type to “persistent connection”.
[image: ]
2.3. Create a child domain named car.yourname.acca in yourname.acca tree (Eg: car.nitheesh.acca) or Join devices in this network to the yourname.acca domain. Justify your action.
[image: ]
2.4. Configure DHCP Services. The range is 10.1.1.10 – 10.1.1.20. Determine other DHCP options as per the infrastructure.
[image: ]
2.5. Depending on step no. 2.3, join the ClientC1 to appropriate domain and assign DHCP IP address.
[image: ]
[image: ]
3. Test the network for Connectivity. Note that at this stage, the Swansea and Cardiff networks are connected and fully operational. If not, Troubleshoot. 
 [image: ]
[image: ][image: ][image: ]
4. Sharing Disk Drive: To the earlier created D:\SwanseaFiles, set access permissions to allow users in the users_list_updated.xlsx has full control permissions and other network users have only read access. Share the drive to both Cardiff and Swansea network.
[image: ]
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Microsoft Windows [Version 16.0.19045.2006] ~
(c) Microsoft Corporation. All rights reserved

C: \Users\vboxuser>ipconfig

windows TP Configuration

Ethernet adapter Ethernet

Connection-specific DNS Suffix . : thomas.acca

Link-local IPv6 Address . . . . . : fe80::a:79af:ce8a:7eack10
Tpva Address 51721 651 %30)

Subnet Mask ... .. :255.255.255.8

Default Gateway oo o0 oo 8 HRIGALD

C: \Users\vboxuser>

Windows 10 Enterprise Evaluation
Windows Licence has expired
Build 19041 vh releace.101206-1406
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thomasselluoodédebianCardiffSrv:~$ sudo systemctl enable isc-dhcp-server
isc-dhcp-server.service is not a native service, redirecting to systemd-sysv-install
Executing: /lib/systemd/systend-sysv-install enable isc-dhcp-server
thomasse | luood@debianCardiffSry: ™% sudo systemctl status potpd
[sudo] passuord for thomasselluood
+ potpd.service - PoPTOP Point to Point Tunneling Server

Loaded: loaded (/1ib/systemd/system/pptpd.service; enabled; preset: enabled

Active: active (running) since Mon 2025-05-12 10:55:28 BST; Sh ago

Docs: man:pptpd(8)

man:pptpd.conf (5)
Main PID: 663 (pptpd)

Tasks: 3 (limit: 3510)
Hemory: 3.8K
CcPU: 2.688s
CGroup: /system.slice/pptpd.service

603 /usr/shin/pptpd --fg
1755 "pptpd [210.103.5.1:8C03 - 0280] "

1756 /usr/sbin/pppd local file /etc/ppp/pptpd-options 115200 10.1.1.1:10.1.1.100 ipparam 210.103.5.1 plugin /usr/lib/pptpd/potpd-logutmp.so pptpd
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JthomasselluoodadebianCardif fSrv:™$ sudo systemctl restart isc-dhcp-server
jthomasse 1 luoodedebianCardiffSrv:“$ sudo systemctl status isc-dhcp-server.service
Jo isc-dhcp-server.service - LSB: DHCP server
Loaded: loaded (/etc/init.dsisc-dhcp-server; generated
Active: active (running) since Mon 2025-05-12 13:49:58 BST; 4s ago
Docs: man:systend-sysv-generator (8)

Process: 2330 ExecStart=/etc/init.d/isc-dhcp-server start (code=exited, status=e/SUCCESS)
Tasks: 1 (Limit: 3510)
Hemory: 4.0M
cPU: 28ms

CGroup: /system.slice/isc-dhcp-server.service
'-2942 susrssbinsdhepd -4 -g -cf /etcsdhep/dhepd.conf enpesa
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vboxuser@DebianClient:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
1link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen
L

link/ether 08:00:27:7a:6e:fe brd ff:ff:ff:ff:ff:ff

inet 10.1.1.2/24 brd 10.1.1.255 scope global noprefixroute enp@s3
valid_1ft forever preferred 1ft forever

inet 10.1.1.10/24 brd 10.1.1.255 scope global secondary dynamic enp@s3
valid_1ft 362sec preferred_1ft 362sec

inet6 feso::194f:d9ca:ad7a:847e/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever

vboxuser@DebianClient:~$
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PS C:\Windows\systen32> ping 172.16.1.30

Pinging 172.16.1.30 with 32 bytes of data:
Reply from 172.16.1.30: bytes=32 time<ims TTL-128
Reply from 172.16.1.30: bytes=32 timeims TTL-128
Reply from 172.16.1.30: bytes=32 time=ims TTL-128
Reply from 172.16.1.30: bytes=32 timeims TTL-128

Ping statistics for 172.16.1.30:
Packets: Sent = 4, Received = 4, Lost
Approximate round trip times in milli-seconds
Minimum = Oms, Maximum = lms, Average = Oms

(0% Toss),

PS C:\Windows\systen32> ping 10.1.1.19

Pinging 10.1.1.19 with 32 bytes of dat:
Reply from 10.1.1.19: bytes=32 time=lms TTL=63
Reply from 10.1.1.19: bytes=32 time=2ms TTL-63
Reply from 10.1.1.19: bytes=32 time=ims TTL-63
Reply from 10.1.1.19: bytes=32 timeims TTL=63

Ping statistics for 10.1.1.19:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = ims, Maximum = 2ms, Average = ims

PS C:\Windows\systen32> ping 10.1.1.1

Pinging 10.1.1.1 with 32 bytes of dat:
Reply from 10.1.1.1: bytes=32 time<ims TTL=64
Reply from

Reply from
Reply from

Ping statistics for 10.1.1.1:
Packets: Sent 0 (0% Toss),
Approximate round trip times in milii-seconds
Minimum = Ons, Maximum = lms, Average = Oms

PS C:\Windows\system32> |
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:\Users\vboxuser>ping 10.1.1.1

pinging 10.1.1.1 with 32 bytes of data:
Reply from 16.1.1.1: byt
Reply from 16.1.1.1: byt
Reply from 16.1.1.1: byt
eply from 16.1.1.1: byty

e TTL-63

ping statistics for 16.1.1.1:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

ppproximate round trip times in milli-seconds:

Minimum = ims, Maximum = 3ms, Average = 2ms

:\Users\vboxusersping 10.1.1.19

pinging 10.1.1.19 with 32 bytes of data:
Reply from 16.1.1.19: bytes=32 time<ims
Reply from
Reply from
Reply from

ping statistics for 16.1.1.19:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
ppproximate round trip times in milli-seconds:
Minimum = @ms, Maximum = 3ms, Average = 1ms

:\Users\vboxuser>ping 172.16.1.10

pinging 172.16.1.16 with 32 bytes of data:
Reply from 172.16.1.16: bytes-32 time<ims TTL-128
Reply from 172.16.1.16: bytes=32 time<ims
Reply from 172.16.1.16: bytes=32 time<ims
Reply from 172.16.1.16: bytes=32 time<ims

ping statistics for 172.16.1.10
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-seconds:
Mininum = @ms, Maximum = ems, Average = 6ms

:\Users\vboxuser>,
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thomassel luood@debianCardiffSrv:™$ ping 172.16.1.10
PING 172.16.1.10 (172.16.1.10) 56(84) butes of data

4 butes from 172.16.1.10: icmp_sex
4 butes from 172.16.1.10: icmp_sex
4 butes from 172.16.1.10: icmp_sex

64 butes from 172.16.1.10: icmp_seg=4 ttl=127 time=2.22 ms
--- 172.16.1.10 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 302ems
rtt min/avg/max/mdev = 0.815/1.835/2.526/0.645 ms

Jthomasse 1 lunodadebianCardif fSrv:™s ping 172.16.1.30

PING 172.16.1.30 (172.16.1.30) 56(84) bytes of data.

bytes from 172.16.
bytes from 172.16.
bytes from 172.16.
bytes from 172.16.
bytes from 172.16.

172.16.1.30 ping statistics
5 packets transmitted, 5 received, 0% packet loss, time 4254ms
rtt min/avg/max/mdev = 0.775/2.412/4.011/1.285 ms

JthomasselunodadebianCardif{Srv: s ping 10.
FING 10.1.1.19 (10.1.1.19) 56(84) bytes of

Jp4 butes from 10.1.1. .614 ms
Jp¢ butes from 10.1.1. 974 ms
¢ butes from 10.1.1. .782 ms
Jp¢ butes from 10.1.1. .830 ms
4 butes from 1011.1.13: icmp_seq=5 tt1=64 .03 ms
¢ butes from 10.1.1.19: icmp_seq=6 ttl=64 .336 ms

|--- 16.1.1.19 ping statistics ---
o packets transmitted, 6 received, 8% packet loss, time 5183ms
rtt min/avg/max/mdev = .336/0.760/1.027/0.232 ns

Jthomasse Lluoodadebiancardif fSrv:~s
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vboxuser@DebianClient:~$ ping 10.1.1.1
PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data

64 bytes from 10.1.1.1: icmp_se: ms
64 bytes from 10.1.1.1: icmp_seq ms
64 bytes from 10.1.1.1: icmp_se: ms
64 bytes from 10.1.1.1: icmp_seq=4 ttl=64 time=0.896 ms
64 bytes from 10.1.1.1: icmp_sex

A C

--- 10.1.1.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time
rtt min/avg/max/mdev = ©.301/0.574/0.896/0.217 ms
vboxuser@DebianClient:~$ ping 172.16.1.10

PING 172.16.1.10 (172.16.1.10) 56(84) bytes of data

64 bytes from 172.16.1.1@: icmp_seq=1 tt1l=126 time=1.01
64 bytes from 172.16.1.1@: icmp_se ttl=126 time=2.68
64 bytes from 172.16.1.1@: icmp_se ttl=126 time=2.53
64 bytes from 172.16.1.1@: icmp_seq; ttl=126 time=1.44
AC

--- 172.16.1.10 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time
rtt min/avg/max/mdev = 1.010/1.915/2.678/0.706 ms
vboxuser@DebianClient:~$ ping 172.16.1.30

PING 172.16.1.30 (172.16.1.30) 56(84) bytes of data

64 bytes from 172.16.1.3@: icmp_seq=1 tt1l=126 time=1.49
64 bytes from 172.16.1.3@: icmp_se ttl=126 time=2.50
64 bytes from 172.16.1.3@: icmp_se ttl=126 time=1.33
64 bytes from 172.16.1.3@: icmp_seq=4 tt1l=126 time=3.15
AC

--- 172.16.1.30 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time
rtt min/avg/max/mdev = 1.327/2.117/3.151/0.747 ms
vboxuserepebianclient:~s [

4092ms

ms
ms
ms
ms

3128ms

ms
ms
ms
ms

3029ms





image1.png
E Routing and Remote Access
Fle Acion View Hep

e|amo=Hm

E Routing and Remote Access
5 Semver Status
v % SWANSEADATACENT (local)
I Network Interfaces
T Remote Access Clients (|
E ponts
3 Remote Access Logging
> E v
]

LAN and Demand Dial Interfaces
Bsen

loopback

Binemal

Detnemets

Betnemer2

Betnemet

B

Intel(R) PRO/1000 MT Desktop Ada...
Intel(R) PRO/1000 MT Desktop Ada...
Intel(R) PRO/1000 MT Desktop Ada...





image2.png
M Windows Defender Firewall with Advanced Security
Fle Adion View Hep

«|am = Bm

& Windows Defender Frewallwi] [ 8

B3 Inbound Rules ~

B CutomndRees Name Group. Profie  Enabled
B Conection Securty Rules | @ Allow ICMP Echo Reply Inbound Yes

> %, Monitoring. @ Allow ICMPv4 from VPN Yes T Fitterby Profile S
@ Allow PPTP gre 47 Inbound Yes
€ Allow PPTP TCP 1723 Inbound Yes ' Filter by State >
@ Allow WireGuard UDP 65010 Yes T Fiterby Group »
© Allow WireGuard UDP 65010 Yes s R
@ Allwo ICMP from VPN to Ethernet. Yes Rk
@ VP Allow T Yes 8 Ref
@ temp allow icmp [2 Eportlist..
@ Active Directory Domain Controller - Ec... Active Directory Domain Ser... H rep

@ Actve Directory Domain Controle - ... Actve Directory Domain Ser..
@ Actve Dirctory Domain Controler - LD... _Actve Directory Domain Ser..
@ Actve Dirctory Domain Controler - LD... _Actve Directory Domin Ser..
@ Actve Dirctory Domain Controler - LD... Active
@ Actve Dirctory Domain Controler - Net... Active
@ Active Dirctory Domain Controler - SA... Active

@ Active Dirctory Domain Controler - SA... Active
@ Actve Directory Domain Controler - Sec... Actve Directory DominSer
@ Actve Directory Domain Controler - Sec... Active Directory Domin Ser
@ Actve Directory Domin Controler - W3... Active Directory Domin Ser

@ Actve Directory Domain Controller (RPC)  Active Directory Domain Ser..
@ Actve Diretory Domain Controler (RPC... Active Directory Domain Ser..
@ Actve Directory Web Services (TCP-In)  Actve Directory Web Services

@ Allioyn Router (TCP-In) Allioyn Router
@ Allioyn Router (UDP-In) Allioyn Router
Border Gateway Protocol (8GP-In) Border Gateway Protocol (8.

BranchCache Content Retrieval (HTTP-In) ~ BranchCache - Content Retr...

RranchCache Peer Diccovery (WSD-In)  RranchCache - Peer Diccove.

BranchCache Hosted Cache Server (HTTP... BranchCache - Hosted Cach...

gggg%gggggggggggggggggggggg;;

$FFZFAsaAaaAaAARRARR D

PETEFREFREFRFFIFRIFRIFRIFRIfL]

<





image3.png
T Routing and Remote Access
Fle Acion View Help
e amXEc= Hm

" Routing and Remote Access

2 semer it W sndDemand D rtces

T SWANSEADATACENT loca) e
H Networklnterfaces || 5 S2SVPN Demand-dial
E Remote Access Clients ({| & Loopback
2 Ports Eintemal |
3 Remote Access Logging|| E3Ethemet 3 e
> E e B ethemet 2 Dedi
> Aws Bethemet Dedi Enetled
5 S2SVPN Properties
General | Options  Securty  Networking
Connectontype.
O Demanddal
e time before hangng . - B
(® Penstert connection
Dising polcy
Redial atemps: 0
Average redal ntervas: s >

Intel(R) PRO/1000 MT Desktop Ada...
Intel(R) PRO/1000 MT Desktop Ada...
Intel(R) PRO/1000 MT Desktop Ada...





image4.png
T Routing and Remote Access
File| & Active Directory Domains and Trusts - o X
@ e Adion View Hep
Hleg p=aoink
. %m T Active Directory Users and Computers N - o X
@ thomas| File Action View Help -
LRI G EIEEE IR YR 2K R
I Active Directory Users and Com| [ Name Tpe DCType Site i
> [ Saved Queries 1RSI SWANSEADATACENT  Computer G Default-Fist-Si.. Ads.
Adan.





image5.png
2, DNSManager
Fle Adion View Hep

e« |2mEbcz Bm i8S

2 ons
v 3 SWANSEADATACENT
2 Fonward Lookup Zones
S 1) msdesthomss.sccs
. thomssacca
Reverse Lookup Zones
> [ Tst Points
+ 1 Conditons! Forwarders

Joomeinonszones
Sforestonszones
El(some ssparent folden)
FEl(some ss parent folden)
Fl(some ss parent folden)
FEl(some ss parent folden)
Fl(some ss parent folden)
FEl(some ss parent folden)
Flcoessn
[lswanseadatacent
[Elswanseadatacent
[Elswanseadatacent
[Elswanseadatacent
[Elswanseadatacent
[Elswanseadatacent
[Elswanseadatacent
Elswanseadatacent

Type

Start of Authority (SOA)
Name Server (NS)
Host (A)

Host (A)

Host (A)

Host (A)

Host (A)

Host (A)

Host (A)

Host (A)

Host (A)

Host (A)

Host (A)

1PV Host (AAAA)
1PV Host (AAAR)

[641], swansesdatacent.th...
swanseadatacent[3omas...
21010351

1011254

17216110

100415

1011

17216110

10.1.1.100

1011254

17216120

100415

21010351
0000:0000:0000:0000:8c6es...
(0000:0000:0000:0000:1875...

Timestamp

BREEEREEEE





