
Assessment Title:
Research, Build, and Deploy a Virtualised Enterprise Network 





Lecturer Name: Dr. Sadeque Imam Shaikh
Module Code: ACCA5023



Student Name: Elaine Rodovalho
Student Number:2427102
Group:1



 
                                                                        	








Table of Contents
Introduction	2
Task_1 Hypervisor Type 2	3
IP Addressing	4
Routing	5
Network Services	5
Task_ 2: Practical Implementation of the Network Topology	6
2.1 Choice of Hypervisor	6
2.2 Download and Setup	6
2.3 IP Addressing Configuration	7
2.4 Test and Troubleshooting	7
Task_2.2.1 Evidence of Download and installation.	8
2.2.2 Deploy your network as per the given topology:	11
2.2.3 Evidence of IP addresses set up	12
2.3.2 Network IP address from NAT Networks this network.	14
2.4.1 Perform Connectivity Tests	15
Task_3 Report: Reflection	16
3.1.1 Reflect on the following	16
3.2.1 write your Personal Reflection	16
References	17







[bookmark: _Toc225182429]
Introduction


To set up a virtual network that would work for this assignment, we used Oracle VirtualBox. We built up two Windows virtual machines and two Debian Linux systems and connected them using NAT networks. This configuration let devices on the same network talk to each other. We utilised tools like ipconfig, Ip a, and ping to make sure that the PCs were always connected to the network and running well.
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Task_1 Hypervisor Type 2
 A The second kind (hosted) hypervisor doesn't run directly on hardware; instead, it runs on top of an existing host operating system. The host operating system is in charge of the physical resources that make up its structure, such as the CPU, memory, storage, and networking. The hypervisor is a piece of software that controls and creates virtual machines with the use of virtual drivers and other software-based virtualisation tools. Because it depends on the host operating system[1].It adds more effort than Type 1 hypervisors. The host OS can influence performance and security in some respects, and this extra layer may make things a little less efficient overall. Type 2 hypervisors are still popular in schools, testing, and development because they are straightforward to set up, operate, and change. A Type 2 solution works for the enhanced topology because Coursework 2 takes place in a lab and not a real data canter. You need to operate both Windows Server 2019 and a Debian server. A managed virtualisation platform can help you do this. If you're using the BIRMINGHAM layout, Oracle VM VirtualBox [2] is a solid Type 2 option. VirtualBox is a program that runs on Windows that lets you run both Windows Server 2019 and Debian virtual machines at the same time. It works with NAT, bridged, and internal networks, and it provides utilities like snapshots, folder sharing, and resource management controls. Type 2 hypervisors have a larger attack surface, but they are still a good and cheap alternative for this training context [2]. 








· [bookmark: _Toc225182431]IP Addressing
Network users can talk to each other over the Internet thanks to packet switching. This is accomplished by breaking data up into bits and sending them over networks. Routers can send packets to the right network and host by using IP addresses as logical identifiers for the source and target. With MAC numbers, Ethernet switches move frames between LAN segments, while routers use routing tables to link IP networks. For IPv4, addresses have been 32 bits long, with a network part and a host part. For added flexibility and ease of adding new protocols, IPv6 uses 128-bit hexadecimal. For easier extensions [3], this gives it a lot more addressable room. Making sure that the size of a subnet is right for the hosts that are linked to it can help devices work better with VLSM networks using subnetting. Saving names and breaking the system up into smaller parts makes it safer and faster to use. For devices to work better, subnetting and VLSM networks make sure that the subnet's size is right for the hosts that join to it. Instead of throwing away addresses, you can split the system into smaller pieces to make it faster and safer. Internet Protocol (IP) addresses are not only a way to find things, but they also affect how quickly things can be sent and how flexible techs can be [4]. Furthermore, IP addressing helps make smart routing choices, allows structured network segmentation, and boosts overall reliability in modern distributed computing settings across global networks.

	Class
	IP Range
	Default Mask
	Hosts per Network
	Typical Use

	A
	1.0.0.0 – 126.0.0.0
	255.0.0.0 (/8)
	16,777,214
	Very large organisations

	B
	128.0.0.0 – 191.255.0.0
	255.255.0.0 (/16)
	65,534
	Medium-sized networks

	C
	192.0.0.0 – 223.255.255.0
	255.255.255.0 (/24)
	254
	Small networks (LANs)


IPv4 classes A, B, and C categorise networks by size using default subnet masks. Class A supports very large networks, Class B medium networks, and Class C small networks. However, modern networking uses CIDR and VLSM for more efficient address allocation and flexibility.

· [bookmark: _Toc225182432]Routing 
Messages can be sent from one IP network to another with routing. You set up the routes for static routing yourself. It's simple and doesn't add much extra work, but it doesn't adapt right away to changes in the network's structure. Standards like the Open Shortest Path First (OSPF) or the Routing Information Protocol (RIP) help dynamic routing learn paths and fix errors. Although it makes it more flexible and reliable, it is more difficult to set up . As a DHCP Protocol Relay, the Debian server in this setup needs to be able to talk to Microsoft's Windows Server 2019 infrastructure apps without any issues. Dynamic routing is better in a multi-subnet setting because it requires less manual management and can grow as needed in Coursework 2. So, dynamic routing offers the best long-term mix between manageability and availability [5]. 

· [bookmark: _Toc225182433]Network Services
When you are thinking about a domain-oriented architecture, keep in mind that the DHCP, AD DS, firewalls, VPNs, and CA functions are all parts of a bigger safety and control system and not independent units. Organising detection with AD DS is useful for following the rules and keeping an eye on things, but it also makes it a good target for attackers. Following the restricted privilege idea and always keeping an eye on things [6] will help decrease the damage caused by a breach. DHCP can let unlawful addressing attacks happen if it isn't managed properly, but it can also make processes run more smoothly and cut down on mistakes. Some techniques to protect against assaults include to employ reservations for core systems, DHCP snooping, and port security. You may connect to a network from a distance with a secure VPN, but remote access puts you more open to attacks. You need MFA and limited access restrictions to decrease the danger of credential-based infiltration [7]. This is because a Certificate Authority gives out trusted digital certificates that make VPN authentication and internal services better. But if you don't handle your certificates effectively, such if you don't delete them when they expire or don't get rid of them properly, your service could go down, or your security could be poorer. It is vitally crucial to protect root keys, build up procedures to revoke certificates, and make sure that certificates expire at the proper time.


[bookmark: _Toc225182434]Task_ 2: Practical Implementation of the Network Topology
 In Task 2, the designed network structure is put to the test and used. This article tells you how to set up the network services and virtual platform you picked in Birmingham. You acquired it from the ACCA setting you worked on in Task 1. The goal is to use a Type 2 hypervisor to create a virtual infrastructure that permits Debian and Windows Server 2019 run on the same subnet . To achieve that, you need to set up the virtual machine (VM), give it an IP address for the virtual private network (VLSM), and check that the link works. It's very important to keep precise records that show dates and timings. Some of the services that might be added in the future are DHCP, VPN, Microsoft Active Directory, and Register Services. After that, you can change the plan. This makes sure that all three things development, safety, and ease of entry are good [8].
· [bookmark: _Toc225182435]2.1 Choice of Hypervisor 
We chose Oracle VM VirtualBox as the Type 2 hypervisor for this virtual machine architecture since it has some technological problems, it needs to be able to integrate with other systems, and it will be needed for Coursework 2 in the future. The setting only has one student computer, and its CPU and RAM are not very powerful . A hosted hypervisor is superior to bare-metal solutions for this reason. BIRMINGHAM can host Linux-based relay services and domain management in the ACCA base because VirtualBox works with both Windows Server 2019 and Debian Linux. The snapshot functionality enables you safely test and undo changes when you set up AD DS, DHCP, VPN, and Certificate Services. Type 2 hypervisors are riskier, but you can lower those risks by using the correct settings [9].
· [bookmark: _Toc225182436]2.2 Download and Setup
 At first, individuals felt it was safe to download the operating system and server files from websites. This Oracle page gave us Oracle VM VirtualBox. You can trust these sites to give you the Debian and Windows Server 2019 ISO downloads. To see if the procedure worked and was safe. It was exactly how they had planned to make the virtual machines. The main computer for BIRMINGHAM was set up using Microsoft Windows 2019 [10]. It was also made for the ACCA domain. Debian was there for transit services. It was possible to duplicate different subnets by connecting to multiple networks. You could always snap screenshots with timestamps to show that work was moving along gradually, time was being used wisely, and there was a clear plan for how to make the modifications.



· [bookmark: _Toc225182437]2.3 IP Addressing Configuration
Using variable-length subnet masking (VLSM) to make the Internet Protocol (IP) addressing scheme better makes it easier and faster to grow. A hierarchical structure separates servers, clients, and administrative systems into their own subnets instead of using fixed topology addresses. Windows Server 2019 got an IP address from a server subnet to use for Directory, DHCP, and Certificate Services. The Debian server, on the other hand, used a different subnet to send and receive data. DHCP assigns client names on the fly. This organised method shows how to do effective subnetting and handle IP resources well.
· [bookmark: _Toc225182438]2.4 Test and Troubleshooting
 It was also reviewed to make sure that the methods for dividing up the network and giving out addresses were done correctly. It was evident from the beginning that machines close by could easily converse to each other. Before routing was set up, it was incredibly hard for subnets to talk to each other. It's evident that splitting things up works. In this step, you'll find answers to difficulties and check that they function. Users could utilise the service again after correcting the proxy settings. This just proves that the right decisions were made and that the technology used to set up the network worked successfully.









[bookmark: _Toc225182439]Task_2.2.1 Evidence of Download and installation.
[image: ]Figure 1 VirtualBox
The image shows the Oracle VM VirtualBox interface, where users create, manage, and configure virtual machines easily.

[image: ][image: ]Figure 2 The virtual machine Server1
The Oracle VM VirtualBox interface shows “Server1” virtual machine settings, including Windows OS type, selected version, allocated RAM, processor configuration, and advanced system options.


	


[image: ]Figure 3 The virtual machine Client1
This image shows the client machine. In Oracle VM VirtualBox, “Client1” is running with a Windows system visible, confirming it is the client environment

[image: ]Figure 4 virtual machine named Debian Server
Image shows Oracle VirtualBox running a Debian virtual machine, system settings open, and the login screen displaying the vboxuser account within the virtual environment.






[image: ]Figure 5 virtual machine named Debian Client
Oracle VirtualBox displays a Debian virtual machine running, with system configuration panel open and login screen showing vboxuser account awaiting password input inside virtual environment.









· [bookmark: _Toc225182440]2.2.2 Deploy your network as per the given topology:
[image: ]Figure 6 Evidence of Windows PCs connected to NAT Network1Oracle VirtualBox shows Server1 and Client1 configured using Internal Network, enabling isolated communication between virtual machines for testing networking, IP configuration, and client-server connectivity without internet access.
[image: ]Figure 7 Evidence of Linux PCs connected to NAT Network2
Oracle VirtualBox displays two virtual machines with network settings configured to NAT Network, allowing both systems to access internet and communicate through shared virtual networking environment.


[image: ]Figure 8 Verification of Internal Network Communication Between Debian Oracle VirtualBox displays two active virtual machines running Linux terminals, executing ping commands to test connectivity, confirming successful communication and proper network configuration between client and server systems.
· [bookmark: _Toc225182441]2.2.3 Evidence of IP addresses set up
[image: ]Figure 9 Verification of Network Configuration in Virtual Machines Using Command Prompt
Oracle VirtualBox shows Server1 and Client1 running Windows systems, displaying ipconfig results in Command Prompt, verifying IP addresses, subnet masks, and confirming proper network configuration between virtual machines. 


[image: ]Figure 10 IP Adress Linux Configuration 

The ping commands were correctly configured and executed between the two Debian virtual machines. The continuous replies (64 bytes, TTL values, and response times in milliseconds) confirm that both systems are successfully communicating over the configured network. This indicates that IP addressing, subnet configuration, and network adapter settings are properly set. Additionally, the consistent response times demonstrate stable connectivity with no packet loss, proving that the virtual network is functioning efficiently and reliably.








[bookmark: _Toc225182442]2.3.2 Network IP address from NAT Networks this network.
[image: ]Figure 11 Network IP address from NAT Network1 for windows
Oracle VirtualBox network settings display NAT Network configuration with DHCP enabled, providing automatic IP address allocation and allowing virtual machines to communicate and access external networks.
[image: ]Figure 12 Network IP address from NAT Network 2 for Linux
Oracle VirtualBox shows Host-Only and NAT networks configured, with DHCP enabled, allowing virtual machines to receive IP addresses automatically and communicate internally or access external networks.
[bookmark: _Toc225182443]2.4.1 Perform Connectivity Tests
Figure 1[image: ]3
Using the ping command, the screenshot shows that the two Windows virtual machines (Server1 and Client1) were able to link. Both computers are linked to NAT Network1 and can talk to each other without any dropped packets.

Figure 14
[image: ]
[bookmark: _Toc225182444]The ping command was used to test connection between the two Debian virtual machines, and it worked. Since both computers are linked to NAT Network2, they can talk to each other on the same network.
Task_3 Report: Reflection

· [bookmark: _Toc225182445]3.1.1 Reflect on the following
Using Oracle VirtualBox's network setup, two Debian Linux virtual machines and two operating system virtual machines were made and connected to each other using two different NAT networks. NAT Network1 connected Microsoft Windows computers, and NAT Network2 connected Linux systems. It was hard to use the ipconfig option in Debian because it wasn't there by default. The Ip a command fixed this by checking the network parameters and standard IP addresses. We used ipconfig in Windows and InPanel in Linux to make sure that all the PCs were on the same network address range. Finally, we used the ping program to check that the machines could talk to each other and that the network arrangement was working.

· [bookmark: _Toc225182446]3.2.1 write your Personal Reflection
This activity is helping me understand more about virtual networks and how different operating systems can operate together in a virtual world. I learned how to build up a network by making and setting up several Oracle VirtualBox virtual machines. At first, I had trouble following the steps because I liked setting things up and didn't know how to utilise some Linux utilities. As I worked, I got better at utilising the commands, checking IP addresses, and using the ping command to make sure the connections were working. In short, this activity helped me get to know individuals better in real life and made me feel more at ease with virtual systems and networks.
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