THOMAS RHYS EVANS – STUDENT NO. 1810164
Packet Tracer - Troubleshooting Challenge - Document the Network
· Ip address list:
	Device
	Interface
	Device Type
(router, switch, host)
	IP Address
	Subnet Mask
	Default Gateway

	PC1
	NIC
	Host
	192.168.1.153
	255.255.255.0
	192.168.1.1

	PC2
	NIC
	Host
	192.168.3.50
	255.255.255.0
	192.168.3.1

	PC3
	NIC
	Host
	192.168.4.115
	255.255.255.0
	192.168.4.1

	PC4
	NIC
	Host
	192.168.5.83
	255.255.255.128
	192.168.5.1

	PC5
	NIC
	Host
	192.168.5.227
	255.255.255.128
	192.168.5.129

	PC6
	NIC
	Host
	192.168.2.48
	255.255.255.224
	192.168.2.33

	PC7
	NIC
	Host
	192.168.2.67
	255.255.255.224
	192.168.2.65

	Hub
	G0/0/0
	router
	192.0.2.1
	255.255.255.252
	

	Hub
	S0/1/0
	router
	192.168.0.1
	255.255.255.252
	

	Hub
	S0/1/1
	router
	192.168.0.5
	255.255.255.252
	

	Hub
	S0/2/0
	router
	192.168.0.9
	255.255.255.252
	

	Hub
	S0/2/1
	router
	192.168.0.13
	255.255.255.252
	

	Branch-1
	G0/0/0
	router
	192.168.1.1
	255.255.255.0
	

	Branch-1
	S0/1/0
	router
	192.168.0.2
	255.255.255.252
	

	Branch-2
	G0/0/0
	router
	192.168.2.33
	255.255.255.224
	

	Branch-2
	S0/1/0
	router
	192.168.0.6
	255.255.255.252
	

	Factory
	G0/0/0
	router
	192.168.3.1
	255.255.255.0
	

	Factory
	G0/0/1
	router
	192.168.4.1
	255.255.255.0
	

	Factory
	S0/1/0
	router
	192.168.0.14
	255.255.255.252
	

	HQ
	G0/0/0.1
	router
	192.168.6.1
	255.255.255.0
	

	HQ
	G0/0/0.5
	router
	192.168.5.1
	255.255.255.128
	

	HQ
	G0/0/0.10
	router
	192.168.5.128
	255.255.255.128
	

	HQ
	S0/1/0
	router
	192.168.0.10
	255.255.255.252
	

	SW-B1
	VLAN 1
	switch
	192.168.1.252
	255.255.255.0
	192.168.1.1

	SW-B2
	VLAN 1
	switch
	192.168.2.62
	255.255.255.0
	192.168.2.1

	SW-F1
	VLAN 1
	switch
	192.168.3.252
	255.255.255.0
	192.168.3.1

	SW-F2
	VLAN 1
	switch
	192.168.4.252
	255.255.255.0
	192.168.4.1

	SW-HQ1
	VLAN 1
	switch
	192.168.6.252
	255.255.255.0
	192.168.6.1

	SW-HQ2
	VLAN 1
	switch
	192.168.6.253
	255.255.255.0
	192.168.6.1

	SW-HQ3
	VLAN 1
	switch
	192.168.6.254
	255.255.255.0
	192.168.6.1



Reflection
· Identical passwords have been used everywhere within the network. Passwords should be unique for each device they are used on. The strength on the passwords should also be increased
· Switchports are all on VLAN1. Different VLANS should be created/used and any unused switchports should be shut down. All unused ports are currently live
· There is no port security.
· SSH is not being used
· OSPF should be configured on passive interfaces#
· The hub router’s default gateway has been set to it’s own IP address
· No Access control lists have been configured to manage administrative access to devices.
· 802.1x is not implemented.
· Legacy STP is being used
· Trunk links have the Native VLAN 1 configured and they shouldn’t
· On SW-B2, VLAN 99 has been created but it is not being used so should be deleted
Topology: Hub
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