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[bookmark: _Toc102315997]Introduction

The project’s aim was to create a python application that would allow users to submit suspicious URLs for analysis to detect if there are any reports of malicious threats. The python application will utilise application programming interfaces (API) from  URLScan [1] and VirusTotal [2], which will be free to use for non-commercial usage. 
[bookmark: _Toc102315998]Implementation

As part of the function of the application, the below command was used to allow the user to input the URL or domain in the command window instead of adding each URL to the API parameters or data command lines, as shown in the code examples in figure 1 and 2 screenshots. 
enterurl=input("Please enter the suspicious URL:")
enterdomain=input("Please enter the suspicious domain:")
[image: Shape, rectangle

Description automatically generated]figure 1

URLScan data for request
data = {"url": enterurl, "visibility": "public"}
VirusTotal parameters for the query request
params = {'apikey': 'a35ef9681460bac0151abb814e641c5afb171b2ab91726f63698f6e6b8a4f145', 'url':enterurl}
params = {'apikey':'a35ef9681460bac0151abb814e641c5afb171b2ab91726f63698f6e6b8a4f145','domain':enterdomain}
[image: A screenshot of a computer

Description automatically generated with medium confidence]figure 2

By using the ‘while true’ loop, the user is able to enter another URL to check for analysis at the end of the application. The user will enter Y to repeat the steps or any other character to stop the application. See code and figure 3 for screenshot.

To allow the user to enter another URL into the application for checking a ‘while true’ loop was added, which prompted the user at the end of the application process if they would like to repeat the sequence. Entering any character than Y would stop the application. See code and figure 3 for the screenshot.
while True:
  check = input("Would you like to check another word? Enter Y: ")
    if check.upper() == "Y": 
        continue
    print("Hope to see you soon! Stay safe while browsing!")
    break
[image: A picture containing background pattern

Description automatically generated]figure 3

When a response is received after submitting a request, URLScan and VirusTotal include links to the results, as shown in figure 4 and figure 5. Please note that the URL used in the examples for figure 4 has been found malicious on VirusTotal by several anti-virus providers. Please do not open this URL. 
[image: Text

Description automatically generated with medium confidence]Figure 4



[image: Graphical user interface, website

Description automatically generated]Figure 5

[image: A screenshot of a computer

Description automatically generated]Figure 6




Figure 6 above shows that the site can’t be scanned, so the URL was checked manually, which returned the same results as figure 7 illustrates. This shows that the URLScan API is working on the application.
[image: A screenshot of a computer

Description automatically generated]Figure 7

The second function on the python application was to provide the user the opportunity to check domains. The example shown in figure 8 and 9 shows the checking of moodle.com and the complete result returned from VirusTotal.


[image: Text

Description automatically generated]Figure 8
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Description automatically generated]Figure 9

Code for domain checker
import requests
while True:
    url = 'https://www.virustotal.com/vtapi/v2/domain/report'
    enterdomain=input("Please enter the suspicious domain:")
    params = {'apikey':'a35ef9681460bac0151abb814e641c5afb171b2ab91726f63698f6e6b8a4f145','domain':enterdomain}
    response = requests.get(url, params=params)
    print(response.json())

    check = input("Would you like to check another domain? Enter Y: ")
    if check.upper() == "Y": 
        continue
    print("Hope to see you soon! Stay safe while browsing!\n\n")
[bookmark: _Toc102315999]Problems Encountered

There is a way to get the API to return the 'report' for the scans using the ‘get’ call instead of the user having to open the URL as shown in figure 4. This requires providing the scan_id from the request sent in the initial request, as illustrated in figures 10 and 11. 

[image: Text

Description automatically generated]Figure 10

[image: A picture containing text

Description automatically generated]Figure 11

Due to limited time and lack of experience with programming, there has been a failure to implement this function into the main python application. During this task a way has not been found to pull the resource or san_id from the ‘post’ call and then implement it into the following function, which would be to post the results as shown above in figure 11.

Example of the code
import requests
while True: 
#virustotal api

    print('Please find your VirusTotal report below.\n')
    url = 'https://www.virustotal.com/vtapi/v2/url/report'            
    params = {'apikey': 'a35ef9681460bac0151abb814e641c5afb171b2ab91726f63698f6e6b8a4f145', 'resource':'81af4daad4f03267a5f0c29730c7e92ba872485c6cff07730f2090e54fb7c75b-1651418714'}
    response = requests.get(url, params=params)
    print(response.json())
    print("\n") 
    
 #loop I want to return to the home page which is on the main python application.
      
    check = input("Would you like to check another URL? Enter Y: ")
    if check.upper() == "Y": 
        continue
    print("Hope to see you soon! Stay safe while browsing!\n\n")
    break
The other issue encountered was merging the domain checker into the main application. When perform this application the program would fail, and a way has not been found to program the application to run different command lines on the same program. Therefore, three programs have been created to show the individual what they are able to do.
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To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root” for details.

uni@uni-VirtualBox:~$ /bin/python3 " /home/uni/conbined webservice.py"
Hello and welcome to the URL checker

Please enter the suspicious URL:https://extension.metamask.io-online.c2350978. ferozo.com
{'permalink’: ‘https://www.virustotal.com/qui/url/8laf4daad4f03267a5f0c29730c7e92baB72485c6c Ff07730F2090e54 fb7c75b/detection/u-8laf4daadafe3267a5f0c29730c7e92baB72485c6c Ff07730F2090e54fb7c75b- 1651418714, 'resource’ : 'http

5://extension.metamask. io-online.c2350978. ferozo.com/*, 'url': 'https://extension.metamask.io-online.c2350978.ferozo.com/', 'response code': 1, 'scan_date': '2022-05-01 15:25:14', 'scan_id': 'Blaf4daad4fe3267a5f0c29730c7e9
2ba872485¢6cff07730T2090e54fb7c75b-1651418714", 'verbose msg': 'Scan request successfully queued, come back later for the report'}

<Response [200]>
{'message’ 'Submission successful', 'uuid': '7d76bb9d-baa4-4f3b-8880-e11c87e327fb’', 'result': 'https://urlscan.io/result/7d76bb9d-baa4-4f3b-8880-el1c87e327fb/", 'ap:
8880-e11c87e327fb/", 'visibility': ‘public’, 'options': {}, 'url': 'https://extension.metamask.io-online.c2356978. ferozo.con'}

*https://urlscan.i0/api/v1/result/7d76bbd-baad-4f3b-

Would you like to check another URL? Enter
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To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root” for details.

uniuni-VirtualBox:~$ /bin/python3 /home/uni/checkdomain. py
Please enter the suspicious domain:Moodle. com
{'BitDefender category': 'business’, 'Sophos category

‘general business’, ‘undetected_downloaded _samples’: [{'date’: '2022-61-21 10:59:62', 'positives': 0, 'total': 71, 'sha2s6': 'c4fla413e47790162ead328b5Ted65eceBc0e32a
1625bce9598d76c420a92f32'}, {'date': '2021-05-28 07:32:37', 'positives': @, 'total': 73, 'sha256' ‘d8531alac331414d357ac014ac8813b93c2cOeal756542ad8bacb6d352ed4891'}], 'whois_timestamp': 1651289200, 'detected downloaded s
amples [1, 'detected referrer samples': [{'date’ 2022-04-07 20 5', 'positives': 17, 'total 7 'sha256': '994b06727017e23495bf5c4e4d965697023806d4edIb99ec76207fof7elafsf '}, {'date’: '2022-62-02 I: 27', 'posit
ives': 4, 'total': 73, 'sha256': 'af7409c6fe6c0158067289dff8ec8b95T6f3e56eadc48874197242878dc8afl'}, {'date': '2022-01-17 16:54:07', 'positives’': 1, 'total': 72, 'sha256 ' 429ed035bc886e84ba4995ce851b1a06c b fb787e7 18695
58351d2028b0d7b5'}, {'date': '2022-01-14 12 02', 'positives’': 1, 'total': 72, 'sha256': '94c747a755744b237e3d93e98c52534b5335050b89cC51039a9f004b842afe95'}, {'date’: '2022-01-14 12:33:03', 'positives': 1, 'total': 72, '
sha256' : '79aca933f747623467301b5dd7c3c019db135861802477e9eedab2lecc13334c'}, {'date': '2022-01-14 ©9:31:14', 'positives': 1, 'total': 72, 'sha256': '164e523c97fc1567dcc879e5c41dc95bfcb654b7fa32cb7ca5c6379675650786'}, {'da
te': '2022-01-14 ©9:18:46', 'positives’': 1, 'total': 70, 'sha256': 'd9edb982d4ab5465balal9006abdIce60abacbf540f79beb12d94bf296f56b3c'}, {'date’: '2022-01-14 08:40:17', 'positives': 1, 'total': 72, 'sha256 ' f7c970a1077af9
9df1bf49aa422a16bl1foada6Ocdsedo2bafced50acad3e7c7f '}, {'date’: '2022-01-14 ©8:36:24', 'positives’': 1, 'total': 72, 'sha256': '711e6769e5768adb57047d513be81boed51d47b6fb3a661eb968ffo20edf2848'}, {'date’': '2022-01-14 08:34:3
A 8', 'positives': 1, 'total': 72, 'sha256': 'afea9c5579fee23391cd939e2760e8a54038898338c20053F7f33cbcceb18936'}, {'date': '2022-01-14 08:32:06', 'positives': 1, 'total': 72, 'sha256 ' 0a06e0747f185507667a997 c4ded17f48cecte
b104176abda734ae744366811'}, {'date’: '2022-61-14 08:31:23', 'positives': 1, 'total': 72, 'sha256': '6cbdf43d88f3e88788192686b9e78fe97f6e2516a4b9072d22534c0e3e756b1'}, {'date': '2022-01-14 ©8:31:00', 'positives': 1, 'tot
al': 72, 'sha256': 'cb58e227a815751e302ff1f771a0e20e636237c323e24d356479e144e80achod '}, {'date’: '2022-01-14 08:06:18', 'positives': 1, 'total': 72, 'sha256': '469fbda®87af9279734ac806c31b2b8a327cf12c06c845f80eelcd412fc8a8
fb'}, {'date’': '2022-61-14 01:07:07', 'positives': 1, 'total': 71, 'sha256': 'bb7b3dfe5a7c144097f4839ac3c1bef77759918d696d0c6d6edadl6fblf744d6'}, {'date': '2022-01-13 18:24:27', 'positives': 1, 'total': 72, 'sha256': '3be8
8732edoedfc31ee625f71cec06029e1a3c146bbdcSafed9721fed2a6ff89'}, {'date': '2022-01-13 17:37:14', 'positives': 1, 'total': 72, 'sha256': '8d66bb98b22ac5defee3bbdsflaebdbe5c6bce@99c0a6038729f041e0c716383'}, {'date’: '2022-01-
13 17:28:40', 'positives’': 1, 'total': 72, 'sha256': '2b737455caa72fedff7f98fbob77cf9d619f2d12c0745ee7c63946137elbfb59'}, {'date': '2022-61-13 08:41:13", 'positives': 1, 'total': 71, 'sha256': '763d57d2bf0355eb966028698715
86d811512c94d11f98044787d512dcde0824'}, {'date': '2022-01-13 07:46:49', 'positives': 1, 'total': 72, 'sha256': '60463d0462b4999d80639963e0d267523aabafaaae8c0f2917c479784b2fd2"}, {'date’: '2022-01-13 04:52:10', 'positives
1, 'total': 7 'sha256': '40b76590371c32d7d265046d73c675777c777a7c442b62eb9b41f3201040817'}, {'date’: '2022-01-13 6: 37', 'positives': 1, 'total': 72, 'sha256': '4c9clad071e893c875691963fdco2dee6Tb26211309a7cbb758e
7e00d9bsbeld'}, {'date '2022-01-12 21:01:34', 'positives': 1, 'total': 72, 'sha256 ' bad3c88c89b9203e0c94663e603c6406bd35c3e816b5c436d5d62ef20a65e16'}, {'date '2022-01-12 16:12:30', 'positives': 1, 'total': 72, 'sha2
56': '71242970599a0e1b355f5eb9791d346629983fe89fc687e1f83e9256e825296'}, {'date’: '2022-61-12 16:05:40', 'positives': 1, 'total': 72, 'sha256': '510e8e725585559d2132038e8306596644bde92ffd2b5cdde7c76d388bd78b3'}, {'date’:
'2022-01-12 16:04:30', 'positives': 1, 'total': 72, 'sha256': '99fffabcd91936bd84c2670a19f42d83d25e43fd0419fb1fbc27630c74a85059'}, {'date’: '2022-01-12 15:56:08', 'positives': 1, 'total': 72, 'sha256': '6949408d8c341d45f5
3368e3a0a00ded45e813ad9e0a38d8d48eba3da68ca270'}, {'date’: '2022-01-12 15:54:56', 'positives’': 1, 'total': 72, 'sha256 'bc191aec06874cc70686740Fd200c18742491ef8e9f87fca27bbl5aefab96efs '}, {'date’: '2022-61-12 15:55:05',
'positives': 1, 'total': 69, 'sha256': '397e0d006ea9a4396T37a46697693fac36b2596697943e295d1ba771c96d201a'}, {'date': '2022-01-12 15:4 ', 'positives’': 1, 'total': 72, 'sha256': '8bBel®bc291b537a93f7f091ee80b3772b4686316d
4c763b321e5e12eb1251a0'}, {'date’: '2022-01-12 15:45:29', 'positives': 1, 'total': 72, 'sha256 ' b5ed93e33206464879c198e430d1968c6916b06c5019700d6b2eb718b47d8db '}, {'date’: '2022-61-12 10:36:42', 'positives': 1, 'total’
72, 'sha256': '7f87e7863a70b46c3b362275637ee12a549b1325ee610T0a99dd244c3dad3371'}, {'date’: '2022-01-08 ©8:27:40', 'positives’': 1, 'total': 72, 'sha256': '28645c1defb76769ccd400ba62cfbOae9d3d6273907bc9521afa68fb66e9ed846 ' }
, {'date': '2022-01-87 21:23:55', 'positives’': 9, 'total': 72, 'sha256': '94fb995f3658fd4b9213b957c71912b8d03d688d161452b76b6ed95363600c8'}, {'date’': '2022-01-04 21:50:51', 'positives': 1, 'total': 72, 'sha256': 'b166cd40
c4780c38f0d369c4856abf02€98153529¢7d633530598eb0dd3elcal'}, {'date': '2022-01-04 21:52:24', 'positives': 1, 'total': 72, 'sha256': '2e5ab06b295601cae8541750eded76ccaBes8f9aascf5fb3d1al89cbflae66c54'}, {'date’: '2022-01-04 2
1:45:06', 'positives': 1, 'total': 72, 'sha256': '823bSa7be822f18leScfdc49fffe32ab3d63d22d6d9bd76187a66bb7226c92a6'}, {'date': '2022-01-64 12:36:02', 'positives': 1, 'total': 72, 'sha256': '7ad812a762cce7cbcd4882f019b6de38
88241678d5d9231eeead326d144723e9'}, {'date': '2021-12-19 00:21:28', 'positives': 2, 'total': 72, 'sha256': 'e49cf624b8321e1e565360100683da414900d6e7ee3642b2d227e864bc20d652'}, {'date’: '2021-12-06 19:28:18", 'positives': 1
, 'total': 71, 'sha256 '76c7712528b8df4b0OOb4064dCcOd4d74792994b4c932d310318d1c39d655074 '}, {'date’: '2021-10-20 13:20:18', 'positives': 48, 'total': 73, 'sha256': '395f84ff09568673114a8c531elbobb82cee8dasbd6e6bocl7edSca
55b8150f7'}, {'date 2021-05-31 00:54:34', 'positives': 34, 'total': 75, 'sha256 '728478cced92c f62be72ef7612401621939877636cad6ca64989e373613e3db5 '}, {'date’: '2021-05-04 10:24:49', 'positives’': 1, 'total': 74, 'sha256
': 'b6eb7853c5ac47abo7c982bedbcc34d6fedSccfec2239c3c285b1bcedad2s5as3 '}, {'date': '2021-05-04 10: ', 'positives’': 1, 'total': 74, 'sha256': 'd88787e849bfedad49badceff3817cd423b65c7d0333edb2b56c309dd1abd76el'}, {'date’: '
2021-04-12 17:54:14', 'positives': 1, 'total': 74, 'sha256 ' 0ed99176531861d3de6380949bba2349d9807715b6aefd7eaedbal7f7fe55638'}, {'date’: '2021-62-06 ©0:31:05', 'positives’': 1, 'total': 75, 'sha256 ' 13fb85f3630781d50154
54f208dbd0e4464d607643f8d60e973f25499fa2433'}, {'date': '2021-02-04 17:44:26', 'positives': 1, 'total': 75, 'sha256': '974abld9b2e3fd34d0136538a41881787271f7d8df8ad6acf9900d15a8622ded’}, {'date’: '2021-01-23 62:39:02', 'p
ositives': 1, 'total': 7 'sha256': '85a3ce6b23e23f96b8d982d3162cd993e6295c94833ef879103e2de3fadacab5'}, {'date’: '2020-12-25 ©5:50:30', 'positives': 1, 'total': 75, 'sha256': 'ca38dd78b81e86Tb8619660246d1580aa7910b3571c8
©8e6c2a5cd3429fa87a5'}, {'date': '2020-12-09 10:23:05', 'positives': 2, 'total': 76, 'sha256 ' e6ac07a8f943063668ecal48caab2f4c98afo6697c88d3bcef3cdc32bf2fceas '}, {'date '2020-11-21 17:58:16', 'positives': 1, 'total': 7
6, 'sha256': 'cee8ed48622f90a8cab6341272c516d1f8664a83c17b86212d520794a8930af0a’}, {'date’: '2020-10-06 ©9:04:16', 'positives’': 1, 'total': 74, 'sha256': '58dd3cbefeB8a3145e3ad8de230f96cf4b76191ac4as6db3927fc6337911elce5"},
{'date’: '2020-09-03 ©9:15:30', 'positives': 15, 'total': 73, 'sha256': 'f805808dbeead8397c91caaBada72daf698251df9ecb3d6be4999519523e125f'}, {'date': '2020-09-01 21:21:10', 'positives': 18, 'total': 73, 'sha256': 'ddd298bc
2calcbf74c3f6bf186c9409e6802a947eaf8e86e0026f276b401de61'}, {'date': '2020-07-064 14:21:53', 'positives': 10, 'total': 75, 'sha256': '89fa5743b1b4539e94a3714dc752ab5933bcOb7d08422bcd5f580cae257cebd9’}, {'date’: '2020-05-13
©0:33:03', 'positives': 3, 'total': 75, 'sha256': 'de43162f23182182f2cc7c6e4041281956c0d428cdac606d3c3d154cf9d396d8'}, {'date’: '2020-05-07 18:41:31', 'positives': 38, 'total': 74, 'sha256': '93dfe88898ee76f687479c4eddafss
7927deaaf6c1538141b6aba3lced46e161'}, {'date’: '2019-10-06 ©9:23:47', 'positives': 4, 'total': 72, 'sha256': 'eebc70e89788d494a88d6b2a392b3343fcaaaf89beeadb7bf43a49adef2614a8'}, {'date': '2019-08-13 23:33:07', 'positives':
1, 'total': 66, 'sha256': 'c2bed786a431a5417920eee8d7b1859f1cbfle511d3e79355d6768424ce57af9'}, {'date': '2019-05-05 02:50:10', 'positives': 1, 'total': 72, 'sha256': '5c72639429eab89cad9ffdScldc4147eb369747e6a2a30ad3eb339
be363eb5b4'}, {'date': '2019-03-19 01:52:50', 'positives': 1, 'total': 65, 'sha256': '09145960b23d8cca361f47ac178ad5bbbd72c93f7172e5707d09cfIb5abbo865'}, {'date’: '2019-02-04 62:20:08', 'positives’': 1, 'total': 68, 'sha256
*: 'f15816725e687dcbfe53d8f1c4aa2f714db9d28d7d99d4bbleabddedfeeacfef'}, {'date': '2019-01-16 6: 3', 'positives': 1, 'total': 71, 'sha256': '1e2245207bObcb506e979268a2c991d6ff03edb9f62691aaf934b6a69f842ed0'}, {'date': '
2018-12-31 10:34:10', 'positives': 1, 'total': 69, 'sha256 ' 1c5b203c7cad31bd9616fel8e7e443ae8975758bbfbo6T29d21d411c168cdbfb '}, {'date '2018-12-26 21:41:02', 'positives': 1, 'total': 72, 'sha256 ' dedb3765a2d57bdal09c
9d123e053fec96a08761a0ea2a460427ddddad8b32e7'}, {'date': '2018-12-26 ©9:22:17', 'positives’': 1, 'total': 69, 'sha256': '1ce2162617d64bbdfea7357c2222c684caf7abobe50ccIvae32ecdd9aa324efs5'}, {'date’: '2018-12-24 18:56:02', 'p
ositives': 1, 'total': 72, 'sha256': 'fe911d19d44362e68f4c35672b632fef95377ea301e014b270eebb7aa7234dad '}, {'date’: '2018-12-21 €2:12:29', 'positives’': 1, 'total': 72, 'sha256': '0172344d6b554d6a5d8c062943df7aalfae87cdcla7l
0b26161582017c801a3'}, {'date’: '2018-12-10 20:05:25', 'positives': 1, 'total': 71, 'sha256 ' c93a3fd6fedb49c foccbb81de46al50de29a3afcal3626c0a8feedbbsBbsebed '}, {'date’: '2018-11-06 ©2:20:03', 'positives': 2, 'total': 6
8, 'sha256': 'd55024609a17dd37917ef5540d891edald9517bfa080afc00a6783c39b884c40'}, {'date’: '2018-11-83 22:25:07', 'positives’': 10, 'total': 68, 'sha256': 'f3b2808al65dlaaaalf82a7227542ff152743941d93a4bc9838baaBe51842043"},
{'date': '2018-09-24 16:34:35', 'positives': 1, 'total': 71, 'sha256': 'c6bef295f27a724f1591e494da97c4ad48495623b08e4a708c0c868acc926210'}, {'date’: '2018-06-26 20:44:59', 'positives': 3, 'total': 71, 'sha256': 'e32ce458f
bebfbe6ed9fbl4acdc15ee216084a61896dd985aled fb2671c01d59'}, {'date’: '2018-83-21 14:11:41', 'positives': 1, 'total': 66, 'sha256': '2e0d658409a6321a175378c639a7b169900a3b5das5dd44bodc3a8111432fc76a'}, {'date': '2018-03-20 13
:39:25', 'positives': 1, 'total': 68, 'sha256': '3b7f29ea2bOceed9018330dfbl8a4ffdcc123d60d2b20cedfla3f9516e7f7cc5'}, {'date': '2018-03-68 01:11:17', 'positives': 1, 'total': 71, 'sha256': 'a24d1dc73916d64c4962ef5d207e3a630
b512e6c852eb96b9c6a3176d46f42ee'}, {'date’: '2018-03-07 12:39:47', 'positives': 1, 'total': 71, 'sha256': 'a29daeelef025fd30f868505eb19f3fea277b7bb60a29ecobclal344d7526ae5'}, {'date': '2018-03-06 06:14:12', 'positives': 1,
"total': 71, 'sha256': 'af6a83691ae54d6fc6f428bcc59b19479157Fd14439ed8588200943a5f6a2b8e’}, {'positives': 19, 'total': 53, 'sha256': 'al©bd4424c0fbb78ba2278359248c90a734c63e044f53a0b8dacc6lbe5fdaa7b'}, {'positives
otal': 52, 'sha256': '251b35dc161a341a0988b157d1d7bdc5874a85d43492c67a277e9d954d06170'}, {'positives': 2, 'total': 52, 'sha256': 'ecf1371b59ef6dc8cclfclbleaa659d2212aabblafe856d11727b9fa50807046'}, {'positives': 2, 'total
': 52, 'sha256': 'be4c68e71cd89801051b58b0a92be6csfodbFd6d9918d6T34d132a50e47a4c86'}, {'positives': 2, 'total': 52, 'sha256': 'e7lbclOb2e5a5891e2dd8cf3bc23e957b8bdf5660a25407bea39594686ec3f6d'}, {'positives': 1, 'total': 5
3, 'sha256': '523e4487d8654716f555d35fc958e7bf1357ca23b2636a45e39732a0804892f '}, {'positives’': 1, 'total': 54, 'sha256': 'c8622b89c2a7bble357544cfe9dd60bead2c87649085b13a8423dc7767416396¢" {'positives’ total
® sha256 ' 8bd6c0439baadd7eade fbf4b50de3785448c810839fcf63df6a5b80249dd51de '}, {'positives': 1, 'total': 56, 'sha256 '96910d97b49d4889ee145720441de36ced38c28c91a328caffd17de39d8f48d" }, {'positives': 1, 'total': 56, 'sha2
56': '55058c636f2ff75d51449cb7671cb032f95469dd9f33774ceaacd9d86be57490'}, {'positives': 1, 'total': 56, 'sha256': '988bf9dcb87896689c651ad40d3cb8bced794235397c939b1e30a591086bb148 '}, {'positives': 1, 'total': 56, 'sha256':
' 04bfc61eb2140bba62cafb9523e2155a3f f053a929f865da0c89Iba33c3bababd '}, {'positives': 1, 'total': 56, 'sha256': 'fde8a2214c7be52f6d20a2afe80e5f20843a18e8f4d6a4083443cfla6c437a37'}, {'positives': 1, 'total': 56, 'sha256': 'cb
{g} |ddb620872a0c0184ef9a832efbBI4b148543efb6e1059b030772af686456ed '}, {'positives': 1, 'total': 56, 'sha256': '01f85c7294b30108ed530c01dc3fcbaba3f337dddedl9ae5261e4a79f7a4daas’}, {'positives': 1, 'total': 56, 'sha256': '86cc40
4401d3a51de170ad78f99b55fd557d1cde5c479587b65f7629d724c3c3'}, {'positives’': 1, 'total': 50, 'sha256': 'eec863b82069ce3b25eaefc5a53666df8bab3dcf776a569d063806aafd3a1407'}, {'positives’': 1, 'total': 56, 'sha256': '2b04978dc4
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le.con/', '8d8c5eSef1c620101cdacafa2cobad3d683codsdb7749ch948b2d08813b3b425", 0, 92, '2022-04-27 05:54:11'], ['https://moodle.con/moodle-lns/*, '9f276d6769de14961b0e5b62e0d7b830067b25b94b537€333de3d Bd42c6e02b", O, 92, '20
22-04-24 13:09:47'1, ['https://moodle.con/hq/’, '3cdc8f2c162671da0bB6c84294baae77cdf4932dd8e333aa30789aaad8B2f fc’, O, 92, '2022-04-15 21:33:22'], ['https://moodle.com/us’, '43d1alcfol91ffofebsafeaff19edss3assssbebdfdcesta
8b7e78fcfa093627', 0, 92, '2022-04-14 08:23:25'], ['https://moodle. com/de/news/certify-your-learners-with-open-badges-on-moodle/", '634e797d06d5ef6a10f24c57a335578b487dbdbd136dabdabfd2af45fb782e4’, 0, 93, '2022-04-10 18:4
7:41'], ['https://moodle.con/es/acerca-de/, 'edd606b207c568a738b5188e9bbe300d8IC4449b3C382065b7C53014633955", 0, 93, '2022-04-08 06:09:12'], ['https://moodle. con/moodlecloud/', '252c1e128a2461f76ee7676037a49dc2c570af2ae
581053209569715230bf9", ©, 93, '2022-04-07 15:02:58'1, ['https://moodle.com/faq/what-is-moodle/', '6557f737b315fd8bB293a2a6a236034b0c0e9f4afd3ada37cbd7c59db093a6bS" , 0, 93, '2022-04-06 10:45:16'], ['https://moodle.con/br
anded-app/, 'eca75e5572163¢f faedebods8b758d3136fa269166fdechc6c71e78b8f8d558f ', 0, 93, '2022-04-05 16:16:46'], ['https://moodle.com/us/wp-content/uploads/sites/2/2021/68/1T5-Logo-120x71.png", *eB37abadalad06967dbgebse7e09
963f5c4c27800078ef1746b1783c4e0503', ©, 93, '2022-04-05 11:10:36'], ['https://moodle.com/events/us/", '36526dd232dc03dbd4ad6a679ffeonfafd32ae352a39496139760710776267', 0, 93, '2022-03-11 13:10:14'], ['https://moodle.co
m/privacy-notice/', ' fbodd348d395eccosBcade74fbdac1960c6ad41d08dabec125Fc7d95€1789785', O, 93, '2022-03-11 09:24:12'1, [ 'https://moodle. con/workplace/', '4263eb97138ec540a4cde5404e06826dd3d88efd2f4d4ed eazes2dobd70504", 0
. 93, '2022-63-07 11:25:01'], ['http://moodle.con/trademarks’, '276896Cf7131088587933056d8c4397a70a27476116172e5971ea70a5d59a33" , 0, 93, '2022-03-04 O 4'], ['https://moodle.com/us/", 'ea270ffcboe3e57b1253co0a32ecdb8e
e39b8a63eb6d61bd759715F2806c65' , O, 93, '2022-62-19 08:17:52'], ['http://moodle.com/cloud’, '898f5f17503279bd0c472995327f116200eb94ach53c127626f0700b8bOIS', 6, 93, '2022-02-62 17:12:57'], ['https://moodle.com/partners
/', 'b21214146e1a9713280a04b7352a8b3e230127222422b2F92394b9db91490ec’, O, 93, '2022-02-02 01:54:31'], ['https://moodle.com/getstarted/’, 'd658b6603572c1002e11a2bcco23adB47516daf6do9bcf520e4efB9186986b12", O, 93, '2022-01-
30'19:41:29'], ['http://moodle.con/partners/’, '9d562fbe06335d529316753a78be490463ch3ee1c04b2993188393148c 85", 0, 93, '2022-01-26 07:52:31'], ['https://moodle.com/news/learning-pathways/', '8dab3e1d991120622f0eds735a22
82879cfd9ca799912fb970e61c61eecabled’, O, 93, '2022-01-24 13:34:15'1, ['http://moodle. com/us/wp-content/plugins/wpcf7-redirect/build/js/wpcf7-redirect-frontend-script.js', 'ace45038cf579ab441081392b9570022b07660da524c3943
223447014bcag3d", @, 93, '2022-01-21 16:41:36'], ['https://moodle.con/wp-admin/adnin-ajax.php?action=process _simple like&nonce=7a98d76ebdspost id=1795298disabled=truesis comment=9', 'cfedeecc6dba72c8cfocf76b99624b6bd275bd9
1399451d1a561bb7bb7bb855b" , 0, 93, '2022-01-11 06:45:45'], ['https://moodle.com/news/whats-new-in-moodle-311/', '@9bd8527bldcedf75a661e64el12c5acebTbab3dede57e0ead55da353431cc3ae’, 6, 93, '2022-601-04 11: *1, [*https://m
oodle. con/become-moodle-partner/apply/*, 'de09f27706a484e6e5c1247e866afda2473b96e982bad4156ce0517e196298d2", 0, 93, '2021-12-22 18:53:55'], ['https://moodle.com/news/why-education-providers-cybersecurity/*, '01882298ebf17d
149283876567da6521170230a83d20d4b06 Th6d8a326d91cc3’, 0, 93, '2021-12-13 09:02:41'], ['https://moodle.com/academy/’, *d4d6ee3c1dfebfob2eat3b29bde648a65b65dbe3601623a71881b902d4ad1b3", ©, 91, '2021-10-27 06:33:06'], ['https
://moodle. con/events/uk-ireland/*, '443276df6260c332c543d7730284c7eddeaBbea796b30e1f9ed2873315415325, O, 90, '2021-10-18 04:54:56']1, ['https://moodle.com/news', '4f350eff6dbc2302778671adcd4ag0f8dbd fb6cd309d3196007fcBebds
3bl6c’, 0, 89, '2021-69-20 04:22:08'], ['https://moodle.con/es/app/', '928b2c49c10cC6d9ce0229b8892C15797b6af3edeef2ad9f983C31fa5a2576b0" , 0, 89, '2021-09-07 21:06:19'], ['https://moodle.con/community/’, '3af1ff13boc1esdia3
ccccfB3383402860b51eae4201de9e2824480576939b", 0, 89, '2021-08-19 €8:21:68'], ['https://moodle.com/&sa=Usved=2ahUKEwiD2JH09p_yAhWOTKQKHA4hAVEQFNOECDSQAQSUSG=AOVVaw27zh7e35GUKCmUKRsd7cam’ , ' 27741c51fbbfoaf1539a136a436af39
4d187062201d149249c856be260b42049' , O, B9, '2021-08-08 02:52:23'], ['https://moodle.com/news/moodle-4-0- toward-seamless-learning-environment/, '01579fc58be6b117ccdf36320bac2al5c146506b79948298 4af2dece458a30d" , 0, 88, '20
21-07-11 18:36:27'1, ['https://moodle.con/pt/’, '128b15610Cc897608099c221e3dd3d4a5CcBad02c6bTa87bb3845b9F383b6354", O, 87, '2021-04-13 20:01:36'], ['https://moodle.com/de/news/12-einfach-folgen-tipps-moodle-quiz-erstellung
/', '17b18c527de97345¢5c23e9c20695aab50052194aa8bc28e92a308b83250f6ad" , 0, 83, '2021-02-10 11:67:23'], ['http://moodle.com/contact’, '4d5d33e11992b6ab8710787a67d87 fbab75c5a2balabd6912d3dbe42a9e55ad8" , 0, 80, '2020-11-08 05
:20:46'], ['https://moodle. con/es/faq/como-empiezo/, '0291c4e423720ad352a93a66028f c5c5cael16¢54cc21030e3ce0edbf4afS6T", 0, 80, '2020-10-17 08:35:29'], ['https://moodle.com/news/category/conmunity/page/4/", '26aSealcsd67a
b2bfbd9579bd85353184545F942dba6d9ad0Be2196c946dac’ , O, 79, '2020-10-13 08:34:59'], ['https://moodle.com/news/', 'dbac6dIdd3baBe45601843c39d024e41d9dac24a01ec05364eabs50480b288d" , 0, 79, '2020-09-15 01:02:56'], ['https:
/moodle. con/hkdread , '1fdf482bc72d487b476b1701b9f8adbee2bab92e91febo2e2b09a6ed0d87348e", , 78, '2020-08-28 03:50:27'1, ['https://moodle. com/Chapter2022%:20darwin. com/user/NorthwestISD' , '8c933244464ac6e358e852ad207cdfebl
b47824c17687733bce967023453aa7", 0, 78, '2020-08-27 20:26:27'], ['https://moodle.com/news/moodle-announces-geographical -expansion-of-services-with-a-new-reseller-progran/’, '14bdc27eb99ed71e155ce97e52609a1893096743675c044
7fefaclae7a6c6423', 0, 79, '2020-08-69 10:47:59'], [https://moodle.com/es/donaciones/", '1df20d626b8744305cbede93015bb3b2aga6d0c21e22a20c4d25ef94677d24", 0, 79, '2020-68-07 11:38:27'], ['https://moodle.com/fr/news/annon
ce-moodle-school-new-moodlecloud/*, *0df34238291664b14055ae832750392ac304a071970359438a65457408126", ©, 79, '2020-07-16 ©5:25:17'], ['https://moodle.con/about/", *f3c43c2celc7aadaB5a0c45T5589c213073559c3541 8fas5e21clal
84b4869c’, 0, 79, '2020-67-16 04:30:10'], ['https://moodle.con/es/moodlecloud/’, ' fc60992e5dedcsh24esaca82bccsd61748509dd7482872ceB21ef3610c74d7d0’ , ©, 79, '2020-07-16 04:27:12'1, ['https://moodle.com/pt/aplicativo/’, 'dba
3b67704604a0ed1decd591a98a2ec2 fh2ca3bafca6e026269adbb7d1a571a’, @, 79, '2020-67-14 03:53:28'], ['https://moodle.com/pt/educacao/', '8bbgbB480849435d6eb7aB7basco3e0ecTes8de737ebob10fdce243891879f5e’, 0, 79, '2020-07-11 11:1
1:00'1, ['https://moodle.con/de/zertifizierte-integrationen/bigbluebutton/', '0c6c4ef63200f5d077d4af8obel66257077d119bb67055762450a153046¢fe", 0, 79, '2020-07-08 05:27:26'], ['https://moodle. com/wp-content/uploads/2018/0
7/Moodle_july27-1.png*, 'f1Sebs5del88ee3ac5382cdd481dfd3d81790b32f35145252a08daaa6810ec28' , O, 79, '2020-67-06 67:29:01'], ['https://moodle.con/education/’, 'e801bfoabb340adbaBd6dad7c6ca32fdcB59daacdad6574176b8cac67cd3664
', 0, 79, '2020-06-28 €9:54:22'], ['https://moodle.con/. +421d55f2e5787b0c22866707824b0ad1cd472025511879d9c40607396C 458", 0, 79, '2020-06-23 04:28:58'], ['https://moodle.com/app/’, 'fd7453a54a557824256028b5004dc26ce
99f8b27538fal2ef83835144e73ed7", ©, 79, '2020-06-21 10:38:25'], ['https://moodle.com/de/cookies-richtlinie/', '89f1096f1b5dolal2aed0a7ef43d856260737898246545a7ac20b02bSdcccab’, O, 89, '2020-06-09 04:05:09'1, ['https://mo
odle.com/it/*, '8097d86bcl470f7433fe3bf1c1bd7870138955€08c60bco3a3bcBOOSBC262de’, O, 80, '2020-5-27 03:52:13'], ['https://moodle.con/es/educacion/*, '011b13081a21bbd41a9b19973db877776dbo5d96693ebe7cod2d145452ch7a4", O,
80, '2020-05-24 05:39:25'], ['https://moodle.con/pt/news/moodle-anuncia-hsp-integracao/', '5d1c92a76ch80779598700033a0dcd7821a05b0e8553b2446b503149dabcgf ', 0, 80, '2020-05-14 10:25:38'], ['https://moodle.com/es/aplicacio
n/', '643159bdd5eb274aeaaf9aase74d3deedseacs5197cacac7e3babbococed3c’, 0, 89, '2020-65-13 06:12:44'], [*https://moodle.com/es/’, '37065d61760892d65e2619097678505218089325321832eab63coBbadazdebbe, 6, 89, '2020-65-08 04:
9:09'], ['https://moodle.con/de/', '8b8aSe9fesd7dle7a0fd2e9c2ab291733070b2745 caa3ds91857db2404a68", 0, 80, '2020-05-67 11:00:21'], ['https://moodle.com/pt/integracoes-certificadas/bigbluebutton/*, ‘ea6ch32719ef205187c12
5ab8808502d688140c258Cdebe9as74d2c203629F ", ©, 89, '2020-05-07 07:50:47'1, ['https://moodle.com/de/app/’, ‘abe3fa652af3eh2d3767b9565508d4274ded763ad9de71578ac617efac1bo62’, O, 79, '2020-64-26 ©3:22:33'1, ['https://moodl
e.con/events/colombia/', '21e39974d49d7e60b1d8300ded 936a64878b88F53c902913e623c3a5ae733", 0, 79, '2020-04-22 21:32:54'], ['https://moodle.com/es/news/the-new-moodle-3-8-is-here/', 19065002e7cede86a872c48b4942€76d7a301b
91b1000997f7b42cCOfb575863", ©, 89, '2020-04-20 67:34:13'], ['https://moodle.com/certified-integrations/bigbluebutton/*, '8482bd8cda0ebfa01584ff6bfbb6249c55b01a42710098cebae6a5e889abes11", O, 76, '2020-04-02 11:32:23'1, [*
https://moodle. com/it/app/', '203997c7235441821879860d11ec87211ab0d894{85e7fbd2edf17f2b11c’, O, 76, '2020-64-01 12:32:38'], ['https://moodle.com/news/moodle-la-plataforma-educativa-mas-utilizada-del-nundo-se-expande-es
pana/‘, '450c2d6e75e00767186e0CC2a238487 7909 e0af 169df0f78106642227a1873', O, 76, '2020-03-31 10. *1, [*https://moodle. con/solutions/higher-education/*, '7d8e288dco7e3295d4ce39c70ec556b11e2c1e398dd5 fdebedddf44402c23bc
3', 0, 76, '2020-03-29 12:00:37'], ['https://moodle.con/partners/edudigital/", '4badb7d29dbocacsdeedbe120cc71380b1e860195c92d412b0b938258d27744e’, O, 76, '2020-03-28 03:35:50'], ['https://moodle.com/fr/integrations-certifi
ees/bigbluebutton/*, 'b56f751d18ef530542871905386a13299cd74aac7a6f7357ac17a41d1966d10" , ©, 76, '2020-03-26 03:47:53'1, ['https://moodle.com/news/monash-university/*, 'bSeSdcoaefba376beee742a5cobd9213874b6b93e89127che28791
c67cf48f7a’, 0, 71, '2020-03-11 03:44:46'], ['https://moodle.com/moodle-partners-moodlerooms/*, *cd2fdobl7a08eb3addfdc9ad6022103865Faddadchf666e2ecsde769d788ech9’, 0, 72, '2020-02-28 07:05:31'], [ https://moodle.con/mec/’,
' 27118224 83b3480953d0537e6014009a8a6556952a85e8d72C 1 cd565€2eae , 0, 72, '2020-01-24 05:54:54'], ['https://moodle.com/partners/my-learning-space/’, '80c1c47bB5662fd832975f6ce432fd0a201359f3c1daze244 b3e6cabsceec36’, 0,
72, '2020-61-11 €9:31:37'], ['https://moodle.com/scntz/*, '0b15f0963642b83d87bedasb4164ced975a44b77c397aac91a88715a9c6e3a9', O, 71, '2019-10-03 21:10:43'], ['http://moodle. con/question/format/csv/extended sample.csv', '3c
3d1b365f8bf8f8faf536a9f40c35bb32030b2111d1a1763efa79f4454fdcba’, ©, 70, '2019-05-20 19:14:34'], ['https://moodle.con/moodle-lms', 'b575cccc503a12d084b7319548Ffdfb271369709e1a1d0771b333134e6785e€3', 0, 66, '2018-01-17 11:16
:01'1], 'whois': 'Admin City: REDACTED FOR PRIVACY\nAdmin Country: REDACTED FOR PRIVACY\nAdmin Organization: Moodle Pty Ltd\nAdmin Postal Code: REDACTED FOR PRIVACY\nAdmin State/Province: REDACTED FOR PRIVACY\nCreation Dat
e: 1999-62-22T05:00:00\nCreation Date: 1999-62-22T05:00:00Z\NDNSSEC: unsigned\nDomain Name: MOODLE.COM\nDomain Status: clientTransferProhibited https://icann.org/epp#clientTransferprohibited\nDomain Status: clientUpdatePro
hibited https://icann.org/epp#clientUpdateProhibited\nName Server: COCO.NS.CLOUDFLARE.COM\nName Server: KEN.NS.CLOUDFLARE.COM\nName Server: coco.ns.cloudflare.com\nName Server: ken.ns.cloudflare.com\nRegistrant City: 1f8f4
166599d23ee\nRegistrant Country: REDACTED FOR PRIVACY\nRegistrant Email: 28644446d2414as@\nRegistrant Fax Ext: 1f8f4166599d23ee\nRegistrant Fax: 1f8f4166599d23ee\nRegistrant Name: dclco4e67d205176\nRegistrant Organizatio
n: 0ead80333e520d8b\nRegistrant Phone Ext: 1f8f4166599d23ee\nRegistrant Phone: 1f8f4166599d23ee\nRegistrant Postal Code: 1f8f4166599d23ee\nRegistrant State/Province: 178f4166509d23ee\nRegistrant Street: 1f8f4166599d23ee\nR
egistrar Abuse Contact Email: abuse@easydns.com\nRegistrar Abuse Contact Phone: +1.4165358672\nRegistrar IANA ID: 469\nRegistrar Registration Expiration Date: 2023-02-22T05:00:00\nRegistrar URL: http://www.easydns.com\nReg
istrar WHOIS Server: whois.easydns.com\nRegistrar: easyDNS Technologies Inc.\nRegistrar: easyDNS Technologies, Inc.\nRegistry Domain ID: 3828257 DOMAIN COM-VRSN\nRegistry Expiry Date: 2023-62-22T05:00:00Z\nTech City: REDAC
TED FOR PRIVACY\nTech Country: REDACTED FOR PRIVACY\nTech Organization: Moodle Pty Ltd\nTech Postal Code: REDACTED FOR PRIVACY\nTech State/Province: REDACTED FOR PRIVACY\nUpdated Date: 2017-01-23T09:45:38Z\nupdated Date: 2
017-01-23T09:45:39', ‘Alexa domain info': 'moodle.org is one of the top 10,000 sites in the world and is in the Course Website Software category', 'response code': 1, 'Forcepoint ThreatSeeker category': ‘information techno
Togy', 'verbose msg': ‘Domain found in dataset, 'WOT domain info': {'Vendor reliability': 'Excellent’, 'Child safety': 'Excellent’, 'Trustworthiness': 'Excellent’, ‘Privacy’: 'Excellent'}, 'detected urls': [{'url': ‘https
://moodle. con/moodlecloud/quickstart/?utm mediun=emailautm_source=noodlecloudsutm campaign=freetrial-midtrialautm content=bottom', 'positives': 1, 'total': 91, 'scan date': '2021-10-26 15:13:52'}], 'undetected communicatin
g_samples’: [{'date': '2022-63-05 10:14:14', 'positives': 0, 'total': 74, 'sha256': '789bffa557b344a66294265b91c7bdcBIded647554743559505a00cd4654eead  }, {date’: '2022-62-16 ©6:15:29', 'positives’: 0, 'total': 72, 'sha2s6’

: 'b4a81f37e7b57b437355510e116e09746cb5a03698601c54725beSbe6e7esda’ }, { date’: '2021-11-11 11:25:51', 'positives': ©, 'total': @, 'sha256': '7987067a2922bl1fb3elbccd6d7d20e6ebes3bf11143d4815a84fafd81289579" H}
would you like to check another domain? Enter Y: Y
Please enter the suspicious domain:ll
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To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root” for details.

uni@uni-VirtualBox:~$ /bin/python3 " /home/uni/conbined webservice.py"
Hello and welcome to the URL checker

Please enter the suspicious URL:https://extension.metamask.io-online.c2350978. ferozo.com

*https: //www.virustotal.con/qui/url/8lafddaad4fe3267a5f0c29730c7e92baB72485C6c f0773012090e54fb7c75b/ detect ion/u-Blaf4daad4f03267a5T0c29730c7e92baB72485C6¢ f0773012090e54Tb7c75b-1651414126" , 'resource': 'http
*https://extension.metamask.io0-online.c2350978. ferozo.com/', 'response code': 1, 'scan date': '2022-65-01 14:| ', 'scan_id': '8laf4daad4f03267a5f0c29730c7e9
*Scan request successfully queued, come back later for the report'}

{*pernalink’
s://extension. metanask. io-online. c2350978. ferozo. con/*, ‘url’
2ba872485c6¢ff07730f2090e54fb7c75b-1651414126", 'verbose msg'

<Response [200]>
{'message’: 'Submission successful', 'uuid': '8a562522-4625-4657-8f5b-7eeb22dacad9’, 'result': 'https://urlscan.io/result/8a562522-4625-4657-85b-7eeb22dacad9/", 'api': 'https://urlscan.io/api/vl/result/8a562522-4625-4657-

8fsb-7eeb22dacad9/", 'visibility': ‘public’, 'options': {}, 'url': 'https://extension.metamask.io-online.c2356978. ferozo.con'}

Would you like to check another word? Enter Y: [|
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To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root” for details.

uniuni-VirtualBox:~$ /bin/python3 */home/uni/Virustotal url report.py"
Please find your VirusTotal report below.

{'scan_id': '8laf4daad4f03267a50c29730c7€92baB72485c6C 07730209054 b7CT5b-1651418714" , ‘resource’: '8laf4daad4f03267a5f0c29730c7e92baB72485c6¢f1077302090e54b7c75b-1651418714", 'url': 'https://extension.metamask.io-on
Line.c2350978. ferozo.com/*, 'response code': 1, 'scan date': '2022-65-01 15:25:14', 'permalink': 'https://ww.virustotal.com/gui/url/8laf4daad4f03267a5f0c29730c7e92baB72485c6 T f077302090e54b7c75b/detect ion/u-81afadaad4fo
3267a50c29730c7€92baB72485C6¢ f077302090e54Th7c75b-1651418714", 'verbose msg': 'Scan finished, scan information embedded in this object', 'filescan_id': None, 'positives’: 8, 'total': 92, 'scans': {'CMC Threat Intelligen
ce': {'detected': False, 'result': 'clean site'}, 'Snort IP sample list': {'detected': False, 'result': 'clean site'}, 'VX Vault': {'detected': False, 'result': 'clean site'}, 'Armis': {'detected': False, 'result': 'clean
site'}, 'ViriBack': {'detected': False, 'result': 'clean site'}, 'Comodo Valkyrie Verdict': {'detected': False, 'result’: 'unrated site'}, 'Phishlabs': {'detected': False, 'result': 'unrated site'}, 'K7AntiVirus': {'detect
ed': False, ‘result': 'clean site'}, 'CINS Army': {'detected': False, 'result': 'clean site'}, 'Cyren': {'detected': False, 'result': 'clean site'}, 'Quttera’: {'detected': False, 'result': 'clean site'}, 'BlockList': {'de
tected': False, 'result': 'clean site'}, 'OpenPhish': {'detected': False, 'result': 'clean site'}, 'OxSI_f33d': {'detected': False, 'result': 'unrated site'}, 'Feodo Tracker': {'detected': False, 'result': 'clean site
Web Security Guard': {'detected': False, 'result': 'clean site'}, 'Scantitan': {'detected': False, 'result': 'clean site'}, 'AlienVault': {'detected': False, 'result': 'clean site'}, 'Sophos': { detected': True, 'result'
*phishing site'}, 'Phishtank’: {'detected’: False, 'result': ‘clean site'}, 'EonScope': {'detected': False, 'result': 'clean site'}, 'Cyan': {'detected': False, 'result': 'unrated site'}, 'Spamd04': {'detected': False, 're
sult': 'clean site'}, 'SecureBrain': {'detected': False, 'result': 'clean site'}, 'Hoplite Industries': {'detected': False, 'result': 'Clean site'}, 'CRDF': {'detected': True, 'result': 'malicious site'}, 'Rising': {'detec
ted': False, 'result': 'clean site'}, 'Fortinet': {'detected': False, 'result': 'clean site'}, 'alphaMountain.ai': {'detected': False, 'result': 'clean site'}, 'Lionic': {'detected': False, 'result': 'clean site'}, 'Virusd
ie External Site Scan': {'detected': False, 'result': 'clean site'}, 'Artists Against 419': {'detected': False, 'result': 'clean site'}, 'Google Safebrowsing': {'detected': False, 'result': 'clean site'}, 'SafeToOpen': {'d
etected': False, 'result': 'unrated site'}, 'ADMINUSLabs': {'detected’: False, ‘result': ‘clean site'}, 'CyberCrime': {'detected': False, 'result': 'clean site'}, 'Heimdal Security': {'detected': False, 'result': 'clean si
te'}, 'Autoshun’: {'detected': False, ‘result': ‘unrated site'}, 'Trustwave': {'detected': False, 'result': 'clean site'}, 'AICC (MONITORAPP)': {'detected': False, 'result': 'clean site'}, 'CyRadar': {'detected': True, 're
sult': 'malicious site'}, 'Dr.Web': {'detected': False, 'result’: 'clean site'}, 'Emsisoft': {'detected': True, 'result’: 'phishing site'}, 'Abusix': {'detected’: False, 'result’: 'clean site'}, 'Webroot': {'detected': Tru
e, 'result': 'malicious site'}, 'Avira': {'detected': True, 'result': 'phishing site'}, 'securolytics': {'detected': False, 'result': 'clean site'}, 'Antiy-AVL': {'detected': False, 'result': ‘clean site'}, 'Acronis': {'de
tected': False, 'result': 'clean site'}, 'Quick Heal': {'detected': False, 'result': 'clean site'}, 'DNS8': {'detected': False, 'result': 'clean site'}, 'benkow.cc': {'detected': False, 'result': 'clean site'}, 'EmergingTh
reats': {'detected': False, 'result': 'clean site'}, 'Chong Lua Dao': {'detected': False, 'result': 'clean site'}, 'Yandex Safebrowsing': {'detected': False, 'result': 'clean site', 'detail': 'http://yandex.com/infected?11
On=enéurl=https: //extension.metamask. io-online.c2350978. ferozo.com/'}, 'MalwareDomainList': {'detected': False, 'result': 'clean site', 'detail’ /viva.malWaredomainlist . con/mdl. php?search=extension.metamask. io-onlin
©.c2350978. ferozo.com'}, 'Lumu’: {'detected': False, 'result': 'unrated site'}, 'zvelo': {'detected': False, 'result': 'clean site'}, 'Kaspersky': {'detected': True, 'result': 'phishing site'}, 'Sucuri SiteCheck': {'detect
ed': False, 'result': 'clean site'}, 'desenmascara.me’: {'detected’: False, 'result': 'clean site'}, 'URLhaus': {'detected': False, ‘result': 'clean site'}, 'PREBYTES': {'detected': False, 'result': 'clean site'}, 'StopFor
unSpam': {'detected': False, 'result': 'clean site'}, 'Blueliv': {'detected': False, 'result': 'clean site'}, 'Netcraft': {'detected': True, 'result': 'malicious site'}, 'ZeroCERT': {'detected': False, 'result': 'clean sit
e'}, 'Phishing Database': {'detected ‘result': ‘clean site'}, 'MalwarePatrol': {'detected': False, 'result': 'clean site'}, 'MalBeacon': {'detected': False, 'result': 'clean site'}, 'Sangfor': {'detected': False,
‘result False, 'result': 'clean site'}, 'GreenSnow': {'detected’:
False, 'result': 'clean site'}, 'G-Data': {'detected': False, 'result': 'clean site'}, 'StopBadware': {'detected': False, 'result': 'unrated site' {'detected': False, 'result': 'clean site'}, 'malwares.co
m URL checker': {'detected': False, 'result': 'clean site'}, 'NotMining': {'detected': False, 'result': 'unrated site'}, 'Forcepoint ThreatSeeker False, 'result': 'clean site'}, 'Certego’: {'detected': False
. 'result': 'clean site'}, 'ESET': {'detected': False, 'result': 'clean site'}, 'Threatsourcing’: {'detected': False, ‘result': 'clean site'}, 'MalSilo': {'detected': False, 'result': 'clean site'}, 'Nucleon': {'detected
False, 'result': 'clean site'}, 'BADWARE.INFO': {'detected’: False, 'result': 'clean site'}, ‘ThreatHive': {'detected': False, 'result': 'clean site'}, 'FraudScore': {'detected': False, 'result': ‘clean site'}, 'Tencent':
{'detected': False, 'result': 'clean site'}, 'Bfore.Ai PreCrime': {'detected': False, 'result': 'clean site'}, 'Baidu-International': {'detected': False, 'result': 'clean site'}}}

Would you like to check another URL? Enter V:





image1.png
PROBLEMS ~ OUTPUT  DEBUGCONSOLE  TERMINAL

To run a command as administrator (user "root"), use "sudo <command>".

See "man sudo_root” for details.

uni@uni-VirtualBox:~$ /bin/python3 " /home/uni/conbined webservice.py"
Hello and welcome to the URL checker

Please enter the suspicious URL:ll
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To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root” for details.

uni@uni-VirtualBox:~$ /bin/python3 " /home/uni/conbined webservice.py"
Hello and welcome to the URL checker

Please enter the suspicious URL:bbc.co.uk

‘resource’: 'http
'Scan request suc

{'permalink "https://www.virustotal.com/gui/url/29235aeba91a762d7a8df67ae4453d13613a908e5615d996fc4a7a3c2ed3aadd/detection/u-29235aeba9la762d7a8d f67ae4453d13613a908e5615d996 f c4a7a3c2ed3aade - 1651418328
://bbc.co.uk/*, 'url': 'http://bbc.co.uk/', 'response code': 1, 'scan date': '2022-85-61 15:18:48', 'scan_id': '29235aeba91a762d7a8df67ae4453d13613a968e5615d996fc4a7a3c2ed3aad0-1651418328", 'verbose msg':
cessfully queued, come back later for the report'}

<Response [200]>
{'message’: 'Submission successful', 'uuid
9567-8e8c51fedelc/’, 'visibility': 'public’, 'options’:

*d1f5ba6d-8a7b-4874-9567-8eBc51fegelc’, ‘result': ‘https://urlscan.io/result/d1f5b46d-8a7b-4874-9567-8ec51fedelc/", ‘api': 'https://urlscan.io/api/vl/result/d1f5b46d-8a7b-4874-
{3}, 'url': ‘http://bbc.co.uk'}

Would you like to check another URL? Enter Y: [|
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uni@uni-VirtualBox:~$ /bin/python3 " /home/uni/conbined webservice.py"
Hello and welcome to the URL checker

Please enter the suspicious URL:https://wwd.bbc.co.uk/news

{'permalink': 'https://www.virustotal.com/gui/url/18f6b732a8227133c6be24c6181382082d9d543ca0f6105ed57d951c960691de/detection/u-18f6b732a0227133c6be24c6181382082d9d543cadf6105ed57d951c960691de- 1651418549, 'resource’: 'http
S://www.bbc.co.uk/news', 'url': 'https://www.bbc.co.uk/news', 'response code': 1, 'scan date': '2022-65-01 15:22:29', 'scan_id': '18f6b732a0227133c6be24c6181382082d9d543ca0f6105ed57d951c960691de-1651418549", 'verbose msg':
*Scan request successfully queued, come back later for the report'}

<Response [200]>
{'message': 'Submission successful ‘uuid': '79d39490-e9e3-4360-88ac-7ab988c4b284', 'result': 'https://urlscan.io/result/79d39490-e9e3-4360-88ac-7ab988c4b284/", 'api': 'https://urlscan.io/api/v1/result/79d39490-e9e3-4360-
88ac-7ab988cab284/", 'visibility': ‘public’, 'options': {}, 'url': 'https://ww.bbc.co.uk/news'}

Would you like to check another URL? Enter Y: Y
Please enter the suspicious URL:Netflix.com

{'permalink': 'https://www.virustotal.com/gui/url/4dd2b7f9c3dSee8ca7b2b310caa6932d2c76152c6ef9927e8d83148707d5bas5/detection/u-4dd2b7f9c3d5ee8ca7b2b310caa6932d2c76152c6ef9927e8d831148707d5bas-1651418558", 'resource’: 'http
://netflix.com/*, 'url': 'http://netflix.com/', 'response code': 1, 'scan date': '2022-05-61 15:22:38', 'scan_id': '4dd2b7f9c3dSee8ca7b2b310caa6932d2c76152c6ef9927e8d831f48707d5bas-1651418558", 'verbose msg': 'Scan request
Successfully queved, come back later for the report'}

<Response [200]>
{'message"': 'Submission successful 'uuid': '8b326ee7-b313-4aea-aa29-ca693ce356d4', 'result': 'https://urlscan.io/result/8b326ee7-b313-4aea-aa29-ca693ce356d4/', 'api': 'https://urlscan.io/api/vl/result/8b326ee7-b313-4aea-
aa29-cab93ce35604/", 'visibility': ‘public’, ‘options': {}, 'url': 'http://Netflix.com'}

Would you like to check another URL? Enter Y: N
Hope to see you soon! Stay safe while browsing!

uni@uni-VirtualBox:~$ [





