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[bookmark: _Toc8869436]Introduction
Overall this document will contain web application risks alongside a web application created in Microsoft MVC 5 and an evaluation on that web application.
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[bookmark: _Toc8869438]SQL Injection
SQL injection is one of the most common techniques that a web application can become a victim of. It is done by placing malicious code into SQL statements done through web input. The statements which could be inputted can go around authentication methods which have been set up and potentially view the entire SQL database. This is extremely dangerous as usernames, passwords, email addresses and other important personal information can be stolen via this method. OWASP (Open Web Application Security Project) lists injection attacks as the number one threat to web application security [1]. There’s only one way to properly prevent a web application from being vulnerable to SQL injection attacks and that is input validation and using prepared statements so that the application code doesn’t use the input directly. [2]
[bookmark: _Toc8869439]Cross-site Scripting (XSS)
Cross-site scripting is another type of injection code but is done on the client-side rather than server-side. The idea of cross-site scripting is to execute a malicious script within the web browser of the victim by including some malicious code in a legitimate web page or application. Once the victim visits the web application with the malicious script it will then execute and infect the victim’s computers. Common web applications which are used for cross-site scripting include forums, message boards or web applications which allow comments or messages. [3] Finding vulnerabilities within the JavaScript of a web application is one of the preferred methods of injecting malicious code as JavaScript is fundamental to most users’ browsing experience. Alongside this cross-site scripting might not be used for attacking an individual but can be used for defacing websites. Although cross-site scripting is not as directly dangerous as SQL injection it can still access a user’s cookies on their machine. With these cookies it might be possible for the attacker to perform actions on a user’s behalf such as buying products, accessing sensitive data etc. Protecting an application against XSS attacks is quite simple but there are a few steps to take. Don’t put untrusted data into HTML inputs, any untrusted data can be controlled by an attacker. Things such as HTML form inputs, query strings, HTTP headers etc can all be used to breach a database if not the application itself. Ensuring that all HTML elements are encoded can be a major contributor to preventing XSS attacks as it changes characters like < into safer forms like &lt; [4]
[bookmark: _Toc8869440]Cross-site Request Forgery (CSRF)
Cross-site request forgery is an attack where the attacker will trick a victim into performing certain actions on their behalf. Depending on the victim’s level of permission this can be a particularly dangerous attack, or it can be quite mild in comparison. These attacks will take advantage of a website trusting the user after they confirm that they are who they say they are. CSRF can be an extremely powerful attack but often slips under the radar and not taken as seriously as it perhaps should be. If done properly it can be a powerful, stealthy attack and it is quite common due to the amount of attacks carried out. [5] A CSRF attack is done normally by tricking the victim to clicking a malicious link, the second part of the attack is to send a legitimate-looking message from that website to the victim’s machine. The request is sent with specific values sought after by the attacker including cookies which are associated with that website. Any requests then from those cookies will be seen as legitimate from the website even though they are being sent from the attacker. [6]
[bookmark: _Toc8869441]Failure to restrict URL Access
A failure to restrict URL access can lead to web application security being compromised via a technique known as forced browsing. Forced browsing can become a fatal issue very quickly depending on the data that the attacker can view. An attacker will attempt to guess the URL of a specific page or brute force their way to an unprotected page. If this flaw exists then there is likely to be hidden pages with similar, guessable URLs which the attacker will be looking for. To protect against this, you should not allow anonymous web visitors read access to any sensitive data file. Alongside this, all unnecessary files should be removed from any web-accessible directories. [7]
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The purpose of this web application is for business use inside a video rental store. It will be used by the member of staff behind the desk alongside other members of staff and regional managers etc. A customer will come to the desk carrying the movie which they would like to rent and then the member of staff behind the desk will log that as a new rental and input the film along with the customer information into the system. No money will be logged through the system as that is the stores procedure.
[bookmark: _Toc8869444]Intended Use / Audience
This application will be used by members of staff working for a video rental organisation. This is so that the rentals do not need to be kept on paper. Even though this might seem like an outdated method it would still be used in other countries around the world as they might not have access to streaming sites like Netflix, Amazon Prime etc. 
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Web applications which don’t look the part can be confusing to navigate and hinder the user’s experience. To ensure proper user satisfaction and to ensure that the web application is engaging for the user I have included several design principles which are listed below
Purpose: The site is fit for purpose as it contains only exactly what is needed for a working web application and no extra as that can confuse the user. Therefore, the website is made as simple as can be whilst still being powerful enough to contain all of the necessary data.
Colours: The colours I have chosen are again, simple but effective. The black text on the white background make for easy reading and make the web application continue to look uncluttered for an easy viewing experience. Alongside this, successful operations are in green as expected and unsuccessful operations are highlighted in red as this represents danger, or something wrong with the application.
Navigation: I have implemented a simple navigation bar at the top of the screen. This allows the user to switch between different pages simply and effectively. There is no clutter on the navigation menu to make pages difficult to find. I’ve tried to use the ‘three click rule’ where possible so users ca find any information they’re looking for within three clicks.
Accessibility: I have ensured that the font is very easy to read for as many people as possible to streamline the viewing experience. Alongside all text is at a reasonable size so that zooming in or out should be unnecessary. This also includes keeping all relevant information on one page, so users won’t need to scroll or click several different pages to find the information they need. All pages should be accessible by users whom might need the use of a screen reader due to being visually impaired.
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Below are all the models that I have created to complete this project in screenshot format.
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Below are all the views I have created to complete this project in screenshot format
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Below are all the controllers that I have created to complete this project in screenshot format.
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This is the home page that you are greeted with when opening the web application. It is HTTPS secured and for continuing further than this page you are required to log in. Clicking any of these buttons without logging in will just present you with the login screen
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This is the login screen that is presented when you click either the login button or if you click anything whilst not logged in. Inputting the email and password will give 1 of 3 levels of access, Guest, Staff, Admin. The guest can view all data but unable to add data, the staff is able to add but not remove data and the admin can add, remove and view data. Logging in with Facebook along with registering a new user, this is default set to the guest permissions.
[image: https://i.imgur.com/abB2e6O.png]
If the fields are empty, then they will highlight the boxes and say what is required.
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This is the new rental page. On here you must select a customer and movie(s) and then they will add these to the database when submit is pressed. There is autocomplete on these fields and they are validated so that there needs to be some data inputted.
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When the rental is successfully recorded, this pop-up will appear in the top right of the screen to give the user feedback that the rental has been recorded
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This is the register page which has several verification checks. Alongside the ones shown in the screenshot the password must have 1 capitalised letter, a numerical character and a special character to be accepted as a password. When registered the user will have guest permissions
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This is the customers page. On this page all customers are listed along with their membership types and the ability to delete the customer if needs be. At the top of each of the columns it is possible to sort them in alphabetical order to make for easier searching. Alongside this it is possible to search for a specific customer using the search bar at the top. When clicking into each user you can see their details. An image of customer details is below
[image: https://i.imgur.com/6qKu6P8.png]
When creating a new customer, you will need to add all the relevant information into the required fields which are shown below. Just like the other forms it will highlight unfinished records in red.
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The movies page is basically the same as the customer page with the same functionality. Both pages link to a table in the database. Alongside this, ‘Genre’ is a separate table.
[image: https://i.imgur.com/YzGyn0g.png]
A video detailing all features and using the website is available at https://www.youtube.com/watch?v=e9G2oX-aSz4&feature=youtu.be

[bookmark: _Toc8869507]Evaluation and Improvements
Overall the functionality of the web application is very good and works fully as intended with no bugs to report. It has met the requirements set with the ability to create, edit, view and remove sets of data within a database format. Also, in the requirements it labels a minimum of 3 tables, I have gone further than this and created 5 tables. Overall the web application has a simple interface and only contains the relevant information, whilst this prevents confusion with users and the data on the page it does look quite bare in some areas
To improve the web application there are a few things I would change. Firstly, I would create a custom layout and make the colour scheme a bit more up to date rather than just the original black and white of bootstrap’s theme. Alongside this I would also like to add some more pages and tables to make it so that the new rental table is viewable online as it’s currently only visible through Visual Studio. While setting this up for a professional business I would also create a working mobile view for this web application so that it would be possible to walk around the business and potentially use a tablet PC or phone to register bookings.
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render: function (data) {

return “cbutton Class="btn-link js-delete’ data-movie-id=" + data + “>peletec/buttom”;
3

»
$(*smovies™).on("click’, *.js-delete”, function ) {
var button = $(zhis);
bootbox.confira("Are you sure you want to delete this movie®”, fusction (result) {
5 (resute) {
$.a3ax((
url: */api/movies/” + button.ater(*data-novie-id"),
mechod: “oeLere-,
success: function () {
“table. rou(button. parents(“<r")) .resave() . drau(

»:
»:
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SULDIgVidly . ViewModels. MovieFormVicutiodel

=
ViewBag.Title = Model.Title;
]

<h2> BHodeT.THELE /2>

Busing (Heml.BeginForm(“Save”, “Hovies™))
[

BHtm1.ValidationSummary (true, "Please Fix the following errors.
<div_class="forn-group">
Bitml. LabelFor(m
Bitml . TextBoxFor(m

m.Name)
m.Name, new { @class = "form-control® })

Bitml .ValidationtessageFor(n ~> m.Nane)
</div>
<div_class="forn-group">

Bitml. LabelFor(m
Bitml . TextBoxFor(m

m.ReleaseDate)

Bitml..ValidationtessageFor(n > m.ReleaseDate)
</div>
<div_clas:

Bitnl..LabelFor(n ~> m.GenreId)

Bitml .DropDownListFor(m => m.Genreld, new Selectlist(Model.Genres, "Id", “Name"),

Bitml..ValidationtessageFor(m ~> m.GenreId)
</div>
<div_class="forn-group">

EHtn1.LabelFor(m => m.NumberInStock)
Bitml TextBoxFor(m = m.NumberTnStock, new { @class = *form-control® })
EHtm1 .ValidationMessageFor(m => m.NumberInStock)

</aiv>

BHtn1 HiddenFor( => m.Id)

Btom1. AntiForgeryToken()

<hutton type="submit" class="btn btn-primary">Save</button>

Bscripts.Render(*~/bundles/jqueryval®)

m.ReleaseDate, "{0:d M4 yyyy}”, new { @class = “form-control” })

, new { @class

“form-control” 3)
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SULIIRVidly . ViewModels. RandomfovieViewtodel

Viewsag.Title = "Randon";

Layout = "~/Views/Shared/_Layout.cshtnl";
]
=
var className = Model.Customers.Count > @ ? "popular”
]

E

Eif (Model.Customers.Count == 0)

H
B0 one has rented this movie before.
¥
else
t
<>,
Broreach (ver customer in Model.Customers)
%
<11 custoner Name< /11>
¥
<un>

nu11;
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]
<h2>Movies</n2>

3
[
&

SULWIEnumerable<Vidly .Models. Movie>

=
Vieudag. Title

“Movies;

Layout

“~[Vieus/Shared/_Layout.cshtm1";

<table i
<thead>
<tr>

‘movies” clas:

‘table table-bordered table-hover™>

<th>Moviec/th>
<th>Genre</th>
<rtr>
</thead>
<tbody></tbody>
</table>

B <script>
g $(document) .ready (Function () {
[l var table = $("#movies").DataTable({
o
“/api/movies”,
5
& columns: [
& <
data: “name”
b
& <
data: “genre.name”
3
1
s
0
</seript>
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<h2>Mew Rental Form</nz>

Viewsag.Title = “New Rental Fora";

<Labelcustomerc/Label>
[ <ty class="ce-container™>
<input id-"custoner” nase-"customer data-rule-validCustoser="true” required ty;
<aiv>
<sav>

text™ value="" class="fora-control />

<Labelomoviec/label>
[ <ty class="ct-container™>
<input id="movie" name="movie" data-rule-atieastOneovie="true” type="text” value="" class="forn-contral® />
<aiv>
<sav>
B <oty class="row™>
& <div class="col-nd-4 col-sm-4">
<) 3d-"movies~ class--lizt-group™</uls
<saiv>
<sav>
<button class="btn ben-prinary™>subatt</button
</sorm>

Bscripts. Render ("~ /bundles/jaueryval)

B ceeripes

g $(docunent). ready (Function () {
g var v =
sovieses: [1

»
Var customers - new Sloodhound((
dstumokenizer: Bloodhound. tokenizers.obj.uhitespace( nase),
queryTokenizer: Bloodhound. tokenszers whitespace,

o
* a3/ custonsrs2query HUERY",
wildcard: “oueRy”
>
»

8 $(*scustoner) typeanead({

mintength: 3, 1

highlight: true
g FA

diplay: “name,
1-on("typeshesdselect”, Funceion (e, custoner) {

T - ey
»:
8 B

i e i T e e,
aueryTokerszer: Slondhound <okenizers hitespace,
o =57
uri: *apmoviestauery-KQUERY",

wixscara: ey

>

»

$( smovie’) typeshead({
minLength: 3,





image44.png
oo,

1).on(-typeshead:zelect™, function (=, movie) {

3("smovies).append("cli class="list-group-iten’>” + movie.name + “</1i>7);

3("smovie”). typeahead(“val, ~7);
va.povierds. push(novie. id);
»:
$.validator. addwethod("validcustoner”, Function () {
cturn va.custoner1d & ve.custonerid | 0
3, “Plesse select 3 valid customer.”);
$.validator. addmethod("atLeastonemovie”, function () {
eturn va.movieIds. length >
1, “Please select at least one movie.
Ver validator - $(-snewnental").validste((
submsthandler: function () {
s.a3ax((
url: */api/newsentals”,
method: “post”,
e

»
-done(unceion () {

‘toastr. succass(“Rentals successfully recorded.
$("scustoner-). typeahead(“val”,
$("mmovie"). typeahead(“val”, “);
$("mmovies™) .empty();
va = { movietss: 1 };
R ——

»
at1runceion 0 ¢

‘toastr.error(“Somsthing unsxpected happensd.”);.

»
return falze;
»:
»:
<seriars
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((!DOCTYPE himl>
Sental>
Bi¢head>
| meta charset—rute-s" />
p——
| critie,BViedpag. Title - My ASP.NET Applicstion</tities
Bstyles.Render(*~/Content/css")
Bscripts. Render(*~/bundles/modernizr")

</head>
S<ody>
| BHtml.Partial("_NavBar®)
£ <div class="container body-content”>
i ERendertody()
< />
<Footer>
<pacopy; EDateTime.Now.Year - Vidly</p>
</footer>
</aiv>

Bscripts.Render("~/bundles/1ib")

| ERendersection("scripts”, required: false)
</body>

</html>

‘viewport” content="width=device-width, initial-scale=1.0">
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Gusing Microsoft.Aspet.Identity

Bir

[}

(Request. TsAuthenticated)

using (Html.BeginForm(*LogOff", "Account”, FormMethod.Post, new { id = "logoutFora", @class

Bital AntiForgeryToken()

<u1 Class="nav navbar-nav navbar-right™>
P an
! Btal.ActionLink("Hello * + User.Identity.GetUserame() + *
IR%

| <li><a href="javascript:docunent.getElenentByTd(* logoutForn') .submit()">Log oFf</a></1i>
</ul>

nav navbar-nav navbar-right">
<1 Btm]ActionLink("Register®, "Register
<15 Bt ActionLink("Log in", Jogin", "Account", routeValues: null, htmlAttributes: new { id
<>

navbar-right” 1))

, "Index", "Manage", routeValues: null, htmlAttributes: new { title

“Account”, routeValues: null, htmlAttributes: new { id = “registerlink” })</1i>

"loginLink® 3)</1i>
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<button type="button" class=
<span class="icon-bar"></span>
con-bar"></span>

con-bar™></span>

| <span class
<span class

</button>

Bttml. ActionLink(“Vidly", “Index"

i i

| <div clas:
| <ul clas:

navbar-collapse collapse™
‘nav navbar-nav”>

| 15 Betml ActionLink(“Hovies"

Lo

i Bitm1Partial ("_LoginPartial®)
<div>

<aiv>

“Home", new { area

“Index,

‘navbar-toggle” data-toggle="collapse” data-target=".navbar-collapse™>

| <15 Bttn1 ActionLink(“New Rental®, “New", "Rentsls)</1i>
- L5, Bitm ActionLink(-Custoners, "Index-, "Custoners®)</1i-

Hovies®)</1i>

3, new { €class = "navbar-brand” })
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Views:

<n1 class

stem.Web.Mvc.HandleErrorinfo

ag.Title = "Error™

"text-danger™>Error.</n1>
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[Euti2Systen. Web.Mvc. HandleErrorInfo

=
Viewsag.Title = "Locked Out";
]
Elchgroup>
<h1 class="text-danger">Locked out.</hl>
<h2 class="text-danger™>This account has been locked out, please try again later.</h2>

</hgroup>
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o

[validateantiForgeryToken]
public async TaskeactionResult> Login(Loginviewiodel model, string returnurl)

5 (tmodelstate. 13valid)

<
return Vies(sodel);
>
Var result = ausit Signinmanagen.passwordsigninasync(nodel Exail, model.password, model.Rememberne, shouldLockout: False);
sitch (result)
<
case signinstatus.success:
return RedirectTotocal (returnurl);
case signinstatus. Lockedout
return view(*Lockout");
case Signinstatus.nequiresverification:
retirn RedirectToAction(Sendcade”, new { Returnurl - returnurl, Remesberne - model.Resesberne 1);
case signinstatus.Failure:
“Invalid login atcempt.");
return View(sodel);
»
>
71 ser: [account jverifycode
[ALlowsnonymous]
pUblic async TaskeActionResuIt> VerifyCode(string provider, string returnUrl, bool remesberne)
b
1/ Require that the user has already logged in via usernase/password or external login
5 (13wait Signimanager.HasseenveriFiedasync())
<
return View("error®);
»
Peturn View(new Versfycodaviewodel { provider - provider, Returnurl - returnirl, Remesberne - resesberve 1);
>
77 posT: [account /versfycods
[resprosc]
[ALlowsnonymous]

[ValidateancirorgeryToken]
pUblic async TaskeactionResult> VerifyCode(verifyCodeviemodel model)

b
5 (tmodelstate. 13valid)
<
return Vies(sodel);
>
Var result = auait SigniaManagen. Tworactorsigninasync(sodel.Provider, model.Code, ispersistent: model.Resemberve, remeabersrouser:
switch (result)
<
case signinstatus.success
return RedirectToLocal (sodel Returnurd);
case signinstatus. Lockedoue:
return view(*Lockout");
case signinstatus.Failure:
eraune:
modelstate. Addnodelrron("”, “Invalid code.”);
return View(sodel);
>
>

17 ser: [account egister.
Al lowanonymous]

ode]. Renesberarouser) ;




image52.png
public ActionResult Register()

‘
E—
,
e —
freemer]
)
Drtmarerargeyroer]
e S et T )
‘
PTen—
<
= oo
e
Sy
B R
e e
% o - e e e, e
e ety
= g
=0 B e
et sereconctioninde, “Hore)3
[
e Ve
= b
et
% | | e em e o ey
R ¢ Coera — 11 code = )
i vieerar;
= % o e e e,
= S e el
= ,
I
= R —
= e
e [ e R
= ‘
= E——
ey ——
freemos
)
rtimeratgeyroer]
e o e e R )
PTen—
e e




image53.png
202 @ if (user == null || !(await UserManager.IsEmailConfirmedasync(user.1d)))
20 i

o

205 return View(“Forgotpasswordconfirmation");

206 >

o

208 >

-

20 return view(aodel);

m >

@ ”

22 71 ser: [account/Forgoteasswardconfirnation

2s [ALlowsnonymous]

26 g public Actiontesult Forgotpasswordconfirmation()

27 b

28 return view(

29 >

m g ”

= 71 ser: [account/mesetrassuord

2 [ALlowsnonymous]

2 Public Actiontezult Resetpazsord(string code)

225 b

26 return code == null ? View("Error®) : view(

27 >

@ g ”

20 11 pasT: Jaccount /rasetpassword

= [respposc]

= [ALlowsnonymous]

= [ValidateancirorgeryToken]

230 public async TaskeActionResult> ResetPassword(ResetPasvardvisunode] madel)
3 ks

236 5 (Imodelstate. 1svalid)

3 <

238 return Vies(sodel);

w o

23 11 bon't reveal that the user does not exist

200 return RedirectToAction( ResetPasswordconirmation”, “Account”!
2as »

25 Var result = ausit Usermanager. Resetrasswordasync (user.1d, sodel.Code, sodel.Fassword);
w o rycEm—,

a2 <

29 return RedirectToaction( Resetpasswordconfirmation”, “Account”!
250 >

= adderrors(result);

2 return view(

255 >

P ”

26 71 sex: [account Resetrasswordcontiraation

257 [ALlowsnonymous]

P public Actionfesult ResetPazsordConfirsation()

2 b

20 return view(

01 >

g ”

200 71 past: Jaccount /externaliogin

265 [respposc]

26 [ALlowsnonymous]

267 [ValidateancirorgeryToken]

. public ActionResult Externallogin(string provider, string returaurl)
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T
1/ Request 3 redirect to the externsl login provider
return new Challengemesult (provider, Url.Action(”Externallogincallback”, “Account”, new { Returnurl = returnurl 1));
>
77 ser: [account sendcods.
[ALlowsnonymous]
public async TaskeactionResult> SendCode(string returUrl, bocl remenberne)
b
Var user1d = ausit Signiawanager.GetveriFieduseridasync();
5 (user1d == nu1l)
<
return View("erron
>
Var userractors = auait Uservanager.GetvalidTuoractorprovidersasync (user1d);
var factoroptions = userractors. Select (purpose => new Selectlistrten { Text = purpose, Value = purpose }).ToList();
return View(new SendCodeviewnadel { Providers = factorOptions, Returnurl = returnurl, Resenberve = remenbernie 1);
>
77 pasT: Jaccount/sendcode
[resprosc]
[ALlowsnonymous]

[ValidateancirorgeryToken]
public async TaskeActionResult> SendCode(Sendcodeiswiodel model)

b
5 (tmodelstate. 13valid)
<
return view(;
>
11 sensrate the token and send it
5 (1aeeit Signimuanager. SendTuoractorcodeasync (sadel. selectadprovider))
<
return View("erron
»
Peturn RedirectToaction(“Verifycade", new { Provider  model.Selectadprovider, Returnurl - sodel.Returnirl, Remesberne
>
71 ser: [account/excernalLogincallback
[ALlowsnonymous]
public async Taskeactionfesults Externallogincallback(<cring returnurl)
b

1/ Sign in the user with this external login provider if the user siresdy hss 2 login
Var result = ausit SignisManager.Externalsigninasync(logininfo, ispersistent: false;
switch (result)

<

case signinstatus.success:
return RedirectTotocal (returnurl);
case signinstatus. Lockedout:
return View(“Lockout™);
case Signinstatus. Requiresverification:
return Redirectoaction("Sendcods", new { Returnurl = returnur, Remesberne
case signinstatus.Failure:
deraune:
71 1F the user does not have an account, then prospt the user To create an accourt
Viewsag.Returnur. = returnurl;
Viewsag. LoginProvider = logininfo. Login. LoginProvider;
return View(-ExternalioginConfirmation”, new ExternalloginConfirmationViewsodel { Email = loginInfo.Email });

alse s

- node1 Remeaberve 1);
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L

57—

o

17 (disposing)

<
3¢ (usermanager 1= null)
«
_usernanager Dispose()
usermanager = nuil;
>
3¢ (signionanager 1= null)
«
_signinanager.oispose();
stgninanager = nuil;
>
>
base.Dispose(disposing);
>
sregion Helpers

11 used for xsRF protection when adding external logins
private const string Xerfey = “XSreId"

private Tuthenticationmanager Authenticatiomanager

b

>

set
<

return HetpCantext Getowincontext() Authentication;

>

private void adderrors(1dentityResuls result)

>

areach (var error in result.Errors)

<

Fodelstate. Addvodelgrror(-", error);

>

private ActionResult RedirectTolocal(scring returnirl)

b

>

incerns) class challengeresult

<

£ (Ur1 Tstocalur] (returnurl))

<

return Redirect(returnurl);

»

public

<
B

public
<

RedirectToaction(*Index”, “Hone);

retpunauthorizedtesul.

Challengenesult(string provider, string redirecturi)

<his(provider, redirecturs, null)

Challengenesule(string provider, string redirecturd, string usertd)

Loginprovider - provider;
Redirecturs - redirecturi;

userza

public
public
public

public

String Loginprovider { gat; s2t; }
string Redirecturi { get; set; }
String usertd { get; set; }

override void ExecuteResult(controllercontext context)
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var properties = new AuthenticationProperties { Redirecturi = Redirecturi };
3F (Userzd 1= o)

i
properties. pictionsry[xsrfkey] - Userid;
>
Context.Hetpcontext. setouincontext() . Authentication.challenge(properties, Loginprovider);
>
y
Fendregion
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’

public Actiontesult petails(int id)

b

>

Var customer = _context.Custosers. Include(c => c.Mesbershiprype).single0roefault(c => c.1d

5 (custoser == nu1l)
return Hetpuotround();

return view(customer);

public Actiontesult Edit(int id)

b

var customer = _context.Custosers. singledroefault(c => c.1d == id);

MesbershipTypes - _context. membershipTypes. ToList()

»
Peturn view(“Custoserrarn”, viewodel);
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¥ chsing system;

Systen.Collections Generic;
Systen. Lina;
Systen.ueb;
Systen_web.mc;

Frnanespace vidly.Controllers.
<

[RLlowtnonysous]

Bi  public class Homecontroller : Controller
©
i public Actiontesult Index()
b

return view();

>

L public Actiontesult About()
b
Viewsag.message = “Your spplication description page.

return view(

>

i public Actionsesult Contact()
b
Viewsag.message = “Your contact page.

return view(
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using systen.Ling;

Lsing Systen. Threading. Tasks;

using Systen.ueb;
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using microsoft AspNer. Identity;

using Microsoft.AspNet. Identity.Ouin;

using microsoft.ouin.Security;

using vidly models;

Enanespace vidly.Controllers.

¢
ferszer
b it ot rrspmctretie < comrotier
:
v G Ty
i e
b e
B
5
. T e S, S S
‘
e
e
,
b e e s
‘
L =
¢
e A T e S,
,
E ER—
‘
T
,
,
e o
‘
L =
¢
S S e e ),
,
: E——
£
onemaragr = atins
,
,

77 ser: manage/index
pUblic async Taskeactionfesults Index(Managenessage1d? message)
b
Viewsag.statusnessage
message — ManageMessage1d. Changepassuordsuccess 2 “Vour passuard has been changed.”
ansgenessageld. SetpasswordSuccess ? Your paseord has been Set.”
MansgenessageId. SetTwor actorSuccess 2 “Your Two-factor authentication provider has
e e e e e e
ansgenessage1d. AddPhoneSuccass 2 “Your phone nusber was added.”
Mansgenessage1d. RemovePhanaSuccass ? “Your phone nusber was resoved.”

var user1d = user. Tdentity.Getuser1d();
[ var model = new Indexviewnodel
.

been set.”
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L HasPassword = HasPassword(),
E SU25% Usernaniger. Gethonenumberazync uzerid),

n TuoFactor - aveit Uservansger. GetTuofsctorEnabledasync (uzerid)

= Loging - sueit Usersansger GetLoginsaeync(userid),

= Srousernensabered = 2125 Authenticatiomanager. TworactorsrouserRencaberadsync userid)
A 5

7 Féturn view(model);

£ ’

w ”

7; 77 post: jransge/renovetogin

I [etprost]

a [valicatenntsrorgeryToken]

2 g pubic ssyne Taskeactiontesulc> RemoveLogin(string loginerovider, scring providencey)
H <

P Manageressagerd? message:

as Var result = suait Usersanager. RemoveLoginasyne (User. Tdentity.GetuserTd(), new UserLogininfo(loginprovider, providertey))
P 5¢ (relt. succeeded)

b <

H Var user = ausit UserManager. FindsyIdAsync(User. Tdentity.Getuser1d());

P 5# (user 1= maa1)

9 <

2 Susic Signzownsger. Signinteync(user, ispersistant: fslse, resesbersrauser: f21%2);
2 >

E message = Mansgetessageld. Resoveloginsuccess;

% 5

s & e

% h

B mezsage - ransgewezsageld.crror;

% >

25 Peturn RedirectToaction("Nanagetogins”, new { Message = sessage 1);

100 >

103 77 v manage/addehonenumber

s & puslic Actiontesul AddPhoneNusber()

105 <

106 return view0;

168 ’

5 ”

10 17 posr: mansge/addshonenuater

m [etprost]

2 [valicatenntsrorgeryToken]

s public seyne TaskehctionResults AddphoneNumbar (AdiPhoneNusberyiods] model)

s <

ns 55 (moderstate. 1avalid)

s <

117 return Vieu(sodel

s >

19 71 sensrate e coken snd zend 5x

120 o code - asit Usewansgar. GenerataChangaPhonstusber Tokantsync (U, Ldentity. GetUserZd(), model Musber);
21 57 (Umermansger sesservics 1= nuil)

2 <

= var message = new Tdentityneszage

12 <

125 bestinstion - model usber,

126 Body = “vour security code is: * + code

15 »

128 Zlssc uservansger. sesservice. Sendasync (sezsage)

1 >

1 Teturn RediractTaceion(VerifyPhoneiusber”, new { Phonetusber - sodel usber 1);
3 >

12 e T ——

135 [reeprost] -
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Fusing System.Collections.Generic;
using Systen. Componenttiodl.DataAnnotations;

Elnanespace Vidly.Models
<

B} public class ExternalloginConfirmationviewtiodel
€

[Required]

[Display(Name = "Enail")]

public string Email { get; set; }

[Required]
[Display(Name = "National Insurance Number")]
public string NationalInsuranceliumber { get; set; }

[Required]
[StringLength(11)]
public string Phone { get; set; }

b

public class ExternalloginListViewtiodel
€

public string ReturnUrl { get; set; }
b3

public class SendCodeViewtodel
b

| public string SelectedProvider { get; set; }

public ICollection<System.ueb.Mvc. SelectlistItens Providers { get; set; }
public string ReturnUrl { get; set; }

public bool Remembertie { get; set; }

b
B  public class VerifyCodeViewtiodel
b
| [Required]
public string Provider { get; set; }
[Required]
[Display(Name = "Code™)]

public string Code { get; set; }
public string ReturnUrl { get; set; }

[Display(Name = "Remember this browser:
public bool RememberBrowser { get; set; }

1

public bool Rememberte { get; set; }

b
B public class ForgotViewtiodel
b
| [Required]
[Dizplay (Name

public string Email { get; set; }
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1f (!result.Succeeded)

<
return RedirectToaction("Index", new { Message = ManageNessageld.rror 1);

>

Var user = auzit Uservanager. FindsyTdasync(User. Identity. Getuserzd());

£ (user 1= 1)

<

»

uait Signimwanager. Signinasync(user, ispersistent: slse, remembersrowser: f21se);

Peturn RedirectToaction(*Index", new { Message = Wanagemessagerd. Removephonesuccess 1);

17 sex: [nanage/changerassuord
public Actiontesult Changepassword()

b

>

return view();

71 pasT: nanage/Changepassword
[resprose]

[ValidateancirorgeryToken]

public async TaskcActionResult> Changepassword(Changerassuordviewtodel. madel)

b

>

5 (tmodelstate. 13valid)

<

>

Var result = auait Usermanager. Changepasswordasync(User. Tdentity. Getuser1d(), model.oldpassword, model.

return Vies(sodel);

5 (resul. succeeded)

<

var user = ausit UserManager. FindsyIdasync(User. Identity.GetuserId());

3¢ (user 1= 1)

<

axait Signimanager. signinasync(user, ispersistent: false, resesberSrowser: false);

>

Feturn RedirectToaction("Index”, new { Message = ManageNessageId.Changepasswordsuccess 1);
»
Adderrons(result);

return view(sodel);

17 ser: [nanage/setpassword
public Actionfesult Setpassword()

b

>

return view();

71 post: wanage/setrassword
[resprose]

[ValidateancirorgeryToken]

public async TaskeActionResult> Setpassword(Setpassuordviswiodel model)

ks

5 (nodelstate. Tsvalid)

<

Var result = susit Usermanagen. AddrasswordAsync(User. Ldentity.etusertd(), model Newpassword);
3¢ (result.Succeeded)

<
ar user = axait Uservanager. FindsyIdasync(User. Identity. GetUserzd());
5 (user 1= nul)
<
uait Signiwanager. signinasync(user, ispersistent: fslse, rememberrouser: false);
>
Peturn RedirectToction("Index", new { Message = Wanagewessagerd. Setpasswordsuccess 1);
>

Adderrors(result);
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>

1/ 35 we got this far, something failed, redisplay form
return vie(aodel);
>

77 ser: [manage managetogins
public async TaskeactionResuIt> Managelogins(Managenessageld? message)

b
Viewsag.statusnessage =
message = Managatessage1d.Removeloginsuccess 2 “The external login was removed.”
© message == Mansgenessageld.Error 2 “an error has occurred.”
Var user = auzit Uservanager. FindsyTdasync(User. Identity. GetUserzd());
)
<
return View("error®);
>
Var userogins = suaic Usernanager.GetLoginsasync(User. Identity.etuserTd());
var athertogins = AuthenticationManager.GetExternalAuthenticationTypes() here(auth => userLogins.All(ul => auth.AuthenticationType =
Viewgag. ShowkesoveButton — user.Passwordrssh 1~ nul || userLogins.count > 1
return View(new ManageLoginsviewodel
<
Currentiogins - usertogins,
OtherLogins - atherLogin:
»:
>
77 posT: nanagevinkiogin
[resprose]

[ValidateancirorgeryToken]
public Actionfesult Linklogin(scring provider)

b
1/ Request 3 redirect to the external login provider to link 3 login for the current user
return new AccountController. challengeRasult (provider, Url.Action(-LinkLogincallback”, “Manage"), User.Identity.Getuserid());
>

77 ser: manage/Linkiogincallback
public async TaskeActionResult> Linklogincallback()
b
var logintnfo
i (logintnfo
<

axait Authenticatiommanager. GetexternalLogininforsync (Ksrfkey, User.Identity.Getuserid());
1)

return RedirectToAction(ManageLogins, new { Message = ManageMessageld.rror 1);
>
Var result = susit Usermanager. AddLoginAsync (User. Identity.GetuserId(), logininfo. Login);
return result.Succeeded ? RedirectToAction(“Hanagelogins") : RedirectToAction("NanageLogins™, new { Message = Managenessagerd.error 1);
>

protected override void Dispose(sool disposing)

<
base.Dispose(disposing);

>

Helpers.

11 used for XsRF protection when adding external logins
private const string Xerfkey = XsrfId";

private Tuthenticationmanager Authenticatiomanager
T

1. oginerovider))

ToLize0);
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var user = Userwanager.Findsyxd(User. Identity.Getuser1d());
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1 B public class moviescontroller : Controller
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" private applicationobcontext _context;
g pustic moviescontraller()

1 <

= _context = new Applicationdbcontext();

2 >

= g protected override void Dispose(tool disposing)
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11 GeT: ovies/mandon
public Actionesul Randoa()

var movie = new Movie() { Name = “shreki” 1;

[resprose]
[ValidateancirorgeryToken]

[Authorsze(Roles - Rolenians. Cannanagevovies)]
public Actionfesult Save(novie movie)

b

5 (tmodelstate. 13valid)
<

var viewodel
<

‘e Hovisroraviewodel (sovie)

Genres - _context.Genres. ToLise()

return View("Movierorn”, viewodel);
»

i (novie.d
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@ Ehsing System;
Systen.Collections Generic;

public class Rentalscontroller : Controller
©

public Actiontesul New()

b

) return view();
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public class LoginViewtiodel

b
| [Required]
[Display(Name = "Email”)]
[Erailaddress]
public string Email { get; set; }
[Required]
[DataType(DataType.Password)]
[Display(Name = "Password”)]

public string Password { get; set; }

[Display(Name = "Remember me2")]
public bool RememberMe { get; set; }

public class RegisterViewiodel

€
[Required]
[Display(Name = "National Insurance Number")]
public string NationalInsuranceliumber { get; set; }
[Required]
[Enailaddress]
[Display(Name = "Enail")]

public string Email { get; set; }

[Required]
[StringLength(100, ErrorMessage = “The {0} must be at least {2} characters long.”, MinimumLength = 6)]
[DataType(DataType.Password) ]

[Display(Name = "Password”)]

public string Password { get; set; }

[DataType(DataType.Password) ]
[Display(Name = "Confirm password”)]

[Compare("Password”, ErrorMessage = "The password and confirmation password do not match.”)]
public string ConfirmPassword { get; set; }

[Required]
[StringLength(11)]
public string Phone { get; set; }

public class ResetPasswordViewtiodel

[Required]
[Enailaddress]

[Display(Name = "Enail")]

public string Email { get; set; }
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public class ResetPasswordViewtodel
€

[Required]
[Enailaddress]

[Display(Name = "Enail")]

public string Email { get; set; }

[Required]
[StringLength(100, ErrorMessage
[DataType(DataType.Password) ]
[Display(Name = "Password”)]
public string Password { get; set; }

he {0} must be at least {2} characters long.”, Minimmlength = 6)]

[DataType(DataType.Password) ]
[Display(Name = "Confirm password”)]

[Compare("Password”, ErrorMessage = "The password and confirmation password do not match.
public string ConfirmPassword { get; set; }

public string Code { get; set; }

3
public class ForgotPasswordViewtiodel
€

[Required]

[Enailaddress]

[Display(Name =

public string Email { get; set; }





