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Abstract

After making the transition to the cloud, you will observe the impact that it had on the industry in the following paper. Also, the criteria for selecting personnel with specialized knowledge to manage large networks, as well as the operation of the Representational State Transfer, commonly known as REST, which occurs between web nodes and servers utilizing a specific language with a variety of protocols.
Introduction

	Businesses have been developed and impacted because of the pressure placed on developing industries to adapt to and troubleshoot large datasets in a rapid and easy manner at a low cost.
	The increase in the world's population, on the one hand [1], and the scalability of corporate operations [2] on the other, are two of the most important factors that have caused industries to make the transition to cloud computing.
	The annual growth rate peaked in the late 1960s, when it reached approximately 2%. Since then, the rate of growth has practically halved, and it will continue to drop in the future years.
	In the final half of the 1950s, U.S. firms expanded across national and continental borders, requiring increasingly complex government-industry cooperation. [3]
	Scientific industrial district and multinational development are Third Industrial Revolution products. If machine learning, tools, and manufacturing systems were all that needed to be developed during the first and second Industrial Revolutions, then those revolutions would have been far less high explosive rather than computer-integrated manufacturing units, programmable automation, network of computer -operated and controlled systems.	
	Robotics, CQT, programmable machines, assembly lines, and the elimination of low-skilled jobs will all play major roles in the products of the Third Industrial Revolution.
	Since its initial releases by the leading vendors in the year 2000, Cloud-based computing has provided organizations with the scalability they need to handle their expanding resource needs in an agile and cost-effective manner.
	Numerous firms are undertaking digital transformation nowadays. Certainly, it is one of the most effective ways for firms to remain competitive in the current, crowded marketplace. However, being paperless is simply one part of the expansion of digital technology.

CQT – Computerised quality testing
Advantages of the Cloud Computing
The benefits of shifting towards Cloud Computing are:
1. Secure Collaboration
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Figure 1 Secure Collaboration

Secure Data Collaboration and Dissemination allows two or more parties to safely communicate their data in an encrypted software environment for project collaboration or sensitive information dissemination while keeping data management.
Because the safe environment keeps all the source data encrypted and the owners of the data have their own unique encryption keys, this is achievable. [4]



2. Easy Access 
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Figure 2 Easy Access
If you have access credentials and the Internet, your Cloud account is always at your fingertips.
	
3. Disaster Resistant
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Figure 3 Cloud Backup
	Cloud backup simplifies your DR plan and lowers the cost while increasing the security. Following is some of the benefits associated with cloud backup and recovery.

DR- Disaster Recovery
4. Reduced IT Costs

If you don't have to worry about maintaining your own hardware, you can save back on operational and IT expenses while maintaining flexibility to grow or shrink as needed. If your company is large enough, this might represent significant savings as you won't need to invest in a server.

5. Ability to Scale Up or Down

Scale unlimitedly. You may also scale down your subscription to avoid paying a premium for cloud storage if you've committed to a huge data clear-out and need to scale down your operations. This is the greatest and most cost-effective alternative for small and medium-sized organizations, but major multinational businesses should run their own cloud server to get the same benefits with full control. [5]


Network professional’s job’s role evolved to meet technical challenges of the Cloud

	There are few attributes that cannot be altered while transitioning to Cloud Computing.
	One of them is the Physical Security, it is the responsibility of security designers, architects, and analysts to strike a balance between security controls and threats, taking into consideration the expense of defining, developing, running tests, implementing, using, managing, monitoring, and maintaining the controls, as well as broader considerations such as aesthetic appeal, civil rights, health and safety, and societal norms or standards. Although the fundamentals are similar, physical access security measures that are suitable for a high-security jail or military installation may not be suitable for an office, a residence, or a car.
	Second in importance is Cryptography, is a way for securing information and communications using encryption, so that only the intended recipients can read and comprehend the information. [6]
	The third disadvantage that needs specialized network professionals is because the Downtime. Having services only through the internet if there is a weak connectivity it might interrupt and increase the downtime. [7]
	Despite these benefits, according to the Future of Jobs Report, 2020 by the World Economic Forum, a huge number of firms across several industries have adopted cloud computing technologies. It is becoming one of the most valuable tech talents, especially for successful use of modern technology.
	


RESTful Web Services
A web service is a protocol that allows computers to communicate with one another via the internet in a uniform and consistent manner. [8]
	To assure compatibility, the following specifications are used:

· XML: Extensible Markup Language
This information storage and transfer capability is what XML was created for. 
Both humans and computers can read XML documents. [9]

· SOAP: Simple Object Access Protocol
Is a messaging protocol that allows remote application components to interact. SOAP may be transported across a variety of common protocols, including HTTP (Hyper Text Transfer Protocol).
SOAP is a data link layer protocol typically used to develop Extensible Markup Language-based online APIs (XML). It supports a broad variety of Internet communication protocols, including HTTP, Simple Mail Transfer Protocol (SMTP), and Transmission Control Protocol. The SOAP method specifies how a SOAP message is handled, its features and modules, the communication protocols supported, and its creation. SOAP employs XML Information Set as its message format and application layer protocols, such as HTTP, for message delivery and negotiation. [10]

· WSDL: Web Services Description Language (is using XML), is employed for describing web services.

RESTful web services have played an important role in supporting improvements in the development, deployment, and consumption of web applications and services. Representational State Transfer (REST) is an architectural style that gives a set of guidelines for developing scalable, adaptable, and easily maintained web services. [11]
RESTful web services rely on a set of well-defined operations or HTTP methods, such as GET, POST, PUT, and DELETE, to execute a variety of activities. These techniques let clients to request or change resources without the server maintaining any client-specific context between requests. [12]
Using RESTful web services has enabled the following modifications:

1. Client and server decoupling RESTful web services allow clients and servers to be decoupled, allowing them to grow independently. Clients are not dependent on any server architecture or technology, and servers may be upgraded or replaced without impacting client functionality. [13]
2. Due to their stateless nature, RESTful web services are extremely scalable, making them suitable for distributed and cloud-based systems. [14]
3. RESTful web services may be accessed by any client or service, independent of programming language or platform. This is because they communicate data using well-defined and standard HTTP protocols and forms, such as JSON or XML. [15]
4. RESTful web services provide such a standard interface for obtaining and modifying resources, making it simpler and quicker to design APIs.
5. RESTful web services generally are light and may be readily accessed by portable apps with minimal resources, making them perfect for the creation of mobile applications.

In conclusion, Web services have encouraged improvements in the creation, distribution, and consumption of online apps and services by offering a scalable, adaptable, and easily maintained architecture that promotes platform independence and facilitates API development.

Why software defined networking has become so heavily adapted by industry, despite meaning an adaptation to the job role of network engineers.
Software-Defined Networking (SDN) has been widely adopted by industry due to its potential to simplify network management while increasing network flexibility and scalability. SDN provides for the separation of a network's control and data planes, allowing for centralized power of network elements via a software-based controller. This networking method enables more effective network administration, better agility, and lower operating expenses. [16]
SDN's ability to simplify network administration is one of the key reasons for its fast adoption. Network components such as routers and switches are set individually in conventional networking, making network administration difficult and time-consuming. SDN, on the other hand, provides a centralized point of management that allows network managers to manage devices from a single place. This simplifies network administration and allows for the rapid deployment and distribution of network resources. [17]
SDN also provides greater flexibility and scalability. Network managers may use SDN to swiftly add and delete network resources to suit changing network demands. SDN also enables the load balancer of internet services, assuring that networking resources are used efficiently. Because of this flexibility and scalability, enterprises can adapt to changing business demands more rapidly and extend their networking more efficiently. [18]
	Even though SDN has benefits, it has forced network engineers to change how they do their jobs. To manage and run an SDN-based network, network engineers must now have a distinct set of skills and knowledge. Network engineers no longer configure network devices directly; instead, they use software control systems and automated tools to handle network resources. [19]
	



Why standards, such as JSON and REST have been selected and utilised. Specifically consider interoperability.


Standards such as JSON (JavaScript Object Notation) and REST (Representational State Transfer) were chosen and implemented for several reasons, one of which being the capacity of these standards to foster interoperability. [20]
Interoperability is the capacity of distinct computer technologies and systems to successfully communicate with one another and share information with one another. Interoperability is promoted through standards such as JSON and REST, which offer a standardized vocabulary and a standardized set of protocols with the purpose of facilitating the transfer of data from one system to another.
JSON is a lightweight and flexible data exchange structure that is simple for individuals to read and write and easy for devices to parse and generate. It has emerged as a common choice for web-based APIs because it is easy to integrate with a wide spectrum of programming languages and technological advances, such as JavaScript, Python, Java, and many others. This makes it simpler for programmers to make apps that can talk to each other and share data using the same language. [21]
Overall, choosing and using standards like JSON and REST has helped to improve interoperability by giving different systems a common language and set of rules for sharing data. This has facilitated it for developers to make apps that can talk to other systems and share information using a common language. This has made software development more efficient, scalable, and flexible. [22]
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