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Introduction
In this evaluation, several helpful resources used in IT infrastructure, like virtualization and virtual machines, will be explained. IaaS, PaaS, and SaaS introduction. A brief explanation of their functionality for various projects is also provided.


What is Virtualization
Virtualization creates a synthetic or virtual computing environment in place of a physical environment. Virtualization usually consists of computer-generated replicas of hardware, operating systems, storage systems, and other components. Businesses can now divide a single physical server or computer into multiple virtual ones. Each virtual machine can therefore operate independently and run a variety of operating systems or applications by sharing the resources of a single host machine. Although virtualization technology dates to the 1960s, it wasn't until the early 2000s that it became widely used. Hypervisors, one of the technologies that made virtualization possible, were created decades ago to allow numerous users to access batch-processing computers concurrently. [1]


What is a Virtual Machine
A virtual machine (VM) is a software-based emulation of a physical computer or server that simultaneously allows multiple operating systems to run on a single physical machine. Each virtual machine operates independently of the host machine and other virtual machines and has its own virtual CPU, memory, storage, network interfaces, and other resources. Virtual machines are created by virtualization software, which creates a layer of abstraction between the physical hardware and the operating systems and applications running on the virtual machine. This enables multiple virtual machines to run on a single physical machine, each with its own unique operating system and applications. Virtual machines are commonly used in server consolidation, development and testing environments, and cloud computing. They allow organizations to optimize their IT infrastructure by running multiple applications and operating systems on a single physical machine, reducing hardware costs, and improving efficiency in managing resources. They also provide increased security by isolating virtual machines from each other and from the host machine. [2]


IaaS
Infrastructure as a Service (IaaS) is a cloud computing model in which a third-party provider hosts virtualized computing resources over the internet, such as servers, storage, and networking. 

Benefits:
· Scalability: IaaS allows the eCommerce business to easily scale up or down their computing resources as their business grows or changes.
· Cost-effectiveness: IaaS can be a cost-effective solution for a small and medium eCommerce businesses, as they only pay for the resources they use and do not have to invest in and maintain physical infrastructure.
· High availability: IaaS providers typically offer high availability and redundancy, ensuring that the eCommerce website is always available to customers.
· Easy access: IaaS resources can be accessed over the internet from anywhere, making it easier for the eCommerce business to manage their online store remotely.

Drawbacks:
· Expertise required: Managing and configuring IaaS resources can be complex and require technical expertise, which a small and medium eCommerce business may not have in-house.
· Limited control: IaaS providers may limit the level of control the eCommerce business has over their computing resources, which can impact their ability to customize and optimize their environment.
· Support: While IaaS providers typically provide support, the level and quality of support may vary, and the eCommerce business may need to rely on third-party support or their own technical resources for assistance.
· Costs: While IaaS can be cost-effective, the costs can add up if the eCommerce business needs to scale up its resources or use additional services provided by the IaaS provider.

Generally, IaaS can be a good option for small and medium eCommerce businesses looking to manage their online store in a cost-effective and scalable manner. However, it's important to consider the expertise required for managing IaaS resources, the level of control and support provided by the IaaS provider, and the potential costs involved in scaling up resources or using additional services. [3]


PaaS
Platform as a Service (PaaS) is a cloud computing model in which a provider delivers a platform that allows businesses to develop, run, and manage their own applications, without the need to manage the underlying infrastructure. With PaaS, businesses can develop and deploy applications quickly, using pre-built tools and components provided by the PaaS provider. These tools may include application frameworks, databases, and development tools, as well as infrastructure components such as servers, storage, and networking. PaaS allows developers to focus on building applications instead of managing infrastructure, resulting in faster deployment and time-to-market. PaaS can also provide scalability, allowing businesses to easily scale up or down depending on application usage, without investing in and managing physical infrastructure. However, PaaS has limitations, such as limited control over infrastructure and dependency on third-party providers. PaaS providers may also use proprietary tools and technologies, making switching providers or migrating to other platforms difficult. It can be also a useful tool for businesses looking to develop and deploy applications quickly and efficiently while minimizing the need for infrastructure management. However, businesses should carefully consider the benefits and drawbacks of PaaS before making decisions about their application development and deployment strategy. [4]

Benefits:
· Cost-effective: PaaS eliminates the need for SMEs to invest in and manage physical infrastructure, resulting in cost savings and increased efficiency.
· Scalability: PaaS allows SMEs to easily scale up or down depending on business needs, without investing in and managing physical infrastructure.
· Faster time-to-market: PaaS provides pre-built tools and components that enable SMEs to develop and deploy applications faster, resulting in faster time-to-market.
· Support provided: PaaS providers typically provide support services, such as technical support and maintenance, which can be beneficial for SMEs with limited resources.
· Easy collaboration: PaaS allows developers and team members to easily collaborate on application development and deployment, with features such as version control and collaboration tools.

Drawbacks:
· Limited control: PaaS providers may limit the level of control that SMEs have over their computing resources and infrastructure, which can impact their ability to customize and optimize their environment.
· Expertise required: SMEs may need to have a certain level of technical expertise to effectively use and manage PaaS, or may need to hire outside experts, which can increase costs.
· Dependency on third-party providers: PaaS providers may experience downtime or outages, which can impact the availability and performance of SME applications.
· Vendor lock-in: PaaS providers often use proprietary tools and technologies, which can make it difficult for SMEs to switch providers or migrate to other platforms.


SaaS
Software as a Service (SaaS) is a cloud computing model where software applications are hosted by a third-party provider and made available to customers over the Internet. Instead of buying and installing software on their own servers or computers, customers can access the software through a web browser or mobile application, paying for a subscription or usage fee based on their usage. SaaS providers are responsible for maintaining the software infrastructure, security, and data backups, which eliminates the need for customers to invest in and manage physical infrastructure or hire dedicated IT staff. SaaS provides several benefits, including flexibility, scalability, and cost-effectiveness. Customers can easily scale their usage up or down depending on their business needs, and they only pay for what they use, eliminating the need for upfront capital investments. [5]

Benefits:
· Cost-effective: SaaS can be a cost-effective option for SMEs because it eliminates the need for expensive software licensing fees and hardware infrastructure required to support on-premise software. Instead, SMEs pay a monthly or annual subscription fee based on their usage, which can be more manageable and predictable for their budget.
· Easy to use: SaaS applications are designed to be user-friendly and easy to set up, making it easier for SMEs to adopt new software quickly and without requiring extensive training or technical expertise.
· Scalability: SaaS applications can scale up or down based on business needs, which is particularly beneficial for SMEs that may experience fluctuations in demand or growth. SMEs can add or remove users or features as needed, without having to worry about managing hardware and infrastructure.
· Automatic updates: SaaS providers are responsible for updating the software and fixing bugs, which ensures that SMEs are always using the latest version of the software without requiring them to invest time or resources in maintenance and upgrades.
· Accessibility: SaaS applications are accessible from any device with an internet connection, making it easier for SMEs to access their software and data remotely, from different locations, or on different devices.

Drawbacks:
· Limited control: SMEs may have limited control over the software and may be unable to customize or integrate it with other software systems, which can limit their ability to tailor the software to their specific needs.
· Data security: SMEs may have concerns about the security and privacy of their data when using SaaS applications, particularly if they are dealing with sensitive or confidential information.
· Dependency on third-party providers: SMEs rely on SaaS providers for the availability and performance of their software, which can be a disadvantage if the provider experiences downtime or performance issues.
· Data migration: If SMEs decide to switch to a different SaaS provider or move their data back on-premises, they may face challenges with data migration, which can be time-consuming and costly.
· Service level agreements: SMEs should carefully review the service level agreements (SLAs) of SaaS providers to ensure that they meet their business needs and receive the level of service they require. In some cases, SLAs may be limited, and SMEs may not receive the same level of support as they would with on-premises software.


Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) are three different types of cloud computing services. IaaS provides businesses with virtualized computing resources, such as servers, storage, and networking, that they can use to build and manage their own applications and infrastructure. PaaS provides businesses with a pre-built platform for developing, testing, and deploying applications without the need to manage the underlying infrastructure. SaaS provides businesses with access to software applications that are hosted by a third-party provider and accessible through a web browser or app. The main difference between these services is the level of control and responsibility that businesses have over the underlying infrastructure and software. IaaS offers the most control and flexibility but also requires significant technical expertise and resources to manage. PaaS offers a more streamlined development and deployment process but may have limitations on customization and control. SaaS offers the easiest deployment and maintenance, but may not be as customizable or secure. Moving to each approach can offer different benefits and drawbacks. IaaS can be a cost-effective solution for businesses that want to avoid the costs associated with purchasing and maintaining hardware, but it requires significant technical expertise and resources to manage. PaaS can reduce development time and costs by providing pre-built components and tools but may limit customization and control. SaaS can reduce the burden on businesses to manage and maintain the software themselves, but may not offer the same level of customization and control as on-premises software or PaaS. The choice between these approaches will depend on the specific needs and resources of each business.




Evaluation of availability
In a scenario with a high budget and no cost limit, the focus would be on providing the highest level of availability possible. Use multiple availability zones to ensure that the service remains available 24/7 with minimal or no loss of service.  It will help to ensure that even if one zona goes down, the other zones should continue to function normally. Use load balancers that can distribute traffic across multiple instances of virtual machines and ensure if even one machine goes down, traffic can automatically be redirected to another instance. Redundant storage helps to don’t lose data and it works the same as other if one goes down the others will help to retrieve data from another device. Also, auto-scaling can be used to automatically scale up or down the number of virtual machines based on the traffic load which helps to ensure that there is no loss of service even during peak traffic time. [6]


In a scenario with a medium budget limit and some loss of service can be tolerated, it is possible to use a single region to reduce the cost which means if it goes down there may be some loss of service. Availability sets can be used to ensure that virtual are deployed across different fault domains and update domains. This will help to ensure that if one virtual machine goes down, the other virtual machines in the availability set should continue to function normally. Backup solutions such as Azure Backup can be used to ensure that data is backed up regularly. This will help to ensure that even if there is some loss of service, the data can still be recovered from the backups. Also monitoring solutions such as Azure Monitor can be used to monitor the health of the virtual machines and services. This will help to ensure that any issues can be detected and resolved quickly, minimizing the loss of service. [7]


Security Consideration
Authentication is the process of verifying the identity of a user or a system. It requires a user to provide a set of credentials, such as a username and password, a security token, or a biometric factor such as a fingerprint or face recognition. Once the user's identity is verified, they are granted access to the system or resource they are attempting to access.

Authorization, on the other hand, is the process of granting or denying access to a resource or a system based on the user's identity and their level of privilege. It answers the question "what are you allowed to do?" and is typically achieved by comparing the user's credentials and identity to a set of predefined access control rules or policies. These policies define what actions a user is allowed to perform on a resource, such as read, write, execute, or delete.
Multifactor authentication (MFA) is a security mechanism that requires users to provide more than one form of identification to access a system or resource. This can include a combination of something the user knows (such as a password), something the user has (such as a security token or smart card), or something the user is (such as a biometric factor like a fingerprint or face recognition). MFA is important because it adds an additional layer of security beyond a username and password, making it more difficult for attackers to gain access to systems and data even if they have obtained or guessed a user's credentials. [8]
Least-privilege permissions restrict users or processes to only the minimum level of access necessary to perform their job functions. This ensures that users or processes cannot accidentally or intentionally access sensitive data or perform unauthorized actions that could compromise system security. By reducing the attack surface, the principle of least privilege can limit the damage caused by potential security breaches.
Bastions, also known as jumpboxes, are specialized virtual machines that are used to securely access other virtual machines or resources within a network. Bastions act as a gateway to access resources within a private network, and they are typically set up with enhanced security measures such as MFA, least-privilege permissions, and network security groups. By using a bastion, users can securely access resources within a private network without exposing them to the internet, which can help prevent attacks such as brute force password cracking or remote code execution.








Conclusion
In conclusion, virtualization, virtual machines, and cloud computing have transformed the way organizations manage and deploy their IT resources, but they also introduce new challenges and security concerns. To mitigate these concerns, authentication and authorization mechanisms such as multifactor authentication are critical to ensuring the security and integrity of systems and data.
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