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Abstract
With the rapid development and widespread application of information technologies such as big data, cloud computing, and artificial intelligence, informatization has long penetrated into all aspects of social production and life, playing an important role, and becoming a strategic basic resource for the survival and development of companies. This article first introduces four security frameworks and models, which are NIST CSF, COBIT, ISO 27001 and ITIL, and compared their advantages and disadvantages. Then, based on the COBIT framework, it analyzed the corporate risk of Caribbean Coffee, and proposed a risk management plan for the current situation.
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1. Introduction
In the context of rapid development of informatization, the security protection of sensitive data resources has become an important means for digital companies to maintain their core competitiveness. If the sensitive data of a company is stolen or lost, it will cause very large losses and negative effects on the normal production and operation of the company, and even more seriously threaten the survival and development of the company. In recent years, network security risk incidents such as the destruction of network code and the stolen and leaking of user password information have frequently occurred on Internet websites, causing huge losses to companies. How to effectively protect the security of sensitive company data is a problem and challenge commonly faced by various industries. It is necessary for companies to adopt a series of comprehensive management and control measures for information security based on the protection of sensitive data, and to establish a strict security framework for the protection of company sensitive data to reduce the risk of company loss and enhance its competitiveness.

2.Security frameworks and models
2.1 NIST CSF
The CSF framework is the abbreviation of Cybersecurity Framework, evolved from the Federal Information Security Management Act (FISMA) of the United States. FISMA is a practice of the U.S. federal government for network security level protection for many years. Initially, it focused on document evaluation, which was not timely. The improved FISMA aims at real-time monitoring to ensure network security. This change means changing the previous documented reports, replacing them with quickly discovering vulnerabilities and proactively preventing attacks, and establishing a risk-based performance evaluation based on real-time monitoring. NIST proposed the CSF framework in the form of output standards based on the content and characteristics of FISMA.

The CSF network security framework is mainly composed of three parts: Core, Tiers and Profile.

In a nutshell, Core uses an easy-to-understand common language to provide a complete set of network security activities and results that organizations should achieve. The core feature is to use popular, non-professional descriptions to achieve communication between multiple departments. The core consists of three parts: function, category and subcategory.

Tiers describes the degree to which the organization’s cybersecurity risk management practices exhibit the characteristics defined in the framework, which is specifically reflected in the rigor of risk management, the degree to which cybersecurity risk decisions are integrated into broader risk decisions, and the degree to which organizations share external cybersecurity information. There are 4 levels in total. The organization should determine the level that needs to be reached based on the actual situation, and according to the existing conditions of network security to evaluate which level the organization is at. It should be ensured that the selected level meets the organization's goals, thereby reducing cyber security risks to an acceptable level for the organization, and can be implemented in financial and other aspects.

Profile is an organization's unique requirements, goals, and risk appetite. By comparing the "current" profile with the "target" profile, it is possible to find gaps in the organization's network security defense at the emergence stage. Therefore, the profile can not only implement the organization's unique network security framework, but also be used to improve the network security situation. One way to apply a profile is for the organization to map its cybersecurity-related operation methods and current practices for the core subcategories of the framework to the creation of a current state profile, and then map the creation goals based on the organization’s later goals, tasks, and desired subcategories. The state profile, through the comparison of the two states, seeks to improve the network security defense system.

2.2 COBIT
COBIT (Control Objectives for Information and related Technology) is a comprehensive framework for information and technology governance and management formulated by ISACA, the American Information System Audit and Control Association. It can assist management in IT governance and guide organizations to effectively use information resources. Manage information-related risks appropriately. This standard system has been used in important organizations and companies in more than one hundred countries in the world, making the company's internal control more stringent and standardized. In the process of establishing IT internal control in compliance with these regulatory systems, COBIT has played an important role.

COBIT is characterized by process-oriented, control-based, business-focused, and performance-driven, and is divided and ruled according to different levels of the organizational structure. It mainly includes 4 control domains: PO (planning and organization), AI (acquisition and implementation), DS (delivery and support) and ME (evaluation and monitoring), and then divided into management and processes involved in each field 34 IT processes, a total of 210 IT activities.

COBIT is an IT governance implementation guide and audit standard oriented to IT construction. Its service objects are mainly three categories: senior management is used to design and control IT activities to ensure that IT governance is compatible with organizational strategies; information users are used to obtain the security of services provided by internal or third parties and the assurance of IT service control; auditors are used to judge the operation status of the IT system of the audited unit and put forward suggestions for improvement of internal control.

When designing specific IT governance plans based on the organization’s own development, business environment and other factors, the senior management pays more attention to the organization’s overall strategic planning and management system, and therefore focuses on the areas of PO and AI. The strategic goals are reflected in the planning organization and gain Focus on the overall planning of the IT system during implementation. Specific implementation activities are tasks that middle managers need to consider. At this level, managers mainly focus on the DS field, and specifically divide the management and business processes in IT governance through service support, maintenance and operation. The overall plan and specific management activities are completed by the management, and the external audit or internal audit department is required to carry out the monitoring activities in the ME field, through the review and evaluation of the specific implementation of IT governance work, and also to evaluate the overall plan of the senior management and middle management personnel Specific implementation.

COBIT is a complete IT governance architecture system, which contains four areas throughout the entire process of IT governance and corporate management activities, and each area has a close logical relationship.

2.3 ISO 27001
The ISO/IEC27000 standard family is a standard that specifically helps organizations ensure the security of their information assets. The application of the standard family can help organizations manage the security of financial information, intellectual property, employee information, and third-party information assets. The 27000 series contains 10 standards. ISO/IEC 27001 is the core of the ISO/IEC27000 series.
ISO 27001 defines how to develop and implement a safety management system (ISMS) to provide adequate governance and control to achieve certification. It provides requirements for the establishment of information security management for companies, and provides a model for company planning and establishment, implementation and operation, monitoring and review, maintenance and continuous improvement of information security management systems. It is the basis and certification standard for information security management system construction and it adopts PDCA. Process methodology; it is universal, and commercial companies, government agencies, and non-profit organizations basically encompass various types of organizations.
In the 27000 series, ISO 27001 also comes with more than 40 other standards, which deal with other aspects of security governance in varying degrees of detail. ISO 27001 is one of the longest-lived frameworks and is very popular as a methodology for security governance alignment. The important thing is that ISO 27001 certification is actually a required qualification for organizations that provide services and in some cases products.
2.4 ITIL
As a best practice guide for IT service management, ITIL uses management science and information engineering science to provide specific methods and tools for practical operations. It is mainly used in IT Service Management (ITSM). ITIL establishes a bridge between business and technology by formulating implementation plans for IT service management and application management, coordinates the relationship between the two from a business perspective, and relies on the IT infrastructure to operate, maintain and manage IT infrastructure. In the core part of ITIL, the service management module uses the service support process group to provide support for the daily operation of IT services, and the service provision process group to provide IT long-term and continuous improvement services. Finally, the security management mechanism is used to ensure the safe and stable operation of the infrastructure, IT application system and service management.
The purpose of ITIL implementation is to provide companies with high-quality and quantifiable IT service management practices. There are many ways to implement ITIL, and the more commonly used methods currently mainly include single-process method, multi-process method and full-process method. Today, the development of ITIL has gone through multiple versions. As a collection of IT service management best practices, the ITIL infrastructure library has become an internationally universal standard with "process" as the main line, standardization as the framework, and management as the core. It is applied to organizations of different scales, different technical levels and business needs.
2.4 Model comparison and analysis
The three security frameworks or models mentioned above are compared and analyzed one by one with the following nine evaluation criteria, and the comparison results are graphically shown in Figure 1.

Figure 1 Comparison of security frameworks or models
	Judging criteria
	NIST CSF
	COBIT
	ISO 27001
	ITIL

	Focus on safety control
	Y
	N
	Y
	N

	Integrated risk management framework
	Y
	Y
	Y
	Y

	Related risk management framework
	Y
	Y
	Y
	Y

	Detailed control
	N
	Y
	N
	Y

	Need specialized skills
	Y
	Y
	Y
	Y

	Organization certificate available
	N
	N
	Y
	N

	Security reporting process
	Y
	Y
	Y
	Y

	Free to use
	Y
	N
	N
	N

	Independent standard
	N
	Y
	Y
	Y



3.Caribbean Coffee Case
With the popularization of Internet technology throughout the country, network security issues also follow. Caribbean Coffee has the most extensive business in the world. In order to match informatization construction with company development, the company closely follows the trend of the Internet, provides online IT services for employees and customers, and expands the company's scope of operations and activities. But it is inevitably an information security issue. As the customer base grows, the data privacy of customers and employees has become the focus of the company's development. In addition, the company is also worried about intellectual property worth billions. Based on the protection of information security, companies need to adopt a series of information security control measures to protect their sensitive data, thereby reducing the risks in competition.

3.1 Corporate risk identification based on the COBIT framework
Based on the actual situation of the company in the case, this section divides the risk of leakage of sensitive data (private information of employees and customers) into external risks and internal risks.

(1) Risk analysis
External risks are risks caused by the company’s surrounding environment. Business participants usually cannot control or influence external risk factors, but they can adopt targeted policies by observing and learning from the external environment to make external risks threatening to the company. drop to lowest. External risks include technical risks, political risks, natural environmental risks and legal risks. The main external risks of company sensitive data leakage are summarized in Table 2. For example, hackers use system or network application vulnerabilities to conduct network attacks to steal private information of employees and customers and business information of companies.

Internal risk is the risk caused by the five internal control elements of the company’s internal environment, control measures, risk assessment, information and communication supervision. Corporate participants can usually strengthen internal management, process control, monitoring and evaluation, etc. Minimize the impact on the company. Internal risks include operational risks, strategic risks, operational risks, etc. The main internal risks of company sensitive data leakage are summarized in Table 2. For example, insiders accidentally lose or publish sensitive information storage devices on the Internet, and leavers steal company confidential documents or business data.

(2) Risk treatment
Risk treatment is to formulate and implement a plan to control risks, determine methods to reduce the possibility of risk occurrence and reduce adverse effects. The first principle is to reduce the risk to an acceptable level or completely eliminate external risks. Based on the above analysis results of the main risks of sensitive data leakage in the company, design a corporate risk management plan based on the COBIT framework. The overall goal is to prevent and control the risk of sensitive data leakage in general, so that the company has certain preventive capabilities and exerts a large system function.

Table 2 Analysis of the main risks of sensitive data leakage
	Risk category
	Risk path

	
	Force majeure factors such as earthquakes and fires cause data loss

	

	Obtain information directly through Trojan horse viruses, network attacks, etc.

	External risk
	By attacking various application systems of the company, obtaining system authorization in violation of regulations to obtain sensitive data

	
	Obtain data through theft, etc.

	
	Obtain information through eavesdropping, data interception, etc.

	
	Leak sensitive data information on the Internet

	
	System access control is not strict, and internal personnel obtain data without authorization

	
	Negligent loss of sensitive data files or storage media

	Internal risk
	The lack of a reasonable audit and supervision mechanism leads to the inability to detect the loss or loss of sensitive data in time

	
	Software and hardware failures, static electricity, etc. cause data loss

	
	System design flaws or configuration flaws cause data loss or theft



3.2 Corporate risk governance based on the COBIT framework
Based on the aforementioned corporate risk issues in Caribbean Coffee, this section proposes new countermeasures for corporate risk governance from the above three dimensions based on the COBIT framework.

(1) Information criteria
Companies can establish a hierarchical management system for legal risks. The first level is small risks, and the accounting department should deal with them in a timely manner. For major risks, the second and third layers of medium and large defense lines should be established. Companies should establish appropriate internal control systems and risk early warning management systems within the scope permitted by law according to their own risk tolerance capabilities, so as to strictly manage the risks of information standards, make information transparent, and standardize standards.

(2) IT resources
In response to the risk issues raised in the previous section, first analyze from the technical level, companies can penetrate each other through multiple disciplines on the basis of informatization, so that resources can be coordinated and technically coordinated, and the resources of various departments of the company can be integrated with the cloud configuration to enrich and improve the company's internal control. In addition, companies regularly check and ensure that their data and technology must be encrypted when they are transferred to the cloud to reduce risks during the transfer process. Secondly, from the perspective of personnel, this coffee company should increase the awareness of Internet technology risk prevention among managers in various departments and strengthen their understanding of risks; it should pay attention to the training of business personnel, cultivate employees’ risk awareness, and enhance the ability of employees to identify and respond to the risk of IT technology to the company; companies should systematically and deeply analyze the impact of the technology on business management, learn from the successful experience of other companies, and scientifically set the division of responsibilities to improve the internal control system. Finally, from the perspective of application systems, companies should strengthen the key management of their own application systems, especially the customer privacy information and valuable intellectual property mentioned in the case, and establish a password security level; companies also need to change the key regularly to ensure the security of applications and servers.

(3) IT process
Firstly，analyze from the perspective of planning and organization. Before signing the agreement, the company should fully consider the possible risk of data leakage, and put forward liability regulations and risk handling methods for these emergencies in the agreement to reduce the emergencies to the company. The loss brought about; the company should fully consider the possibility of cloud storage software becoming the target of network attacks when specifying the company risk management framework, strengthen information communication among various departments, and reclassify and focus information through the construction of an information system; companies should communicate with cloud service providers in a timely manner to eliminate potential risks that other tenants may bring. Secondly, from the perspective of acquisition and implementation, on the one hand, the company must ensure that the control objectives of the information system are consistent with the strategic objectives of the company, establish a suitable information system control system, and classify and re-integrate various information generated during the entire process of business activities. On the one hand, it is necessary to establish an information transmission mechanism with clear rights and responsibilities to ensure the effective transmission of information. Then from the perspective of delivery and support analysis, the continuous operation of the company is the basis for the introduction of IT technology. After companies introduce emerging technologies, they must establish relevant information mechanisms internally to prevent unstable services and unsmooth communication between various departments in order to achieve the purpose of sustainable development of the company and provide support for a series of operations of online business. Finally, there is monitoring and evaluation. The server-side monitoring of the company is an indispensable part of the company development process, and it is also related to whether the series of hidden dangers raised in the case threaten the development of the company. Therefore, from the evaluation before the introduction of IT technology, to the formulation of service agreements, and the coordination and cooperation of various departments of the company, there should be independent supervision departments to monitor.

4 Summary
Now is the era of rapid development of big data. All walks of life are paying more and more attention to the security of company sensitive data. People's requirements for the security of company sensitive data and personal privacy are gradually increasing, and higher requirements are put forward for the protection and prevention of corporate private data. This article first lists and introduces three commonly used modern security frameworks and models, and analyzes and compares the advantages and disadvantages of each model and the scope of application in all aspects. Secondly, in response to a series of sensitive data leaks in Caribbean Coffee in the case, the COBIT framework Applied to this company, it analyzes its existing risk identification, and proposes corresponding company risk management plan for internal and external risks.
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