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[bookmark: _Toc536220785]Introduction:

The goal of this report is to compose a risk assessment for the Be Safe project. Risk management is attained through use of a risk management framework to systematically evaluate potential risks the project may inherit. Further analysis of sustainability issues is investigated to produce interpreted conclusions on the environmental, economical and social impacts of the project. Added research found on the topic of sustainability is also included in this report to further justify the comments covering sustainability issues to provide context on the content discussed.

Legal and ethical issues are reviewed in connection to the project along with brief deliberation of compliance with the BCS Code of Conduct.


1. [bookmark: _Toc536220786][bookmark: _GoBack]Risk Management:

In order to gather the information for obtaining the risks involved regarding the project, a framework will be used as a scaffold to collect the data required to measure the risk management section of this report [1].

1.1. [bookmark: _Toc536220787]Risk Identification:

The first step in the framework is to obtain each potential risk that could arise throughout the development of the project. Collecting this information proved to be a difficult task, not knowing the potential hazards of a project can make them challenging to spot. Available techniques range from using checklists, cause and effect diagrams and getting expert advice and help [2]. Because a risk could happen through any channel of the project (financial risk, technological risk, behavioral risk) a brainstorming session was held with all stakeholders of the project to collectively tease out risks from the perspective of each team role, this ensured that no risks were overlooked due to not understanding the operations of a role or area of development. Boehm’s top ten risks were also considered during this phase of risk management [3].

The risks that were identified from the team meeting have been compiled into a very simplified risk register below [4]. At this stage of risk management only the risks have been identified, no ordering or prioritization has been done as this comes in the risk analysis phase. Whilst more risks were noted, items on the list were kept to a modest amount for the purpose of the report.


	Item
	Risk
	Description

	A
	Software incompatibilities
	The chosen technology used to develop the project may be unstable or unforeseen issues may arise later that could compromise development progression

	B
	Gold plating
	New idea’s or features may come to light later in development and might become the focus of attention rather than the core planned features

	C
	Conflict of ideas and implementation
	Objectives that have been tasked to various teams may be interpreted differently by individual team members leading to dissimilar implementations.

	D
	Knowledge gap in skills
	Various teams and team members may lack the knowledge or skill in a certain area which would have a bad impact on development time

	E
	Absent team members
	Team members may fall sick or have holiday breaks effectively slowing down development time

	F
	Team members not hitting development targets
	Objectives and targets may not be met during the development of the project, this could jeopardize the overall deadline for project completion

	G
	Weak group dynamic
	Teams and team members may not cooperate as expected leading to bad collaboration with minimal synergy

	H
	Legal complications e.g., Brexit
	Unexpected complications surrounding legal and economic challenges that could threaten the success of the project



Figure 1



1.2. [bookmark: _Toc536220788]Risk Analysis:

Risk analysis is where the identified risks are evaluated to determine their rank, this rank is then used to measure which risks poses the largest threat to the project giving an overview of the appropriate risks to focus on. There are two main constructs for evaluating risks and they are qualitative and quantitative.

The quantitative method judges the impact of a risk based on cost and time, this method is far more complex than qualitative risk assessment and is also a lot more involved in terms of time and research due to a heavy dependency on data, this data is usually historical data from previous projects and needs to be reliable in order for the risk assessment to be successful [5].

Qualitative risk assessment is the chosen method for assessing the risks for this project, this method is a simpler approach to prioritizing risks and uses various matrix tables to illustrate the probability and impact of risks. A risk matrix can vary in complexity, but this is usually based on the context of the project.

A risk matrix in most cases is composed with likelihood on the vertical axis and impact on the horizontal axis, these terms are used loosely but using labels that describe similar meanings is acceptable, e.g., probability, severity. A score is also used to assign a numerical value to the risks, this is done between two numerical limits, e.g., 1 – 5 [6] [7].

Below is a risk assessment matrix that displays the risks identified above in Figure 1.
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Figure 2

1.3. [bookmark: _Toc536220789]Risk Planning:

Risk planning ensures that a contingency plan is set in place in the event of a risk occurring. With the risks now prioritized from the risk assessment matrix an approximate decision can be made on what risks need the most attention, this can be reviewed through a risk response table [8].


	Item
	Probability
	Impact
	Overall score
	Action
	Plan

	A
	2
	3
	6
	Accept
	Consider a backup technology for development

	B
	2
	2
	4
	Lessen
	Ensure development targets are enforced

	C
	1
	2
	2
	Lessen
	Provide documentation and diagrams for code implementations

	D
	2
	4
	8
	Avoid
	Provide time frame for learning new technologies

	E
	3
	4
	12
	Accept
	Factor in absences on an ad hoc basis

	F
	3
	4
	12
	Avoid
	Delegate team members based on a where skills are needed

	G
	2
	1
	2
	Accept
	Keep work ethic professional

	H
	4
	3
	12
	Accept
	Conform to any changes and remain flexible



Figure 3

2. [bookmark: _Toc536220790]Sustainability

The most well-known definition of sustainability was developed by the United Nations Brundtland Commission which states “meeting the needs of the present without compromising the ability of future generations to meet their own needs.” [9].

This definition summates sustainability mainly from an environmental perspective, the same definition can be applied to social and economic sustainability as well [10] [11].

The main goal of sustainability is to provide prosperity to future generations without placing any negative environmental, social or economic footprint that would have a wider impact on a long-term basis.

Considering that the project is primarily an I.T based project, this will have very different sustainability issues when compared to a project in the construction or industrial sector.

Elkington’s “Triple Bottom Line” concept is used to measure the orders of a project and the areas to focus sustainability, whilst this concept is slightly modified to fit the purpose of project management the same principles apply [12].

2.1. [bookmark: _Toc536220791]First Order (Environment)

I.T manufacturers play a major role in the impact on the environment, this is partly due to the manufacturing process [13]. In the context of the project this is a first order sustainability issue as the project heavily relies on the use of ICT equipment. Alongside this is also the issue of e-waste, electronic waste in wealthy populated areas contributed on average 8% towards general waste in 2010 [14], this is another potential sustainability issue as laptops and desktop computers along with mobile phones are devices utilized by the project.

2.2. [bookmark: _Toc536220792]Second Order (Economy)

In most cases the I.T industry has had a positive effect on the economy and has delivered more opportunities for companies to leverage the benefits of new technology by providing new and innovative ways for companies to expand their operations [15]. In terms of the project, no real value has been added to the economy via a financial impact. If the project is successful potential job roles may become available but on a voluntary basis as the project resides in the Third Sector. A positive environmental impact to the economy was less travel when arranging meetings. This was due to available technology such as video and voice calling, allowing effective communication without the need to travel and meet in a physical place.

2.3. [bookmark: _Toc536220793]Third Order (Social)

A positive impact in the social dimension can be summated through team dynamic. The team had a very conducive dynamic allowing collaboration and synergy to flow freely which had a positive impact on efficiency and productivity. This churned effective gain in the project and provided a means of new knowledge that was collectively achieved supplying new understanding and ability for progression in further projects.


3. [bookmark: _Toc536220794]Legal & Ethical Issues:

Legal and ethical conduct describes and monitors the rules that should be followed in order to keep good working relations and a respected reputation. Without any ethics or legal rules in place this puts no enforcement of trust or fairness in position leaving a lot of vulnerability and exposure to harmful acts [16].

Many organizations, institutions and companies employ these codes of conduct in order to ensure avoidance of any legal or ethical issues [17] [18] [19].

3.1. [bookmark: _Toc536220795]BCS Code of Conduct:

In reference to the BCS Code of Conduct [20] the most applicable rules have been extracted and quoted, they are discussed below:

“1. Public Interest

a. Have due regard for public health, privacy, security and wellbeing of others and the environment.

2. Professional Competence and Integrity

b.     NOT claim any level of competence that you do not possess.

d.     ensure that you have the knowledge and understanding of Legislation and that you comply with such Legislation, in carrying out your professional responsibilities.

g.    reject and will not make any offer of bribery or unethical inducement.

3. Duty to Relevant Authority

b. accept professional responsibility for your work and for the work of your colleagues who are defined in a given context as working under your supervision”

The above statements suitably apply to the project and cover foreseeable legal and ethical issues that could potentially arise during the project’s development. These statements are believed to be the most fitting given the circumstances and conditions of the project.
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