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Network Operating Systems and Services
2nd Assignment



Just a quick look that you can see the adapters names and both servers are pinging with both clients.
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Logged in with an account belongs to the Administrators group on the nosstask.msft domain. Created a folder in the C drive and name it as Share_Files_NOSS.
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Then we need to create a new text document in the folder we have just created.
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Removed Authenticated Users from the Security Tab
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Press “Remove all inherited permissions from this object.”
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Again, go to edit, add, and type in the account name which you have logged in and press check names. It will automatically show the details.
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Give full control permission.
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The access control settings are inheriting from the folder to which the file belongs.
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Different user with restricted permissions.
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It let me to write something into the file and to save it.
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Logged in with non-administrative account and cannot save it. Permission is denied.
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Select SMB-Share quick
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Press the select by volume option and press next.
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You can now see the share file.
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Map Network Drive
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You can see the share here.
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Created a folder called Non Admin Users
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In the Non-Admin Users Folder, created a new user.
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Created a new Group Policy Object
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Prohibiting access to Control Panel and PC settings
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Policy has been updated.
[image: ]



Non-Admin User cannot open the control panel.
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New Group Policy Prevent access to command prompt
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Updated successfully
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Non Admin User Ria David
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Here you can see that the Access to the command prompt has been disabled.
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You cannot see any removable storage
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Different user can see it.
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Prohibit user install
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Policy has been updated.
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Password policy has been changed.

[image: ]

It shows a error message.
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In Server2 a new user was created.
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Write on your own words to demonstrate sound ‘password’ principles in modern network environments.
First point is to create a long and strong password. You should create a long password using letters (uppercase and lowercase), numbers and symbols. A password which has only letters are easy to hack than a password containing letters, numbers and symbols.
Apply password encryption. When the password is encrypted, it provides more protection. The best one is end-to-end encryption that is non-reversible.
Two-factor authentication is nowadays more popular. If you need to login, a security code will be sent to your mobile and you need to enter the code to login. Even the password is hacked, the hacker cannot login without the security code.
Add advanced authentication methods like Touch ID or Face ID. Using these methods, allows the system to identify users by recognizing their faces, fingerprints, voices, irises, or heartbeats.
Test your passwords using Microsoft’s Safety and Security Centre password testing tool. It will tell you if the password is strong enough or not.
Don’t use same password [1] for each and every device and accounts. If one account is hacked, hacker can easily get all the accounts. So, use different passwords for every account.

Failover Clustering for high availability systems/services
A failover cluster is a collection of separate computers that work together to improve clustered role availability and scalability (formerly called clustered applications and services). Physical wires and software connect the clustered servers (called nodes). If one or more cluster nodes fail, the service is taken up by other nodes (a process known as failover). The clustered roles are also proactively monitored to ensure that they are functioning effectively. They are restarted or relocated to another node if they are not working.

Cluster Shared Volume (CSV) [2] functionality is also available in failover clusters, which provides a consistent, distributed namespace for clustered roles to access shared storage across all nodes. Users experience a minimum of downtime while using the Failover Clustering capability.
Failover Clustering can be used for a variety of purposes, including:
For applications such as Microsoft SQL Server and Hyper-V virtual machines, highly accessible or constantly available file sharing storage is required.
Clustered roles that run on physical servers or virtual machines placed on Hyper-V servers that are highly available.
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