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Objectives 

In continuation to our earlier lectures, this tutorial helps in providing you an 
overview of tools used to gather information by footprinting and scanning.  

ETHICAL STATEMENT 

The tools and techniques you are exposed to’ in this lab is to work only on a 
virtual machine environment and the purpose is entirely to demonstrate various 
types of cyber-attacks. Experimentation with these tools, techniques, and 
resources is at the discretion of the instructor and institution. If you as a student 
consider using attack tools for educational purposes on an outside 
environment, you should contact me prior to any experimentation. 

Note: Unauthorized access to data, computer, and network systems is a crime 
in many jurisdictions and often is accompanied by severe consequences, 
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as 
the user of this material, to be cognizant of and compliant with computer use 
laws. 

 

 

 

 

Part 1: Scanning your Target Network – (Virtual Lab environment – Coursework Task) 
1. Use HPING to send ICMP/TCP/UPD Packets and analyse the target replies. 
2. Use MegaPing to identify live hosts and open ports of the Target. 
3. Use NetScanTools Pro to initiate various Scans 
4. Identify Target Operating System with TTL  
5. Map your Network 

Part 2: Enumerate your Target Network  – (Virtual Lab environment – Coursework Task) 
1. Enumeration using Tools 

Gather as many information as possible using relevant tools/ techniques in your given 
Virtual Lab Environment. (Not limited to the tools used in the above labs. You are free to 
use any tools that could help you gather further information)  

 
Use appropriate Scanning Tools/ Techniques and Mechanism to scan the Virtual Lab 
Network  

 
Try to enumerate different services within your Virtual Lab Network 
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Part 1 

 

 

 

 

 

 

 

 

1. Use HPING Version 3 to send ICMP/TCP/UPD Packets and analyse 
the target replies. 

+ Target Machine: Windows 10/ Windows Server 2022/ Linux / Bee-Box 
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+ Attacker Machine: Kali Linux 
+ Use Wireshark in the Target Machines to capture the packets and observe 

Using HPING3 (Commands): 

1. Install HPING3 
Install HPING3 and use HELP command to know about the available 
commands. Try those commands and analyse the outcomes. 
 
hping3 --help  
 

2. ICMP Scanning 

hping3 -1 “Target”     #in my case it is 192.168.0.20 

What is the other method to send an ICMP packet?  

 

3. Sending SYN Packet 

hping3 -S “Target” 

Try other commands like TCP Acknowledgement (-L), Fin Flag (-F), RST Flag 
(-R), etc 

Find out other flag commands and test in your network:  

 PUSH 

 URG 

 XMAS 

YMAS  

4. ACK Scanning on port 80 

hping3 -A “Target” -p 80 

5. Sending Fin Packet 

hping3 -F “Target”  

6. Sending Syn Packet to a port 

hping3 -S “Target” -p 80       

7. Scanning entire subnet 

hping3 -1 192.168.0.x –rand-dest -I eth0 
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Try to send a limited Syn packet  

Try to send Raw IP 

Try to send Ack flag without using -A to scan ports from 1500-3000 on a 
specific target. 

Based on the above topology (using a Win Client, Server and Linux Machine), 
come up with different scenarios to scan and get further information about the 
target network. 

Try yourself(Commands): 

1. Send 5 packets to the target and receive response. 
2. Send a SYN flag targeting ports 1 to 5000 
3. Send UDP Packets by crafting them with data size 600 on the Target 

By sending this UDP packet, what did you observe at the Target machine?  

Launch Wireshark in the Target Machine 

4. Send a TCP SYN Scan request to the Target through port 80 with 3 
counts of packet (Refer to the above commands to execute this task) 

Observe the TCP Packets in the Target using Wireshark. Could you locate 
the TCP Packets? 

Start a new Wireshark capture in the Target Machine 

5. Flood the Target with TCP packets  
Observe the flooding TCP Packets in the Target machine using Wireshark. 
Could you look at the information of TCP packets transmitted to and from 
attacker machine? 

 

List/demonstrate other tools which could be used for doing similar attacks. Compare 
and Contrast with HPING3 to further enhance your understanding. 
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2. Use MegaPing to identify live hosts and open ports of the Target. 
 

+ Machine: Windows Servers 2022, Windows Client, Linux, Bee Box  
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+ Use Wireshark in the Target Machines to capture the packets and observe 
 
 

1. Download MegaPing. 
2. Do an Internet Search about MegaPing. What is this tool for? Which 

website did you download MegaPing? Why? 
3. Install MegaPing in Windows Server 2022. 
4. Scan your Lab Network. (Look for Information like Active Host Machines, 

Ports, System info, DNS list host, DNS Lookup name, Network Time 
Synchronizer, Resources etc. 
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5. Based on your research earlier at Step 2, you might have known that 
MegaPing tool could look for potential vulnerabilities within your network. 
Did you manage to discover any vulnerabilities in your network? 
 

6. Report 
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3. Use NetScanTools Pro to initiate various Scans (not limited to ARP 
Ping Scan, DHCP Server Discovery, Ping Scan, Port Scan etc). 

 
+ Note: NetScanTools Pro is one of the handy tools which could be used for 

various scanning and enumeration process. 
+ Machine: Windows Servers 2022, Windows Client 10, Linux, Bee-Box 
+ Use Wireshark in the Target Machines to capture the packets and observe 

 



ACCB6000 Dr. Nitheesh Murugan Kaliyamurthy – n.kaliyamurthy@uwtsd.ac.uk 
 

1. Download NetScanTools Pro. 
 

2. Based on our Lectures, (I have discussed about various scans and 
enumeration methods for which NetScanTools Pro could be used) could you 
list out the various functions of this tool?  
 

3. Install NetScanTools Pro in Windows Server 2022. 
Note that, using this tool, you can do an Active operation by sending packets to 
the target to receive responses. USE ONLY IN LAB ENVIRONMENT 
 

4. Scan your Lab Network. (Use Manual Tools to scan range of ports, 
Hostnames, IP Addresses, MAC Addresses, DHCP Servers etc). 

a. Use utilities like ARP Ping Tool: ARP ping will send ARP packets to the 
target to find the response time. As discussed in the lecture, using 
response time, we could gather more information. 

b. Use utilities like ARP Scan Tool: ARP scan will send ARP packets to the 
range of IPs to rapidly sweep the subnet for devices that are connected. 

c. Similarly, use many utilities available in the tool and discover information 
about your network. 
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5. Based on your usage of this tool, and earlier tools within your lab network, 
what are the additional details you gathered after using this tool? 
 

6. Report 
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4. Identify Target Operating System with TTL 
+ Machine: Windows Servers 2022, Windows 10, Linux, Bee-Box. 
+ Use Wireshark to capture the packets from the target machine and observe 

TTL, TCP Window Size to determine the Operating System. 

Task 

1. Before starting this task, you need to know the TTL & TCP Window Size 
values of different Operating Systems. With reference to our discussion 
during our lectures,  

a. What is TCP Window Size? 
b. List out the values below. 

2. Login to Win Server 2022. Use Packet Capturing tool and start capturing 
packets. 

3. Ping Win Server 2022 from Windows 10, Linux and Kali Machines  
4. Observe the captured packets in Win Server 2022. 

a. Select icmp packets from each target machines to the Server and 
look for the packet details. 

 

 
 

b. From the above output, could you determine what is the Operating 
System running in host machines? 
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c. What details did you gather?  
d. What assumptions could be made with the gathered information? 
e. Refer to the Wireshark - .pcapng file (Wireshark Sample Capture) 

given to you in Moodle. Analyse that and list out the Operating 
Systems captured. 
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5. Map your Network 
+ Machine: Windows Servers 2022,  Windows 10, Linux, Bee-Box. 
+ Map your network using Automatic Mapping Tool.  

Task 

1. Download Network Topology Mapper from Solarwinds. (You may use different 
tool to accomplish this task) 
 

 
 

2. Install the tool in Windows Server 2022.  
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If you are using Network Topology Mapper from Solarwinds,  
a) what option did you select on the following “Would you like to send 

anonymous data to SolarWinds about how you use Network Topology 
Mapper?”  

 

b) Why did you select the stated option? 
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3. After Installation, begin a New Scan 

 
4. Select SNMP Credentials and Select the Network. 
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5. Assign your name and Student Id as the Name to Scan and Discover the 

network. 
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6. Use the details to map your network. You will now have a network topology. 

Expand and explore the Node Display Options, Map Layouts to gather more 
information.   

 



ACCB6000 Dr. Nitheesh Murugan Kaliyamurthy – n.kaliyamurthy@uwtsd.ac.uk 
 

7. Use Integration with Windows Tools to gain access using Remote Desktop, 
gather more information using ping, traceroute, Telnet etc. 

8. Generate Report 
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Part 2 
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With reference to our lectures, enumeration when you try and connect to the system 
and do deliberate actions to gather more information. The initial process of 
enumeration includes finding names of the machines within Target network. Using the 
gathered names, detailed information on network and its resources could be probed. 
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1. Enumerate using Tools 
+ Machine: Windows Servers 2022. 

Using tools like Global Network Inventory is used to scan the networks based on IP 
range, Domain, Host etc. 

Task 

1. Download Global Network Inventory tool. (You may use different tool to 
accomplish this task) 

2. Install GNI tool. Open the New Audit Wizard and initiate the scan. You have two 
options to proceed further.  

 
a. Connect as currently logged on user 

If you are using this tool in an initial stage where you don’t have the user 
credentials of the target, use this option. However, by using this option 
you might only get basic information like Physical and Logical addresses.  

b. Connect as 
Once you have managed to get the user credentails of the target, use 
that and connect as the target and gather information. 
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3. Do scans using both the options and gather as many information as possible. 

 

What is the difference between both the scans? 

 

Using user credentials, did you manage to gather information like 
Software’s Installed, Services Running, NetBIOS information, Users, User 
Groups, Operating System etc? 

Yes!! – What are your gathered information?  

 

 

No!! – Why? Reason out and do research, troubleshoot and gather the 
above information.  
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4. Generate Report 
 

 
 

5. What are the other similar tools did you manage to research? Could you 
compare those tools with this and discuss the pros and cons?  
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Part 1: 

 Using commands, scanning tools and Packet Capture Tools to scan the 
network to 

o Identify the Open Ports and Services 
o Identify the target Operating Systems 
o Identify potential vulnerabilities within the target Network 
o Map the entire network 
o Generate automated reports from various tools used to document as 

evidence 

Part 2: 

 Using tools and Packet Captures to enumerate the network to 
o Generate automated reports from various tools used to document as 

evidence 

 

End of Activity 3 **************************************************************************** 

 

 

 

 

 


