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Objectives

In continuation to our earlier lectures, this tutorial helps in providing you an
overview of tools used to gather information by footprinting and scanning.

ETHICAL STATEMENT

The tools and techniques you are exposed to’ in this lab is to work only on a
virtual machine environment and the purpose is entirely to demonstrate various
types of cyber-attacks. Experimentation with these tools, techniques, and
resources is at the discretion of the instructor and institution. If you as a student
consider using attack tools for educational purposes on an outside
environment, you should contact me prior to any experimentation.

Note: Unauthorized access to data, computer, and network systems is a crime
in many jurisdictions and often is accompanied by severe consequences,
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as
the user of this material, to be cognizant of and compliant with computer use
laws.

Part 1: Scanning your Target Network — (Virtual Lab environment — Coursework Task)

1. Use HPING to send ICMP/TCP/UPD Packets and analyse the target replies.

Use MegaPing to identify live hosts and open ports of the Target.

Use NetScanTools Pro to initiate various Scans

Identify Target Operating System with TTL

e B e

Map your Network

Part 2: Enumerate your Target Network — (Virtual Lab environment — Coursework Task)

1. Enumeration using Tools

Gather as many information as possible using relevant tools/ techniques in your given
Virtual Lab Environment. (Not limited to the tools used in the above labs. You are free to
use any tools that could help you gather further information)

Use appropriate Scanning Tools/ Techniques and Mechanism to scan the Virtual Lab
Network

Try to enumerate different services within your Virtual Lab Network
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Part 1

1. Use HPING Version 3 to send ICMP/TCP/UPD Packets and analyse
the target replies.
+ Target Machine: Windows 10/ Windows Server 2022/ Linux / Bee-Box
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+ Attacker Machine: Kali Linux
+ Use Wireshark in the Target Machines to capture the packets and observe

Using HPING3 (Commands):

1. Install HPING3
Install HPING3 and use HELP command to know about the available
commands. Try those commands and analyse the outcomes.

hping3 --help

2. ICMP Scanning
hping3 -1 “Target” #in my case it is 192.168.0.20

What is the other method to send an ICMP packet?

3. Sending SYN Packet
hping3 -S “Target”

Try other commands like TCP Acknowledgement (-L), Fin Flag (-F), RST Flag
(-R), etc

Find out other flag commands and test in your network:
PUSH
URG
XMAS
YMAS
4. ACK Scanning on port 80
hping3 -A “Target” -p 80
5. Sending Fin Packet
hping3 -F “Target”
6. Sending Syn Packet to a port
hping3 -S “Target” -p 80
7. Scanning entire subnet

hping3 -1 192.168.0.x —rand-dest -| ethO
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Try to send a limited Syn packet

Try to send Raw IP

Try to send Ack flag without using -A to scan ports from 1500-3000 on a
specific target.

Based on the above topology (using a Win Client, Server and Linux Machine),
come up with different scenarios to scan and get further information about the
target network.

Try yourself(Commands):

1. Send 5 packets to the target and receive response.
2. Send a SYN flag targeting ports 1 to 5000
3. Send UDP Packets by crafting them with data size 600 on the Target

By sending this UDP packet, what did you observe at the Target machine?
Launch Wireshark in the Target Machine

4. Send a TCP SYN Scan request to the Target through port 80 with 3
counts of packet (Refer to the above commands to execute this task)

Observe the TCP Packets in the Target using Wireshark. Could you locate
the TCP Packets?

Start a new Wireshark capture in the Target Machine

5. Flood the Target with TCP packets
Observe the flooding TCP Packets in the Target machine using Wireshark.
Could you look at the information of TCP packets transmitted to and from
attacker machine?

List/demonstrate other tools which could be used for doing similar attacks. Compare
and Contrast with HPINGS to further enhance your understanding.
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2. Use MegaPing to identify live hosts and open ports of the Target.

+ Machine: Windows Servers 2022, Windows Client, Linux, Bee Box
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+

Use Wireshark in the Target Machines to capture the packets and observe

Download MegaPing.

Do an Internet Search about MegaPing. What is this tool for? Which
website did you download MegaPing? Why?

Install MegaPing in Windows Server 2022.

Scan your Lab Network. (Look for Information like Active Host Machines,
Ports, System info, DNS list host, DNS Lookup name, Network Time
Synchronizer, Resources etc.

MegaPing

\\\\\ hup://wy maguetosoft com for sales and support

Address Name Status
B9z Alive
Bxe 3
e K Unique
0: ice

39:22

Huow-091 Wal Unique
FWORKGROUP <0x00> Doa Group
7 dapter Address F0-6E-0B-C3-CD-1C
& Domain WORKGROUP

Bsvve

0

0

h Tracerute Setin
[T —
LLLLL
T
w2056
wi2054625
e Traceroute e Traceroute Setings
Destination
192.168.1.51 [] Resoive Names
Destington Adchess List
192168151
Host
Resuits
Hop ; Time Name Detais
=@ [192.168.1.51] Complete.
@1 65 192,168,151 02/21/22 05:50:25
° 65 192,168.1.51 02/21/22 05:50:25

Destination
192.168.1.51

Destination Address List

192.168.1.51

Host
12 192168151

Resuts

+ Detals

=) 192.168.1.51
T Error: 10061 No connection could be made because the target machine actively refused it.
£D) Local Time: 02/21/22 05:51:25
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5. Based on your research earlier at Step 2, you might have known that
MegaPing tool could look for potential vulnerabilities within your network.
Did you manage to discover any vulnerabilities in your network?

6. Report

MegaPing

visit http:/‘wwivmagactesoft com for sales and support

File Created: 02/21/22 05:56:17

Address Name Status
92,168,151 . 152.168.1.51 Alive
BN Names 6
Workstation Service Unique
Domain Name Group
File Server Service Unique
Potential Master Browser Group
Master Browser Unique
2] MSBROWSE . Master Browser Group
B4 dapter Address A4.1731.57SEDS
#4Domain BOTHOUNIVERSITY
Bsxvp
#Shared Resources 0
BSessions 0
38Printers [4
Blinstalled Programs Access 15 denied.
SModems

Access is denied.
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3. Use NetScanTools Pro to initiate various Scans (not limited to ARP
Ping Scan, DHCP Server Discovery, Ping Scan, Port Scan etc).

+ Note: NetScanTools Pro is one of the handy tools which could be used for
various scanning and enumeration process.

+ Machine: Windows Servers 2022, Windows Client 10, Linux, Bee-Box

+ Use Wireshark in the Target Machines to capture the packets and observe
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1. Download NetScanTools Pro.

2. Based on our Lectures, (I have discussed about various scans and
enumeration methods for which NetScanTools Pro could be used) could you
list out the various functions of this tool?

3. Install NetScanTools Pro in Windows Server 2022.
Note that, using this tool, you can do an Active operation by sending packets to
the target to receive responses. USE ONLY IN LAB ENVIRONMENT

4. Scan your Lab Network. (Use Manual Tools to scan range of ports,
Hostnames, IP Addresses, MAC Addresses, DHCP Servers etc).

a. Use utilities like ARP Ping Tool: ARP ping will send ARP packets to the
target to find the response time. As discussed in the lecture, using
response time, we could gather more information.

b. Use utilities like ARP Scan Tool: ARP scan will send ARP packets to the
range of IPs to rapidly sweep the subnet for devices that are connected.

c. Similarly, use many utilities available in the tool and discover information
about your network.

supnet. B T B e e st et
‘ ARP | (®) Send Broadcast ARP, then Unicast ARF
d i Reports
(0 5end Broadcast ARF Orly Duplicates Source [P Address

ARP Cache
Target Pv4 Address O search for Duplicate 1P Addresses [[]Add to Favorites

‘l 182168 . 1 . 51 Interface IP Address Pvag

Jump To Duplicate TP Scanner e
Index 1P Rddress  MA... Response Time (sec) Type
o 192.168.1.51 A4... 0.003800 Broadcast
ARP Scan (MAC Scan) Mumber to Send 1 192.168.1.51 | me... | 0017100 Unicast
ﬁ s = 2 192.168.1.51 Ad... 0.004300 Unicast
— Cycle Time (ms) 3 192.168.1.51 Ad... 0.094600 Unicast
Cache Forensics IE B 4 192.168.1.51 A4... 0.001000 Unicast
¥ 5 192.168.1.51 Ad... 0.001200 Unicast
= [3 192.168.1.51 Ad... 0.004400 Unicast
Connection Monitor Show Timing Chart ] 1a o122 o coaa00 B
@ 8 a2. . 0.001200 Unicast
* B . 0.005000 Unicast
Country to IF or ASN 10 . 0.001300 Unicast
= 11 . 0.004000 Unicast
ZHCE, 12 . 0.030€00 Unicast
DHCP Server Discovery 13 . 0.005000 Unicast
14 . 0.019200 Unicast
. 15 . 0.000900 Unicast

DNS Tools - Core

S
&
DNS Toels - Advanced
%
DS Tocls - Batch Queries
‘ |
3
5
DNS Traffic Menitor
7

Duplicate IP Scanner

e
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Welcome
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S Usetistooltofndal Network Interface T
tve IPv4 devi
Manual Tools (all) o eubeet " Wi (192.166.1.57) - TP-LINK Wieless USB Adapter = =
—_— = o
RRP 1P Starting IPv4 Address Ending IFv4 Address
e 92.168. 1 . 1 12.168. 1 .60 | . =
ARP Cache Ready [peis © ] [ 0] [ add to Favarites
ARP
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ARP
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3 =
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Target Hostname or IPv4 Address - .Networklnherfaoe . Add Note
192.168. 1.4 ~| | % | |WiFi(192.168.1.57) - ~ 1
| Jump To Automated
Completed. PG Reports
1Pvs )
[[] Add to Favorites
Arlalyze'l‘a'gpt Start Time: Mon, 21 Feb 2022 06:21:09
Stop Target: 192.162.1.@ [192.162.1.400
Hops: 1
TargetReached? Yes
Settings Possible Operating System(s):
Windows 7 - 32 or €4 bit

Based on your usage of this tool, and earlier tools within your lab network,
what are the additional details you gathered after using this tool?

Report

NetScanTools Pro vi11
gg ’—\ Created with DEMO v11.11

() Buy from: www.netscantools.com

Report Prnt Date and Time: 022122 033529
Resuls Database; demo

Analyst

Title:

Organization

Torget: Mutigle targets
ATest n he database fo the 3bove targe! are shown,

Test: ARD
Input: 102

3 Relorence: 16454
Resuts:

Index IP Address MAC Address Response Time (sec) Type

0 0.003800 Broadcast
1 0.017100 Unicast
2 0.004900 Unicast
3 0.004600 Unicast
4 0.001000 Unicast
5 0.001200 Unicast
6 0.004400 Unicast
7 0.004400 Unicast
8 0.001200 Unicast
9 0.005000 Unicast
10 0.001300 Unicast
1 0.004000 Unicast
12 0.080600 Unicast
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4. Identify Target Operating System with TTL
Machine: Windows Servers 2022, Windows 10, Linux, Bee-Box.
Use Wireshark to capture the packets from the target machine and observe
TTL, TCP Window Size to determine the Operating System.

Before starting this task, you need to know the TTL & TCP Window Size
values of different Operating Systems. With reference to our discussion
during our lectures,

a. What is TCP Window Size?

b. List out the values below.
Login to Win Server 2022. Use Packet Capturing tool and start capturing
packets.
Ping Win Server 2022 from Windows 10, Linux and Kali Machines
Observe the captured packets in Win Server 2022.

a. Select icmp packets from each target machines to the Server and
look for the packet details.

y Widss Tools Help

® aaanm
[ o e
T Cesate )
1 0.000000 assass.ase Ssoe 316 nseacn * HTTP/LL
2 1.ooasst .0s5.255.25 S0P 216 M-SEARCH - HTTP/A.1
> 2lssaass 10,2 Te11 10.10.10.15
4 viseares o
2lotas97 moasamase e o
L & 3.025076 239.255.255.250 ss0p 216 H-SEARCH

(1728 bits), 216 byses caprured (1725 bits) on incerface \Device\IPF_{5435F852-LA0E 4621 AELC-SB6FBOLSE0RD), 1d ©
00:05 (00:50:56:c0:00:08), Dst: Tpvancast_7F:ff:fa (01:00:5e:7F:F:Fa)
ot

Fiftita G
50:56:c0:00:08)
i 10.10.16.1, Dst: 239.255.255.250

n: 20 bytes (5)
d: 0x08 (05CP: €S0, ECH: Hot-£CT)

56 <o 00 08 08 00 45 00
e pepe
2 65 40 2d 53 45 41 52
502f 31 26 31

36 2¢ 30 26 34 37 35 38 2e 31 30 32 20 57 69 6e
54 67 7773 od 00 0d 00

T3 Windows Server 2016 < | I Kaliinux 2021, ds-vare 2.

am:@ BRERe=STISEQQaQR

o. Tme Source Destnaton Protocol  Length Info
91 224.523479  10.10.10.11 10.10.10.16 P 98 Echo (ping) request id=oxe3bS, seq=8/2048, ttl=64 (reply in 92)
92 224.823598  10.10.10.16 16.16.16.11 P 98 Echo (ping) reply  id=Gxe3bS, seq=8/2048, tt1=128 (request in 91)
93 225.547867  10.10.10.11 10.10.10.16 P 98 Echo (ping) request id-oxe3bS, seq-9/2304, ttl-64 (reply in 94)
94 225.547947  10.10.10.16 16.10.10.11 P 98 Echo (ping) reply  id=oxe3bS, seq=0/2304, ttl=128 (request in 93)
95 226.571621  10.10 2 A 1 .
96 226.571688  10.10 M Wireshark- Packet 93 - Ethemet)
97 227.895114  10.10
98 227.895225  10.10 Frame 93: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface \Device\NPF_{84357852- 1AQE-4621-AELC-906FB0158DFD), id 0
99 228.919060  10.10 Ethernet II, Src: VMware_a6:9e:f4 (99:0:29:a6:9e:f4), Dst: Wware 6a:Sci2b (80:@c:29:6a:5c:2b)
100 228919123 1010 | v Internet Protocol Version 4, Src: 10.10.10.11, Dst: 10.10.10.16
101 229.943985  10.10 0160 ... = Version: 4
102 229.944051  16.16. ... @101 = Header Length: 20 bytes (5)
103 230.967439  10.10, Differentiated Services Field: 0x@0 (DSCP: €50, ECN: Not-ECT)
L 102920 aazs2s 10 0] Total Length: 84
Frame 93: 98 bytes on wire Tdentification: GxfecS (27845)
¥ Ethernet II, Src: Vware | Flags: @x48, Don't fragnent
Destination: Vihare_6a 0 0000 0200 0000 = Fragnent OFfset: 0
Source: Viware_ag:9e:f4) Time to Live: 64
Type: Ipvé (x2508) Protocol: ICHP (1)
v Internet Protocol Version Header Checksum: @xasbs [validation disabled]
o100 - Version: 4 [Header checksum status: Unverified]
0101 = Header Leng| Source Address: 10.10.10.11
Differentiated Services Destination Address: 10.10.10.16
Total Length: 8¢ ¥ Internet Control Message Prot
Identification: exgecs 0 6c 29 6a 5c 2b 00 Oc 29 a6 9¢ 4 08 00 45 0 - )j\r ) E
Flags: ox40, Don't frag 00 54 6c c5 40 00 40 @1 a5 bS 0a 0a 02 b 02 0a  TL G0
0 0000 0000 0000 = F
Tine to Live: 64 9830
Protocol: ICHP (1) 0040
00 6c 25 63 5c 2b 00 0] | Locy
o850
00 54 6c c5 40 08 40 0|
0a 10 €8 6 04 77 c3 b
00 00 52 69 07 0@ 00 o
1617 18 19 1a 1b 1c 1
26 27 28 29 2a 2b 2c 2
3637

b. From the above output, could you determine what is the Operating
System running in host machines?
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c. What details did you gather?
What assumptions could be made with the gathered information?
e. Refer to the Wireshark - .pcapng file (Wireshark Sample Capture)

given to you in Moodle. Analyse that and list out the Operating
Systems captured.

2
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5. Map your Network
+ Machine: Windows Servers 2022, Windows 10, Linux, Bee-Box.
+ Map your network using Automatic Mapping Tool.

Task

1. Download Network Topology Mapper from Solarwinds. (You may use different

tool to accomplish this task)

& solawinds.com/network-management-software

IP address management software
designed to save time and prevent costly
errors

« Automated IP address tracking

- Integrated DHCP, DNS, and IP address
management tools

« IP alerting, troubleshooting, and
reporting

Quick View

{@} Network Automation Manager

Network device tracking software designed
to locate users and devices en your
network

+ Quickly locate network devices

+ Map and monitor WAPs, switches, and
ports

+ Manage switch and switch port capacity

Quick View

Log Analyzer

VolP monitoring software designed for
deep critical call QoS metrics and WAN
performance insights

+ Real-time WAN monitoring

+ Troubleshoot VolIP call quality problems

+ Visual VolP call path trace

Quick View

Z”@’E Network Topology Mapper

Network automation software designed for
on-prem, cloud, and hybrid environments

Easily investigate machine data to help
identify the root cause of IT issues faster

Network mapping software built to
automatically plot your network
» Network performance monitoring

+ Log and event collection and analysis « Automate device discovery and mapping

« Traffic and bandwidth analysis + Powerful search and filter + Build multiple maps from a single scan

» Config and change management + Real-time log stream + Perform multi-level network discovery

Quick View Quick View Quick View

2. Install the tool in Windows Server 2022.

SolarWinds Registration

E-mail Address: | |

Continue Cancel

Flease confirm the email address you provided when registering to download
MTM. Ifitis blank, please provide your preferred e-mail address. This will help us
assist you with pre-sales technical support, educational material, and other
account related communications. Installation reguires a valid email address.

SolarWinds Network Topology Mapper x

SolarWinds Network Topology Mapper Setup

License Agreement

SOLARWINDS
END USER LICENSE AGREEMENT

BY ACCEPTING THIS AGREEMENT, EITHER BY INDICATING YOUR
ACCEPTANCE, BY EXECUTING AN ORDER FORM THAT REFERENCES
THIS AGREEMENT, OR BY DOWNLOADING, INSTALLING AND/OR
UTILIZING THE SOFTWARE (DEFINED BELOW), YOU AGREE TO THIS
AGREEMENT. THIS AGREEMENT IS A LEGALLY BINDING CONTRACT

I agree to the license terms and conditions

| Options ‘ ‘ Install ‘ | Close
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SolarWinds Network Topology Mapper

SolarWinds Network Topology Mapper Setup

. solarwinds -fr-
Installation Progress

Action 19:03:20: RunSWLicReg.

solarwinds 7

Cancel

Please click 'Enter Licensing Information’
to license your product.

Your evaluation ends in 14 days.

| e |

| Enter Licensing Information |

| Continue Evaluation |
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£ Help SolarWinds Improve — O X

Would you like to send anonymous data to SolarWinds about how
you use Network Topology Mapper?

+ Help us design and build features that fit your needs
+ All collected data is anonymous
+ Stop participating at any time by running this application again

() Yes. | wish to participate anonymously frecommended).
(® Mo, | would not like to participate.

% OK || Cancel
solarwinds *»
3. After Installation, begin a New Scan
el N Ty e S

File Edit View Reports Help

ew Scan |\ New Map pen | (@ Rescan rint 53] Export Visio ele ove " Connect Devices ackground | Zoom is map
5 ow 6 e i 220301 | B |+ |8 911 Bl gt Vo [ st @ioe o oo | s i | 2o | 8 19[Sty )

Click New Network Scan to scan your environment

4. Select SNMP Credentials and Select the Network.
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Metwork Topology Scan x

3 R
SNMP Credentials ;

Pick SNMP credertials used for discovery on your network from list of stored Credentials or add new credential. Credentials are
used in the order listed below.

SMMP Credentials Stored Credentials: Discovery Credentials:
WMI Credentials [ Name OO #  Name
VMWare Credentials EA11 public
Network Selection | publicv

Discovery Settings
Scheduling

Summary

SMMP must be enabled on your devices before running Network Discovery Scan to get the results on the map.
» Leam mare about SNMP

MNetwork Topology Scan
Network Selection -

Where are the nodes that you want to discover? Define the section of your network to be scanned below.

o *fou can combine subnets, IP ranges and free-form IPs in your Network Discovery.

SNMP Credentials P
anges -Nat- i
WMI Credentials Subnets g Freeform IPs = Do-Mot-Scan List

VMWare Credentials Start Address: End Address:
Network Selection 192.168.1.0 | [192.168.1.255)

Discovery Settings
Scheduling

Summary

To include IPvE addresses in the discovery, add them in the Freeform IPs tab.
Network Selection Summary:

Subnets: Mo selection

IP Ranges: Ix

Freeform IP Entries: Mo selection
Do-Not-Scan List No selection

5. Assign your name and Student Id as the Name to Scan and Discover the
network.
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[ Network Topolegy Scan x

Network Discovery Setlings

Name your network discovery scan below and configure number of Hops.

olarw 7
s

SNMP Credentials Scan name:
WMI Credentials [My_Name_Studert_id|
VMWare Credentials
Network Selection Number of Hops: [0 | Recommended heps iz 0.
Discovery Settings » What are hops?
Scheduling
[ lgnere nodes that anly respond to ICMP (ping). Nodes must respond ta SNMP or WHMI
Summary

» Learn mare

[] Dont use Bridge Table information to calculate network topology

» When not to use Bridge Tables?

[ Network Topology Scan x

Di y Y -
Review your Network Discovery configuration

SNMP Credentials

SNMP Credentials:  public
WMI Credentials private
VMWare Credentials
WMI Credentials: <no credentials added

Network Selection

Discovery Seftings VMWare Credentials: <o crederiials added

Scheduling

e Network Selection:  IP ranges 192.163.1.0- 192.168.1.255
Subnets: <no selection>
Freeform |Ps: <no selection
Do-Net-Scan Lst: <o selection>

Discovery Settings: Map name My_Name_Student_Id

Number of Hops: 0

Once
Immediately

Frequency:
Execution:

TIPS = MNetwork discovery can only draw connections between devices that have SNMP enabled
Non-SNMP devices cannot be mapped.
= Provide Windows and VMWare credentials for devices on your network.

[ <Back || Discover | Cancel |

6. Use the details to map your network. You will now have a network topology.
Expand and explore the Node Display Options, Map Layouts to gather more
information

inds Network Topology Mapper - 0 x

Fle Edit View Reports Help

9 por Vo [ Selct | Meve ¢ ConectDevies (3 Bckraund | Zoom 100%

Hapt x | -

3 NewScan 1 NewMap (5 Open | (3 Rescan - ® O |[Searchtismp D]

© Discovered Nodes

© Shortcuts
" Node Display Options.
4 Connection Display Options.
2 Intertace Name
2 tin

M >10Goes

I Urkoown

[ Show Speed as Text
2 Layer 2 (Swiches)

Virtual Ifstructure
Manusl Connections
[ Connection Jumps

Scanring Network

r—= =

10.10.1016
Servei2016

&7

Evaluation mode
Right cick for node details

10.1010.11
10101011
TP
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7. Use Integration with Windows Tools to gain access using Remote Desktop,
gather more information using ping, traceroute, Telnet etc.
8. Generate Report

Nitheesh_123436 - Inventory report

IPAddress I Addresses  Hostname  PrimaryRole  Roles  Sysname  Machine Type  Vendor  locaon  Cotact  System Descripon  Poling Method  MAC Addresses
1010102 [10.10.102 1010102 |ICMP Node ICMP N Unknown Unknown IcMP
1010108 1010108 WINALIUT... |ICMP Node ICMF N... Unknwn Unknown ICMP
10101010 |10.10.10.10 DESKTOPG... |ICMF Node ICMP N... Unknawn Unknown ICMP
10101011 10.10.10.11 10101011 |ICMP Node ICMP N... Unknwn Unknown ICMP
10101016 |10.10.10.16 Server2016 | ICMP Node ICMP N... Unknawn Unknown ICMP
IP Range10.... |Network Segm... |Network.. Unknwn Unknown Nene
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Part 2
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With reference to our lectures, enumeration when you try and connect to the system
and do deliberate actions to gather more information. The initial process of
enumeration includes finding names of the machines within Target network. Using the
gathered names, detailed information on network and its resources could be probed.
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1. Enumerate using Tools
+ Machine: Windows Servers 2022.

Using tools like Global Network Inventory is used to scan the networks based on IP
range, Domain, Host etc.

Task
1.

2,

Download Global Network Inventory tool. (You may use different tool to
accomplish this task)

Install GNI tool. Open the New Audit Wizard and initiate the scan. You have two
options to proceed further.

&

File View Scan Tools Reports Help

Ki-m Ger @ OLF A0BETNRE-018 ©.
i Scan summary
M@ ORAA
Name i Domain Mew Audit Wizard X

..... s
Type Welcome to the New Audit Wizard

This wizard will guide you through the process of creating a
new inventary audit

\LOBAL NETWORK INVENTORY

To continue, click Nesxd.

< Back Cancel

a. Connect as currently logged on user
If you are using this tool in an initial stage where you don’t have the user
credentials of the target, use this option. However, by using this option
you might only get basic information like Physical and Logical addresses.
b. Connect as
Once you have managed to get the user credentails of the target, use
that and connect as the target and gather information.
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Global Network Inventory - Unregistered

File View Scan Tools Reports Help

Mame r Dromain

g [Al addresses —

% Global Network Inventory - Unregistered

i File View Stan Tools Reports Help

ARSI - X nl)==

MNew Audit Wizard

Authentication Settings
Specify the authentication settings to use to connect to a remote computer,

(®) Connect as curently logged on user
() Connect as

Domain b User name: | |

Pazsword: | |

To cortinue, click Next.

| <Back [ Ned> || Cancel |

3. Do scans using both the options and gather as many information as possible.

3 Computersystem |[} Processors

Name =
& i Al s T—
£ WORKGROUP.
A2 SERVER20T2 (10... Product /[ Wersion ||| Publisher (=] InstallDate [+ Reg Dwner ||| Rea Compary |~ CdKey |~ || Praduct Id [=]

B i 4 omim | Wi [ ot [0 (i |y bl [ e [§ Wk 8 1805 [} g R men 80 (8, i
i Scan summany M Mainboard |4m

BIOS |@) Memoy |mm Memorydeviess |13 Portcomnectors [(j Systemsiots | @) Operating System |8 installed software ||y Envionmert | 5 Senviess.

=liDomain - WORKGAOUP (COLUNT =2)

~| Host Name : SERVER2012 (COUNT=2)

stamp : 27/02/2022 16:15.06 (COUNT=2)

[14.28.29913.0 [Microsof Corporation | [ [ | [

crosoft Yisual C++ 2015-2019 [+64)- 14,

icrogoft Yieual C++ 20162018 i#56) - 14,

[1428.23913.0 [Microsoft Corporation | | | | [

Total 2item(s)

Product 7 [~ Version [~ ]| Publisher [~/ CdKey [~| Productid =l Count =]
Micrasalt Visual C++ 2015-2013 Redistibutable (x64) - 14.28.29913 [12.2823913.0 [Microsoft Corporation [ [ 1 |

1 Microsoft Visual C++ 20152019 (xB5) - 14.28. 29913 [122828513.0 [Micrasott Comoration 1
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4. Generate Report

5 Windows Server 2016 || 2 Wndows Server 2012 5 Windons 10 and ter 64 5 indous 864

15 Windows server 2016 < || 5 Wndows sene 2012 15 Windows 10 andlater x64 G vindonsax64 ¢ || 5 Kabdinoc 2021 dp-mware-s..
&) CAProgram Files (:89)\Magneto Software\GlobalNetworkinventc 0 ~ G| @ CiProgram Fi..| @ C\Progrem Fi..| @ C\Program F..| @ CiProgram Fi..| @ CiProgram Fi..| @ CiProgrem Fi..| @ CiProgrem Fi.| @ CiProgr..
Global Network
Inventory Services | February 27, 2022
visit htp://swww magnetosoft.com for sales and support.
Services
ST T — T
vl [C\WindonSystems2svchos xe & AppReadness
=] unring (CAlindonmaystemZovchont o K v
unnng
=] ped (CAlindonmaystemZovchost o LocaSeniealebwatainced
wal ed
Phassicaton aves catrwmy Serves Wt ped (CndomsSysten2aig e
anuat ped
=] ped (C\WinonmystentZevchost e  vaarpc
“ASPET Sise Senice anuar ved Lstae e
- aackground intligent Transt Senvce = ped (C\WinconmSystemZevchos exe  nefsves
Background womatc uning i
Te— i P Cirirpsehmir FLossenea BT
“ganencacte womatc Funnng (CAMndonSysem32svehost exe & Pt
certcate ropagaton Wt Sosped (C\WindonmystentZevchost e K nefeves
Ciclentor S womat uneing (G Windonsiystenaznisaint exe
0N ey sasion anuat ed Cndorssienaziszs
e unring (G Windonmiystemazevchost e -+ LocalSenice
anuat wnnng T
fpnased Seoped e
wal ved (G \Windonmystemzisass e
wamste unring (G WinonmiystemaZevchost e  NeorkSenice
onte funing
=] ped
anual ped neh
=] ped (CAlindonmaystemZovchost oo K v
 orce ciar wonate Fumnng
g amsts Funring (Gl Sy 2evahost exs - LosaSenicehtetiorc
wal 0ed
———— = Funring (CAlindonsSysom2evehost exs  LocatSystomisrotRasicted
“X0rsiovted Lk Traca lent womat unning (Ao System32svehost exe K LocasysemNeonResiced

Kl 2021, 3a-mare=.

- >
&) CaProgram Files 86 Magneto Software\GlobalNetwarkinventc © = & | @ Ciprogram...| € CiProgram...| @ Cibrogram..| @ CAProgram..| @ CProgram..| & C\Program.| & CiProgam...| @ CiProgram..| @ C:erogr. 0
Global Network
Inventory Desktop | February 27, 2022
visit itp://sww magnetosof.com for sales and support.
Desktop
= T oo Sever Seee T e —
o Name.SERVERZITZ (COUNT=T]
mesamy 27022022 165
DEFAULT (COUNT=1)
o o o T O
IS APPROOLCHET 45 (COUNT=A)
] o o T 0
] o o T 0
o o o T T
o o o T T
e AT
] o o T 0
] o o T T
o s I
15 Windows Server 2016 | [ Widows Sever 2012 5 Windows 10 and ter 164 5 Widows 8564 || 5 Koliinax 2021 o vware ..
- 5 x
&) CAProgram Files (x86)\Magneto Software\GlobalNetworkinventc O - C || @ cap..| @ cap..| @ car..| @ cap.. @ cv.| @ cv.| @ .| @ .| @ v @ cw.| @ v @aw. | aw.|@cw. @c.x 0

Global Network

Inventory Network adapters | February 27, 2022

visit hitp//wvww magnetosoft com for sales and support

Network adapters

Pocmcicn
1

o7
i

Es:sszssn
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i

5. What are the other similar tools did you manage to research? Could you

compare those tools with this and discuss the pros and cons?
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Part 1:

v" Using commands, scanning tools and Packet Capture Tools to scan the
network to
o Identify the Open Ports and Services
o ldentify the target Operating Systems
o ldentify potential vulnerabilities within the target Network
o Map the entire network
o Generate automated reports from various tools used to document as
evidence

Part 2:

v Using tools and Packet Captures to enumerate the network to
o Generate automated reports from various tools used to document as
evidence

HWH khkkkkkhkkhhhhhhhkhkhkhkkhkhkkhhhhhhhhhhhhhhhhkhkhkkhkhkhkhhhhhhhhhhkhhkhkhkhkhkkhkkhkhkkhkkhkhhhkhkkkkkkk
End of Activity 3



