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The creation of local drive/file/folder permissions and demonstration of basic local file access control.
The student logged into Client 1 using an account belonging to the Administrators group on the nosstask.msft domain: Bryoni Keighley / Networking345! The student referred back to Server 1 users and computers to confirm which users were part of the Administrators group:
[image: Graphical user interface, application
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The student accessed the (C: ) Drive on Client 1 and created a new folder containing a text file. Then set permissions on the folder and file – one user granted full control and others read access to lower the risk of data loss due to human error. 
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Deleted inherited permissions to set new permissions
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The student tested the new permissions by attempting to edit the text file from both accounts. Successful from the admin account:
[image: Graphical user interface
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Unsuccessful from the non-admin account:
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Setting share permissions on resources within the network.
On Server 1, the student accessed server manager and created a new share task for ‘file and storage services.’ They configured the share settings in the SMB share dialog box stated on the worksheet
SMB Share – Quick and Select by Volume:
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Specified name: Share_Files_NOSS$:
[image: Graphical user interface, application
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Enable access-based enumeration and Allow caching of share options:
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Added an admin with full control and two other members with read and execute:
[image: Graphical user interface, application
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Finalised the options and created the network file share:
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[bookmark: _Toc101882629]Accessing the file share/server over the network

Access the file share by the creation of a mapped drive as a more secure sharing method.
On Client 1, the student mapped to the network drive:
[image: A screenshot of a computer
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Success:
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[bookmark: _Toc101882631]Configuring User Environment & Computer Environment, ‘network group policy objects’ (GPMC – Group Policy Management Console)

The student used GPMC to create group policy objects to automate and manage policies. 








[bookmark: _Toc101882632]GPO 1: Moderating Access to the Control Panel
The student created an Organisational Unit (OU) for non-admin users in Active Directory Users and Computers. They then loaded up the group policy management console to add the GPO. 
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Created a new user:
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New GPO: ‘NoCtrlPanAccess’ 
[image: Graphical user interface
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Enabled the setting:
[image: Graphical user interface, application
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Forced AD with ‘gpupdate /force’:
[image: A picture containing graphical user interface
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The student tested the GPO on Client 1 as the new non-admin user: 
[image: A screenshot of a computer
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Attempted to access the control panel – Access Denied:
[image: Graphical user interface, website
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On Server 1, using the same OU created previously 
New GPO: ‘NoCmdPrmptAccess’
[image: Graphical user interface, application
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Enabled the setting:
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Forced AD with ‘gpupdate /force’:
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Tested the GPO on Client 1 as the new non-admin user: 
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Attempted to access Command Prompt – Access Denied:
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New GPO: ‘NoRemDriveAccess’ 
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Enabled the setting:
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Forced AD with ‘gpupdate /force’:
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Added additional adapter to Client 1 for internet access for this GPO:
[image: Graphical user interface, application
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Verified internet access:
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Created a new OU on Server 1 (NWClientComputers) containing the WS1 computer object: 
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Moved WS1-NWT into the new OU:
[image: ]

Confirmed move:
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New GPO: ‘NounauthSoftInstallS’
[image: Graphical user interface, application

Description automatically generated]

Enabled the setting:
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Forced AD with ‘gpupdate /force’:
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Tested the GPO on Client 1 as the new non-admin user: 
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Attempted to install software – Access Denied:
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Edited the Nosstask.msft domain default domain policy GPO to the required values (Appendix A): 
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Forced AD with ‘gpupdate /force’:
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Created a new user account to test the GPO:
[image: Graphical user interface, application
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Used a passphrase: T1MNo5S@P!  = This is my NOSS assignment passphrase! For the new user. 
[image: Graphical user interface, text, application
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The student ran the command ARP -A on Server 1 to see the following:
· The Interface (NIC’s) in your Machine.
· The Physical (MAC) Address of this NIC
· The Internet Address of this NIC.
[image: A screenshot of a computer
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The student then attempted to ping the other hosts to establish a connection and add to the ARP table.
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Route print command to verify network connections: 
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Installation of FTP server on Server 2:
[image: Graphical user interface, application
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Created a new user account: ftpuser22 (P@ssw0rd)
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Added FTP site with specified requirements:
[image: A screenshot of a computer
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No SSL:
[image: A screenshot of a computer

Description automatically generated]


Basic Authentication & selected specified users:
[image: A screenshot of a computer
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The student created a welcome banner: 
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Then added the ftpuser22 to the ftproot file system in the C Drive: 
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The student created a new folder within ftproot: 
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Confirmed no firewalls enabled on Server 2: 
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The student then attempted to connect to the FTP service from Client 2.  
Creation of folder and test file on Client 2: 
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Attempt to connect to the FTP service using command prompt: 
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Accessed the correct directory on the client: 
[image: Graphical user interface
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Uploaded the text file into the Server 2 ftproot folder:
[image: Graphical user interface
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Verified the file was in the folder on the Server:
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In Server manager on Server 1, the student installed Remote Access features following the worksheet requirements:
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After installation they followed the wizard to configure remote access (Deploy VPN only): 
[image: Graphical user interface, application
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In the routing and remote access window, the student added routing protocols to the network interfaces, firstly adding RIP to IPv4: 
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Then adding the routing protocols the server uses to connect to different networks: 
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The student repeated all steps for Server 2:
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Selected RIP: 
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Added routing protocols:
[image: Graphical user interface, application
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Then tested WAN connectivity: 
Ping Server 2 from Server 1 on the PublicNet IP Address: Success
[image: Graphical user interface
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Ping Client 2 from Client 1 on the PrivateNet1 IP address: First attempt unsuccessful
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Second attempt successful:
[image: Graphical user interface

Description automatically generated]

[bookmark: _Toc101882641]IP Packet Filtering
The student was tasked with implementing different filters to control access on the network. 
[bookmark: _Toc101882642]Filter 1:  Stopping ‘anyone’ in PrivateNet 1 from Pinging the Router Firewall Service

On Server 1, the student accessed the PrivateNet1 connection interface properties via Routing and Remote access. Created a new inbound filter from the worksheet requirements: 
· Destination Network
· Appropriate IP Address 
· Subnet Mask: 255.255.255.255
· Protocol:  ICMP
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Selected ‘Receive all packets…’:
[image: Graphical user interface, application
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The student tested the filter on Client 1 by pinging 192.168.1.1: 
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Request timed out


Pinged other networks and got a reply: 
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For filter 2, the student created an outbound filter on PrivateNet1 to restrict access to the FTP service. 
· Destination Network
· Appropriate IP Address
· Subnet Mask: 255.255.255.255
· Protocol: TCP
· Destination Port: 21
[image: Graphical user interface, application
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Tested the filter on Client 1 by attempting to access the FTP service:
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Connection timed out

[bookmark: _Toc101882644]Filter 3:  Only allow specific hosts in PrivateNet1 to access the FTPService running on Server2

For filter 3, the student was tasked with creating their own rule to restrict FTP access to everyone except 192.168.1.1 (C1). 
The student wanted to build their filter closest to the source for efficiency. They proceeded to delete all inbound and outbound filters currently set up, and created one inbound filter on Server 1 for PrivateNet1 to DROP all packets except the two specified:
[image: Graphical user interface, application

Description automatically generated]

[image: Graphical user interface, application

Description automatically generated]
This should give client 1 access to ftp but no reply when pinging 
[image: Graphical user interface
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i. Write in your own words to demonstrate sound ‘password’ principles in modern network environments.
‘Sound’ password principles include:
· Multi-factor authentication – An additional layer of security, requiring two or more identity checks to authenticate sign-in e.g. pin, fingerprint, token code [1]. 
· Passphrases – A meaningful sentence condensed into a string of characters that the user will remember easily e.g. T1MN05s@p! = This is my NOSS assignment passphrase!
· Minimum password length – The minimum number of characters required, and the type of characters required stipulated in the network’s password policy e.g. 14 characters including letters, numbers, and special characters. 
· Password history policy – Passwords cannot be the same as the previous 5 passwords for example. 
Modern network environments require password principles to increase network security and protect against unauthorised access. “In 2018, 81% of hacking-related data breaches involved either stolen or weak passwords” [2]. It is important to follow a set of password principles to eliminate weak passwords making it easier for hackers to gain access. 
Cyber-crime is becoming more intelligent therefore able to attack a system more efficiently. A data breach carries a lot of damaging consequences for any network including operational downtime, financial loss, data leakage, and reputational damage [3]. 
In March 2021, Microsoft suffered a cyber-attack from hackers who used stolen passwords to gain access. Targeting the Microsoft Exchange email server where the hackers could expose email communications between affected organisations. This impacted local government and businesses and had a negative impact on the reputation and trust in Microsoft. This attack could have been prevented with the use of multi-factor authentication and other password policies [4]. 
Companies like LinkedIn, Yahoo and Facebook have all been victim to data breaches in the past [5], where unauthorised access meant hackers were able to steal personal information and sell this on the dark web. Another very important password policy to help protect against these types of attacks would be to use different passwords for all different accounts, therefore if one is compromised it does not mean the others are [6]. 




ii. Give a detailed explanation of the concepts that need careful consideration when considering the usage of such a system.  Also show one possible role within the Window Server OS environment that could provision these requirements.  You should breakdown the aspects that need consideration when attempting to deploy this role/service.
A high availability (HA) environment is designed to run for long periods of time without failure or downtime. These systems are relied upon to be available at all times. The risk of downtime has to be managed appropriately to ensure there are no sudden failures [7].
Mission-critical systems rely on HA for business continuity [8]. These systems include (but not limited to) email, internet, active directory and databases. If these systems suddenly fail, users will be unable to complete their tasks due to the loss of access. In healthcare, HA in databases is crucial for the reporting and analysis of healthcare data that will inform patient care. HA is important as it is relied upon for high productivity, secure data storage, flexible access, and the system’s reputation and relationship with stakeholders. 
Before implementing a HA system it is important to consider [9]:
· The needs of the system – Storage, access, communications etc. [10]
· The infrastructure of the system – Physical and virtual components.
· Network architecture [11]
· Affordability 
· Disaster recovery 
The main aim of high availability systems is to eliminate a single point of failure to avoid adverse effects on a business/service. Failover clustering is one potential way of achieving this. A failover cluster is a group of servers that work together to maintain high availability by allowing failover between the servers. If one server fails, another server will take over the role of providing that service [12]. The bigger the service, the more servers are required in the failover cluster. 
A failover cluster is important because it doesn’t allow for a single point of failure, which as stated previously is the main aim of HA systems. Failover clustering is an important fault-tolerance function that ensures users experience minimum disruption in service when something in the system fails.
Windows Server 2019 offers a failover cluster service users can set up on the server manager [13]. Please see Appendix B. for a guide on how to implement a failover cluster. 






iii. Assume that you are the Head - Network Administrator of an Enterprise Network which operates in multiple locations nationwide. Draft a network policy, Critical business applications high availability practices and security practices for your network. State all assumptions made.
A network administrator is responsible for maintaining computer networks, from installing and configuring systems, optimising performance, to resolving network problems. An enterprise network operating in multiple locations nationwide is known as a wide-area-network (WAN), which allows computers and systems to connect regardless of the physical distance between them [14]. 
A network policy is a set of rules the network administrator will define for all devices on the network to follow – this will ensure network objectives such as security, optimisation and efficiency can be met [15]. Policies allow for a consistent approach to common networking tasks such as adding new users or upgrading services. As well as consistency, having policies in place can save time and prevent vulnerabilities through automation of procedures. 
A network policy should cover all of the critical aspects of the network:
Architecture 
Network architecture describes how the computers are organised within the network. There are two main types of architecture: peer-to-peer and client/server. Peer-to-peer architecture is suitable for LANs (Local Area Networks) as all devices on the network have equal privileges and all share the same storage. As this enterprise network is operating in multiple locations nationwide, making it a WAN, a client/server architecture is more suitable. This means that the server has control, and all other devices on the network are the clients. Clients will request resources from the server [16].
Topology
The network topology describes the way the network is connected between the nodes and devices. The physical structure will show how the physical components such as wires are configured, and the logical structure will show how nodes are connected to enable data to flow through the structure in the most efficient and secure way [17]. There are many different types of topologies: point-to-point, star, ring, bus etc. To know which topology is right for the case study, we have to consider the cost, scalability, usage, and complexity of set-up [18].
The easiest topologies to set up are the star and bus models. These require the least amount of cable for the initial configuration. However, these models may not provide the best or fastest performance when it comes to data transfer. We also have to consider the type of cable and whether the network wants to prioritise speed or cost-effectiveness. As it is a WAN and transmission will be over a certain distance, it will be more appropriate to have a fibre-optic cable to transmit data at a greater speed, but at a higher cost to set up [19].
Other topologies may require more cable to set up but provide more reliable connectivity. For example, a mesh topology is where the nodes are interconnected, giving lots of different routes for the data to travel down, so if one connection fails this won’t impact data transmission. This is one of the most reliable models, with limited opportunities for failure as there is no single point of failure unlike other models. It is also commonly used in wireless networks. However, the work to configure and maintain this topology is much more, in terms of time and money [20]. 
A hybrid topology is the combination of two or more topologies. This is a more flexible approach, most commonly used in large enterprise networks. Different departments or locations can use the topology that is best suited to them, and these can then be connected together in the hybrid model. Although this approach can be rather complex and costly, the flexibility and scalability it offers is encouraging for growing networks. Not to mention the fault tolerance of a hybrid approach [21].
Assuming that the enterprise network was looking at the growth potential, and valued flexibility in the multiple locations nationwide, the student would recommend using a hybrid topology. The type of topology per location would depend on individual requirements, which are not stated in the case study. The recommended combinations would include star, tree and mesh topologies to meet all the requirements for administrators and users combined [22]. 
Critical business applications high availability practices
One of the main objectives is high availability (HA), as discussed in the previous task. Network policies will have to consider the ways in which we can reduce downtime and avoid single points of failure on the network. HA is achieved through the efficient configuration of hardware, software, including the operating system and application configuration, networks and general environment. 
As discussed, a failover system is required for HA. The network should have multiple servers across multiple locations to avoid a single point of failure. Scaling is also required to enable the servers to be scaled-up or down depending on current requirements. The back-up of data is crucial for this enterprise, so if failures occur the damage is limited. Online cloud storage is a reliable way of storing files safely [23]. 
Security
The security policies will be extremely important for the network, to limit malicious activity effecting the network, and control the users’ activities to reduce the risk, including setting access permissions. The first step is to complete a risk assessment of the network and find all vulnerabilities using vulnerability scanners. All software should be continuously audited to ensure it is in use and up to date. 
The network requires anti-virus software and firewalls to detect and block unauthorised access. The use of a Virtual Private Network (VPN) for online privacy is also recommended for all network users [24]. 
There should be a password policy in place as discussed in the previous task, as well as Multi-Factor Authentication (MFA) for an added layer of security. An acceptable use policy should be presented to all users, detailing the rules of the network users should follow. Access levels and permissions should be set to restrict access on the network to those who need it, and those who understand the risks [25].
All software updates should be pushed out automatically, ensuring all devices on the network are up to date with the latest patches, limiting the risk of a breach. 
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Appendix. A: Required Password policy 

	Enforce password history:
	6 passwords

	Maximum Password Age:
	10 days

	Minimum Password Age: 
	1 day

	Minimum Password Length:
	8 Characters

	Passwords must meet complexity Requirements: 
	Enabled

	Store Passwords using reversible encryption:
	Disabled























Appendix. B: How to implement a failover cluster 
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How to implement a Failover Cluster

Prerequisites [Failover Clustering Hardware Requirements and Storage Options | Microsoft Docs]
«  Ensure you have more than one server you want to use as server nodes.

Ensure all servers are running the same version of Windows Server.
«  Ensure you have shared storage compatible with Windows 2019.
Ensure the host machine is a Domain Admin.

«  Run the Cluster Validation tests before creating a Cluster.

Installation of Failover Cluster Manager

1. Open Server Manager.
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3. Select Role-based or feature-based installation, and then select Next.
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4. Select the server where you want to install the feature, and then select Next.
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5. On the Select features page, select the Failover Clustering check box.
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6. Select Add Features to install the failover cluster management tools, and then select Next.
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7. Repeat these steps on all of the Server Nodes.

Creation of a Failover Cluster [Create a failover cluster | Microsoft Docs]

1. Navigate to Server Manager > Tools > Failover Cluster Manager.
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2. Right click on Manager > Create Cluster and follow the cluster wizard.
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3. Name all of the Servers in the Cluster and the Cluster itself.
Configuring the Network
a. If the server doesn’t have a DHCP Network Adapter, you need to configure the static
1P addresses manually. Select the networks you wish to use for cluster management
and enter the appropriate IP addresses to assign to the cluster.
5. Configuring the Storage
a. You can select ‘Add eligible storage’ if appropriate. If you want to configure the
storage later or deploy clustered storage spaces, you will need to deselect this
option.
6. Select Finish and wait for the install.




