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Objectives
 1. Analyse prompt injection attacks and their impact. 

 2. Develop a controlled enterprise AI sandbox.

 3. Evaluate the implemented security controls.

 4. Assess the GRC implications and provide 

     recommendations.

Aim
To evaluate the security and compliance risks of 

prompt injection attacks in enterprise AI systems 

and assess practical security controls from a 

Governance, Risk and Compliance (GRC) 

perspective. 

AIM AND OBJECTIVES

2 RESEARCH METHODOLOGY

Review of academic literature, standards and frameworks 
OWASP [2], ISO 27001 [3], NIST AI RMF [1], GDPR [5], EU AI Act [4]

Literature Review

System Design

Design of enterprise AI environment with RBAC, audit 

logging, RAG and LLM Firewall

System Development

Implementation of all system components in Python

Experimental Evaluation

Execution of direct and indirect prompt injection attacks

Results Analysis
Analysis of attack success, detection rates, firewall

performance and residual risks.

GRC Analysis

Analysis of findings from a Governance, Risk and 

Compliance perspective

3 ENTERPRISE AI SECURITY SANDBOX : SYSTEM ARCHITECTURE FLOW 

4 EXPERIMENTAL EVALUATION

6 CONCLUSIONS

RBAC effectively restricts access

to sensitive information based on 

user roles.

The layered LLM Firewall provided 

additional protection against 

prompt injection attacks.

Indirect prompt injection through

poisoned documents remained

the main residual risk.

Enterprise AI security requires a

combination of technical controls, 

governance, risk management and 

compliance to be effective. 

DIRECT ATTACKS

(Baseline)

6 attacks tested

0%
Successful 

Attacks

33.3%
Detection Rate

KEY FINDING

      Indirect prompt injection through poisoned 

documents remained the main residual risk.

INDIRECT ATTACKS

      (RAG System)

3 attacks tested

33.3%

0%
Detection Rate

Flagged as SUCCESS

by automated evaluator

No unauthorised data

disclosed.

LLM FIREWALL

      

8 scenarios

tested

87.5%

Overall Block 

Rate

7 of 8 scenarios

Blocked

1 Passed – attack

path prevented by RBAC

Recorded as SUCCESS by automated evaluation in the RAG system
(but no security compromise occurred in the final analysis).

IMPLEMENTATION TOOLS

5 GRC ANALYSIS AND IMPLICATIONS

7 FUTURE WORK
KEY REFERENCES

GOVERNANCE
 (NIST: GOVERN [1])

➢ Assign an AI Risk Owner

➢ Define AI roles

➢ Validate knowledge bases

➢ Ensure oversight and 

accountability

RISK MANAGEMENT
 (NIST: MEASURE & MANAGE [1])

COMPLIANCE

➢ Indirect prompt injection is the 

main residual risk

➢ Continuous monitoring and testing

➢ Improve detection and knowledge 

base validation

➢ Apply defence-in-depth approach

➢ GDPR -  Articles 25, 32 & 33 [5]

➢ ISO/IEC 27001 - A.5.15 & A.8.16 [3]

➢ NIST AI RMF - Govern, Measure, 

Manage [1]

➢ EU AI Act - Article 15 

    (Security & Robustness) [4]

Test a wider range of prompt injection attacks.

Compare results across multiple LLMs.

Inspect retrieved documents before they reach the LLM.

Evaluate the system with larger datasets and more user roles.
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USERS

Employee

(Role 1)

Manager

(Role 2)
Admin

(Role 3)

Layer 1 – INPUT SANITISATION
Cleans the user input. Removes control characters and limits prompt length.

Layer 2 – KEYWORD FILTER

Checks the prompt for known prompt injection expressions.

 Blocks if suspicious keywords are detected.

Layer 3 – PROMPT ISOLATION 

RBAC RETRIEVAL + RAG CONTEXT BUILD

- RBAC retrieves only documents permitted for the user’s role

- RAG builds the context from the permitted documents.

- The system isolates the prompt into separate sections.

SYSTEM INSTRUCTIONS

(Authoritative)

RETRIEVED CONTEXT

(Documents)

USER INPUT

(Untrusted)

Layer 4 – INTENT VALIDATION
Uses the AI to classify the prompt as SAFE or SUSPICIOUS. Blocks if classified as suspicious.

AI ASSISTANT – LLAMA 3.3-70B VIA GROQ
Processes the isolated prompt together with the retrieved context and generates a response.

RESPONSE TO USER - Only authorised and safe responses are returned to the user.

Layer 5 – OUTPUT FILTER
Checks the AI response for restricted or sensitive information. 

Blocks if restricted content is detected.

Layer 6 – ACCESS VERIFICATION 
Verifies that the response matches the user’s access level. 

Blocks if an access violation is detected.

AUDIT LOG

Records events

throughout the 

process.

Logs are created:

- Layer 2 blocks

- Layer 4 blocks

- Layer 5 blocks

- Layer 6 blocks

- Request passes 

all layers.
(final response)

ROLES & ACCESS

Each user has a role.

RBAC controls which

documents and data
the user can access.

ENTERPRISE
DATABASE

SQLite

DOCUMENT TIER

TIER 1

General Information

TIER 2
Confidential Information

TIER 3
Highly Restricted 

Information
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