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[bookmark: _Toc216869597]1. Introduction to Task 1
The task analyses a major cyber incident to understand how real-world attackers operate. It aims to understand how organizations can protect their systems from attacks. The report examines an actual attack. This helps to identify the tactics used by threat actors. It also helps to understand the techniques and procedures used by threat actors. It also helps to identify the weaknesses that exploited. The analysis of the actual attack helps to link theory to practice. It also helps to appreciate the importance of cyber preparedness. The study has also supported the use of Cyber Kill Chian, CPC frameworks, as well as APT-style emulation. This section helps to understand how advanced threats can affect the critical organizations.


[bookmark: _Toc216869598]2. Overview of the Chosen Cyber Incident
The task has chosen the 2024 ransomware attack on Change Healthcare. Change Healthcare is a major US healthcare technology provider. It is also a subsidiary of UnitedHealth Group. Change Healthcare has played a critical role in national healthcare system. It helps to process insurance claims, payments, prescriptions, as well as patient information for hospitals, pharmacies, and medical practices across the country. Change Healthcare is an essential healthcare infrastructure [1].
The attack happened in February 2024. The ransom group ALPHV/BlackCat had exploited a remote access vulnerability. They used this vulnerability to enter the network for Change Healthcare. After the attackers entered the network, they moved laterally. They escalated their privileges, and they also exfiltrated sensitive healthcare and financial data. The attackers then deployed ransomware. This ransomware was used to encrypt systems that were responsible for billing, claims processing, pharmacy authorizations, as well as payment services. As a result of the attack, the hospitals and pharmacies could not verify insurance. They were also not able to process transactions, or access certain patient records, and this caused widespread disruption [2]. The attack caused a severe and long-lasting impact. The pharmacies could not fill prescriptions for several days. The medical practices could not submit claims. This resulted in billions of dollars in delayed or lost revenue. The UnitedHealth confirm that attackers stole a lot of patient data. This leads to long-term privacy as well as regulatory concerns. The company was reported to pay a ransom, so they could regain control of the systems. The incident is very relevant to CPC as well as APT emulation. The incident shows how a sophisticated threat actor can perform targeted intrusion, stealthy movement, as well as strategy data theft. It is very important to understand adversary behavior across each phase of the intrusion lifecycle. This is very important for CPC analysis as well as adversary emulation planning [3]. 


[bookmark: _Toc216869599]3. Attack Chain Analysis
The attack on Change Healthcare was found to follow a clear and organized attack chain. The attack chain shows how the attacker managed to enter the network, move through systems. It also shows how they escalated their privileges, stole data, and how they finally deployed the ransomware. The study uses Lockhead Martin Cyber Kill Chain as well as the MITRE ATT&CK framework to break down each stage. The framework also helps to understand the behavior of the threat actors [4]. 

Initial Compromise
The attack began as soon as the ALPHV/BlackCat Group gained access to the remote system. The system did not have multi-factor authentication. As a result, the attackers were able to login using the stolen or brute-forced credentials. The ATT&CK categorizes this under Valid Accounts (T1078) and initial access. The attackers did not need to break technical vulnerability. They simply used weak access protections for entering the network. The attackers created a persistence after entering the network. This persistence allowed the attackers to return even if their first entry point was discovered [5]. 

Lateral Movement
Once the attackers have gained access over the network, they moved laterally across multiple servers. The attacker scanned for open services. They search for systems which are connected to billing, claims, processing as well as financial operations. The attackers used tools like Remote Desktop Protocol to move across machines. This activity is aligned to ATT&CK techniques like Lateral Movement (T1021) and Internal Reconnaissance (T1087). The movement was found to be very slow and careful. This allowed the attackers to avoid detection [6].

Privilege Escalation
The attackers searched for administrator credentials which are stored on the compromised servers. This allowed the attackers to gain deeper control. The attackers used credential dumping tools to extract passwords as well as authentication tokens. They used these high-level privileges to gain full access to critical systems. This is related to ATT&CK techniques such as Privilege Escalation (T1068) and Credential Access (T1003). The attackers gained administrative rights, and they could disable security controls. They could also prepare for encryption [7].

Payload Deployment
The attackers managed to control the key systems, and they were able to deploy a ransomware payload. The attackers used scripts to spread the ransomware across servers. They also used these scripts to encrypt files. This is related to Execution and Impact phase in ATT&CK. The attackers were able to encrypt systems which are related to pharmacy transactions, insurance claims, as well as payment processing. This resulted in nationwide disruption. The ransomware also affected normal business operations. 

Data Exfiltration
The attackers stole a lot of sensitive healthcare and financial data. After getting the data, they launched ransomware. The attackers compressed the data, and they transferred the data to the external servers which are also controlled by the group. This stage aligns with Exfiltration Over Web Services (T1567). The attackers used the stolen data to pressure the company to pay for the ransom [8].
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This section helps to map the tactics, techniques and procedures (TTPs) of the attacker into MITRE ATT&CK framework. Each subsection describes the technique, its occurrence, and its impact to Change Healthcare incident.

1. Reconnaissance
T1595 – Active Scanning
The attackers scan the internet-facing systems so they can find loopholes. The attackers found a remote access service after scanning the systems. This remote access service did not require multi-factor authentication. The discovery allowed the attackers to enter the system. It also helped the attackers to prepare for intrusion into the system.

2. Initial Access
T1078 – Valid Accounts
The attackers used the stolen credentials to log into the network. The MFA was not used in the network, and so attackers could login without any issues. As a result, the attackers were able to enter quietly, and they blended in with the normal user activity.

T1133 – External Remote Services
The attackers gained access through an exposed remote service. This service was normally used by employees. The attackers passed the login screen, and they immediately reached the internal systems. This allowed for initial breach and was hard to detect.


3. Execution
T1059.001 – PowerShell
The attackers used PowerShell to run scripts after gaining access. These scripts allowed the attackers to gather information and deploy their tools. The PowerShell allowed the attackers to automated actions. It also allowed them to operate quietly, and this reduced the chance for early detection [9].

T1053 – Scheduled Tasks
The attackers were also able to create scheduled tasks, which helped to run their payload automatically. These tasks continued to be executed even after the system restarted. As a result, the activity was active and consistent in the background. 

4. Persistence
T1547 – Boot or Logon AutoStart (Registry Run Keys)
The attackers added malicious entries to the registry, which allowed them to maintain presence. This also allowed their tools to start every time a user logged in. As a result, they could return to the system without the initial access process. 

5. Privilege Escalation
T1068 – Exploitation for Privilege Escalation
The attackers exploited the system vulnerabilities and misconfigurations. This allowed them to escalate their privileges. The attackers captured access tokens as well as other security weaknesses, so they can reach administrator-level accounts. As a result, they were able to control important servers [10]. 

6. Defense Evasion
T1036 – Masquerading
The attackers disguised their tools, so they avoid detection. They renamed their tools to look like normal system files. This simpler trick allowed their malicious activity to appear harmless.

T1218 – Living Off the Land Binaries (LOLBins)
The attackers used built-in windows tools such as PowerShell and cmd.exe instead of the custom malware. These tools are trusted by the system. The use of these tools did not trigger many security alerts. As a result, it was difficult to identify the attack incident. 

7. Credential Access
T1003 – Credential Dumping
The attackers were able to gather stored credentials from memory as well as system files. This action allowed them to obtain administrator passwords. They were also able to gain deeper access to billing as well as claim systems. This step allowed the attackers to expand their control [11]. 

8. Lateral Movement
T1021 – Remote Services
The attackers used remote login tools such as RDP to move across the network. As a result, the attackers could reach additional servers which are connected to the payment processing as well as insurance operations. Every move allowed the attackers to gain access to very sensitive information.

9. Collection & Exfiltration
T1567 – Exfiltration Over Web Services
The attackers collected large amounts of data, they compressed the data and uploaded the data to their own servers using web services. The data comprised of sensitive patient as well as financial information. The data theft caused major privacy risks, and the company was forced to pay ransom [12].

10. Command & Control
T1071 – Web-Based Command & Control
The attackers used HTTPS to communicate with their own infrastructure. The HTTPS traffic looks normal on most networks, and so they command signals blended in with everyday traffic. As a result, it was difficult to identify their ongoing activity.


[bookmark: _Toc216869601]5. Root Cause Analysis
The technical weaknesses as well as organizational gaps have resulted in the Change Healthcare incident. The attacker exploited the weaknesses to enter the network, stay hidden, and cause major disruption. The study examines the factors that led to the attackers. This will help to understand why the attack succeeded and how similar incidents can be avoided. The industry reports have shown that most ransomware attacks have succeeded because of major weaknesses. These weaknesses include poor identify controls, misconfiguration, weak monitoring, as well as delays in applying security patches [13]. The major technical root cause was weak identity and access management. The staff used a remote access system with no multi-factor authentication. As a result, the attacker was able to login using stolen or guessed credentials. CISA shows that systems with no MFA are vulnerable to ransomware breaches. There was no MFA, and so valid credentials alone were enough for initial access. This failure could have been avoided.  The insufficient network segmentation was another root cause. The attacker logged into the system, and they were able to move laterally across multiple servers. Proper segmentation would have helped to limit access to sensitive systems. NIST frameworks have recommended strong segmentation for critical healthcare systems. Change Healthcare should have applied these principles, as this could prevent the attacker from spreading easily [14]. The other root cause as gaps in monitoring and detection. The attacker used common tools which include Remote Desktop as well as PowerShell. These tools could generate alerts when used abnormally. However, the SIEM and EDR for the organization could not identify these behaviors early. Industry report have highlighted that monitoring tools in many healthcare organizations are poorly tuned. This allowed the attacker to stay within the network for quite long. The attacker escalated the privileges, stole data and deployed ransomware during this time. Another root cause was misconfigurations. The attackers found credentials and access tokens that were stored on compromised servers. This suggests that there was weak privilege management as well as poor credential hygiene. NIST says it is important to restrict administrative privileges and secure passwords. This is very relevant in healthcare environments where legacy systems are common [15]. The organizational factors have also played an important role. The healthcare organizations have often faced challenges such as budget constraints and competing priorities. They have also relied on the older technologies. These challenges have caused difficulty in maintaining strong security controls. The risk may also be caused by human and process limitations, such as slow patching cycles. The technical and organizational weaknesses have all contributed to the success of the attack. The incident has helped to show the importance of strong identity controls, continuous monitoring, network segmentation, and proper governance across all IT systems. 
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The section provides recommendations which help to prevent and identify similar attacks in the future. The suggestions are based on recognized security frameworks such as NIST CSF, Zero Trust, and CIS controls. They help to improve identity security, architecture, and monitoring. It also helps to build a more effective incident response capability [16]. 

1.Security Controls Enhancements
The major weaknesses in the Change Healthcare incident were lack of strong identity and access control. It is important for organizations to enforce MFA in all their remote access systems. The MFA helps to prevent attackers from entering the network using stolen credentials. The organization should also use Conditional Access Policies, as this helps to block login from unusual locations, devices, or risk levels. 
The organization should also implement Privileged Access Management (PAM). This helps to control administrator accounts. PAM tools help to limit the use of privileged accounts. It also provides time-bound access only when needed. These tools also help to record administrator activity. As a result, it is easy to identify suspicious behavior [17]. 
The organization should implement Zero Trust principles. This will help to guide authentication as well as authorization decisions. The Zero Trust policy is used to continuously verify all users and does not assume that users are trusted. This may include identity-based segmentation, device health checks, as well as strict access controls. The Zero Trust policy will help to reduce the ability of attackers to move laterally. 




2.Architectural Improvements
The network architecture also contributed to the severity of attack. It is important for organizations to implement micro-segmentation. This helps to separate systems into smaller zones. It helps to prevent the attacker from reaching other critical systems if one zone is compromised. 
Network zone isolation is very important in healthcare settings. The research and development systems, financial systems and corporate IT should not share same access paths. The organization should ensure that each zone has its own firewall rules and monitoring [18]. 
The organization should apply AWS VPC architecture for cloud environments. This may comprise of private subnets, strict security groups, network ACLs, as well as dedicated IAM roles. The organization should protect the public-facing services through WAFs and API gateways. 
It is important for organizations to remove single point of failure. A critical system will become a target if it is connected to everything. The organizations should use redundant systems as well as distributed architecture. This helps to reduce the impact of ransomware and outages. 

3.Monitoring & Threat Detection Improvements
The gaps in monitoring systems allowed the attacker to stay in the system. It is good to tune SIEM rules to recognize suspicious login behavior, abnormal PowerShell usage, as well as unexpected lateral movement. It is important to include identify systems, firewalls, EDR tools and cloud platforms in log sources [19]. 
The organization should improve the EDR policies. This helps to identify LOLBins (Living-off-the-Land Binaries). It is very common for attackers to use legitimate tools such as PowerShell, RDP, and cmd.exe. The EDR should send signals when these tools behave unusually, such as running encoded scripts. 
It is very important for organizations to develop clear use cases for real-time detection. These cases may include repeated failed logins, privilege escalation attempts, unexpected data compression, or large file transfers that leave the network. 
The organization should improve the logging activity. It is important for organizations to centralize the logs; they should also enrich logs with context. The logs should be retained for long periods. It is important to integrate the threat intelligence into SIEM and EDR. This will help to provide early warnings about the emerging ransomware and their groups [20]. 
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The task has analyzed a major cyber incident. The incident involved Change Healthcare. The task has identified how the attackers entered the network, moved across systems, escalated privileges, stole data and deployed the ransomware. The study used frameworks such as Cyber Kill Chain and MITRE ATT&CK to break down the attack stages clearly. The analysis found that the root causes include identity controls, poor monitoring, and limited segmentation. The study has provided strategy recommendations which help to improve identify security, architecture, and detection.
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[bookmark: _Toc216869605] 1. Introduction to Task 2 
This task shall be built on the lessons from Task 1. The case study for Change Healthcare incident has shown how attackers can use weak identify controls, poor monitoring, and network misconfigurations. These insights can help to shape the effective Red Team Engagement which is called Operation IP Shield. The Red Team exercise helps to simulate an advanced threat actor. This threat actor was targeting the healthcare organization. The study shall use controlled and ethical testing to identify weaknesses in identity management, cloud security, network defense, monitoring, as well as incident response. This will help to improve the cyber resilience of the organization [21].
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The rule of engagement shall define the Red Team operates during the Operation IP Shield. The read team shall ensure that all activities are safe, controlled, authorized, and they are also aligning with the organizational policies. The RoE helps to protect the organization from disruption. It also allows the Red Team to perform real adversarial simulations. 

1.Scope of Assessment
The assessment shall include several critical environments. The in-scope networks may include internal corporate networks, production healthcare systems, as well as research systems. The study shall test these areas for identity weaknesses, lateral movement paths, as well as misconfigurations [22].  The scope also includes AWS VPC environment. This includes EC2 instances, IAM roles, S3 buckets, API endpoints, load balancers, as well as security groups. The read team shall test for cloud privilege escalation, as well as insecure access paths. 
The active directory (AD) domain is another key focus. The team assesses domain misconfigurations, privilege escalation, authentication bypasses, and group policy weaknesses. The team shall also assess the GitHub CI/CD pipelines. This may include management, workflow permissions, runner configuration, as well as potential supply chain compromise paths [23].

2.Constraints & Limitations
The Red Team shall operate safely and responsibly. There will be no destruction of data. They are not allowed to perform test actions that delete, corrupt, or alter production data. The Red Team should not perform denial-of-service attacks. The team is not allowed to intentionally overload systems or interrupt patient care or business operations. They should ensure that all phishing or social engineering activities follow pre-approved time windows. This helps to ensure that staff, HR, and legal teams are aware of schedule activities. The staff may also support any escalations. The team shall stop any action that causes risks to the system.

3.Authorized Techniques
The Red Team shall use specific approved techniques. Social engineering is allowed, but they are limited to email phishing, credential harvesting, as well as scenario-based testing. Phone-based or physical impersonation is not allowed. The approved Command-and-Control (C2) frameworks may include Cobalt Strike (beacon-only mode), Sliver, Mythic, or similar low-noise frameworks.  The Red Team shall use techniques such as MITRE ATT&CK categories. These categories include initial access, execution, persistence, privilege escalation, lateral movement, defense evasion, and Exfiltration. The team should not use techniques that directly damage systems or disrupt business operations [24]. 

4.Communication & Escalation Procedures
The Red Team and Blue Team shall follow strict communication processes. The team shall share daily SITREPS (Situation Reports) with the senior security staff. The team shall also use emergency stop rules if the activities threaten system stability, patient safety, or legal compliance. The team shall maintain stealth during testing. However, the operational security will never override safety. The team shall immediately suspend all activity if a real incident occurs during this engagement. The team should use clear escalation channels, as this helps to ensure transparency and avoid confusion.


[bookmark: _Toc216869607]3. Threat Emulation Plan
The team shall design a threat emulation plan to simulate a realistic and high-quality targeted attack. This plan is very similar to the behavior of well-known advanced persistent threat (ATP) groups such as APT29, APT41, or FIN12. These groups are widely recognized for their persistence, stealth, and strong operational security. They also have an ability to operate across hybrid environments. This plan aims to model how an adversary could target the cloud and on-prem systems for organizations. This is based on the weaknesses that were identified in task 1. The plan shall focus on stealthy access, privilege escalation, lateral movement, and exfiltration of dummy research and development (R&D) data. The assessment shall simulate an organized attacker with long-term goals. This helps to reveal the gaps in monitoring, as well as cloud governance. 


1.Campaign Objectives
The campaign aims to exfiltrate dummy R&D data from the on-premises storage and cloud workloads. This is a common motivation for APT actors, as they often focus on intellectual property theft. 
The second objective is to remain undetected for quite long time. The APT groups have excelled in stealth, and they are also good at blending into normal network traffic. The campaign aims to maintain persistence without alerting monitoring systems. This will help to test the effectiveness of the organization’s SIEM, EDR, network monitoring, and identity logs. 
The third objective is to gain access to hybrid assets, which includes active directory domain, corporate endpoints, as well as the AWS cloud environment. This is quite like actual adversaries who normally move between cloud and on-prem systems. The campaign shall ensure that these objectives are met. This will help to assess the resilience of identity controls, logging, segmentation, as well as cloud security configurations.


2.Planned Attack Phases
The team shall follow a structured set of phases during the engagement. The aim of each phase is to model how a real actor will move from reconnaissance to exfiltration. 


Reconnaissance
The team shall collect information about the organization. This may include open-source intelligence (OSINT) such as employee roles, exposed login portals, cloud assets, as well as technology stacks. This can help to identify the weak points of entry, and useful information for social engineering. 

Initial Access
The team shall test initial access using simple and realistic methods. This helps to reflect how attackers usually begin an intrusion. They shall send a controlled phishing email which encourages the target user to enter their login details. It helps to show how easily a user might be tricked into sharing credentials.  The team will also check whether tokens or sessions cookies are captured. The attacker may also reuse these tokens to enter systems without needing passwords. The attacker may look for exposed cloud logins such as AWS IAM portals or internal web systems. This helps to check if they have weak or poorly configured MFA.

Establish Foothold
The team shall use approved tools to deploy a controlled command-and control implant. This helps to facilitate persistent communication with the Red Team server. The foothold should be very stable and should also be quiet. This reflects how real attackers avoid noisy malware.

Internal Reconnaissance
The Red Team shall explore the internal environment in this phase. The team shall use tools such as Bloodhound to understand domain relationships, group policy paths, privileged accounts, as well as possible escalation paths. The aim of this phase is to map how an attacker can gain privileges and discover sensitive systems. 

Lateral Movement
The discoveries found by the Red Team will help them to move across systems using legitimate tools such as PowerShell, VMI, and PsExec-style techniques. These tools help to imitate normal administrator behavior. It also helps to reduce chances of detection. The aim of this phase is to gain access to a server that stores R&D files and systems which are connected to the AWS workloads. 

Cloud Pivoting (AWS Exploitation)
The team shall move to the next step if domains credentials or cloud credentials are captured. The next step is to focus on the AWS environment. The team shall use AWS CLI to enumerate IAM roles and policies. They shall also check for misconfigurations such as overly permissive IAM roles. They will test whether EC2 instances or S3 buckets can be accessed.

Collection and Exfiltration
The team shall collect dummy R&D data. They shall attempt a controlled exfiltration. The exfiltration will be low-profile and use normal protocols such as HTTPS. This imitates real APT behavior.





3.MITRE ATT&CK Mapping
	Tactic
	Technique ID
	How It Applies

	Reconnaissance
	T1046
	Nmap scanning from Kali to identify Windows 7, Metasploitable 2, and OWASP services

	Initial Access
	T1190
	Exploitation of OWASP to simulate CI/CD pipeline compromise

	Execution
	T1059
	Command execution on Windows 7 via Meterpreter and native tools

	Persistence
	T1547
	Registry Run key created on Windows 7 to maintain access

	Privilege Escalation
	T1548
	Exploitation of misconfigurations and vulnerable services on Metasploitable 2

	Defense Evasion
	T1027
	Use of encoded commands and minimal on-disk artifacts to reduce detection during execution.

	Credential Access
	T1003
	Extraction of credentials from compromised Windows 7 system

	Discovery
	T1082 / T1135
	System and network share discovery on compromised Windows 7 host.

	Lateral Movement
	T1021
	Movement between Windows 7 and Metasploitable 2 using SMB

	Command and control
	T1071
	Meterpreter communication over HTTP between compromised hosts and Kali

	Collection
	T1005
	Collection of dummy research files from compromised systems

	Exfiltration
	T1041
	Dummy research data exfiltrated over HTTP to Kali Linux


4. Selected Tools & Approach
The engagement has used various tools which are mostly used by actual attackers. The team shall use all tools in a controlled and authorized manner. 

	Tool / Method
	Purpose
	How It Will Be Used

	Metasploit Framework
	Command-and-control operations and exploitation
	Used to gain initial access, manage Meterpreter sessions, and maintain control over compromised hosts in the lab environment.

	Meterpreter
	Post-exploitation framework
	Used for command execution, credential access, persistence, and data exfiltration on Windows 7 and Metasploitable 2 systems.

	Nmap
	Network reconnaissance  
	Used to identify live hosts, open ports, and exposed services across the simulated hybrid environment.

	Linux & Windows LOLBins
	Stealthy, built-in Windows operations
	Used to execute commands, file transfers, and maintain persistence using native system tools such as cmd.exe, PowerShell, and cron.

	OWASP
	CI/CD pipeline analogue exploitation
	Used to exploit application logic flaws and simulate compromise of an automated CI/CD environment.

	SMB / FTP / HTTP
	Lateral movement & exfiltration  
	Used to move between systems and exfiltrate dummy research data to the Kali Linux attack machine.
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The section explains the design of a virtualized lab environment. The environment comprises both on-prem virtual machines and cloud assets. This helps to create a realistic hybrid network. It reflects the actual infrastructure of the organization. There is no risk to production systems. The design aims to develop control and isolated space. This space allows the read team to test attacks, practice cloud pivoting, and to also validate detection capabilities. The lab environment has been designed to simulate a real hybrid organization. The active directory domain is the core of the on-prem section. The domain comprises normal elements such as domain controllers, user accounts, and group policies. This domain helps to explore realistic testing of privilege escalation, credential theft, and lateral movement. A windows workstation is also included in the environment. These machines help to test phishing, malware, execution, and evasion techniques. There is also a dedicated R&D file server that holds fake sensitive data. This server also acts as the high-value target for collection as well as exfiltration testing. 


Mapping
Kali Linux 2019 - APT Actor / Red Team platform - simulates an external Advanced Persistent Threat - 
192.168.56.101
Windows 7 - R&D Environment (AD / Workstations) - internal corporate research environment - 192.168.56.102
Metasploitable 2 - AWS VPC - simulates a poorly configured cloud environment - 
192.168.56.103
OWASP - CI/CD Pipelines - automated application environment -
192.168.56.104


A simpler layered design tailored to a regulated academic setting is used in the laboratory network.  The architecture consists of an OWASP susceptible application that represents a CI/CD pipeline, a Windows 7 machine that represents the internal R&D environment, and a Metasploitable 2 host that simulates a poorly configured cloud workload.  Using VirtualBox, every system is set up inside its own virtual network.
Virtual network interfaces are used to perform network segmentation, enabling controlled connection between the attack platform and target systems.  To replicate actual business traffic, only necessary services like SMB and HTTP are made available.  The main attack platform is Kali Linux 2019, which offers post-exploitation, exploitation, and reconnaissance capabilities using widely accessible open-source tools.  Functional analogues are utilized to illustrate lateral movement, privilege escalation, and cloud-style pivoting techniques within the confines of the laboratory, despite the absence of an actual Active Directory or cloud provider. Virtual network interfaces are used to perform network segmentation, enabling controlled connection between the attack platform and target systems. To replicate actual business traffic, only necessary services like SMB and HTTP are made available. The main attack platform is Kali Linux 2019, which offers post-exploitation, exploitation, and reconnaissance capabilities using widely accessible open-source tools. Functional analogues are utilized to illustrate lateral movement, privilege escalation, and cloud-style pivoting techniques within the confines of the laboratory, despite the absence of an actual Active Directory or cloud provider.




[bookmark: _Toc216869609]5. Attack Execution Narrative
Using an APT-style infiltration model modified for a controlled lab setting, the Red Team carried out a comprehensive attack simulation.  The Kali Linux assault platform was used to conduct reconnaissance at the start of the operation.  The Windows 7 R&D system, the Metasploitable 2 host that represents a cloud workload, and the OWASP susceptible application that mimics a CI/CD pipeline were all subjected to network scanning to find live hosts, open ports, and exposed services.
The OWASP application, which represents a vulnerable CI/CD infrastructure, was exploited to gain first access.  As a result, the Red Team was able to mimic the misuse of automated application infrastructure and establish a preliminary presence in the environment.
Meterpreter and native operating system utilities were used to execute commands on the Windows 7 system after first access.  By creating a registry Run key, persistence was achieved, enabling continuous access even after system reboots.
By taking advantage of configuration errors and weak services on the Metasploitable 2 system, which mimicked an inadequately secured cloud environment, privilege escalation was accomplished.  The Red Team used SMB-based access with enhanced privileges to migrate laterally between the Windows 7 and Metasploitable 2 computers.
To find and obtain fictitious research data kept on the compromised computers, post-compromise discovery and collecting efforts were carried out.  After being staged locally, the gathered data was exfiltrated to the Kali Linux attack platform via HTTP.


[bookmark: _Toc216869610]6. Detection Gap Analysis
The absence of efficient monitoring and security measures in the lab setting was the main reason the Red Team operation was successful.  The Windows 7 system's limited security logging and lack of advanced endpoint detection capabilities made it difficult to spot malicious activity during the attack. Throughout the operation, built-in system tools like PowerShell and command-line utilities were heavily utilised.  Because there was no script block auditing or enhanced PowerShell logging, these actions blended in with regular system operations and produced no alerts. Input validation and security monitoring were absent from the OWASP application, which is an imitation of the CI/CD pipeline.  Because of this, no detection nor preventative procedures were activated when the program was exploited. Numerous susceptible services and incorrect configurations were included in the Metasploitable 2 system, which simulated a cloud workload.  These flaws made it possible for lateral movement and privilege escalation without any kind of alarm or intrusion detection. The environment was essentially flat from an architecture standpoint, making it possible to utilise one compromised system as a pivot point to access other systems.  Lateral movement could not be detected or prevented by segmentation rules and network-level monitoring. The Red Team was able to sustain persistence, carry out lateral movements, and exfiltrate fictitious research data without being discovered because of the substantial detection gaps caused by the lack of centralised logging, endpoint visibility, and network monitoring.
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Organizations should implement a security paradigm based on continuous verification and least privilege principles to lower the danger of APT-style attacks.  This would be consistent with a Zero Trust strategy in a real-world setting, but in a lab setting, the emphasis is on increasing visibility and control over system behavior. Enabling improved logging and auditing on Windows systems, such as through PowerShell and command-line logging, should improve endpoint monitoring.  This would enhance the ability to identify Living-off-the-Land tactics seen in the attack scenario. Network segmentation should be strengthened from an architecture standpoint to restrict lateral movement between systems.  The attacker's ability to change course after the initial penetration would be greatly reduced by even a simple division between user workstations, application servers, and simulated cloud workloads. To lessen the possibility of exploitation, the OWASP application that represents a CI/CD pipeline should be secured with enhanced input validation, authentication restrictions, and application-level logging. To regularly assess defensive capabilities and find detection gaps, regular Red Team exercises and attack simulations should be carried out.  To enhance crisis response preparedness, tabletop exercises should be included in these activities.


[bookmark: _Toc216869612]8. Cost–Benefit Analysis
The following cost–benefit analysis presents recommended enterprise-level security investments based on the detection gaps identified during the laboratory-based attack simulation.
	Recommendation
	Estimated Cost
	Potential Savings / Risk Reduction

	Zero Trust Implementation
	$150,000
	Reduces lateral movement and limits blast radius of compromised accounts

	EDR & SIEM Tuning
	$50,000
	Improve detection of C2, LOLBins, anomalous data movement

	Secure Cloud Architecture
	$100,000
	Avoids misconfigured exploitation, protects intellectual propetry

	PAM & Strong Access Controls
	$70,000
	Prevents privilege abuse and identity attacks

	Red Team & Tabletop Exercises
	$30,000
	Improves response, reduces downtime
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