Networked Application design
In the final weeks, we will be investigating the development of a large-scale networked application, to assist with your assignment.  Week-by-week, we will build up the implementation, through a series of prescribed steps.  We will be investigating a TicTacToe game, with a view to creating a networked version of the game.
We will be undertaking the following steps:
1) Prototype design
2) Prototype development
3) Client/server initial design
4) Client/server message design
5) Message implementation
6) Server logic implementation
7) Client logic implementation
Step 1 & 2: prototype design and development
In this stage, we will begin building functionality to assist in our development.  We aren’t strictly developing networked code at this stage, but neither are we developing prototypes we outright intend to throw away.  Instead, we might develop a limited form of our application which has reusable components, or some of the core functionality.  This has two goals:
1) To help us explore the problem domain and get a better understanding of the problem at hand.
2) To give us a springboard for our development – we can begin building functionality.
 This is highly context dependent.  In some cases, we can develop a fully featured non-networked version of our code.  In some cases, what we’ll be able to do is comparatively limited.  The point here is to make our lives easier, not harder – we don’t want to spend hours doing something which won’t be a net benefit, but there is significant value in a well-considered prototype.  Intelligent design at this stage should make it easy to adapt this into a networked application later.
Ultimately, this should be like developing any other application, so I won’t go through this in detail.
For the TicTacToe implementation, I created a console version of the full game to be played at the same computer.  This is on Moodle – please review it.
I made some key design decisions in the creation of this application:
· Creating a Player class.  This seems odd, considering it only holds a string for the username, but this is hopefully going to make our lives easier later.  I’ll want to store more stuff (possibly even my ConnectionInstance) in this class in the networked version, so building it now allows me to design around it.
· Creating the game logic fully decoupled from everything, including IO.  This is just good practice regardless (loose coupling) but serves as an interesting design principle here: we can fully design the game’s core functionality (for the server) and a method of using it through the console (for the client).  As such, nearly all this functionality should be reusable.
· I’ve avoided any feature creep.  This is bordering on an MVP, which is more than enough for a prototype.

Tasks:
1) Explore the TicTacToe game’s design, contemplate the design decisions.
2) Design and develop your own prototype for the problem you are setting out to solve in the assignment.
Stage 3: Client/server initial design
At this stage, we’ll consider especially the various states and stages of our application applied to a network context.  This is the point where we’re starting to think about networking at the most abstract level.  Let’s consider the TicTacToe game generally.
TicTacToe is a turn-based game.  In a turn-based game, the parity of experience is entirely lost if we lose an update (i.e. if the player makes a move and we miss it, the game ceases to make sense).  So, we need to ensure that all the updates we send are received successfully.  This means we should certainly use TCP rather than UDP – we want to ensure that all our data gets there because the game doesn’t need to be terribly performant and missing an update is a disaster.
However, if we were building a different kind of game or application, such as an action game, this might not be the case.  For example, if we plan to have several players moving and acting simultaneously, performance is usually key.  If a player suffers a temporary connection interruption, knowing where an opponent was a second ago is rarely useful – and may result in odd behaviour as updates are received out of order.  Applications of this nature, therefore, tend to send updates which are independent of successful receipt of previous updates, e.g. rather than sending an update that says “player x moved 1 meter forward”, you’d send updates that say “player x moved to position x,y,z”.  This means that, when an update is missed, the next successful update will resolve the issue.
This means that, when an update is missed, a player may “jump” to the next received position, but this is impossible to avoid.  Some applications work under the assumption that a player in motion (possibly with certain limitations) stays in motion, so when an update is missed, will keep them moving, to try to reduce the impact of “warping”.  However, this can result in players warping backwards when they stopped moving during this interpolation.  There’s no panacea to this problem – it’s a reality of networked applications that we must work around connection issues and there is no perfect solution.
For the TicTacToe game, we’ll consider it especially from the perspective of state (because that is how the game predominantly operates).  For other kinds of applications, you may find other design perspectives more useful, such as modelling sequence or activity diagrams.
TicTacToe goes through four stages:
Waiting for first player -> Waiting for second player -> Playing -> Ended
This will remain true for the networked version of the game.
For this implementation, we’ll only permit two players to connect simultaneously, i.e. we won’t implement a full lobby system (though I will lay the groundwork for it to potentially be added).  As such, we know we will structure our application assuming a server (constantly running) and two clients who will connect at different points, play a game, then disconnect.  Again, support for additional clients spinning up additional games is something we will factor into our design, but not implement at this stage.
From the perspective of the server:
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While the core game loop from the perspective of the clients works like this:
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These are the processes we need to recreate in our application.  This will suffice as a top-level design which will allow us to start looking at our application from the perspective of its data.  Of course, we are writing object-oriented code which is, by design, data driven.
Task:
1) Write appropriate design documentation for your application.  Don’t spend masses of time doing this if it isn’t helping you to explore the problem, but get something on the page that’ll help you to explore the data in your system.
[bookmark: _Ref34737252]Stage 4: Client/server message design for a new application
N.B. if you’re working with a pre-existing protocol (such as http) refer to Stage 4: Client/server design for a pre-existing protocol.
This is the point of our design where we’ll consider the sorts of messages we might need to send.  These fall into three broad categories: 
· Control (messages which instruct the client/server to do something)
· Data (messages which contain data)
· Informational (messages which provide information)
Though we won’t dwell on these overly and many messages encompass at least two of these categories.  Still, they may help us figure out a few of our control messages.
Control/Informational
Connect and Disconnect – nearly every application should likely have some variation on these (though if you’re designing only one side of the connection, e.g. for a web server, they may already be defined for you).  It might seem a little odd to send these kinds of messages when this is somewhat handled at the layer of the socket, but this provides a convenient mechanism to check that this is the right kind of client and obtain any data we might need.  In this case, it might be useful for the client to be required to provide a username – we can have this sent as part of the connect message.  A disconnect message is also potentially useful to handle clean disconnects, though we’ll have to think very carefully about unclean disconnects.
Accept and Reject – other basic control messages which can inform whether an operation was successful or not (usually used as a response).  Can contain information data to assist a client in future decision making.
Most applications you’re designing from scratch should have basic control messages a bit like these 4.
Finally, a key implementation decision.  As already stated, TicTacToe is turn-driven, which means there may be periods of time of indeterminable length during which an opponent is making their move and all you can do is wait.  To facilitate this, I’m adding one further control message:
RequestUpdate – sent to indicate that this side of the connection is waiting for some sort of update from the other side of the connection.  This might be a client waiting on the server to inform it that the opponent made their move, or the server waiting for a client to make their move.  This is just useful to control the flow of our application on the opposite side of the connection.
Data
GameState – this is somewhat also a control message.  Used to indicate which state the game is currently in while operating/ending.
MakeMove – used to make a move when it is the player’s turn, contains data about the move being made.
GridUpdate – used to obtain a copy of the grid from the server.
Let’s consider the design of these messages in more depth.
Connect and Disconnect are control messages but might also contain information.  As previously discussed, I’ve made the implementation decision to incorporate the username with the Connect message.  By contrast, the disconnect message might contain information about the reason for a disconnect (e.g. player quit or timing out).
Connect – username: string
Disconnect – disconnectInfo: string
Accept and Reject will similarly contain information about success or failure.  For example, when a user is connecting to a server, they may receive an Accept which contains a welcome message for the server.  Or they might receive a Reject message telling them that the username they selected is too short.
Accept – acceptMessage: string
Reject – rejectMessage: string
RequestUpdate will not contain any data for this implementation, its use will be context-specific by the state of the program.
GameState will contain information relevant to the client about the current state of the game.  This message will be one-directional – the server will send it to the client.  I’ve defined 5 states:
· Draw
· Win
· Loss
· Yourturn
· Opponentturn
The first 3 are used when a game ends and define the state of the board when the game terminates.  The final 2 are used when the game is ongoing to define which player’s turn it is.  In retrospect, I might have separated this, but this does the job.  I wrote this into an enum called TTTGameStatus:
enum TTTGameStatus { draw, win, loss, yourturn, opponentturn };
[bookmark: _Ref34736015]GameState – state: TTTGameStatus
MakeMove will be sent by the player whose turn it is, to indicate where they want to make their move.  This will take the form of a row and column reference in the grid.  This will only be sent from the client to the server.
MakeMove – row: int, column: int
GridUpdate will be sent to update a player on the current status of the grid.  This will only be sent by the server to the client.  I decided to stick with vectors rather than arrays or any other data structure, for the ability to both use array notation and iterators.  This integrates with the SquareState enum created in the single player version of the TicTacToe implementation:
enum SquareState { empty, player1, player2 };
GridUpdate – board: vector<vector<SquareState>>
As briefly discussed last week, I’ve made all of these classes derived classes from a pure virtual class called “Message”.  I’ve included an enum which represents each message:
enum MessageType { connect, disconnect, accept, reject, requestupdate, gamegrid, makemove, gamestate  };
And added a few helper methods, e.g. an Unserialise method which takes a string rather than just an istream:
	Message* Message::Unserialise(string s)
	{
		//Useful overload to work with strings
		stringstream ss;
		ss.str(s);
		return Unserialise(ss);
	}
I’ve also written a solution to the issue of the stream read ending at a space, when I’d like it to read until either a newline or the end of the stream.  This method does this:
	string Message::GetStringFromStream(istream& is)
	{
		string msg;

		is.ignore(numeric_limits<streamsize>::max(), '\n');

		while ((is.peek() != '\n') && (is.peek() != EOF))
		{
			string tmp;
			is >> tmp;
			msg = msg + tmp + " ";
		}

		return msg;
	}
I have additionally created a “Messages.h” header to make life easier:
#include "AcceptMessage.h"
#include "ConnectMessage.h"
#include "DisconnectMessage.h"
#include "GameState.h"
#include "GridUpdate.h"
#include "MakeMove.h"
#include "RejectMessage.h"
[bookmark: _GoBack]#include "RequestUpdate.h"
Task:
1) Design and write your own message classes for the application you are building.
Stage 4: Client/server design for a pre-existing protocol
If you’re designing something which must adhere to a pre-existing standard, e.g. a web server, this applies to you.  Instead of designing your own message scheme, this is the point where you familiarise yourself with somebody else’s.  For example, if designing a web server, you would start by investigating, in detail, the http standard.
You will then consider which classes you will need to create to adhere to this standard.  For example, in a http application, you might create a class for each http request and response you wish to support, with consideration of how the classes are serialised such that they meet the standard.  This is fiddly, but not necessarily more complicated.
You may still wish to read the section above as it gives some helpful hints on designing your message classes.
Task:
1) Create a scheme like that in Stage 4: Client/server message design for a new application which adheres to the protocol you are using.
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