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[bookmark: _Toc235785535]Introduction
This report explains the practical work carried out to build and configure the virtualised enterprise network used in this module. The network is split between two sites, Birmingham and London, and both locations use different operating systems. Birmingham runs Windows Server, while London uses Debian. The aim of the work is to set up routing, Active Directory, DNS, DHCP, VPN, file sharing, IIS, and Remote Desktop Services so the two networks can operate together as one environment.
Each part of the configuration is shown with clear steps and screenshots. The tasks follow the requirements given in the coursework brief and are completed in a way that reflects realistic network administration. The report shows how the services were installed, how they were tested, and how they support the overall network design.
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[bookmark: _Toc235785536]1. Routing
Routing is the first part of the setup because both sites need to communicate before any other services can work properly. Birmingham uses Windows Server and London uses Debian, so each side needs a slightly different configuration. The aim here was to make sure both networks could reach each other and respond correctly.

[bookmark: _Toc235785537]1.1 Routing in Birmingham Network
After installing and configuring Routing and Remote Access Service (RRAS) on the Birmingham Domain Controller, the route table was checked to verify that routing was active. The output displays multiple IPv6 routes and gateway entries, confirming that the server is correctly forwarding packets between network interfaces. This step validated successful routing setup within the Birmingham network.
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[bookmark: _Toc235780134][bookmark: _Toc235780445]Figure 1Route table on B‑DC1 confirming active routing after RRAS configuration in the Birmingham network.

The IPv4 Route Table was also checked on following screenshot to verify that routing entries were correctly established. This demonstrates that the Birmingham server is successfully forwarding packets between internal and external networks.
[image: ]
[bookmark: _Toc235780135][bookmark: _Toc235780446]Figure 2 IPv4 route table on B‑DC1 confirming active routing and persistent gateway configuration for the Birmingham network.

[bookmark: _Toc235785538]1.2 Routing in London Network
Routing was configured on the London Domain Controller (L‑DC1) using Debian Linux. The ip route command displayed active routes between the internal network 172.16.2.0/24 and the external network 10.0.2.0/24. The sysctl -w net.ipv4.ip_forward=1 command was executed to enable IP forwarding, allowing packets to be routed between both networks. This confirmed that persistent routing was successfully established on the London server.
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[bookmark: _Toc235780136][bookmark: _Toc235780447]Figure 3  IP forwarding enabled on L‑DC1 confirming persistent routing between London and Birmingham networks.

[bookmark: _Toc235785539]2. Domain Server (Birmingham)
The Birmingham server was configured as the Domain Controller for the jozef.acca domain. Active Directory Domain Services (AD DS) and DNS were installed to provide centralised authentication and name resolution across both the Birmingham and London networks. Once configured, the server became responsible for managing users, computers, and DNS records throughout the enterprise network.

[bookmark: _Toc235785540]2.1 Created a Forest named jozef.acca
Active Directory Domain Services (AD DS) and the DNS Server role were installed using Server Manager together with the required administration tools. After installation, the server was promoted to a domain controller by creating a new forest named jozef.acca. The default database, log, and SYSVOL locations were used, and the prerequisite checks confirmed that the server met all installation requirements. Following the installation and automatic restart, the Birmingham server was successfully promoted to a Domain Controller with both AD DS and DNS services running correctly. This provided centralised authentication, directory management, and integrated DNS services for the enterprise network.
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[bookmark: _Toc235780137][bookmark: _Toc235780448]Figure 4 Adding Active Directory Domain Services features using the Add Roles and Features Wizard on B‑DC.
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[bookmark: _Toc235780138][bookmark: _Toc235780449]Figure 5 Adding DNS Server role and management tools using the Add Roles and Features Wizard on B‑DC.
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[bookmark: _Toc235780139][bookmark: _Toc235780450]Figure 6  Installation Progress showing successful setup of Active Directory Domain Services and DNS Server roles on B‑DC.
[image: ]
[bookmark: _Toc235780140][bookmark: _Toc235780451]Figure 7 Server Manager Dashboard showing post‑deployment configuration alert to promote B‑DC to domain controller.
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[bookmark: _Toc235780141][bookmark: _Toc235780452]Figure 8 Deployment Configuration window showing creation of a new forest named jozef.acca on B‑DC. 
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[bookmark: _Toc235780142][bookmark: _Toc235780453]Figure 9 DNS Options page confirming internal DNS configuration for the jozef.acca domain.
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[bookmark: _Toc235780143][bookmark: _Toc235780454]Figure 10 Paths page showing default storage locations for Active Directory database, log files, and SYSVOL folder.
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[bookmark: _Toc235780144][bookmark: _Toc235780455]Figure 11 Prerequisites Check page confirming readiness to install Active Directory Domain Services for the jozef.acca forest. 
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[bookmark: _Toc235780145][bookmark: _Toc235780456]Figure 12 Server Manager Dashboard showing successful installation and activation of AD DS and DNS roles after domain creation. 

[bookmark: _Toc235785541]2.2 Create A Records for All Servers

DNS Manager was used to configure the required DNS records for both the Birmingham and London networks. A forward lookup zone for jozef.acca was created, and DNS forwarders were configured to allow external name resolution when required. Host (A) records were then created for the network services, including the Domain Controller, web server, file server, and Remote Desktop server. Each record was mapped to the appropriate IP address, ensuring reliable hostname resolution across the domain.[image: ]
[bookmark: _Toc235780146][bookmark: _Toc235780457]Figure 13 DNS Manager console showing active DNS server WIN‑LGBTIUC4C48 ready for zone configuration.
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[bookmark: _Toc235780147][bookmark: _Toc235780458]Figure 14 DNS Manager Forwarders tab showing configured DNS forwarders for WIN‑E6L8RTUC848.
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[bookmark: _Toc235780148][bookmark: _Toc235780459]Figure 15 Forward Lookup Zones view showing Active Directory‑Integrated Primary zones
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[bookmark: _Toc235780149][bookmark: _Toc235780460]Figure 16 Creating a new Host (A) record for B‑DC‑1 in the Forward Lookup Zone jozef.acca.
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[bookmark: _Toc235780150][bookmark: _Toc235780461]Figure 17 Forward Lookup Zone jozef.acca showing configured Host (A) records for domain servers and workstations.



[bookmark: _Toc235785542]2.3 Create a Reverse Lookup Zone and PTR Records
A reverse lookup zone was created for the Birmingham IPv4 network to enable reverse DNS resolution. The network ID 172.16.1 was configured, and PTR records were created for the main servers. This allows IP addresses to be resolved back to their corresponding hostnames, improving network administration and troubleshooting. Successful creation of the reverse lookup zone confirmed that both forward and reverse DNS resolution were functioning correctly.[image: ]
[bookmark: _Toc235780151][bookmark: _Toc235780462]Figure 18 DNS Manager showing Reverse Lookup Zones ready for new zone creation.
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[bookmark: _Toc235780152][bookmark: _Toc235780463]Figure 19 New Zone Wizard showing selection of IPv4 Reverse Lookup Zone for reverse DNS configuration.
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[bookmark: _Toc235780153][bookmark: _Toc235780464]Figure 20 Entering Network ID 172.16.1. to create reverse lookup zone
[image: ]
[bookmark: _Toc235780154][bookmark: _Toc235780465]Figure 21 Reverse Lookup Zone 1.16.172.in‑addr.arpa showing configured PTR records for Birmingham network hosts
[bookmark: _Toc235785543]3. Encrypted Connection Between Birmingham and London
A secure site‑to‑site VPN was configured to create an encrypted connection between the Birmingham and London networks. This allowed both sites to communicate safely and operate as if they were part of the same internal network.
[bookmark: _Toc235785544]3.1 Configure Site‑to‑Site VPN to London Network

On the Birmingham Domain Controller, I installed the Remote Access role and configured Routing and Remote Access Services (RRAS). This enabled VPN connectivity, LAN routing, and NAT. I added static routes so Birmingham could send traffic to the London subnet through the VPN tunnel.
On the London Debian server, I enabled IPv4 forwarding and made the setting persistent. Static routes were added so London could reach the Birmingham network. I installed the required networking packages and applied NAT masquerading and forwarding rules to allow traffic to pass securely through the tunnel.
The VPN was tested using a Windows client with a static IP address. The client successfully communicated with devices on both networks, confirming that the encrypted tunnel, routing, and NAT configuration were working correctly.
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[bookmark: _Toc235780155][bookmark: _Toc235780466]Figure 22 Confirming installation selections for Remote Access role
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[bookmark: _Toc235780156][bookmark: _Toc235780467]Figure 23 Installation progress showing Remote Access and VPN (RAS) components
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[bookmark: _Toc235780157][bookmark: _Toc235780468]Figure 24 Routing and Remote Access initial configuration window
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[bookmark: _Toc235780158][bookmark: _Toc235780469]Figure 25 Starting the RRAS Setup Wizard
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[bookmark: _Toc235780159][bookmark: _Toc235780470]Figure 26 Selecting custom configuration options
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[bookmark: _Toc235780160][bookmark: _Toc235780471]Figure 27 RRAS successfully configured and enabled
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[bookmark: _Toc235780161][bookmark: _Toc235780472]Figure 28 Network Connections showing NAT, Birmingham LAN, and WAN adapters
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[bookmark: _Toc235780162][bookmark: _Toc235780473]Figure 29 Configuring NAT properties for public and private interfaces
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[bookmark: _Toc235780163][bookmark: _Toc235780474]Figure 30 NAT interface summary showing active mappings
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[bookmark: _Toc235780164][bookmark: _Toc235780475]Figure 31 Adding static route to London network via command prompt
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[bookmark: _Toc235780165][bookmark: _Toc235780476]Figure 32  Verifying routing table entries
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[bookmark: _Toc235780166][bookmark: _Toc235780477]Figure 33 Ping and IP address verification on London server (L‑CD).
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[bookmark: _Toc235780167][bookmark: _Toc235780478]Figure 34 Network interfaces and routing configuration verified on London server (L‑CD) before enabling IPv4 forwarding.
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[bookmark: _Toc235780168][bookmark: _Toc235780479]Figure 35 Editing /etc/sysctl.conf on London server (L‑CD) to enable IPv4 forwarding for VPN communication.
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[bookmark: _Toc235780169][bookmark: _Toc235780480]Figure 36 Verifying IP forwarding and adding route to Birmingham network
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[bookmark: _Toc235780170][bookmark: _Toc235780481]Figure 37 Editing /etc/network/interfaces file forstatic IP configuration.
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[bookmark: _Toc235780171][bookmark: _Toc235780482]Figure 38 Installing required dependencies (iptables and netfilter libraries).
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[bookmark: _Toc235780172][bookmark: _Toc235780483]Figure 39 Applying NAT masquerading and forwarding rules
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[bookmark: _Toc235780173][bookmark: _Toc235780484]Figure 40 Client IP configuration for VPN testing 


[bookmark: _Toc235785545]4. Users

[bookmark: _Toc235785546]4.1 Create User Accounts for yourname.acca Domain
The next part of the setup was creating the user accounts for the jozef.acca domain. I used the spreadsheet users_list_updated.xlsx, which contained all the required user details. Each account followed the naming format first initial + dot + surname (for example, Renuga Jayakumar → r.jayakumar), which keeps usernames consistent and easy to manage.
Before importing the users, I created a new Organisational Unit (OU) under the jozef.acca domain. This keeps all user accounts organised in one place and helps prevent accidental deletion.
To prepare for the bulk import, I opened Windows PowerShell as Administrator and temporarily allowed script execution using:
Set-ExecutionPolicy -Scope Process -ExecutionPolicy Bypass
I exported the Excel file to CSV and then ran the ImportADUsers.ps1 script. At first, the script failed because I was in the wrong directory. After moving to C:\ADImport, the script ran successfully and created all users listed in the CSV file. Each account was generated with the correct display name, username, and password.
Once the script finished, I checked Active Directory Users and Computers. All accounts appeared inside the correct OU, confirming that the import worked properly and that the domain now had all required users created through PowerShell automation.
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[bookmark: _Toc235780174][bookmark: _Toc235780485]Figure 41 Active Directory Users and Computers showing the Josef.acca domain.
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[bookmark: _Toc235780175][bookmark: _Toc235780486]Figure 42 Default containers and organisational units displayed under Josef.acca.
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[bookmark: _Toc235780176][bookmark: _Toc235780487]Figure 43 Creating a new Organisational Unit to store user accounts.
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[bookmark: _Toc235780177][bookmark: _Toc235780488]Figure 44 PowerShell execution policy set to Bypass to allow the import script.
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[bookmark: _Toc235780178][bookmark: _Toc235780489]Figure 45 ADUsers.ps1 script to bulk‑create users from CSV file in PowerShell.


[bookmark: _Toc235785547]5. Domain Membership
Once the user accounts were created, the next step was to join the machines to the jozef.acca domain so they could authenticate against the Birmingham Domain Controller and use network services.

[bookmark: _Toc235785548]5.1 Join L‑CD, ClientS1 and ClientL1 to the jozef.acca domain
Before joining any devices, I tested DNS resolution from Client S1 to make sure the Domain Controller was reachable. I ran:
nslookup jozef.acca
nslookup b-dc.jozef.acca
nslookup -type=SRV _ldap._tcp.dc._msdcs.jozef.acca
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[bookmark: _Toc235780179][bookmark: _Toc235780490]Figure 46 DNS lookup and SRV record verification on Client S1 confirming B‑DC1 as the domain controller for jozef.acca.
All responses came from BDC1 (172.16.1.1), and the SRV record pointed to b-dc.jozef.acca, confirming that DNS and Active Directory services were working correctly.
After confirming DNS, I renamed Client S1 to a clear computer name to avoid duplicates in Active Directory. I opened System → About → Rename this PC, entered ClientS1, and restarted the machine.
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[bookmark: _Toc235780180][bookmark: _Toc235780491]Figure 47 System → About window showing the current PC name before renaming.
[image: ]
[bookmark: _Toc235780181][bookmark: _Toc235780492]Figure 48  Renaming to ClientS1 using the Rename this PC dialog box.
Once renamed, the domain join was completed using the System Properties window. I press here Windows+R and typed sysdm.cpl and press ok, after I selected Change under Computer name and entered domain name jozef.acca and restarted computer. Confirmation message appeared ,,Welcome to the jozef.acca domain.
To join the domain, I opened System Properties using sysdm.cpl, selected Change, and entered the domain name jozef.acca. After restarting, the message “Welcome to the jozef.acca domain” appeared, confirming a successful join.
On the login screen, I selected the domain option and signed in using the domain account Jozef\a.rahman. Running whoami in Command Prompt confirmed the correct domain identity.
Finally, I checked Active Directory Users and Computers on the Domain Controller. ClientS1 appeared under the Computers container, confirming that the machine had joined the domain properly and was now communicating securely with the server.
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[bookmark: _Toc235780182][bookmark: _Toc235780493]Figure 49 Accessing System Properties via Run command (sysdm.cpl).
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[bookmark: _Toc235780183][bookmark: _Toc235780494]Figure 50 Confirmation message after joining Client S1 to the jozef.acca domain.
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[bookmark: _Toc235780184][bookmark: _Toc235780495]Figure 51 Domain login screen showing successful authentication to jozef.acca.
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[bookmark: _Toc235780185][bookmark: _Toc235780496]Figure 52 Command Prompt output confirming domain user identity (jozef\a.rahman).
[image: ]
[bookmark: _Toc235780186][bookmark: _Toc235780497]Figure 53 Active Directory Users and Computers showing ClientS1 listed under the Computers container on B‑DC1.

[bookmark: _Toc235785549]6. DHCP Server

DHCP was set up to automatically provide IP addresses for clients on both the Birmingham and London networks. The Birmingham Domain Controller (B‑DC) acted as the main DHCP server, and the London server (L‑CD) was configured as a relay so DHCP requests could travel across the routed network.

[bookmark: _Toc235785550]6.1 Configure B‑DC as DHCP Server
The DHCP Server role was installed and authorised in Active Directory. Two scopes were created:
· Birmingham: 172.16.1.10–20
· London: 172.16.2.10–20
Each scope included the correct default gateway, DNS server (172.16.1.1), domain name (jozef.acca), and lease duration. After activation, both scopes appeared as active, confirming that the DHCP service was running correctly and ready to issue IP addresses.
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[bookmark: _Toc235780187][bookmark: _Toc235780498]Figure 54 Selecting installation type for DHCP role

[image: ]
[bookmark: _Toc235780188][bookmark: _Toc235780499]Figure 55 Installation progress showing DHCP Server and RSA tools being installed. 
[image: ]
[bookmark: _Toc235780189][bookmark: _Toc235780500]Figure 56 Authorising DHCP server in Active Directory

[image: ]
[bookmark: _Toc235780190][bookmark: _Toc235780501]Figure 57 DHCP post‑installation summary confirming authorization
[image: ]
[bookmark: _Toc235780191][bookmark: _Toc235780502]Figure 58 DHCP Server service running automatically
[image: ]
[bookmark: _Toc235780192][bookmark: _Toc235780503]Figure 59 DHCP Management Console opened on B‑DC before creating the Birmingham scope.

[image: ]
[bookmark: _Toc235780193][bookmark: _Toc235780504]Figure 60Creating Birmingham DHCP scope
[image: ]
[bookmark: _Toc235780194][bookmark: _Toc235780505]Figure 61 Defining IP address range for Birmingham network 

[image: ]
[bookmark: _Toc235780195][bookmark: _Toc235780506]Figure 62 Setting lease duration for DHCP clients
[image: ]
[bookmark: _Toc235780196][bookmark: _Toc235780507]Figure 63 Configuring default gateway for Birmingham network
[image: ]
[bookmark: _Toc235780197][bookmark: _Toc235780508]Figure 64 Configuring DNS server and domain name
[image: ]
[bookmark: _Toc235780198][bookmark: _Toc235780509]Figure 65 Active Birmingham DHCP scope

[bookmark: _Toc235785551]6.2 Configure L‑CD as DHCP Relay Server
Because DHCP broadcasts cannot pass through routers, the London server was configured as a DHCP Relay Agent. This allowed DHCP requests from the London subnet to be forwarded to the Birmingham DHCP server, ensuring both networks received IP addresses from one central location. 
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[bookmark: _Toc235780199][bookmark: _Toc235780510]Figure 66 Creating London DHCP scope for relay configuration
[image: ]
[bookmark: _Toc235780200][bookmark: _Toc235780511]Figure 67 Defining IP address range for London network
[image: ]
[bookmark: _Toc235780201][bookmark: _Toc235780512]Figure 68 Configuring default gateway for London network
[image: ]
[bookmark: _Toc235780202][bookmark: _Toc235780513]Figure 69 Active DHCP scopes for Birmingham and London networks

[bookmark: _Toc235785552]6.3 Automatic IP Address Allocation

Client devices on both networks were set to obtain IP addresses automatically. Testing showed that each client received an address from the correct scope and could communicate with the gateway and other network resources. This confirmed that the DHCP server and relay configuration were working as intended.
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[bookmark: _Toc235780203][bookmark: _Toc235780514]Figure 70 DHCP scope options showing configured gateway, DNS, and domain
[image: ]
[bookmark: _Toc235780204][bookmark: _Toc235780515]Figure 71 Client IP configuration and successful ping test

[bookmark: _Toc235785553]7. Testing and Troubleshooting

After configuring all main services, I carried out several tests to confirm that routing, DNS, DHCP, VPN, and domain membership were working correctly across both networks. These checks ensured the system was ready for demonstration and helped identify any issues.
[bookmark: _Toc235785554]7.1 Connectivity Testing
To check basic connectivity between Birmingham and London, I ran a ping test from Client S1 using ping 8.8.8.8. The test returned four successful replies with no packet loss, confirming that routing and the VPN tunnel were functioning properly.
Further testing from Client S1 showed that IP connectivity was working, but the first attempt to ping google.com failed due to incorrect DNS and gateway settings. I updated the IPv4 configuration to use the correct default gateway (172.16.1.1) and DNS server (8.8.8.8). After applying these settings, the ping to google.com succeeded, confirming that DNS resolution was working.
Connectivity between Birmingham and London was also tested using multiple ping commands from Client S1. Successful replies were received from 172.16.2.1, 172.16.2.10, and 172.16.2.20, showing that routing and IP forwarding were operating correctly.
On Client L1, I repeated the tests. The client successfully pinged 172.16.1.1 and 172.16.1.10 with no packet loss, confirming that London could communicate with Birmingham through the VPN and routing configuration.
Finally, internet connectivity was tested from Client L1 using ping 8.8.8.8. The client received continuous replies with stable latency, confirming successful communication with Google’s public DNS server and verifying external network access.
[image: ]
[bookmark: _Toc235780205][bookmark: _Toc235780516]Figure 72  Successful ping test to Google DNS (8.8.8.8) confirming network connectivity between Birmingham and London networks.
[image: ]
[bookmark: _Toc235780206][bookmark: _Toc235780517]Figure 73 Ping test to google.com failed due to missing DNS configuration on Client S1 before troubleshooting.
[image: ]
[bookmark: _Toc235780207][bookmark: _Toc235780518]Figure 74 Manual configuration of IPv4 settings with gateway and DNS addresses to restore network connectivity.
[image: ]
[bookmark: _Toc235780208][bookmark: _Toc235780519]Figure 75 Ping tests between 172.16.2.1 and 172.16.2.10 devices confirming successful communication between Birmingham and London networks.
[image: ]
[bookmark: _Toc235780209][bookmark: _Toc235780520]Figure 76 Ping test from ClientL1 confirming successful communication between London and Birmingham networks. 
 
[image: ]
[bookmark: _Toc235780210][bookmark: _Toc235780521]Figure 77 Ping test to 8.8.8.8 from Client L1 confirming successful internet connectivity through the London network.


[bookmark: _Toc235785555]8. Disk Drive

This part of the setup involved creating a shared disk on the Birmingham Domain Controller so domain users could store and access files in one central location. After creating the disk, it was mounted, formatted, and shared with the correct permissions.

[bookmark: _Toc235785556]8.1  Creating a Second Virtual Disk for B‑DC1
A second virtual hard disk was created in Oracle VirtualBox for the Birmingham Domain Controller. The disk type VDI was selected, and the size was set to 1.06 GB. The new disk appeared in the VirtualBox Medium Selector, confirming it was ready to attach to the server.
After logging in to B‑DC1, the new disk was detected in Disk Management as Disk 1 with unallocated space. I used the New Simple Volume Wizard to create a partition using the full 1065 MB capacity. The drive letter E was assigned so the disk would appear as E:\BirminghamFiles in File Explorer.
The partition was then formatted. Although NTFS was available, the final configuration used FAT32 with a quick format. Once completed, the new partition appeared in Disk Management as a healthy basic data volume named BFILES (F:), confirming the disk was online and ready for sharing.
The drive also appeared in File Explorer, showing that it was fully mounted and accessible on the server. At this stage, it was ready to be shared with domain users.
In Advanced Sharing, the folder was shared across the network by enabling the Share this folder option. Permissions were then configured so both Administrator and Domain Users had Read/Write access. This ensured authorised users could store, edit, and manage files on the shared drive from either network.
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[bookmark: _Toc235780211][bookmark: _Toc235780522]Figure 78 Creating a second virtual disk for B‑DC1
[image: ]
[bookmark: _Toc235780212][bookmark: _Toc235780523]Figure 79 Second virtual disk B‑DC1_1.vdi listed in VirtualBox Medium Selector

[image: ]
[bookmark: _Toc235780213][bookmark: _Toc235780524]Figure 80 Creating a new simple volume on Disk 1 in B‑DC1 

[image: ]
[bookmark: _Toc235780214][bookmark: _Toc235780525]Figure 81 Specifying volume size of 1065 MB in New Simple Volume Wizard

[image: ]
[bookmark: _Toc235780215][bookmark: _Toc235780526]Figure 82 Assigning drive letter E: to the new volume for E:\BirminghamFiles shared drive
[image: ]
[bookmark: _Toc235780216][bookmark: _Toc235780527]Figure 83 Formatting the new volume with NTFS file system and quick format

[image: ]
[bookmark: _Toc235780217][bookmark: _Toc235780528]Figure 84 Formatting the new volume File4 using FAT32 file system for E:\BirminghamFiles shared drive. 
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[bookmark: _Toc235780218][bookmark: _Toc235780529]Figure 85 New partition B‑FILES (F:) successfully created and mounted in Disk Management on B‑DC1.

[image: ]
[bookmark: _Toc235780219][bookmark: _Toc235780530]Figure 86 New partition B‑FILES (F:) displayed

[image: ]
[bookmark: _Toc235780220][bookmark: _Toc235780531]Figure 87 Newly mounted B‑FILES (F:) drive visible in File Explorer on B‑DC1

[image: ]
[bookmark: _Toc235780221][bookmark: _Toc235780532]Figure 88 Enabling Advanced Sharing for Birmingham Files folder to allow network access
[image: ]
[bookmark: _Toc235780222][bookmark: _Toc235780533]Figure 89  Final permissions setup for Birmingham Files shared folder with Read/Write access for Administrator and Domain Users.

[bookmark: _Toc235785557]9. IIS Web Server

This part of the setup involved installing and configuring Internet Information Services (IIS) on the Birmingham Domain Controller so it could host an internal website for the domain.
[bookmark: _Toc235785558]9.1Create webs.jozef.acca Website and Enable Windows Internal Authentication
I opened IIS Manager from Server Manager to confirm that IIS 10 was installed and the server was ready for configuration. After this, I created a new website called Birmingham Website using the Add Website window. The site was set up with the following settings:
· Site name: Birmingham Website
· Physical path: C:\inetpub\wwwroot
· Binding: HTTP on port 80
· IP address: 172.16.1.1
· Hostname: webs.jozef.acca
The option to start the website immediately was selected. Once created, the site appeared in IIS Manager under the Sites list, showing that it was active. The Home panel displayed the usual IIS features such as Authentication, Directory Browsing, Error Pages, and Logging. The Actions panel also showed the Browse Website link, confirming that the site could be accessed internally at http://172.16.1.1:80/.
To check security settings, I opened SSL Settings for the website. The Require SSL option was left unticked so the site could be accessed over normal HTTP while testing. This keeps the site available to all domain users before HTTPS certificates are added later.
After applying the settings, I launched the website using the hostname webs.jozef.acca. The browser displayed the default IIS welcome page, confirming that the web server was running correctly and responding to HTTP requests. This verified that domain users could access the internal Birmingham Website without issues.

[image: ]
[bookmark: _Toc235780223][bookmark: _Toc235780534]Figure 90 IIS Manager console showing successful installation and connection to server WIN‑E6L8RTUC848.
[image: ]
[bookmark: _Toc235780224][bookmark: _Toc235780535]Figure 91 Add Website window showing configuration for webs.jozef.acca with port 80 binding and IP address 172.16.1.1.

[image: ]
[bookmark: _Toc235780225][bookmark: _Toc235780536]Figure 92 IIS Manager showing Birmingham Website Home with active site configuration and management options
[image: ]
[bookmark: _Toc235780226][bookmark: _Toc235780537]Figure 93 IIS Manager showing SSL Settings for Birmingham Website with “Require SSL” untick

[image: ]
[bookmark: _Toc235780227][bookmark: _Toc235780538]Figure 94 Browser showing successful connection to webs.jozef.acca and displaying the default IIS welcome page.


[bookmark: _Toc235785559]10. Remote Desktop Services (RDS)

This part of the setup involved installing Remote Desktop Services on the Birmingham Domain Controller so domain users could access the server remotely in a secure and controlled way.
[bookmark: _Toc235785560]10.1 Configure RDS on B‑DC and Add Certificate
To enable remote access, I installed the Remote Desktop Services role using the Add Roles and Features Wizard. The selected components included Remote Desktop Session Host, Remote Desktop Web Access, and Licensing tools. These allow authorised users to connect to the Birmingham Domain Controller from other machines on the network. The option to restart automatically was enabled so the installation could complete without issues.
[image: ]
[bookmark: _Toc235780228][bookmark: _Toc235780539]Figure95 Add Roles and Features Wizard showing installation of Remote Desktop Session Host for remote access to B‑DC.
Once the role was installed, the wizard showed the progress of Remote Desktop Services being added to the server. This confirmed that the Domain Controller was being prepared to accept remote connections through Remote Desktop Connection.

[image: ]
[bookmark: _Toc235780229][bookmark: _Toc235780540]Figure 96 Confirmation screen showing selected Remote Desktop Services roles for remote access configuration on B‑DC.
After installation, I opened RDWeb in IIS Manager under the Default Web Site. This confirmed that Remote Desktop Web Access was active and ready to provide RemoteApp programs and full desktop sessions through a web browser. The RDWeb interface included options such as Authentication, Directory Browsing, Handler Mappings, and Logging, which help manage and monitor remote access.
[image: ]
[bookmark: _Toc235780230][bookmark: _Toc235780541]Figure 97 Installation progress window showing Remote Desktop Services being installed on B‑DC to enable remote access.
To verify the setup, I opened the RDWeb login page in a browser. The page titled “Work Resources – RemoteApp and Desktop Connection” appeared and prompted for domain credentials, confirming that RD Web Access was working correctly.
[image: ]
[bookmark: _Toc235780231][bookmark: _Toc235780542]Figure 98 IIS Manager showing RDWeb Home configuration under Default Web Site for Remote Desktop Web Access.
A final connectivity test was performed from Client S1 using ping 172.16.1.1. The replies showed 0% packet loss, confirming that the client could reach the Domain Controller. I also accessed the IIS welcome page using the internal IP address, which showed that the web service was active and reachable. This confirmed that remote access to the Domain Controller was functioning correctly.
[image: ]
[bookmark: _Toc235780232][bookmark: _Toc235780543]Figure 99 RD Web Access login page showing domain authentication fields for remote connection to B‑DC.
.
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[bookmark: _Toc235780233][bookmark: _Toc235780544]Figure 100 Ping test from Client S1 to B‑DC (172.16.1.1) showing successful network connectivity with 0 % packet loss.
[image: ]
[bookmark: _Toc235780234][bookmark: _Toc235780545]Figure 101 Website accessed from ClientS1 using http://172.16.1.1 showing the welcome page and confirming successful web access to B-DC.














[bookmark: _Toc235785561]Conclusion
This report shows the full setup of the virtualised enterprise network used in this module. Both sites, Birmingham and London, were configured to work together through routing, DNS, DHCP, VPN, and domain services. Each part was completed step by step and tested to make sure the network was stable and working as expected.
The Birmingham server was set up as the main Domain Controller, hosting Active Directory, DNS, DHCP, IIS, and Remote Desktop Services. The London server was configured to support the network through routing, IP forwarding, DHCP relay, and the VPN tunnel. All clients were joined to the domain and were able to authenticate, receive IP addresses, resolve names, and access shared resources.
By the end of the configuration, both networks were fully connected and operating as one environment. The tests confirmed that communication, authentication, and service access were functioning correctly. Overall, the setup reflects a typical small enterprise network and demonstrates the core skills needed for managing Windows and Linux systems in a multi‑site environment.
















2


image3.png
i 8-DC1 [Running] - Oracle VirtualBox -

File Machine View Input Devices Help

v @ Roveb Access x

B Administrator: Command Prompt

n-Link
on-link
n-link
n-link
on-link
n-link
n-link
on-link
n-link
n-link
on-link
n-link
pt
on-link
n-link
n-link
on-link
n-link
n-link
on-link
n-link

— BFILES
¥ Network

ftem  1item

Windows Server 2022

& 201 8BS g
23

07/07/2026




image92.png
a [V SWSIGMIRR, [ 5-0C1 [Running] - Oracle VirtualBox

Office

File Machine View Input Devices Help

R Server Mar

W% File and Storage

fo s
&l Remote Access

Add Website

Site name:

Birmingham Website Birmingham Website

Content Directory
Physical path:

[Cinetpublwwwroot

Pass-through authentication

Connectas... | | TestSeffings...

Binding
Tpe: 1P address:

hitp 1721611

Host name:

[websjozefacca

Example: www.contoso.com or marketing,contoso.com

Start Website immediately

451 AM
20

@8 @ &) rign o

O

Digtal Skil

Birmingham





image93.png
a [ORRP PSR - 5.0C1 (Running] - Oracle VirtualBox

. File Machine View Input Devices Help

i Server Manager

WELCOME TO SERVER MANAGER Birmingham

B Local Server | W Intemet Information envice 1S) Manager

= P
Al Servers c @ » WIN-ELGETEIUCA » Sites » Birmingham Website »

AD DS

Py
& DNS Connections . N T
B File and Storagd@- ] |2 |8, o Birmingham Website Home B Gplore

o s W5 Start Page. Edit Permissions.
v €5 WIN-ELGBTHIUC48 (10ZEF\Ad
2 Application Pools

iis -
v (8] Sites 5 indings.
@ g g B saic g

@ Defaut Wb Ste Authentic.. Compresson _Defaut View Applications
Document

File View Help

&l Remote Access EditSite

View Virtual Directories

5 & =

s
Directory  ErorPages  Handler 2 Restat

Browsing Mappings »
. sop
Browse Website

Browse webs jozef.acca on
B 172161180 totp)

Advanced Settings.
Configure
|2 Content View Limits,

BPA results BPA results

52w
s

B ON& o EWR R @& right cri





image94.png
@4 Email - Jozet x T x y
L
; Digea S
€3 teme fcmation Senices (19 Manager - n
New
< @ » WIN-ELGBTBUCAS » Stes » Birmingham Website » @ Microsot...
Fie View Help N
Connections ) Alerts r )
I @ st settings 2 Thesie dossnotbave | o
Start Page Thi let: dify the SSL setti for th tent of bsits licati e :
e v | TPy eSS st orthecore o s rspecain S
2 Applcation Pools Require SSL
5 s =
/@ Birmingham Website
@ Defauit Web Site lgnore
o
eqre
9
0
91
< 5 | [ Features View | % Content View

Configuration: localhost' applicationHost.config , <location path="Birmingham Website">

H L Type here to search
<

&0 B @ @@ Right crl

07/07/2026





image95.png
] ] S K )
Ram PNC] Digital Skills
ATIENG) v @ uswi| @ uswi| @ uswi| @ uswi| @ uswi| @ uswi| @ uswi| @ uswi| @ uswi @ 1 x @ Custo| @ Wele] + — =} X New
C | A Notsecure websjozefacca/ v @& Qo
. 9
| o
AZENG) ‘Birmingham

cpcpdad Gt GELING

[Googlelarez bat SIENG|

Chio Welcome Tervetuloa
ERD) cuntbat
Conceptspbt oMan o

Bem-vindo

Offeesule counon Aospo

noxanosate

kommen

Willkommen

0@ O E R @O Righ i





image96.png
a [V SWSIGMIRR, [ 5-0C1 [Running] - Oracle VirtualBox

Office

File

Machine

View

Input

Devices  Help

R Server Mar

s Add Roles and Features Wizard

Select role services

Before You Begin

Instalation Type

Server Selection

Server Roles

Features

Remote Desktop Services
Role serv

Confirmation

Select the role services to installfor Remote Desktop Services

Role services
] Remote Desktop Connection Broker
(] Remote Desktop Gateway

[ Remote Desktop Virtuslization Host
Remote Desktop Vieb Access

DESTINATION SERVER
WIN-ELGETE UCAR osataces

Description

Remote Desktop Session Host (RD.
Session Host) enables a server to
host RemoteApp programs or
Session-based desktops. Users can
connect to RD Session Host servers.
in a session collection to run
programs, save files, and use
resources on those servers, Users
can access an RD Session Host
Server by using the Remote Desktop
Connection client or by using
RemoteApp programs.

Next >

Events
Services
Performance

BPA results

Events

Services

Performance

BPA results

B ON& o EiREl@ & right cri

O

Digtal Skil

Birmingham





image97.png
B o o [T [‘;
{

File Machine View Input Devices Help Digtal Skil

R Server Mar
s Add Roles and Features Wizard

Confirm installation selections v

Birmingham

Before You Begin o instal the following roles, role services, or features on selected server, click Instal.

Instalation Type [ Restart the destination server automatically f required
Ype req

Server selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automaticaly. Ifyou do not want to installthese optiona features, click Previous to clear
s their check bores.
Features

Website g NET Framework 4. Features

ASPINET48

Remote Desktop Services

Role Services

e o o
RemoteDetop Sesion Hos

Remote Desktop Web Access
Remote Server Administration Tools
Role Administration Tools.
Remote Desktop Services Tools
Remote Desktop Licensing Diagnoser Tools

Web Server (I5)

Export configuration settings
Office Specify an altemate source path

Next >

Events Events
Services Services
Performance Performance

BPA results BPA results

S0AM
0/2026

B OW& o EWRE@ & right cri





image98.png
a [V SWSIGMIRR, [ 5-0C1 [Running] - Oracle VirtualBox

Office

File

Machine

View

Input

Devices  Help

R Server Mar

s Add Roles and Features Wizard

Installation progress v

View installation progress

@ Festure nsaliion
Instlstion started on WIN-ELGATEIUCAS Jozefaccs

NET Framework 4.8 Features
ASPNET 48
Remote Desktop Services
Remote Desktop Session Host
Remote Desktop Web Access
Remote Server Administration Tools.
Role Administration Tools
Remote Desktop Services Tools
Remote Desktop Licensing Diagnoser Tools

Web Server (IIs)

You canclose this wizardwithout interupting ring tasks. View task progressor open this
EI page again by cicking Notficatins i th command bar and then Task Detls

Export configuration settings

Next >

Events Events
Services Services
Performance Performance

BPA results BPA results

501 AM
0/2026

™)

B QW&o EWR R @& right cri

O

Digtal Skil

Birmingham





image99.png
L@
Mouse ntegration.. &
5 contstomagan
'€ Internet Information Services (1IS) Manager -
-
< & » WIN-ELGETHUCAS » Sies » Defoult WebSite » RDWeb » @ Auto capture keyboard .. &
File View Help ' Dontshowagain
Connections Actions
CHEIE @ /ROWeD Home B Eore
Birmingham
W StartPage Edit Permissions. 2
65 WIN-ELGBTBIUCA (0ZERA] | " *[®Go - GshowAll | Group by Area B Bosicsetings.
2 Application Pools “ASPNET N o
v ) Sites T View Vitual Directories
Y @ i e
irmingham Website ¥ > - - ®
@ Defauit Web Ste NET NET  NETEmor  NET  NETProfle NETRoles NETTst = -
2 aspret cient Authorizat... Compilation  Pages  Globalization Levels s Browse Application
v 19 RDWeb P 3 = Browse “80 (hitp)
e R B F E & & B e
= Error NETUsers Applcation Connection MachineKey Pagesand  Providers _ Session Stte A
B Feed Settings  Strings Controls
9 FeedLogin li=p
3 Pages “5
SMITP E-mal
s N
& 49 3] & J
Authentic... Compression Default  Directory  ErorPages  Failed  Handler
Document  Browsing Request Tra... Mappings
A u e !
[t % i = A
TP HTP  PAddress  Logging MMETjpes  Modules  Output
Redrect  Respon... and Dom. Caching
Request  SSL Settings
Filtering
a 5| [T Features View (5 Content View
Ready
1016 AM
H P Type here to search &« =

@O W&o EWR &S & right i





image100.png
BB £-0C1 (Running] - Oracle VirtualBox

v @ RDWeb Access x 4+ - =} X

C | ® localhost/RDWeb/Pages/en-US/login.aspx?ReturnUrl=/RDWeb/Pages/en-US/Default.aspx A= 8 - o

[ | Work Resources
) RemoteApp and Desktop Connection

Domain\user name:

Password:

Security
Warning: By logging in to this web page, you confirm
that this computer complies with your organization's
security policy.

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. Ifyour session ends, refresh your browser
and sign in again.

1012AM
H P Type here to search 20

BO W&o EWR R @ right it

ax T NG

Birmingham

e
o T




image101.png
testbath AT

PUTTY,
(6245t)

Oficestite M TIPNGS

12PNG)

Mouse integration

—

Auto capture keyboard

— N

5 Command Prompt

Microsoft Windows [Version 10.6.26200.6584]
(c) Microsoft Corporation. ALl rights reserved.

c:\Users\Jozef> ping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data:

Reply from 172.16.1.1: bytes=32 time=lms TTL=128
Reply from 172.16.1.1: bytes=32 time<lms TTL=128
Reply from 172.16.1.1: bytes=32 time<lms TTL=128
Reply from 172.16.1.1: bytes=32 time<lms TTL=128

Ping statistics for 172.16.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Mininun = ems, Maximum = lns, Average = ms

C:\Users\Jozef>|

& OB & @ ® right Ctr

10:20

A B dx T NG

07/07/2026




image4.png
il L-CD [Running] - Oracle VirtualBox

File  M: Input Dy

integration

Spenta

pebian GNU/Linux 13 lod ttyl

Auto capture keyboard
root S pentanowagen

Linux lcd 6.12.90+den13. 1-anded #1 SMP PREEMPT_DYNAMIC Debian 6.12.90-2 (2026-05-27) x86_64

[The programs included with the Debian GNU/Linux sustem are free sof tuare;
fthe exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

pebian GNU/Linux comes with ABSOLUTELY NO KARRANTY, to the extent
fpernitted by applicable law.
rootaled:~# ip route
fdefault via 10.0.2.2 dev proto dhep sre 10.6.2.15 metric 1002
10.0.0.0/25 dev proto kernel scope link src 10.0.0.2
[10.0.2.0/24 dev proto dhep scope Link src 10.9.2.15 metric 1802
172 16.1.0/24 via 10.0.0.1 dev
proto kernel scope link src 172.16.2.1
“# cat /proc/sys/net/ipva/ ip_foruard

+“# sysctl -w net.ipvd. ip_foruard=1
-ip_foruard = 1
4 sysctl -
-ip_forward = 1
~# cat /proc/sys/net/ipvd/ip_foruard=1
'/proc/sys/net/ipvd/in_foruard=1": No such file or directory
rootaled:“# cat /proc/sys/net/ipyes ip_foruard
i
rootaled:~#

ISP ICIEINICI L [SIOLS
y 12 [ v o=
2 wmme o |

¢

9





image102.png
& o
‘J

|

= @ 7

S S
O | rsjozetacca X | &) wwnwbing.com X @ 115 Windows Server x + - 8 x s | New
Io capture keyboard  Vicrsote...
& G ANotseare 172611 A O Auto capture keyboard | Soentmonsgun
T—
Welcome Tervetuloa

NN DM

Bem-vindo

Lobpo
noxanosars

Willkommen

e Q serrch LOouCE ™ "B B e

5 BERAEGE Ry 5@ EI® S right v

1031
07/07/2026

[=):Y





image5.png
e

[ = R A -

00055 BERSE.




image6.png
{5 B-DC1 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

a
X2 sclect server rol el
i Eeerssces
T tof -, Add Roles and Features Wizard X
x
All

- Add features that are required for DNS Server?

g File ption

BE Thefoloning o e e o aroge s RIS SO, | e S DN S

& Rel 1ave o be inst on the same server. ps name resolution for TCP/IP

4 Remote Server Administration Tools. | ST
4 Role Administration Tools: e e ked onlthel
[Tools] DNS Server Tools e e Daecion)

Services. If you select the

Pirectory Domain Services
can install and configure

rver and Active Directory

Services to work together.
Hide

Include management tools (if applicable)

Add Features | | Cancel

<Previous | [ Next> Install Cancel
Performance Services
BPA results Performance
BPA results

B QL& o E RS right cui
(=T

o )




image7.png
{5 B-DC1 [Running] - Oracle VirtualBox
File Machine View Input Devices Help

EXE installation progress DESTIATION SERVER

WIN-ELGETBUCE

View installation progress

@ Festure nsaliion

Installation started on WIN-ELGBTEIUCAS

ctive Directory Domain Services
ONS Servr
Remote Servr Adminstration Tools

ol Administraton Tools

AD DS and AD DS Tools

Active irectory mocdule for Windows Powershell
AD DS Toas

Active Directory Adi

AD DS Snap-Ins and Commandt-Line Toos
N DNS Servr Tools

Hide

rative Center

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detals.

Export configuration settings

<Previous | [ Next> Close. Cancel
Performance Services
BPA results Performance

BPA results

BOWE O EilR S @ right cri





image8.png
{5 B-DC1 [Running] - Oracle VirtualBox

File

Machine

View

Input

Devices  Help

 Server Manager

board
Local Server

Al Servers

ADDsS

& DNS

W& File and Storage Services b
fous

i Remote Access

r > Dashboard

WELCOME TO SERVER MANAGI

. Pest-deployment Configura

Configuration reqy
Services at WIN-E

Active Directory Domain
BT6IUCAS

Promote this server to a domain controller

Feature installation

Configuration required. Installation succeeded on
WIN-ELGBT6IUCAS.

Add Roles and Features

Task Details

5 Connect this server to cloud services

Hide

QUICK START
2
3
4

ROLES AND SERVER GROUPS

Roles:5 | Server groups: 1 | Servers total: 1

AD DS

@ Manageability
Events
Services
Performance

BPA results

1 £ DNS 1

@ Manageability
Events
Services

Performance

BPA results

[ofoD -]

2 8 & Righe i
I




image9.png
{5 B-DC1 [Running] - Oracle VirtualBox

File Machine View

Input  Devices  Help

r > Dashboard

WELCOME TO SERVER MANAGER

board
Local Server I
AllServers . Active Directory Domain Services Configurstion Wizard - o x
AD DS
) . TARGET SERVER
& ONs Deployment Configuration W HErICH]

1§ File and Storage Ser
fo s

Paths

i Remote Access Domain Controller Options

‘Additional Options

Prerequisites Chack

ment Configuration

Select the deployment operation

O Add  domain controller to an existing domain
O Add 2 new domain to an existing forest
Add 2 new forest

Review Options

‘Specify the domain information for this operation

Root domain name: Jozefacca

More about deployment configurations

< Previous | [ Next>

Install

Cancel

Hide

[ofoD -]

2§ Righe i
T




image10.png
{5 B-DC1 [Running] - Oracle VirtualBox

File Machine View

Input  Devices  Help

board

Local Server
Al Servers

ADDsS

& DNs

1§ File and Storage Ser
fo s

i Remote Access

r > Dashboard

WELCOME TO SERVER MANAGER

T Active Directory Domain Services Configuraton Wizard

DNS Options
Deployment Confic
eploymEnt CONIGUIBTON | G pecity DNS delegation options
Domain Controller Options
Create DNS delegation

DNS Optio

‘Additional Optior
Pa:

Review Options

Prerequisites Chack

More about DNS delegation

- o x

TARGET SERVER
WIN-ELGBT6IUCAS.

< Previous.

Next >

Install

Cancel

Hide

[ofoD -]

2§ Righe i
T




image11.png
{5 B-DC1 [Running] - Oracle VirtualBox
File Machine View Input Devices Help

r > Dashboard

WELCOME TO SERVER MANAGER

¥ Local Server I
Al Servers P Active Directory Domain Services Configuration Wizard - o x
ADDsS
Py TARGET SERVER
& DNs Paths WIN-ELGBTEIUCAS
i File and Storage Ser
o s Deployment Configuration
- ‘Specify the location of the AD DS database, log files, and SYSVOL
i Remote Access Domain Controller Options
o opions Database foider: (CAWindows\NTDS
Lo Log files folder: (CAWindows\NTDS
_ SYSVOL folder: |CAWindows\SYSVOL
Review Option Hide

Prerequisites Chack

More about Active Directory paths

<Previous | [ Next> Install Cancel

B QL& o E RS right cui
(=T

2026 6




image12.png
{5 B-DC1 [Running] - Oracle VirtualBox
File Machine View Input Devices Help

r > Dashboard

WELCOME TO SERVER MANAGER

B Local Server
Al Servers . Active Directory Domin Services Configurstion Wizard - o x
AD DS
& DNs rerequisites Check e
R File and Storage Ser
o s @ All prerequisite checks passed successfully. Click ‘Install"to begin installation. Showmore | X,
1 Remote Access Deployment Configuration

Prerequisites need to be validated before Active Directory Domain Services s installed on this
Domain Controller Options | computer

oS Optens Rerun prerecuisites check
Additional Options

N . @ View results Hide
[ A\ Windows Server 2022 domain controllers have  deflt for the security seting named

*Allow cryptography algorithms compatible with Windows NT 40 that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more nformtion sbout this stting, see Knowledge Base artice 942564 (/|
gomicrosoftcom/fwlnk/2Lnk= 10475,

A\ This computer has at least one physical network adapter that does not have static P
adresses) assgned to s I Propertes. I both Pvt and IPv are enabled fo a network
adapter, both Pv4 and IPv static P acresses should be assgned o both [Pud and
PV6 Propertie ofthe physical network adapter. Such satic P address(s) ssignment
should be done (o al the physical network adapters for relable Domain Name System

Ifyou click Install, the server automatically reboots at the end of the promation operation.
you o P

More about prerequisites

<Previous | | Next > Install Cancel

o AM
H £ Type here to search vozs

B QL& O IE RS right cui
(=T

)




image13.png
{5 B-DC1 [Running] - Oracle VirtualBox

File Machine View

Input  Devices  Help

 Server Manager

r > Dashboard

— WELCOME TO SERVER MANAGER

Local Server
All Servers
AD DS

& DNS QUICK START

6 Configure this local server

File and Storage Services b Add roles and features

fo s

4] Remote Access

Add other servers to manage

Create a server group

5 Connect this server to cloud services

Hide

A woN

ROLES AND SERVER GROUPS
Roles:5 | Server groups: 1 | Servers total: 1

AD DS 1 £ DNS 1
@ Manageability @ Manageability

Events Events

Services Services

Performance Performance

BPA results BPA results

407 AM
H O Type here to search B 9 g0

[ofoD -]

2§ Righe i
e





image14.png
& B-DC1 [Running] - Oracle VirtualBox

File Machine View

Input  Devices  Help

2 ONSManager

File Action View Help

e mozBm §ES

£ ons
3 WiN-ELGETEUCAS

Name
| WiN-ELGBTBIUCAS

Hide

Events
Services
Performance

BPA results

Events
Services
Performance

BPA results

[

£11AM
6/20/206

™)

[ofoD -]

i ¥ B @] Right Ctr





image15.png
B B-DC1 [Running] - Oracle VirtualBox

File

Machine

View

Input

Devices

Help

Server Manager * Dashboard

File Action View Help

B LocalServel ga e | 2| B [ | |

Al Servers [ 8 prs

§i ADDS | v |5 WIN-ELGETIUCHS

a 1 Forward Lookup Zon
= NS 1 Reverse Lookup Zons
W File and Ste [ Trust Points

[ Conditional Forward

Fonwarders are DNS serversthat tis server can use to resclve DNS
queres for records that ths server cannot resove.

WIN-ELGBT6IUCAS Properties 70X
Debugloggng  Eventloggng  Moniong  Secuty
teraces Forwarders Advanced Roat Hts

1P Address ‘Server FQDN
1111 one.one.one.one
1001 one.one.one.one
fec0 0041 <Unableto esalve>
fecQ.0:0f:2 <Unableto esalve>
fec0.0:0f:3 <Unableto esalve>

Use roothits o forwarders are avaiable Edt

Note:  condtional forwarders are defined for a given domain ey wil be
used instead of serverevel forwarders. To create or view condtional
forwarders. navigate to the Condional Fonwarders node n the scope tree.

H P Type here(oTsear(h

[ Cancel Help
Services Services
Performance Performance

BPA results BPA results

Tools

View

Hide

Help

@6 15@ WG righ





image16.png
[ B-DC1 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

Server Manager * Dashboard -@1 P Momsge Too view Hep
£, DNS Manager - o X
File Adion View Help
B loalSeve ey | im0z I BHm §EES
B Al Servers 2 "D Name e Status DNSSEC Status Key Mas
AD DS v WIN-ELGBTSIUCAS [ msdesozefacca Active Directory-Integrated Pr... Running Not Signed
2 ons va FomardookupZones | isiacea Active Directoy-Integrated Pr.. Running ot Signed
§ File and Ste (2] Jozefacca
- 1 Reverse Lookup Zones
DE 3 Trust Points
=l Remote Ac ] Conditional Forwarders
Hide
< >
[} Performance Performance
BPA results BPA results

@6 15@ @GS righ

21
30/06/2026

[=]:"





image17.png
B B-DC1 [Running] - Oracle VirtualBox - o X -‘

Fe Machne View it Devces | O

Server Manager * Dashboard -@1 P Momsge Too view Hep
File Adion View Help
i Locaisene n o [ 210 X E 03| B 0]
i All Servers 8 "ong Name Tupe Dsta Timestamp
ADDS | v B WIN-ELGEToUCAe [ I pv—— X

o ~ 2 Forwsrd Lookup Zones || ="

& DNS O s

C (5] _msdesJozef.acca T/ Neme (usesparent domainrame if ank):

i File and St [ Jozefacea T [roc

o s [0 Reverse Lookup Zones o

- [ Trust Points Fully qualfied domain name (FQDN):

il Remote Ac{ > (=] Conditional Forwarders || 171 [50¢ JoreFacca.
s elgbtbiucit jozt... staic
Fleat @ address: Giucdejozetacca.  satic
Heay [128.11 6/30/2026 4:00:00 AM
Hlea 6/30/2026 4:00:00 AM

este sssocsted ponter (PR record
B[S porter () 6307202640000 AM | Hide
[ e Ao any sthentcated ser o update DN recde it the | 0000 a0z, /3072026 40000 A
Elwi static
Elw static
Elw static
Elwi g static
adrost | | concel
< >
Performance Performance
BPA results BPA results

@6 15@ WG righ

S me 2B

002026 B




image18.png
[ B-DC1 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

Server Manager * Dashboard

c@ 1V Menage ook view hep

£, DNS Manager - o X
File Adion View Help
§lalsevdeue | i@ XE G Bml§
All Servers I' DS Name e Data Timestamp
v 3 WIN-ELGBTSIUCES
s ot o 2ens | I
= ) msdesJozetaces || =
g File and St 1 Jozefaces E—“"
[ Reverse Lookup Zones _udp
S Tt poion Tloomsindnszones
2 Conditional Fonwarders || JForestDnsZones
Eltame as parentfolder)  Start of Authority (S0A)  [28] win-elgbttiuct@jozef.. statc
[ltsame ss parentfolder)  Name Server (W5) win-elgbtSiucde jozet.acca.  satic
[lame ss parentfolder)  Host (4) 100215 ©/30/2026 40000 AM
[ltame ss parentfolder)  Host (4) 1720611 ©/30/2026 40000 AM
[ltame ss parentfolder)  Host (4) 10001 ©/30/2026 40000 AM
[ltsame ss parentfolder) [Py Host (AAA4) fA17625GH037.000208033... ©/30/2026 40000 AM
[lwin-elgbtsiucde Host (4) 100215 static
[lwin-elgbtsiucse Host (4) 1720611 static
[lwin-elgbtsiucse Host (4) 10001 static
[lwin-elgbtsiucse 1P Host (AAAA) fAT625C0STO00AED33... satic
Fle-oc Host (4) 172.16.1.1
[Flwebs Host (4) 172.16.1.1
Flrds Host (4) 172.16.1.1
FlFites Host (4) 172.16.1.1
<
Performance Performance
BPA results BPA results

H P Type here to search

Hide

@6 15@ @GS right

30/06/2026





image19.png
[ B-DC1 [Running] - Oracle VirtualBox

File

Machine

View

Input

Devices

Help

B Local Servel

Server Manager * Dashboard

£, DNS Manager

File Action View Help

> amlcldml E8a

i AllServers
ADDsS

& DNs

R File and St
fo s

& Remote Ac

£ DNs
v § wiN-eLGBTaIUCAE
~ [ Forward Lookup Zones
& _msdesozef.acca
] Jozefacca
] Reverse Lookup Zones
(5] Trust Points
(5] Conditional Forwarders

D rssancnzon

‘The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores
information about one or more contiguous DNS domains.

To add a new zone, on the Action menu, click New Zone.

c @1 I Monage Took  view

Hide

Performance Performance

BPA results BPA results

Help

@6 15@ WG righ

[=]:"

30
30/06/2026





image20.png
[ B-DC1 [Running] - Oracle VirtualBox

File

Machine

View

Input

Devices

Help

Local Serve|

DNS
File and St
s

Server Manager * Dashboard

c@ 1V Menage ook view hep

Al Servers [ §

New Zone Wizard

Reverse Lookup Zone Name

Areverse lookup zone translates [P addresses nto DS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPVG,

addresses.

© Pvé4Reverse Lookup Zone

(O1Pv6 Reverse Lookup Zone

<Back

< to be divided into zones. Each zone stores

Next > Cancel

Performance

BPA results

Performance

BPA results

Hide

@6 15@ WG righ

g

[=]:"

‘J
DigitalSkils

30/06/





image21.png
[ B-DC1 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

Server Manager * Dashboard -@1 P Marsge ook View Hep

New Zone Wizard

§ LocalServe| ¢f  Reverse Lookup Zone Name
Areverse lookup zone translates [P addresses nto DS names.

s All Servers [

AD DS
. Toidentify the reverse lookup zone, type the network ID or the name of the zone.
& DNs ©Network:

e to be divided into zones. Each zone stores

W& File and St 72 36 a
To s The network D i the porton of the P addresses that belongs to tis zone, Enter the
network ID in its normal (not reversed) order.
(SR Remoteio If you use a zero in the network ID, it will appear in the zone name. For example,
networ ID 10 wouid reate zone 10,1 apa, and network ID 10,0 would reate
Zone 0.10.0-addr.arpa.

N (OReverse lookup zone name:

Hide

<Back Next > Cancel
Performance Performance
BPA results BPA results

@6 15@ WG right

34
30/06/2026

[=]:"





image22.png
[ B-DC1 [Running] - Oracle VirtualBox

File

Machine

View

Input

Devices  Help

i Server Manager

Dashboard

Local Serve|

Server Manager * Dashboard

2 ONSManager
Fle Adion View Help

e a@mE6z

|Bml§ 83

-®1F

Manage  Tools

Al Servers
ADDsS

& DNs

R File and Stq

fo s

& Remote A

Zons
v 3 WIN-ELGBTSIUCES

~ 5] Forward Lookup Zones

& _msdesozef.acca
& Jozefacca

v [ Reverse Lookup Zones
(1 116.172in-addrarpa

[ Trust Points

[ Conditional Forwarders

Nome
[ some s parent folden
] some s parent folden
F611
Fe1a
Fe1a
Flh1a

Tpe
Start of Authority (SOA)
Name Server (NS)
Pointer (PTR)

Pointer (PTR)

Pointer (PTR)

Pointer (PTR)

Data
1], win-elgbt6iucds jozef.
win-elgbt6iucd8 jozef.acca,
b-dcjozefacca

webs jozefacca
filesjozet.acca
rdcjozefacca

Timestamp
static
static

Performance

BPA results

Performance

BPA results

B ON& o EiREl@ & right cri

Birmingham





image23.png
[ B-DC1 [Running] - Oracle VirtualBox - o X

File Machine View Input Devices Help

testbath SRATIENG)

Server Manager * Dashboard -@1 P Momsge Tools view w
— 'WELCOME TO SERVER MANAGER
bcbst AZENG) =
Local Server I
Al Servers ‘Add Roles and Features Wizard - o x
- ¥ File and Storage Ser
L N ossmivarion s
] ervice i iesmaucis
Select th roe sevices o install for Remote Acce
Role services Description
aresbat DirectAccess and VPN (RAS) Routing provides support for NAT
— Routers, LAN Routers running BGP,
; RIP, and multicast capable outers
Web Application Pro 3 P
o PP v (IGMP Proxy).
P ] e
Countiba)
(OfficeSuitem countl bat
Documents)
JOFficeSTItERNTIIENG]
Mail)
= N <Previous | [_Next> Tnstll Cancel

B9 ﬂ £ Type here to search

@0 15@ @GS righ

0955
23/06/2026

[=]:"





image24.png
B B-DC1 [Running] - Oracle VirtualBox

= o
9 ‘J
= File Machine View Input Devices Help 4
RemPNG: Digital Skl
‘Add Roles and Features Wizard - o x
ATIENG]
At oEsTINATON SERVER
rogre: WiN.EGaTBUCeS
e View installation progress
A2ENG) = prog
¥ Local s:
_ Feature installtion
Al Sery
- & File and
Cplee s LSRN ‘Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Access
=N DirectAccess and VPN (RAS)
Routing
Gl sl UeaNg Remote Server Administration Tools
(Chtorie Role Administration Tools
Remote Access Management Tools
— Remote Access GUI and Command-Line Tools Lide
Remote Access module for Windows PowerShell
Concest bRy You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detaiks
Sfficeiuite counlbat Next > Close
- Events Events
= Performance Services
Officestite M TIoNG)
at] BPA results Performance
BPA results

OfficeStiteMToPNGS

200AM
PDE L Type here to search

20

OfficeStiteMTE PNGS
Shieets

& OB @ right Cir

23/06/2026




image25.png
Tie: Asse: X | B4 8-0C1 [Running] - Oracle VirtualBox
Fle Machine View Input Devices Help

@  Screenshots &

File Home Insert layout References Review View v 2 Senver Mansger

S5y v g
Y ormat T Routing and Remote Access

File Action View Help

(] &= @ Eirmingham
"B Routing and Remote Access 2
L 5 SeverSates

i AllServers| , ) WIN-ELGBTSIUCS2 (oca) || Welcome to Routing and Remote Access

R File and St Routing and Remote Access provides secure remote access to
private networks.

LB Use Routing and remote access to configure the followings
i Remote Aq « A secure connection between two private networks.

« A Virtual Private Network (VPN) gateway.

« A Dial-up remote access server.

§ Local Serve

« Network address translation (NAT).
* LAN routing.
« A basic firewall.

To add a Routing and Remote Access server, on the Action menu,
dlick Add Server.

File and Storage
Services

@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results

206AM
P Type here to search G g s 5

EL ok

1006
626 T

— 0%+ Give Feedback to Microsoft





image26.png
ez < m x x x| + B 5-0C1 {Running] - Oracie VitulBox

File Machine View Input Devices Help

@  Screenshots &

File Home Insert layout References Review View v

2v0vE B I

Routing and Remote Access Server Setup Wizard

O Welcome to the Routing and Remote Access.
Server Setup Wizard eirmingham

O (= This wizard helps you set up your srver sotht you can
Al Servers| connect o aiher networks and alow conectionsfrom
L femcte clerts

R File and St
fo s
& Remote Ad

To cortinue. clck Next

File and Storage
Services

@ Manageability @ Manageability
Events Events

e s

Performance Services
BPA results Performance

BPA results

208AM
P Type here to search G g s

— 90% + _Give Feedback to Microsoft B ON& o EWR R @ right e

gy
23/06/2026 Y5





image27.png
File  Machine

B Local Serve

Al Servers
R File and St
fo s

& Remote A

View

[ B-DC1 [Running] - Oracle VirtualBox

Input

Devices  Help

Routing and Remote Access Server Setup Wizard

Custom Configuration

Whenthis wizard loses. you can configure the selected services i the Routing

and Remote Access console.

‘Select the services that you want to enable on his server.
I™ VPN acoess

™ Diahup access

™ Demand-ial connections (used for branch offce routing )

7 NAT
¥ LANrouting

<Back Next > Cancel

lick

Hide

File and Storage
Services

@ Manageability

Events

Performance

BPA results

e s

@ Manageability
Events
Services
Performance

BPA results

20AM gy
/2006

10:10

2067206 T




image28.png
File
D v

(]

Tile: Asse

‘ Screenshots ‘ o}

Home FRenamefile ayout References Review View

v B I U

90%  +

Give Feedback to Microsoft

[ B-DC1 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

B Local Serve
His All servers|
R File and St
fo s

=l Remote Ad

H Routing and Remote Access
Fle Acion View Help
e amXEa]

" Routing and Remote Access
5 Sever Status
v ) WIN-ELGETSIUCA3 (local)
T NetworkInterfaces
&3 Remote Access Logging|
F e
vE e
H Geners

T static Routes

Routing and Remote Access Is Configured on This
Server

This server has already been configured using the Routing and Remote Access
Server Setup Wizard. To make changes to the current configuration, select an item
in the console tree, and then on the Action menu, click Properties.

Enable DirectAccess on this Server

You are currently using only VPN for providing remote access to your dlients. You
can use rich remote access experience based on DirectAccess by enabling
DirectAccess on this server. Using Directccess, your domain-joined clients can
seamlessly connect to your corporate network. To enable DirectAccess on this
Server, you can run the "Enable DirectAccess” wizard by selecting the "Enable
DirectAccess...” option on the action pane on the right or on right-clicking the
machine nods on the left.

File and Storage
Services

@ Manageability @ Manageability
Events Events

Performance Services

BPA results Performance

P Type here to search

BPA results

ElL oL





image29.png
@  Screenshots &

File Home Insert

2v0vE

Layout

B I

References

Review View v

Normal

0

Tile: Asse

90%  +

Give Feedback to Microsoft

[ B-DC1 [Running] - Oracle VirtualBox

File

Machine View Input Devices Help

Network Connections

Organize »  Disable this network device

NAT
Network
Intel(R) PRO/1000 MT Desktop Ad

3items  1item selected

4 I < Network and Internet > Network Connections > v o

Diagnose this connection  Rename this connection

Birmingham Lan WAN
Unidentified network Unidentified network
Intel(R) PRO/1000 MT Desktop Ad

Intel(R) PRO/1000 MT Desktop Ad.

o @

P Type here to search

2 @RS g ot





image30.png
{5 B-DC1 [Running] - Oracle VirtualBox -

File Machine View Input Devices Help

8@
Mouseintegration.. %
5 Dontsrewagen
)
Netuwork Address Translation Properties - NAT Properties x
Iz NAT  Address Pool Servicesand Pots
File Action View Hel
teface Type:
- <= = | 2| X E
€ Pivate nterace comected o prvate network
T Loctsen{ S e —
221 Seve = 3 e tatus & Publcnteface connectedo the nemet ——
All Servers| 2 WIN-ELGETBIUCA8 (1 ¥ Enable NAT on this terace
& File and St 3 Network Interfac NAT enables clents on this network t send datato and receive:
_ 3 Remote Access L datafrom the temet using ths rteface.
fo s T et
i Remote Aq > E PV
Hide
<
oK Cancel ooty
& = TEAOSOEgE [ [ g e
s 1
Services w©
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results





image31.png
Officestite
Shieets

arealbat,

{cotntlbsty

T5ENG)

TIEENG)

File Machine

Local Servs

i Al Servers|
R File and St
fo s

& Remote A

<

B B-DC1 [Running] - Oracle VirtualBox

View Input Devices Help

T Routing and Remote Access

File Action View Help

e @ EcE Bm
E Routing and Remote Access
3 server tatus
B wnrLemauces focey | e Total mappings Inbound packetstranslated
H NetworkInterfaces Bwan 0 0
& Remote Access Logging| | & NAT 0 0
v E 2P Birmingham Lan 0 0
3 General
T sttic Routes
= awe
= nar
P
< 5|«
File and Storage =
5 9 e s 1
Services
Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results

ﬂ P Type here to search

@6 15@ WG righ

Verylow
Verylow
Verylow
Verylow
Verylow
Verylow
Veylow
Ve low
Verylow
Verylow
Verylow

B very low

Very low
Very low

® 4x 1 ENG

)

=
O

Veylow
Veylow
Veylow
Veylow
Veylow
Veylow
Veylow
Veylow
Verylow
Veylow
Veylow
Veylow
Veylow
Veylow

Endtask

10:36

206206 T




image32.png
i 8-DC1 [Running] - Oracle VirtualBox -

File Machine View Input Devices Help

B Administrator: Command Prompt

vents vents

Performance Services

BPA results Performance
BPA results

332AM
H O Type here to search U goos B

& 0| E i 8@ [ right Ctr

1132

23/06/2026




image33.png
i 8-DC1 [Running] - Oracle VirtualBox

File

Machine

Input

Devices

Help

B Administrator: Command Prompt

Ftuare Lo

Performance

BPA results

on-link
on-link

n-link
on-link
on-link

n-link
on-link
on-link

n-link
On-Link

Services
Performance

BPA results

ge

Tools  View

333AM

3 oo B

25

B i @ @ #) Right Ctrl
3

23/06/2026




image34.png
X | @ Apps|M365 X Screenshot= X x

C & ntips//uowtsd-my.sharepoint.com/:w:/r/personal/2432768 stud... &

172.16.2.1 icnp_se=895 Destination Host Unreachable
172.16.2.1 icnp_seq=896 Destination Host Unreachable
172.16.2.1 icnp_seq=898 Destination Host Unreachable
172.16.2.1 icnp_se=899 Destination Host Unreachable
. 172.16.2.1 icnp_se=300 Destination Host Unreachable
Normal 172.16.2.1 icnp_seq=301 Destination Host Unreachable
172.16.2.1 icnp_seq=302 Destination Host Unreachable
172.16.2.1 icnp_seq=303 Destination Host Unreachable Auto cap
172.16.2.10 ping statistics --- &
505 packets transmitted, o received, +882 errors, 100% packet loss, time 925635ms
pipe 3
rooteled: ™ ip addr
1: <LOOPBACK,UP, LOWER_UP> mtu 65536 gdisc nooueue state UNKNOHN group default glen 1000
Link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_Lft forever
inete /128 scope host noprefLxroute
valid_lft forever preferred_Lft forever
Route —p add 172.16.2.0 mask 255.255.255.0 10.0.0.2 : <BROADCAST, MULTICAST, UP,LONER_UP> mtu 1500 qdisc fo_codel state UP group default glen
Link/ether 08:00:27:17:c4:2f brd f1:7f:ff:ifaif:ff
. altname enxoB00z71fcdzf
inet 10.0.2.15/24 brd 10.9.2.255 scope global dynamic nopref ixroute enpos3
valid_lft g5z80sec preferred_Lft 74450sec
inete /64 scope global dynamic mngtmpaddr nopref ixroute
valid_lft 86207sec preferred_Lft 14207sec
inete /64 scope global dynamic migtmpaddr proto kernel_ra
valid_lft 72379sec preferred_Lft 379sec
inete /64 scope Link
valid_lft forever preferred_Lft forever
<BROADCAST, MULTICAST, UP,LONER_UP> mtu 1500 qdisc fo_codel state UP group default glen
Link/ether 08:00:27:68:d6:ce brd Ff:71: £
altname enxoB00zT6ad6Ce
inet 172.16.2.1/24 brd 172.16.2.255 scope global enposs
valid_lft forever preferred_Lft forever
inete /64 scope Link proto kernel 11
valid_lft forever preferred_Lft forever
<BROADCAST, MULTICAST, UP,LONER_UP> mtu 1500 qdisc fo_codel state UP group default glen
Link/ether 08:00:27:3t: foiba brd £1:7f:Fff:ii:f
L e altnane enxosee279dfcha
inet 10.6.0.2/23 brd 19.0.0.7 scope global enposs
_— valid_lft forever preferred_Lft forever
inete /64 scope Link proto kernel 11
route print valid_lft forever preferred_Lft forever
rootaled: ¢ in route
Login to Debian Server is : root, hidden password default via 10.0.2.2 dev proto dhcp src 10.0.2.15 metric 1002
10.0.0.0/29 dev proto kernel scope Link src 10.0.0.2
10.0.2.0/2¢ dev proto dhcp scope link src 10.0.2.15 metric 1002
1721620724 dey proto kernel scope Link src 172.16.2.1
rootalcd:#

o - o e " e
C & A ] A AR T NG s B





image35.png
X | @ Apps|M365 X Screenshot= X x

C & ntips//uowtsd-my.sharepoint.com/:w:/r/personal/2432768 stud... &

172.16.2.1 icmp_seq=638 Destination Host Unreachable
172.16.2.1 icmp_seq=633 Destination Host Unreachable
172.16.2.1 icmp_seq=300 Destination Host Unreachable
172.16.2.1 icmp_seq=301 Destination Host Unreachable
F— 172.16.2.1 icmp_seq=302 Destination Host Unreachable
Normal 172.16.2.1 icmp_seq=303 Destination Host Unreachable

172.16.2.16 ping statistics --- Auto capt
route print 505 packets transmitted, o received, +882 errors, 100% packet loss, time 325635ms
ipe 3 z
nto D s oot, hidden password B, ip addr
1: <LDOPBACK, UP,LOKER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1008
Link/loophack 06:00:00:00:00:00 brd 60:00:
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred_lft forever
<BROADCAST, MULTICAST,UP,LOKER_UP> mtu 1560 gdisc fo_codel state UP group default glen
Link/ether o 27:1f:cd4:2f brd ff:ff:ff it
altname enxo800271fcdzf
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute enpes3
valid_Lft 85280sec preferred_lft 74480sec
inete /64 scope global dynamic mngtmpaddr noprefixroute
valid_Lft 86207sec preferred_lft 14207sec
inete /64 scope global dynamic mgtmpaddr proto kernel_ra
valid_Lft 72379sec preferred_Lft 379sec
inete /64 scope link
valid_Lft forever preferred_lft forever
<BROADCAST, MULTICAST,UP,LOKER_UP> mtu 1560 gdisc fo_codel state UP group default glen
Link/ether 08:00:27:68:d6:ce brd ff:ff:ffaffsfffi
altname enxo8002768dece
inet 172.16.2.1/24 brd 172.16.2.255 scape global enposs
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
<BROADCAST, MULTICAST,UP,LOKER_UP> mtu 1560 gdisc fo_codel state UP group default glen
Link/ether o 27:9d:fciha brd ff:Ff:ff it
altname enxo800273dfcha
inet 10.6.0.2/29 brd 10.9.0.7 scope glabal enposs
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
rootaled:~# in route
default via 10.0.2.2 dev proto dhep sre 10.6.2.15 metric 1002
10.0.0.0/25 dev proto kernel scope link src 10.0.0.2
10.0.2.0/24 dev proto dhep scope Link src 10.9.2.15 metric 1802
172, 16.2.0/24 dev proto kernel scope link src 172.16.2.1
rootaled:~# sysctl -w net.ipvd. ip_foruard=1
et . ipva. ip_foruard = 1
rootaled:~#

Ip ddr and later ip

o - o e " T
C & A ] A AR TG s B





image36.png
il L-CD [Running] - Oracle VirtualBox

File  M: Input Dy

integration

Spenta

Auto capture keyboard

S pentanowagen

[ Hrite Out [§ Hhere Is Execute Locat ion 0 WS set vark [ To Bracket
i Read File M M lihere Has

B Ond o EEEOHright
1152

e 1
m o e as B AR NG s B |





image37.png
il L-CD [Running] - Oracle VirtualBox

File  M: Input Dy

integration

Spenta

Auto capture keyboard

S pentanowagen

% sysctl -p

-ip_foruard = 1

“# ip route add 172.16.1.6/24 via 10.0.9.1
)

ORI S BRASH s
mCc e m oy o |E8 Anemee o0 B





image38.png
il L-CD [Running] - Oracle VirtualBox

File  M: Input Dy

etc/network/ interf.

fsource /etc/netuork/interfaces.d/x

futo 1o
iface lo inet loophack

Jallow-hotplug enpes3
iface enpos3 inet dhcp

iface enpos3 ineté auto

Jauto enposs

iface enposs inet static
address 172.16.2.1
netmask 255.255.255.0

auto enposs
iface enpess inet static
address 10.0.0.2
netmask 255.255.255.248
post-up ip route add 172.16.1.6/24 via 10.0.0.1 || true

o0& o EiR &S & right

> - o | ga % 1252
mC e ] A AR T NG s B





image39.png
il L-CD [Running] - Oracle VirtualBox

File  M: Input Dy

nstalling dependencies:

fsugzested packages:
firewalld

fsumnary:
Upgrading: 0, Installing: S, Removing: 0, Not Upgrading: 4
Dounload size: 458 kB
Space needed: 2,799 kB / 17.6 GB availahle

1 http://deb.debian.org/dehian trixie/main amded libipdtcz amded 1.8.11-2 [20.0 KE:
2 http://deh.debian.org/debian trixie/main amdsd libipetcz amdsd 1.8.11-2 [20.3 kB
3 hittp://deh.debian.org/debian trixie/main amdd libnfnetlinke amded 1.0.2-3 [14.4 KB
4 hittp://deh.debian.org/debian trixie/main amdsd libnetfilter-conntrackd amdsd 1.1.0-1 [42.1 kE:
5 hittp://deh.debian.org/debian trixie/main amdsd iptables amded 1.8.11-2 [361 KE
[Fetched 458 kB in 8s (3,662 kB/s)
fselecting previously unselected package libipdtce:amdsd.
(Reading datahase ... 34240 files and directories currently installed.
0 unpack ...slibip4tc2_1.8.11-2_anded.deb ..
Libip4tce:anded (1.8.11-2)
previously unselected package libip6tc2:amded.
0 unpack .../libip6tc2_1.8.11-2_andsd.deb ..
Libipstc2:anded (1.8.11-2)
previously unselected package libnfnetlinke:amdsd.
0 unpack .../libnfnetlinke_1.0.2-3_and64.deb
Libnfnetlinko:amdsd (1.0.2-3)
previously unselected package libnetfilter-conntrack3:amdsd
0 unpack .../libnetfilter-conntrack3_1.1.0-1_and6é.deb ...
Libnetfilter-conntrack3:anded (1.1.0-1
previously unselected package iptables.
0 unpack .../iptables_1.8.11-2_and6d.deb ..
iptables (1.8.11-2)

Jsetting up libipstcz: .

fsetting up Libnfnetlinke:amded (1.0.2-3)

fsetting up libnetfilter-canntrack3:amded (1.1.6-1

[setting up iptables (1.6.11-2

update-alternatives: using susr/shiniptables-legacy to provide /usr/shin/iptables (iptables) in auto mode
undate-alternatives: using /usr/shin/ipgtables-legacy to provide /usr/shin/ipetables (ipstables) in auto mode
undate-alternatives: using susr/shin/iptables-nft to provide /usr/shin/iptables (iptables) in auto mode
undate-alternatives: using susr/shin/ipstables-nft to provide susr/shin/ipstables (ipétables) in auto mode
undate-alternatives: using susr/shin/arptables-nft to provide susr/shin/arptables (arptables) in auto mode
undate-alternatives: using susr/shinsebtables-nft to provide /usr/shin/ebtables (ebtables) in auto mode
Frocessing triggers for man-db (2.13.1-1)

Processing triggers for libc-bin (2.41-12+deh13u3)

rootaled: "% _

B okdor B RS Rt
c e m oy e Anempee o0 B





image40.png
il L-CD [Running] - Oracle VirtualBox

File  M: Input Dy

fsugzested packages:
firewalld

fsumnary:
Upgrading: 0, Installing: S, Removing: 0, Not Upgrading: 4
Dounload size: 458 kB
Space needed: 2,799 kB / 17.6 GB availahle

1 http://deb.debian.org/dehian trixie/main amded libipdtcz amded 1.8.11-2 [20.0 KE:
[Get:2 http://deb.debian.org/dehian trixie/main amded libipstc? amded 1.8.11-2 [20.3 kE:
3 hittp://deh.debian.org/debian trixie/main amdd libnfnetlinke amded 1.0.2-3 [14.4 KB
.org/debian trixie/main amds4 libnetfilter-conntrack3 amds4 1.1.6-1 [42.1 kB:
:5 http://deb.debian.org/debian trixie/main amded iptables amdsd 1.8.11-2 [361 kE:
[Fetched 458 kB in 8s (3,662 kB/s)
fselecting previously unselected package libipdtce:amdsd.
(Reading datahase ... 34240 files and directories currently installed.
0 unpack .../libipdtc2_1.8.11-2_andsd.deb
Libipdtcz:anded (1.8.11-2)
previously unselected package libipstce:amdsd
0 unpack .../libip6tc2_1.8.11-2_andsd.deb ..
Libipstc2:anded (1.8.11-2)
previously unselected package libnfnetlinke:amdsd.
0 unpack ...slibnfnetlinke_1.6.2-3_amds4.deb ...
Libnfnetlinko:amdsd (1.0.2-3)
previously unselected package libnetfilter-conntrack3:amded.
0 unpack ...slibnetfilter-conntrack3_1.1.6-1_and64.deb
Libnetfilter-conntrack3:anded (1.1.0-1
previously unselected package iptables.
0 unpack .../iptables_1.8.11-2_and6d.deb ..
iptables (1.8.11-2)

setting up libnfretlinke:amd6d (1.6.2-3) .
setting up libnetfilter-conntrack3:amdéd (1.1.6-1)
setting up iptables (1.8.11-2)
undate-alternatives: using /usr/shin/iptables-legacy to provide /usr/shin/iptables (iptables) in auto mode
ndate-alternatives: using /usr/shin/ipgtahles-legacy to provide /usr/sbin/ipstables (ipstables) in auta mode
update-alternat ives: using /usr/shin/iptables-nit to provide /usr/shin/iptables (iptables) in auto mode
update-alternatives: using /usr/shin/ipstables-nft to provide /usr/shin/ipstables (ipstables) in auto mode
update-alternatives: using /usr/shin/arptables-nft to provide /usr/shin/arptables (arptables) in auto mode
undate-alternatives: using /usr/shin/ebtables-nft to provide /usr/shin/ebtables (ebtables) in auto mode
Processing triggers for man-db (2.13.1-1) .
processing triggers for Libe-bin (2.41-12+deb13us
root@led:"# iptables -t nat -A POSTROUTING -0 enp@s3 -j MASQUERADE

“# iptables -A FORWARD -1 enp@s8 -o enp@s3 -j ACCEPT

“# iptables -A FORWARD -i enp@s3 -o enp@s8 -m state --RELATED, ESTABLISHED -j ACCEPT
liptables v1.8.11 (nf_tables): unknown option "--RELATED,"
rry “iptables -h' or iptables --help' for more information
ootalcd:

B okdor B RS Rt
Cc & @A N "N A





image41.png
il Clients1 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

Mouse integration ... @

S pentanowagen

Auto capture keyboard .. 5

S pentanowagen

Search Network Connections

e

Rename this connection
X

 Intemet Protocol Version 4 TCP/1Pvd) Properties

General

T You can et IPsettings sssigned automatically f your network supports
this capabiity. Otherwise, you need to ask your network administrator
forthe appropriate P settngs.

(O Obain an IP address automaticaly

0 Use the folowing IP address:

P address:

Subnetmask:

Defauit gateway: .11

Obtain DNS server address automaticaly
O Use the foloning DNS serve addresses:
Preferred DIS server:

Alternate DNS server:

(O validate settings upon exit

Build 261
R NG 1325
e Q_search N8 G B e

[okol Y] & ® ©)right cir




image42.png
{5 B-DC1 [Running] - Oracle VirtualBox

File Machine View

Input  Devices  Help

r > Dashboard

Local Ser

Al Servey

5 ActiveDirectory Users and Computers

File Action View Help

@O ER R RETER

Roos

& DNs
B3 File and
fo s

& Remote
® Remote

] Active Directory Users3nd Com| | Name

(5] Saved Queries
4 Joxefacca

Type
1] saved Queries.
Fdlozefacca  Domain

Description

Folder to store your favo...

BPATESUTS

/172026 2:24 PM

BPATESUTS

/172026 2:24 PM





image43.png
{5 B-DC1 [Running] - Oracle VirtualBox -
File Machine View Input Devices Help

r > Dashboard

3 Active Directory Users and Computers - o x

File Action View Help

e amoddz BmteETER

Local Ser

AllSenvel = civeDirectory Users and Coml Tpe Description

ADDS | [ Saved Queries PR—
& DNs 4 Jorefacea Container Default container for up...
5§ File and Organizational.. Default container for do.
_ Defautt container for sec.
foIis Default container for ma.
l Remote Default container for up..
® Remote

BPATESUTS BPATESUTS

/172026 2:24 PM /172026 2:24 PM





image44.png
{5 B-DC1 [Running] - Oracle VirtualBox

File Machine View

Input  Devices  Help

New Object - Organizational Unit
Local Ser
Al Server 5 Createin: Jozefaccal
ADDS store your favo.
& DNs Name:
B3 File and !
fo s Frotect containerfrom accidental deletion
& Remote
® Remote
oK Cancel
< >
Performance Performance
BPA results BPA results

7/7/2026 2:24 PM

7/7/2026 2:24 PM





image45.png
i 8-DC1 [Running] - Oracle VirtualBox -

File Machine View Input Devices Help

Server Manager * Dashboard

Administrator: Windows PowerShell

aka.ms/PSWindous

Changing the execution policy might e

fulink/2LinkID=135' want
[0 [L] No to ALl uspend

Performance Performance

BPA results BPA results

201 8@AEG g
034

14/07/2026




image46.png
{5 B-DC1 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

rttps
[Y] Yes [ [N] No [L] No to ALl
Ps ¢ > .\Import-ADUsers.ps1
\Import-ADUsers.ps1 : The term '.\Import-ADUsers.psl’ is not recogn: the name of a cmdlet, function, script

file, or operable program. Check the spelling of the name, or if a path was included, verify that the path is correct
and try again

ps1
+ categoryInfo : ObjectNotFound: (.\Import-ADUsers.psi:String) [], CommandNotFoundException
+ FullyQualifiedErrorId : CommandNotFoundException

ator> .\Import-ADUsers.ps1
. \Import-ADUsers.ps1 : The term .\Import-ADUsers.ps1’ is not recognized
file, or operable program. Check the spelling of the name, or if a path wa
and try again.
At line:1 char-
[+ . \Import-ADUsers.ps1
S
+ categoryInfo ObjectNotFound: (.\Import-ADU: [1, CommandNotFoundException
+ FullyQualifiedErrorId : CommandNotFoundException

the name of a cmdlet, function, script
included, verify that the path is correct

ministrator> cd C:\ADImport
t> .\Import-ADUsers.ps1

# Quick access §

I Desktop
& Downloads

&4 Import-ADUsers

" users.list_updated.csv

B OWE O EilR S ® right cri
o 1106

14/07/2026




image47.png
& Clients1 [Running] - Oracle VirtualBox -

File Machine View Input Devices Help

5 Command Prompt

Packets: Sent = 4, Received = 4, Lost = @ (@
Approximate round trip times in milli-seconds
Mininum = 2ms, Maximum = 16ms, Average = 5ms

C:\Users\Jozef>nslookup jozef.acca
Server: WIN-ELGBT6IUCUS.Jozef.acca
Address: 172.16.1.1

Name jozef.acca

Addresses: fd17:625c:f837:2:f803:333U:bufd: £839
172.16.1.1
10.0.2.15
10.60.0.1

C:\Users\Jozef>nslookup ~type=sRV _ldap._tcp.dc._msdcs. jozef.acca
Server WIN-ELGBT6IUCU8.Jozef.acca
Address: 172.16.1.1

_ldap._tcp.dc._msdcs. jozef.acca SRV service location
priority =0
weight 100
port 389
svr hostname win-elgbt6iucus. jozef.acca
win-elgbt6éiucu8. jozef.acca internet address = 172.16.1.1
win-elgbt6iucug. jozef.acca internet address = 10.0.0.1
win-elgbt6iucug. jozef.acca internet address = 10.0.2.15
win-elgbt6iucug. jozef.acca AAAA IPV6 address = fd17:625c:fe37 33u: bufd: 839

C:\Users\Jozef>

> w0 Ca: AR DS IO e

N dx T EN

14/07/2026




image48.png
il Clients1 [Running] - Oracle VirtualBox
File Machine View Input Devices Help

Q

Settings Lesmisbout!

® ot System > About

WP tocal Account

Home B of 80 GB used No GPU installed
System
= installed RAM @ Processor

Bleein G dmms 3.98 GB Intel(R) Core(TM)
i7-10700 CPU @

Network & internet
letwork & internet e

Personalization 250 GHz
Apps

Accounts

DESKTOP-4K928V2
VirtualBox

Time & language Rename this PC

Gaming

Accessibility (@  Device specifications

Privacy & security Device name
DESKTOP-4K9:

@ Windows Update
Processor

LOLCEEE® 8O0,

[~Yolo) (i §] @ @) Right Ctr





image49.png
[Running] - Oracle VirtualBox -

v Mym i Apps| | s ; & New
5T B Clients1 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

uowtsd-n

File Home Insert layout References Review View Help © Comments | | 2R Viewing v/

C2Taskdse3 PR P Search for tools, help, and more (Alt + Q)

v Qv

AtypicatresurTis:

Settings Q Find a setting

(] swr hostname = b-dc.abrar.acca

Ifthis lookup fails, do not attempt the domain join yet. The domain join depends on these DNS
records.

® ot System > About

WP tocal Account

Home. 6B of 80 GB used No GPU installed

Rename the Windows olient
[} Sys

Blu

Use a clear computer name before joining it to the domain, Rename your PC

On Clients1:
You can use a combination of letters, hyphens, and numbers.
1. Right-click Start.

2. Select System. Current PC name: DESKTOP-4K928V2

3. Click: Clients]]

Rename this PC Apt

4. Enter: acd =
Clients1
3 iPC
5. Click Next. S prn—

Gaming

T Accessivility (@  Device specifications Copy ~

Privacy & security Device name

DESKTOP-4i

28V2

@ Windows Update
Processor

\Users\Joz

Restart the computer when requested.
Q Search

Do not join the domain before restarting after the rename. Renaming and joining simultaneously
can work, but completing them separately makes troubleshooting easier.
Join ClientS1 to the domain using the GUI e

Page 6 0f 23 2,168 words + 100% £2 Fit_Give Feedback to

NG s B




image50.png
il Clients1 [Running] - Oracle VirtualBox
File Machine View Input Devices Help

Settings Q Find a setting

e — " About

{ ComputerName Hardware Advanced System Protection Remote.

touch input 1s available for this display
Youmust be ogged on s an Administrator to make most o these changes.

Peffornance.
€] Vi dfcts. rocesorsheckig, memory sage, and vitalmemay | OmMain or workgroup  System protection

Settngs. Advanced system settings

User Profies
Deskop setings elated to yoursgnin
specifications

Startup and Recovery.

‘System startup, system fallure, and debugging infomation 1 Enterprise Evaluation

[ Dpethensmeof s progrem, flder,document or et
resource, and Windows will open it for you.
dows Feature Experience Pack 1000.26100.234.0

sysdm.cpl

rosoft Services Agreement
rosoft Software License Terms

s 11 Enterprise Evaluation

s Licensevalidforés d
case 240

G 1137
D om0

1@
>
I3

fQuocueCadn

[y





image51.png
il Clients1 [Running] - Oracle VirtualBox

File Machine View

Input  Devices  Help

& settings
I

©® ozt

WP Local Account
Home
System
Blustooth & devices
Network &internet
Personalization
Apps
Accounts
Time & language
Gaming
Accessibiity
Privacy & securty

@ Windows Update

Q Find a setting

System > About

(@  Device specifications

Device name
Clients1

Processor

Intel(R) Core(TM) i7-10700 CPU @ 2.90GHz (2.90 GHz)

Computer Name/Domain Changes X

64-bit operating system, x64-based processor
Pen and touch

No pen or touch input is available for this display

Related links ~ Domain or workgroup  System protection

Advanced system settings

Qe omed P

(=30

153
1¢/07/2026





image52.png
il Clients1 [Running] - Oracle VirtualBox -
Fle Machine View Input Devices Help

Other user

JOZER\a.rahman

Sign in to: JOZEF

How do I sign in to another domain?

Other user

LAY (i & ® @) Right Ctr
59
14/07/2026

[=]:"





image53.png
il Clients1 [Running] - Oracle VirtualBox - X
File Machine View Input Devices Help

5 Command Prompt x

Microsoft Windows [Version 16.
() Microsoft Corporation. ALl rights reserved.

C:\Users\a.rahnan>whoami
jozef\a.rahman

C:\Users\a.rahman>

R Q serch LS LCEa = A RS D) T

BOWE O EilRES @ right cri





image54.png
B 8-0C1 (Running) - Oracle VietusiBox: - 8 x
Fle Machine Ve ot Deices e

m T —
Fle Adin Viex Heb

Floolela g g f0 XOshBn/teuTas
3 ey s e Compus WAL e e Depron
S St s BB Compar
Rt
e
2 Compren
2 DomanCortotes
5 s
5 Vs e s
2 M08 s
8
[— Fetormance
. .

[ R —

Douss TEd





image55.png
{5 B-DC1 [Running] - Oracle VirtualBox

File Machine View

Input  Devices  Help

T Lo
Al
AD|
DI
5 Fil
fo s
&l Rer

@ Rer

Server Selection

Role-based or feature-based installation

DESTINATION SERVER
WIN-ELGETE UCAR osataces

Configure a single server by adding roles, role services, and features.

O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

<Previous | [ Next> Install Cancel
Performance Performance
BPA results BPA results

7/7/2026 414 PM

7/7/2026 414 PM

7PM
/2026

™)

BOWE O EilR &S @ right cri





image56.png
{5 B-DC1 [Running] - Oracle VirtualBox
File Machine View Input Devices Help

s Add Roles and Features Wizard

[ o ) oesTATON SeRveR

Installation progress WINELGETOUCE onetacs
i Lo

Al View installation progress

o @ Feureinstalltion

D —
58 Fil Installaton started on WIN-ELGBTGIUCA8 Jozef acca
fo s DHCP Server
ez Remote Server Adminisration Tools

Role Administration Tools

@ Rer

DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detals.

Export configuration settings

<Previous | [ Next> Close. Cancel
Performance Performance
BPA results BPA results

7/7/2026 414 PM 7/7/2026 414 PM

BOWE O Bl S @ right cri





image57.png
{5 B-DC1 [Running] - Oracle VirtualBox

File Machine View

Input  Devices  Help

board

Local Server
Al Servers
ADDsS

18 pHeP

& DNs

% File and Storage
fo s

&l Remote Access
® Remote Desktof

r > Dashboard

‘ Performance

% DHCP Post-Installconfiguraton wizard

Authorization

Description

‘ ‘ Performance
- o

Specify the credentials to be used to authorize this DHCP server in AD DS.
® Use the following user's credentials

User Name: | JOZERAdministrator
O Use altemate credentials

UserName: [Specify..
O Skip AD authorization

<Previous | | Next > Commit Cancel

7/7/2026 420 PM

[ofoD -]

2 8§ Righe i





image58.png
{5 B-DC1 [Running] - Oracle VirtualBox -
File Machine View Input Devices Help

r > Dashboard

Performance Performance
board

Local Server | T DHCP Post-Install configuration wizard - o x

All Servers

e Summary
18 pHeP
2 DNs The status of the post install configuration steps are ndicated belovs
% File and Storage
fo iis Creating security groups Done
1 Remote Access Please restart the DHCP server service on the target computer for the security groups to be

effective.
® Remote Desktof

Authorizing DHCP server Done

<Previous | [ Next> Close. Cancel

7/7/2026 424 PM

[ofoD -] (i §) @ @) Right Ctr

12:20

=i R




image59.png
[ B-DC1 [Running] - Oracle VirtualBox - o X

File  Machi

View Input Devices Help

R Server Manager

2 Services

Fie Acion View Help
=@ EHc= Bml > euw
T Lol S s o | S o
All Ser
| DHCP Server Name i Log A
ADDS onthesen E4DFS Replicstion Loc
Stop the senvice e -
14 oree baiiethe senice GoHce Cient
Py Restart the senvice
DNS Bestart’
0 5 Dingnostc Policy Senice
% File and . ) Diagnostic Seice Host Loc
- iption: o aneen
fo Iis Performs TCP/IP configuraton for s Diagnostic Sytem Host Locy
5 pam| DHCP clients, including dynamic < Display Policy Service Loci
a assgnments of I addresses, ) Distrbuted Link Tracking C Loc
@ Remotd speiaton ofthe WINS and DNS ) iiuted Tansacton Coo.. Ner
srvers and comecton-speciic NS ¢/ 0UTE Pl
names. Ifthis service i stopped, the ient
DHCP servr vill not perform TCP/IP 5 DN Servr Loc
configurationfor cients. I this ) Downloaded Maps Manager Neo
senvice i disabled, any servicesthat & b pole server Loc)
explicitly depend on it wi vl o
& Encrypting File System (675) Loc
) Enterprise App Manageme Loc
) Extensible Authentication Loc
G File Replication Loci
o
N € Function Discovery Provide... Loc
€ Function Discovery Resour Running  Manual (Fig.. Loc
) Gateway Heslth Monitoring... Manusi Loav
<
\ Extended (Standrd
BPA results.

7/7/2026 424 PM

I

426PM
B 8 5 O

H P Type here to search

B e S B @ # Rioht Cirl




image60.png
{5 B-DC1 [Running] - Oracle VirtualBox

File Machine View

Input  Devices  Help

i Server Manager

Dashboard

Local Server

Al Servers N

AD DS

SERVERS
Al servers| 1 total

Server Name

1Py Address

K Fie Action View Help

“=|m = 8

G Contents of OHCP [ Actions
¥ & vin-elgbt6iucss jozef.acca 2 i copttiacts
5 win-elgbt6iucdg, | DHCP
B P g 9
e More Actions

Last Update

Windows Activation

Tasks v

428PM

™)

[ofoD -]

2 8 & righe i





image61.png
{5 B-DC1 [Running] - Oracle VirtualBox
File Machine View Input Devices Help

i Server Manager

Al Servers
AD DS

SERVERS
Al servers| 1 total

SeverName  IPva Address

B ovcp

K¢ Fie Action View Help

e amEcH
@ DHCP

¥ & vin-elgbtSiucss jozef acs
v [ iPvt
23 Server Options
(&) Policies

e

New Scope Wizard

‘Scope Name

You have to provide an dentiying scope name. You also have the option of providing

a descipton.

Type 2 name and descrption fortis scope. This infomation helps you quickly identfy.

how the scope i o be used on your network.

Name: - S
Description: [DHCP addresses for Bimingham network]

<Back

Last Update

Windows Activation

Tasks v

[ofoD -]

2§ Righe i





image62.png
{5 B-DC1 [Running] - Oracle VirtualBox
File Machine View Input Devices Help

i Server Manager

? SERVERS
B i ceers 1t

Filter p
AD DS Server Name 1Py Address
& DNS
g ocr New Scope Wizard
K e action view Hep | 1P Address Range

Heo | nmlEc B
@ DHCP

¥ & vin-elgbtSiucss jozef acs
v [ iPvt
23 Server Options
(&) Policies
Fikers

e

You define the scope adress range by dentiying a set of consecutive IP addresses.

‘Corfiguration settings for DHCP Server
Enterthe range of addresses that the scope distbutes.
Stat 1P address: [172 16 1 10

EndIPaddess: [172 16 1 20

Configuration settings that propagate to DHCP Clent

‘Subnet mask:

<Back

Last Update

Windows Activation

Tasks v

B OWE O EilRE@ 3 right cri
1

= 14/07/2026





image63.png
{5 B-DC1 [Running] - Oracle VirtualBox -

File Machine View Input Devices Help

i SERVERS
B i ceers 1t S~
¥ Local Server
» <
Al Servers
AD DS ServerName | IPud Address Last Update Windovws Actvation
18 DHCP
& DNs
Mg o New Scope Wizard R
K Fie Acion View Hep | Lease Duration
The lease curation specfies how long aclent can use an IP addressfrom i scope.
dea2mE6H
DHCP [Actions
20 Lease durations should ypically be equal o the average ime the computeris
8 win-elgbtbiuct3ozet.ac connectedo the same physica network. For moblle networks tha conist mainyof pus -
v G v potable computers or il up lieds,shoterlease durations can be useful
5 Server Options Licewise. fora stable netmork that consists mainl o desktop computers a fxed More Actions »
2 ot locations, longerlease durations ae mre approprite.
L e Setthe duration for scope eases when dstrbuted by s sever. s -
® Limted o o

Days: Hous:  Minutes:

Fi= [oF [oF

<Back Next> Cancel

443PM
H P Type here to search & s

B QL& o IE RS right cui
oG

14/07/2026




image64.png
{5 B-DC1 [Running] - Oracle VirtualBox

File

Machine

View

Input

Devices

Help

i Server Manager

¥ Local Server

AD DS

18 DHCP

& DNs

LETTS

Al Servers

K¢ Fie Action View Help

Heo | nmlEc B

? SERVERS
B i ceers 1t

SeverName  IPva Address Manageabilty

WIN-ELGBT6IUC48 1000.1,100215,172.16.1.1 Online - Performance counters not started

 orce

¥ & vin-elgbtSiucss jozef acs
v [ iPvt

3 Server Options
4 Policies

Fiters

e

New Scope Wizard

Router (Default Gateway)
You can specify the routers. or defaut gateways. to be disirbuted by tis scope.

To add an IP address or a outer used by clients, enter the address below.

1P adress:
I

721611

<Back Next>

Last Update

771/

Windows Activation

Tasks v

o 9

a»

445PM
77172026

™)

B OWE O Eil &S @ right i





image65.png
[ B-DC1 [Running] - Oracle VirtualBox

File Machine View

[ Server Manager

Dashboard
B Local Server
s All servers
AD DS

18 DHCP

& DNs

Input  Devices  Help

SERVERS

Al servers| 1 total

- o x
- X

WIN-ELGBT6IUCA8 1000.1,100

1Py Address

,172.16.1.1 Online

Manageability

Last Update Windows Activation

LETTS
K€ fie Action View Help
Heo | nmlEc B
@ oHCP
v 5 win-elgbtiucss jozef.acc
v 5P
[ Server Options.
3 Policies
) Fiters
B Pve

New Scope Wizard

Domain Name and DNS Servers
“The Domain Name System (DNS) maps and ransiates domain names used by clerts

on your network

You can specify the parent domain you want the client compters on your network fo use for

'DNS name resolution.

Patdoms; [l cea

To corfigure scope cients to use DNS servers on your network, enterthe [P addresses forthose.

a— 1P addess
pociotoces T
Resche_| [125ET
e
<ok || Net>

Tasks v

448PM

BOh&@o Bl @SR right cr





image66.png
B B-DC1 [Running] - Oracle VirtualBox

Dashboard
Local Server
Al Servers
AD DS

18 DHCP

& DNs

File Machine View Input Devices Help

SERVERS

Alservers 1 ot s~
2 ®~ S
SenverName  1bvd Address Manageabilty Lot Update Windows Acivation

@ DHCP
K Fie Action View Help

e|ambcz BmBe

2 o Contets of DHCP Snver Stus
v B gsimdacs 9 Scope [17216.10)Birmingham Scope.** Active
v Server Options
1 Scope [172.16.1.0] Birmingham Scop| EP o P
2 Sevr Options s
5 Polces hes
5 Fiters
P BPw

Tasks v

449PM

BOh&@o Bl E right ctr





image67.png
[ B-DC1 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

Last Update

G oHp
¥ & vin-elgbtSiucss jozef acs
v [ iPvt
[ Scope[17216.1.0]
2 Server Options
(&) Policies
) Filters
)

SERVERS
Dashboard Al servers | 1 total
Local Server
»
All Servers.
AD DS SererName | IPvt Address Manageabiity
11 oHce 'WIN-ELGBT6IUC48  10.0.0.1,10.0.2.15,172.16.1.1 Online - Performance counter
& DNS
& New Scope Wizard
LT pe
K€ fie Action View Help Scope Name
You have to provide an identifying scope name. You also have the option of providing.
e a@mE6z 2 descrpton.

Type a name and desciption fortis scope. This nfomation helps you quickly identiy.
how the scope i o be used on your network.

Name: [Fondon Scope. —
Descrption: | DHCP addresses for London network through LCD rely]

<Back Next> Cancel

Windows Activation

M 00454-40000-00001-/

Tasks v

RBO& O Bl @S ™ right cr





image68.png
[ B-DC1 [Running] - Oracle VirtualBox - o X

File Machine View Input Devices Help

R Server Manager

SERVERS
Allservers| 1 total Tasks v

B Local Server
s All servers

AD DS Pt Address Manageabilty Lot Update Windows Acivation

18 Drice T T O

& DNs

& New Scope Wizard
LT pe - o x

K Fie Action View Help IP Address Range
You define the scope address range by identifying a set of consecttive IP addresses.
e n@ELRE

G DHCP
o Conbraton seting for DHCP Server
V5 win-elgbtiucdgjozef.ac "
of ===+ Ererthe range ofadkesses h e scopedtbuts.
9 Scope [17216.1.0] Sat P address: [T72 6 2 10 >
[ Server Options
1 Policies EndlPaddress: [172. 16 . 2 . 20 Tasks v
) Fiters =
B P ‘Configuraion settings that propagate to DHCP Client ©

Stbnetmask: [ 255 255 255 0

<Back Next> Cancel

BOh&@o Bl @S E right cr





image69.png
[ B-DC1 [Running] - Oracle VirtualBox

[ Server Manager

Dashboard
B Local Server
s All servers
AD DS

File Machine View Input Devices Help

SERVERS
Al servers| 1 total

1Py Address Manageability

K€ fie Action View Help
e n@ELRE
% DHCP.
v 5 win-elgbtiucss jozef.acc
v (G pvd
[ Scope [172.16.1.0]
[ Server Options.
3 Policies
) Fiters
B Pve

18 DHP WIN-ELGETEIUCAS 10.00.1,10.02.15,172.16.1.1 Online
& DNS

= New Scope Wizard

g o P

Router (Default Gateway)
ou can specily the routers, or defaut gateways. to be disrbted by tis scope.

To add an IP address or a outer used by clients, enter the address below.

1P adress:
I

1721621

<Back Next>

Last Update Windows Activation

PM_00454-40000-00001-4

Tasks v

BOoh&@o Bl @ESE right cr





image70.png
[ B-DC1 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

SERVERS
Allservers| 1 total Tasks v

Dashboard

Local Server
Fi p

All Servers.
I§i ADDs SenerNme | IPué Address Manageabilty

18 DHCP

& DNs
¥ DHCP - o X
K Fie Acion View Hep

e|ambcz BmBe

Last Update Windows Activation

2 oo Contentof HCP Server s
v i V;wl;v‘z"'ﬁ"‘“ﬁ“‘-’““ 11 Scope [172.16.2.0] London Scope. ** Active ™
v ‘Scope [172.16.1.0] Birmingham Scof ** Active ™
[ Scope [17216.20] London Scope g& "‘E) 216:1.0] irming! Pe
[ Scope [172.16.1.0] Birmingham Scop| rver Options
Server Options G polcies s~
=] pi
3 Policies Hl Fiters
) Fiters e
e
< >«

BOh&@o Bl @SR right cr





image71.png
[ B-DC1 [Running] - Oracle VirtualBox

[ Server Manager

Dashboard

File Machine View Input Devices Help

SERVERS

Al servers| 1 total

Last Update Windows Activation

@ oHep
e Adion View Help

e amE o=z Bm

G oHp
¥ & vin-elgbt6iucss jozef acca
v B

. Scope Options
3 Policies

tandard
tandard

v [ Scope [172.16.2.0] London Scope | ||,
[ Address Pool prandard
5 Addres Leases
5 Resenvations
= e
5 policies

Value
1721621
1000, 172:16.1.1
Jozetacea

Policy Name
None
None
None

Tasks v

ﬂ P Type here to search
<

BOh&@o Bl R right cr





image72.png
il Clients1 [Running] - Oracle VirtualBox

File Machine View Input Devices

P —p—

Command Prompt
ctrsaite  2SS.

nov Enaviea. . . . . ...
hutoconfiguration Enabled .
ink-local IPV6 Address .

ey Address .
fubnet Mask .

befault Gateway .
DHCPVG TAID . .
PHCPV6 Client DUID.

DNs servers .
NetBIOS over Tcpip.

sers\a.rahman>ping 172.16.1.1

08-00-27-AC-69-BF

No

Yes
: fese::88aa:8dd5:2c73:d36%8(Pr

172.16.1.16(Preferred)
255.255.255.0

172.16.1.1

8uu10407
00-01-00-01-31-B0-DE-D2-08-00

172.16.1.1

Enabled

ing 172.16.1.1 with 32 bytes of data:

172.16.1.1: bytes=32 time=;
172.16.1.1: bytes=32 time=.

172.16.1.1: bytes=32 time:

172.16.1.1: bytes=32 time=.

statistics for 172.16.1.1:
Packets: Sent = 4, Received = 4,
roximate round trip times in mill

2ms TTL=128
1ns TTL=128
1ns TTL=128
1ns TTL=128

Lost = @ (8% loss),
-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1lms

sers\a.rahman>|

o1

Networking

General  Alternate Configuration
You can get I settings assigned automatially i your network supports

this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate P settngs

© Obtain an P address automaticaly
) Use the olowing TP address:

) Obtain DNS sever address automaticaly
O Use the folowing DNS server addreses:
Preferred DIS server: 172
Alterate DNS server: s
(DValdate setings pon exit

Advanced.

Cancel

. e 1510
L I e EO R

[=]:"

10

Right Ctr

14/07/2026




image1.jpg
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David





image73.png
& Clients1 [Running] - Oracle VirtualBox

File

Machine

Input

Devices

Help

5 Command Prompt

Microsoft Windows [Version 10.6.26200.6584]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\Jozef> ping 8.

Pinging 8.8.8.8 with 32 bytes of data:
bytes=32 time=1lms TTL=254
bytes=32 time=1lms TTL=254

.8: bytes=32 time=1lms TTL=254

.8: bytes=32 time=1lms TTL=254

Reply from
Reply from
Reply from
Reply from

© o oo
PEEE]

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Mininum = 11ms, Maximum = 1lms, Average = 1ims

C:\Users\Jozef>

Mouse integration

—

Auto capture keyboard

—

enG 1202
SO s B e

& OB &G 6 right ¢
02
07/07/2026

A B dx T NG





image74.png
& Clients1 [Running] - Oracle VirtualBox

File

Machine

Input

Devices

Help

Mouse integration

—

Auto capture keyboard

—

5 Command Prompt

C:\Users\Jozef> ping

pinging 8.8.8.8 with 32 bytes of data:
Reply from 8
Reply from
Reply from
Reply from

Ims TTL=254
bytes=32 time=1lms TTL=254
bytes=32 time=1lms TTL=254

© o oo
PEEE]
PEEE]

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds

Mininum = 11ms, Maximum = 1lms, Average = 1ims

C:\Users\Jozef>ping google.com
Ping request could not find host google.com. Please check the name and try again.

Cc:\Users\Jozef>ping google.com

Pinging google.com [142.251.29.113] with 32 bytes of data:
Reply from 142.251.29. bytes=32 time=1lms TTL=254
Reply from 102.251.29.113: bytes=32 time=1lms TTL=254
Reply from 142.251.29. bytes=32 time=1lms TTL=254
Reply from 102.251.29.113: bytes=32 time=1lms TTL=254

Ping statistics for 142.251.29.113:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Mininum = 11ms, Maximum = 1lms, Average = 1ims

C:\Users\Jozef>

Lo Ccam [ R e

& OB & @ B right
%
07/07/2026

A B dx T NG





image75.png
il Clients1 [Running] - Oracle VirtualBox
File Machine View Input Devices Help

& )
(sl Learn about

o

A < Network and Intemet > Network Connections v C earch Network Connections 0

Dincinnca thie connection  Rename this connection - 0 0

Rep
Reply
Reply

G
4 Itemet Protocol Version 4 TCP/IPv) Properties x

ping ==

Th You can get P settings assigned automatical if your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I seftngs.

Obtain an IP address automatically

Ping 0 Use the following IP address:

e P address: [2.®.1.10]
Subnet mas [25.25 .25 . 0 |

Ping Default gatenay: [2.®.1.1]

Reply

[N | | O obtanons e ottessotomataly

Reply] 0 Use the foloing DIS server adresses:

Reply referedons servers s i 1]

ping Atermate OIS server:

(O validate settings upon exit

ene 212
A Q@ G B9 gmas

r
o
L
(]
@
]

1

Mouse integation ... @

S pentanowagen

Auto capture keyboard .. 5

S pentanowagen

EOWE O il RS right cri
1212

= 07/07/2026




image76.png
& Clients1 [Running] - Oracle VirtualBox -

File Machine View Input Devices Help

Mouse integration

—

Auto capture keyboard

—

5 Command Prompt

Ping statistics for 172.16.2.10:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

C:\Users\Jozef>ping 172.16.2.1

Pinging 172.16.2.1 with 32 bytes of data:
Reply from 172.16.2.1: bytes=32 time=lms
Reply from 172.16.2.1: bytes=32 time=lms
Reply from 172.16.2.1: bytes=32 time=lms
Reply from 172.16.2.1: bytes=32 time=lms

Ping statistics for 172.16.2.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Mininum = 1ns, Maximum = lns, Average = lms

C:\Users\Jozef>ping 172.16.2.10

Pinging 172.16.2.10 with 32 bytes of data:

Reply from 172.16.2.10: bytes=32 time=2ms TTL=62
Reply from 172.16.2.18: bytes=32 time=2ms TTL=62
Reply from 172.16.2.10: bytes=32 time=16ms TTL=62
Reply from 172.16.2.10: bytes=32 time=2ms TTL=62

Ping statistics for 172.16.2.16:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Mininum = 2ms, Maximum = 16ms, Average = 5ms

C:\Users\Jozef>

Lo Ccam AR DS IO

A B dx T ENG

07/07/2026




image77.png
i@ CientL1 [Running] - Oracle VirtualBox

File

Machine

Input

Devices

Help

9 Jun 16:50

jozef@ClientL1: ~

bytes from 172.16.1.1: icmp_seq=29 ttl=126
bytes from 172.16.1.1: icmp_seq=30 ttl=126
bytes from 172.16.1.1: icmp_seq=31 tt1=126
bytes from 172.16.1.1: icmp_seq=32 ttl=126
bytes from 172.16.1.1: icmp_seq=33 ttl=126
bytes from 172.16.1.1: icmp_seq=34 ttl=126
bytes from 172.16.1.1: icmp_seq=35 ttl=126
bytes from 172.16.1.1: icmp_seq=36 ttl=126
bytes from 172.16.1.1: icmp_seq=37 ttl=126
bytes from 172.16.1.1: icmp_seq=38 ttl=126
bytes from 172.16.1.1: icmp_seq=39 ttl=126
bytes from 172.16.1.1: icmp_seq=40 ttl=126
bytes from 172.16.1.1: icmp_seq=41 ttl=126
bytes from 172.16.1.1: icmp_seq=42 ttl=126

bytes from 172.16.1.1: icmp_seq=43 tt1=126

- 172.16.1.1 ping statistics ---
43 packets transmitted, 43 received, 0% packet loss, time 42426ms
rtt min/avg/max/mdev = 1.312/9.486/23.462/5.764 ms
jozef@Clientll:~$ 172.16.1.10

bash: 172.16.1.10: command not found

jozef@ClientLl:~$ ping 172.16.1.10

PING 172.16.1.10 (172.16.1.10) 56(84) bytes of data

EY

Auto capture keyboard ..

N pentshowagan

07/07/2026

P

®





image78.png
i@ CientL1 [Running] - Oracle VirtualBox - X
Fle Machine View Input Devices Help
%@
e

N pentshowagan
9Jun 16:52

jozef@ClientL1: ~

g 8.8.8.8
) 56(84) bytes of data.
icmp_seq=1 tt1=254
icmp_seq=2 ttl=254
64 bytes from icmp_seq=3 ttl=254
64 bytes from icmp_seq=4 ttl=254

jozef@clientll:~$ pi
.8
8
8
8
.8.8.8:
64 bytes from 8.8.8.8: icmp_seq=5 tt1=254
8
8
8
8
8
8

PING 8.8.8.8 (8.
64 bytes from
64 bytes from

64 bytes from icmp_seq=6 ttl=254
64 bytes from icmp_seq=7 ttl=254
64 bytes from icmp_seq=8 ttl=254
64 bytes from icmp_seq=9 ttl=254
64 bytes from
64 bytes from

--- 8.8.8.8 ping statistics ---
11 packets transmitted, 11 received, 0% packet loss, time 10099ms
rtt min/avg/max/mdev = 11.690/19.901/41.389/9.112 ms
jozef@ClientLl:~$
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