
[image: ]








Smart and Connected Devices 1

Design and implementation of a smart home

Dr. Kapilan Radhakrishnan


Elliot Barnett
BSc Computer Networks and Security

		






Table of Contents
Smart Home Concept	3
Wink Hub	3
Google Home Hub	3
Samsung smart things hub v3	4
Internet of Things (IoT)	4
Amazon Echo	4
TP-Link Kasa Smart Wi-Fi Power Strip	4
Ring Video Doorbell	4
Google nest learning thermostat	5
LG Smart TV	5
Samsung Smart Fridge	5
Footbot air quality control	5
August Smart Lock	5
Wemo Smart Light Switch	6















[bookmark: _GoBack]

Research
[bookmark: _Toc40152519]Smart Home Concept
A ‘smart home’ is a home that uses the IoT (Internet of Things) technology to communicate with each other to provide home automation and home security. The different IoT devices will connect with each other in an internal WLAN to supply the user with a smart system to assist them with everyday needs such as temperature change, doorbell monitoring, smart lights, and many more. Below is the research of IoT devices that will be included in smart homes around the world [1].
[bookmark: _Toc40152520]Wink Hub
The Wink hub is a network hub that connects all IoT devices into one smart home. It enables connectivity of all smart devices in the household and allows the user to use voice commands or phone applications to control the hub and all the- devices connected to the hub. The hub supports a variety of different connection types these include Bluetooth, Zigbee, Z-wave, ethernet, and many more. The hub is easy to set up and allows the connection of all the preferred devices. The hub contains security features such as password protection and device deletion and detection, but additional addons such as the home security suite which is an add-on to the wink hub enable the home automation system to be more secure [2].
[bookmark: _Toc40152521]Google Home Hub
The google home hub is a system that is designed by Google and enables home automation and connectivity through the use of the home hub. The home hub contains a visual interface for users to control different smart IoT devices around the home. The hub uses the visual interface and voice control for users’ access and uses different devices. The hub is compatible with most smart devices and is very useful at performing everyday tasks such as developing a grocery list or displaying a list of chores set for the day. But with the ease of access and use, there has been a lot of privacy complaints and vulnerabilities found in the hubs system. This includes storing as much user data as possible to optimise the google hub system but storing it in an insecure way [3].
[bookmark: _Toc40152522]Samsung smart things hub v3
The Samsung smart hub is one of the most popular hubs to use in smart homes due to the compatibility with a variety of different smart devices. The hub uses Zigbee and Z-wave technology to allow connectivity to many smart devices. The hub is connected to the internet through the use of WiFi and allows the hub to be placed anywhere around the house. But the hub does not have nest compatibility which means it cant managed and connect to nest thermostats, also the hub is hard to upgrade from an older Samsung hub [4].
[bookmark: _Toc40152523]Internet of Things (IoT)
[bookmark: _Toc40152524]Amazon Echo
The amazon echo is a device that has a number of features from voice recognition, speaker, voice control.  The device runs off the Amazon Alexa OS and uses the cloud service supplied by amazon. There is a microphone for a user to speak and speak instructions to the device, and a speaker for ‘Alexa’ to reply. The device connects to the interest and can access and control smart devices around a person’s home, this includes temperature control, light control, water temperature, and many more. There are a number of advantages for the use of this device, these include, automation of a house system, it is a hands-free device that is controlled by the user speaking through the device's microphone, ask Alexa any questions that can be searched via the internet access that Alexa has [1]. The device is accessible by a variety of different audiences and aids different disabilities or handicapped users. With a number of pros, there are a couple of cons with the device, firstly the device must be connected to a power source which limits the mobility of the device. The device is unable to run multiple tasks at the same time and can only be asked basic questions that can be easily discovered [2]. There have been security vulnerabilities found in the Amazon Alexa that allows cybercriminals to upload a new malicious software that is disguised as a new Amazon Alexa skill, this software allows cybercriminals to listen and gain sensitive information from the device and record the user's voice without them knowing.
[bookmark: _Toc40152525]TP-Link Kasa Smart Wi-Fi Power Strip
The TP-Link Power Strip is a very useful tool to have when connecting different devices to a power source. The power strip is a smart device that enables voice control and monitors the amount of electricity used. The device also has an in-built Wi-Fi booster that is connected via the power cables and also has a surge protector to protect against electricity surges that may damage devices. There is only one con that is affiliated with the device and that it is expensive to buy [3].
[bookmark: _Toc40152526]Ring Video Doorbell
The ring video doorbell is a smart doorbell that connects to a smartphone for monitoring of a camera that is located on the device. The smart doorbell uses an application on the smartphone to allow users to monitor and check who is at their door. The doorbell also has an inbuilt button that when pressed notifies the users' smartphone that someone is at the door. The camera displays a picture with 720p quality and contains an inbuilt motion sensor which sensors the front door. The disadvantage of this device is that the picture is not that clear and the image is very blurry if a long-distance away. Also, there is no night vision feature ion the camera which prevents the monitoring of the front door in the night [4].
[bookmark: _Toc40152527]Google nest learning thermostat
The google nest thermostat is a smart thermostat that allows control of the temperature of the home. The device has a very easy and clear interface that allows a user to alter the temperature of a room by turn the devices switch left or right. The interface is customisable and displays the temperature in a large and clear font that can be seen from far distances. The thermostat has a feature called geofencing which allows your phone to be a GPS device that the thermostat detects if you are in the house’s perimeter or outside the house and alters the temperature to save money. The device also checks the outside weather and determines what temperature should it be inside the house. The cons of the smart thermostat are that the temperature is normally three degrees out, and the device is also expensive to buy and is quite difficult to setup with a smart home [5].
[bookmark: _Toc40152528]LG Smart TV 
The LG Smart TV is a smart device that connects to the local Wi-Fi and has a lot of different applications that can be run such as Netflix, Disney+, etc. The smart TV uses the newest 4k resolution and fits well with most designed homes. LG Smart TV can also be connected to a smartphone that has the capability of changing channels or changing the volume of the TV. The cons of the television are that its fragile, the remote that is included includes a lot of buttons that are irrelevant [6].
[bookmark: _Toc40152529]Samsung Smart Fridge
The Samsung smart fridge is one of the newest releases of smart fridges and contains a lot of new technology that helps home users know what is in their fridge and what to stock up on. The fridge uses inbuilt cameras that scan the barcode of items that are added to the fridge and uses algorithms to find out what is bought every time the fridge is stocked up to produce a shopping list that can be accessed by the Samsung smartphone. The display on the Samsung smartphone can also be cast onto the display on the fridge to provide entertainment. Other apps are included such as the calendar app which displays the user’s calendar which is linked to their Samsung account. The fridge connects to the Wi-Fi and allows connectivity with other IoT devices such as smartphones or tablets [7]. With many pros of the smart fridge, there is an outstanding con, this is that the fridge is very expensive and because the fridge is so expensive, it takes a lot of money to repair if something goes wrong [8].
[bookmark: _Toc40152530]Footbot air quality control 
The Footbot air quality control device is a device that detects and monitors the quality of the air in a home. The device connects to the Wi-Fi and transmits data to an app that is downloadable on the application store. The data sent is then displayed as information and graphs, the data shows the current quality of air and the what quality of air is at different times of the day. There are also notifications sent to smartphones on when the air quality is getting bad or good [9].

[bookmark: _Toc40152531]August Smart Lock
The august smart lock is a locking device that is attached to doors or gates to secure them. The smart lock uses applications on smartphones to develop a key for the use of the lock. The lock is unlocked by using the application and placing the phone next to the lock and vice versa for locking the lock. The smart lock stores data on when and at what time the door was locked or unlocked and displays the data on the application on the user’s smartphone. There are also features like developing digital keys for guests to use for a couple of weeks. [10] With a number of advantages to the device, there is one big disadvantage, is the security of the app on the phone strong enough to prevent someone from creating a guest digital key for someone to unlock the lock. Also, there is a master key that criminals can get and can access any lock on any home [11]. 
[bookmark: _Toc40152532]Wemo Smart Light Switch
The Wemo Smart Light Switch is a device that allows users to control the lights and any other switches in a users’ home. The smart switch is accessed either by touch or by voice, it can also be controlled via a smartphone app. The smart switch connects to the local WIFI network to allow controllability by using either an Amazon Alexa or Google Home. The smart switch also works with the IFTTT(If This, Then That) service will allow the light switches to be automatically turned on or off at certain times of the day [12]. The disadvantage of the Wemo Smart switch is that the device is not password protected and can easily be accessed and controlled by cyber criminals [13].
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