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1 Introduction

This report accompanies the implementation of a rest service designed to fulfil the backend
requirements of a vehicle tax management service. The service must have entities which include
car registration, car owner, tax information and tax payments. The service had to include two
data transfer objects, DTOs, and have automatically generated supporting documentation with
suitable test coverage. The service also required the implementation of a security technology.
Finally, the service needed to be deployed using Docker.

2 Design, Testing and Documentation

2.1 Entity-Relationship Design

Typically, when storing owners is mentioned, an address table usually follows and as such the
design process focused on the four entities outlined in the brief and the addition of an address
entity. The process began by listing all the necessary attributes associated with the entities,
which were then refined into tables. Moving forward, the goal was to consider and define the
relationships between these tables. For example, one car’s tax cost can be paid through one
payment and as such a one-to-one relationship exists between the two entities. The same is
true for the relationship between car and car tax. One owner may own many cars; however,
one car cannot have multiple owners, therefore, a one-to-many relationship is used between the
owner and car tables. Finally, a one-to-many relationship is used between address and owner,
allowing for multiple owners to have occupy the same address. A database diagram showcasing
this design can be seen in Fig. 1.

2.2 Data Transfer Objects

From the design of the database, it was decided that the most suitable form of creating two
DTOs would be to have one DTO contain data stored on the owner and their address and
another which focused on the data associated with a vehicle, its tax information, and the
corresponding payment. This saw the creation of "ownerDTO” and "taxDTO”, respectively.
"OwnerDTO” contained the first name, surname and entire address details of the owner, opting
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Figure 1: Tax Service Database Diagram
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Figure 2: Response of Get Requests sent to each DTO

to omit email and phone number. ”"TaxDTQO” included the vehicle registration, tax id, the start
and end dates of its current tax period, tax cost, card number and payment date. Fig. 2 contains
responses of get requests featuring the DTOs. In the red box are the get requests targeting
the standard end points of the DTOs. In the yellow box are get requests which provide data
in the end point. For example, the upper get request includes a specific registration as part of
the URL which returns the DTO of that specific registration. The lower get request contains
a specified user ID so that only that owner’s details are returned. The ability to search via an
owner ID or vehicle registration is functionality that a real world implementation of a similar
service would require as standard.

2.3 Testing Coverage

To accomplish the suitable test coverage requirement, it was decided that tests should be
focused on the get and post functions of each of the end points. Examples of these tests can
be seen in Fig. 3. The first test simply tests that a user cannot input a string in place of an ID
when forming a get request, checking that a BAD REQUEST response is returned. The second
test checks that an OK response code is returned by a get request made to the end point.
Finally, the third test checks that data can successfully be posted to the entity by ensuring the



Figure 3: Examples of the Testing Coverage

CREATED response code is returned. A subsequent get request is made, with the body of the
get request being compared to the posted values, ensuring the posted data landed correctly.
Tests one and two are also used to test the DTOs end points.

2.4 Documentation

To fulfil the documentation requirement Swagger was used. The documentation can be found
at the url "http://localhost:8081/swagger-ui/#/” when the service is running.

3 Security

Keycloak was used to provide Oauth2 authentication for the service. This was done by creating
a realm with two roles, one called ” TaxServiceUser”, and one called ” TaxServiceAdmin”. Two
additional users were created, named "admin” and "user”. "admin” had all the available roles
associated with it, whilst ”user” had only the ” TaxServiceUser” role. The REST service would
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Figure 4: Code Snippet Showing the Roles Required for each Request

then use these roles to determine which user could access what. This can be seen in Fig. 4. To
summarise Fig. 4, access to the documentation does not require authentication. GET requests
made to the service require the ”TaxServiceUser” role while any of the other requests require
the ”TaxServiceAdmin” role.




4 Docker Issues

Unfortunately, Dockerising the service proved problematic. It was easy to successfully create
containers for each of the services that would allow them to run. The problems stem from the
authorisation. It is possible to send a post request that returns a valid JSON web token, JWT.
However there seems to be breakdown in communication between the service and Keycloak
containers. Fig. 5 contains the investigation carried out into this issue. Image 1 of Fig. 5 shows
each of the containers successfully created. Image 2 shows two attempts at communication
between the web service container and the Keycloak container. It was possible to ping the
Keycloak container from service container, however it was not possible to ping in the opposite
direction. It makes sense that this would lead to UNAUTHORIZED response codes for requests
with valid authentication as the web service needs Keycloak to provide it with what roles each
user has.

Figure 5: Investigation into the Docker Issue




5 Conclusion

The design and implementation of the service is strong as it achieves all but one of the require-
ments. Keycloak was used to provide suitable user authentication whilst Swagger was used to
generate documentation. The test coverage focused on get and post requests. The service had
all the required entities and contained two DTOs. However, not being able to get the Key-
cloak container to communicate with the web service container tarnishes this implementation.
It would also have been beneficial to increase the testing coverage to cover patch requests as
patch requests are a common occurrence for a service of this kind.



