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[bookmark: _Toc153529530]Introduction

[bookmark: _Toc122291632]With cloud computing, a new era of technological advancement has arrived, completely transforming the method in which organisations function and manage their data. Businesses have found it difficult to maintain substantial infrastructure on their premises due to the considerable expenses of IT equipment, software, and skilled labour. fortunately, the shift towards cloud technology has completely transformed this methodology of thinking. The goal of this report is to provide research on the development and implementation of shift towards cloud computing and its effect on industry’s. 
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Switching to Cloud Computing Technology has made our lives better since COVID-19 upended our way of life and weakened investor confidence. One way is for workers to work from home. However, businesses find it difficult to handle the modern problem of workers working from home. Other businesses find it difficult to adapt to the unique circumstances. Businesses that increased their expenditures in cloud computing infrastructure prior to the current worldwide pandemic, for instance, are prospering. Because of this, cloud computing enables colleagues and staff to collaborate and securely communicate from a distance. [1]
Cloud computing is defined by the National Institute of Standards and Technology as a private deployment framework that provides ubiquitous, ergonomic, and on-demand network access to a shared pool of reconfigurable computing assets (such as servers, software, networks, storage, and utilities) that are capable of being rapidly provisioned and released with minimal effort. There is less interaction with service providers and support personnel. [2]
With the adaptable utilisation of these resources, cloud users can create, manage, and offer applications and services on any platform, at any location, at any moment in time. NIST specifies three models of services, which are represented in Fig 1. These types of services include Platform as a Service (PaaS), Software as a Service (SaaS), Infrastructure as a Service (IaaS), as well as cloud service delivery to clients through a Cloud Service Provider (CSP). Along with presenting the computing infrastructure sharing method for cloud service delivery, it additionally addresses each of the four deployment techniques: public cloud, hybrid cloud, private cloud, and community cloud.
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[bookmark: _Toc153043689]Figure 1: Showing NIST Cloud Overview
https://cyberrisk-countermeasures.info/2021/12/08/nist-cloud-computing-reference-architecture-and-taxonomy%EF%BF%BC/




Cloud computing is now associated with scalability and flexibility. Industries of today which encounter seasonal peaks or shifts in workloads can modify their computing capacity according to demand. This flexibility is particularly beneficial for industries where quick modifications to computing requirements are necessary for maximal efficiency as well as client fulfilment, for instance e-commerce, banking, and healthcare.  
A significant technical shift in business operations is required for a digital transition. This implies that businesses will migrate every aspect of their operations to the cloud. Many firms are still apprehensive to make this change. The main justification for this is due to integrating existing data centres into the cloud is a costly and occasionally complex process. No one takes pleasure in migration delays, and no one is interested in risking a botched migration that costs them a lot of money. However, such organisations can successfully subcontract the whole transfer process.
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Cloud Computing, like many other concepts in IT, lacks a defined definition, which can lead to misinformation and a lack of an understanding of potential advantages and issues connected with using this approach. Most definitions are remarkably comprehensive and high-level, permitting nearly any information technology service offered from a remote data centre on a pay-per-use basis to be referred to as cloud computing. [3]
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Pay-as-you-go services enable client organisations to tailor the degree of utilisation (for instance, the volume of retention, the number of servers, number of people, etc.) towards their specific needs. This constitutes an essential element of cloud computing. This characteristic, also known as elasticity, allows customer organisations to manage their IT expenditure substantially more efficiently than in situations where they physically own IT resources.
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The aspects of network administration which distinguish it are becoming increasingly dynamic and sophisticated. Virtualization, automation, security, cloud-based infrastructure, and DevOps integration are becoming common tasks for network specialists. To deliver uninterrupted connectivity, data protection, and agility in modern technological environment, organisations require an understanding of how to oversee, safeguard, and optimise their cloud networks appropriately.

· Expanding Responsibilities: Network technicians are now required to oversee and safeguard cloud-based networks, incorporating virtualized environments, hybrids including multiple cloud platform architectures, and networks using software-defined networking (SDN) solutions. Additionally, organisations are no longer solely concerned with the infrastructure that exists on premises.
· Enhanced Understanding of Cloud Networking ideas: Network specialists are required to have a comprehensive understanding of cloud networking ideas, particularly automation techniques, virtual network infrastructure, security for cloud services, and network programmability. This entails being aware of the shared responsibility paradigm for cloud security as well as understanding how to establish and set up efficient security controls in the cloud.
· Emergence of Automation and Scripting: Cloud environments require automation enabling rapidly management of configurations, the provisioning process, and diagnostics. Network professionals must embrace technologies like automation and programming languages to streamline demands, automate monotonous tasks, and guarantee immediate responses to network headaches.
· Partnership with DevOps and Cloud Migration Strategies: To implement networking constraints throughout the software development lifecycle (SDLC), network professionals are currently collaborating with DevOps teams. To promote rapid deployment of applications and cloud migration initiatives, they require to become educated with DevOps procedure, cloud migration strategies, and networking automation.
· Emphasis on SDN and cloud-native networking concepts: SDN and NFV are two examples of cloud-native networks concepts that are currently becoming increasingly popular. Network professionals require knowledge of these developments in addition to knowing how to utilise them to design and implement reliable, expandable, and flexible cloud-based networks.
· Progressive Learning and Skills development: The constantly growing cloud infrastructure requires networking professionals' regular education and upgrading their skills. Professionals must continue to stay updated on developing innovations in cloud computing, regulatory requirements, and accreditation to preserve their knowledge and remain competitive in the constantly shifting cloud world.

To Summarise, Networking professionals' responsibilities have expanded to encompass a wider spectrum of duties.
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During his doctoral dissertation, Roy Fielding defined REST as an architectural style for distributed hypermedia systems, outlining the software fundamentals of engineering and interaction limitations. [4] A RESTful API is an architectural approach for an application programming interface (API) that accesses and uses data via HTTP requests. That information can be utilised for GET, PUT, POST, and DELETE data types, which are associated with resource-related tasks such as reading, updating, creating, and removing. [5] 
REST defines the Internet's resource definition and addressing. However, the acronym REST is frequently utilised in connection with HTTP because it defines fundamental interfaces over Hypertext Transfer Protocol (HTTP) without the requirement for a separate message layer like Simple Object Access Protocol (SOAP). [6] 
REST, or Representational State Transfer, is a framework for the development and enhancement of web service abilities that include agility, scalability, and adaptability. RESTful web services, particularly are employed to construct APIs for web-based applications and tend to be extremely adaptable, light, and feasible to maintain. It delivers API from an application to the client in a secure and stateless fashion. REST uses HTTP as its protocol. In this framework category, a standardised interface and protocol is utilised between clients and servers to exchange resource descriptions.
[bookmark: _Toc153529536]REST gained recognition given a variety of factors:

· subsequently empowers web apps utilising various programming languages to communicate with one another. In addition, web apps can function in a variety of systems, such as Windows or Linux.
· The widespread use of smartphones and tablets has surpassed that of desktops. You can utilise REST without worrying about the device's underlying layer. It thereby eliminates the labour of coding smartphones and tablets to communicate with regular web applications.
· It is necessary to make modern programs Cloud-compatible. Developing web services utilising the REST service-based architecture is logical since cloud-based architectures function on the same concepts.
[bookmark: _Toc153529537]RESTful Architecture

· Developing cutting-edge applications cloud-compatible is crucial. Considering that cloud-based architectures work on similar concepts, it's sensible and logical to design web services using the REST service-based architecture.
· A client/server architecture refers to how the web browser functions as the client and the web server acts as the server hosting the application. REST shouldn't maintain track of the current condition of the application. The design should also be tiered, which suggests that between the client and the primary server, there are possibilities for intermediary servers. It should additionally be capable of implementing a well-managed caching strategy.
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· RESTful web services are more rapid than SOAP mainly because there are no restricted requirements. Additionally, it consumes smaller amounts of bandwidth and resources.
· Functional with SOAP: RESTful web services are compatible with SOAP and, thus can be utilised as a standard implementation.
· Independence of Languages and Platform: RESTful web services are capable of being developed with virtually any programming language and implemented on any platform.
· It supports a variety of data types, including HTML, XML, plain text, and JSON.
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JSON (JavaScript Object Notation) is a simple data-transfer format. The human species considers it straightforward to read and write. Machines possess the ability to interpret and generate it. It is based on certain aspects of the JavaScript Programming Language Standard ECMA-262 3rd Edition - December 1999. JSON is a language-independent text format that employs standards common to developers of the C-family of languages, which includes C, C++, C#, Java, JavaScript, Perl, Python, and many others. Because of these characteristics, JSON serves as a highly effective data-interchange language.
[bookmark: _Toc153529540]JSON is based on two frameworks:

· A group of name/value relationships. It has been represented and referred to as an object, record, struct, dictionary, hash table, keyed list, or associative array in many languages.
· A set of values in descending order. This is implemented in the form of an array, vector, list, or sequence in most programming languages.
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As we link more objects, the underlying connectivity should become more straightforward and should become an asset that no one needs to be concerned about. The Internet of Things, or IoT, is a driving force that opens an array of possibilities and increases the requirements for networking automation to an extent whereby organisations are unable to expand without it.
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Figure 2: What is the Internet of Things (IoT)
https://www.tibco.com/reference-center/what-is-the-internet-of-things-iot
To make network control programmable and centralised and to abstract the underlying network components from the applications and services, SDN aims to separate the control plane and the forwarding plane.
When SDN initially got its start, it was associated with OpenFlow, a protocol that implements L2/L3 switching, and firewalls, among numerous additional features utilising a general table-based architecture. Network administrators can regulate and modify the forwarding plane of switches if the manufacturer's ecosystem provides and supports the OpenFlow APIs. This enables both centralised and remote management to flexibly (re)configure the forwarding plane by the requirements or application case. 







Through the process of a centralised controller, SDN guarantees to minimise the operational overhead associated with running networks, allowing them to be more flexible to adjust and modify based on demand or necessity.
SDN predictions might involve the following:
· Enable transparency regarding the network's environment and quality of service (closed/open loop).
· Make changes to the network as requested or consistently ensure operations are running smoothly and meet SLA
· Modify the network's settings to enable or disable traffic patterns (traffic steering).
· Customise the network to accommodate the requirements of new workloads and enable cross-workload connectivity seamlessly.
· Whenever a service discontinues, eliminate the service-specific network configuration and alter the affected network components accordingly.
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