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Abstract – Specification requirement for various job roles are researched and custom built machines and networks are put into place. Having to be within a certain budget, an office space to suit 48 people and build their machines and network is completed.
I. Introduction

This report has been produced to propose a solution to the system requirements of the DigiProd company, showing an understanding of the network and IT equipment specification.
II. Network Specification
A. Network Requirement
The network has been developed [Appendix 2] to currently support a minimum of 48 end user devices, along with additional network devices; 48 VoIP phones, 1 media / web server, 1 e-mail / print server and 4 printers.
B. Router Specification
To cater for the network requirements, a Cisco ISR 4331 [1] router was decided to be the main router on this network as it has Gigabit Ethernet ports, allowing these interfaces to communicate at high speed to the Cisco SG300 [2] layer 3 switch and the cable modem provided by the ISP [3]. 
The given router is future proofed to support IPv6 and supports virtual private networks (VPN) and Internet Protocol Security (IPSec), which said by Zhang [4], is essential for providing a secure connection. As there are remote workers, this can provide the ability to work off-site, or if the office was to expand in the future to another site this will reliably provide a secure connection [5]. 
C. Switch Specification

Four different switches have been chosen for this network depending on the floor and possible role of the users connecting to the switch.

1) Layer 3: For a backbone, the Cisco SG300 layer 3 switch was selected for its configuration and speed capabilities. As per Cantor, cited by Glowacki [6] "Using a layer 3 core switch provides wire speed inter-VLAN routing without the bottleneck of traditional ‘router-on-a-stick’ configurations. It’s considerably faster, it scales, and it’s practically a requirement for streaming high-definition media on a large network.". For this reason, it should be possible to set up inter-VLAN routing between the switches implemented per floor. Ideally another switch would be purchased as redundancy incase of any problems with the primary backbone switch.

2) Layer 2: Three layer 2 switches have been selected, 1 per floor. The Cisco SG220 [7] was chosen due to it’s capacity of 24 Gigabit Ethernet ports, able to serve at Gigabit speed, along with power over Ethernet (PoE) to allow for the VoIP phones to be powered and any other PoE devices up to a total limit of 180 watts.
3) Film Editors High Speed Network: On the top floor where the film editors work, a separate Netgear XS708E [8] switch has been added, which supports 10 Gigabit Ethernet connections as the film editors will be working on the server primarily. This allows high speed connection to the 10GbE network cards on their machines.
4) Film Editors VoIP Network: There is one final switch on the top floor. The Netgear XS708E does not support PoE. As such a D-Link 8-port PoE [9] switch was chosen to connect the VoIP phones separately, else the 10GbE connections from the Netgear switch to the film editors NIC would be bottlenecked by the 10/100Mbps connections on the VoIP phones.
5) Firewall: For security, the Cisco ASA 5506-X [10] firewall was chosen as it has 8 GbE ports to allow for expansion, but also supports IPSec, VPN and VLANs. It is managed via the Cisco Firepower Management Center, so it may not offer high amount of configuration, however it will provide secure access to remote works and also provide a firewall service.

6) Wireless Access Points: Three access points, one per floor, were chosen to provide the best wireless coverage between floors. The TP-Link EAP225 AC1350 [11] was selected as it offers both a 2.4GHz and 5GHz frequency, allowing higher speed and less interference if the end user devices are compatible. It supports IEEE 802.11a/b/g/n/ac, providing a large compatibility with a number of devices, along with security of up to WPA2-PSK and WPA2-Enterprise.
III. Network Configuration

A. IP Addresses
The network was configured with an IP range per floor [figure 1], allowing any network support or administrators, in case of any problems it should be easy to identify a floor easily. From a security point, it may be best to utilise a smaller subnet to only allow for a certain amount of users.
[image: image1.emf]Floor Default GatewaySubnet Available IP

1 192.168.1.1 /24 192.168.1.2 - 192.168.1.254

2 192.168.2.1 /24 192.168.2.2 - 192.168.2.254

3 192.168.3.1 /24 192.168.3.2 - 192.168.3.254


Figure 1 - IP Addressing Scheme
B. Router and Switch Security
All routers and switches have a basic security set on them.
1) Local Login and Privelege: This consists of a local login [12] of a username and password stored locally on the equipment, prompting the user to login if they attempt to connect to the equipment via the console port or another method as this has also been implemented across the virtual teletype (VTY) connections. The password has been stored as secret so it is encrypted [13] so no one can see the password in the configuration, and the current login for the administrator has privilege level 1 - not allowing them access to certain commands in case of a security breach. There is also a secret password set to the enable/privilege level. 
2) MOTD Banner: A message-of-the-day (MOTD) banner [14] has been implemented to notify users logging in that any unauthorized access is prohibited.
3) SSH Keys: Secure Shell (SSH) keys [15] were generated on each piece of equipment using a 1024 bit modulus length.

4) Exec-timeout: A timeout [16] was implemented to log the user out if inactive for a period. If the user is away from their machine this is a potential security threat. With this implemented they will be logged out entirely.
5) Shutdown Ports: Any unused Ethernet ports have been shut down [17] to stop an attacker connecting their machine into unused ports and gaining unauthorised access to the network. If these are required at a later date, the network administrator can bring them back up through the interface configuration.
6) Copy running-config: The configuration has been saved as the startup configuration [18]. This stores it in the non-volatile random-access-memory (NVRAM) so it is not erased after a reset of the equipment, and it will boot back to the same state with all previous security settings.
IV. Computer Specification
The computers have been split into 3 main categories [Appendix 1]. High specification requirement, medium, and low, to cater for the typical day to day software/hardware requirements. All machines comes with a standard Xenta Black [19] keyboard and Logitech B100 [20] optical mouse.
A. Film Editors, Animation/Graphics  Engineers & Art Design
The three job role machines have been provided with a high power machine due to video editing in 4k, taking a large amount of processing power. They are provided with a large video card to utilise their software with and to allow them to use a dual screen setup which has also been taken into consideration. The chosen processor supports multi threading and turbo boost, along with having 4 cores allowing it to work faster.
Only the film editors have been provided with 10GbE network cards to allow for high speed streaming to the media server.
Film editors have also been provided with 5.1 surround sound speakers to assist with their video editing.

Specification:

· Motherboard: Asus MAXIMUS VIII HERO [21]
· Processor: Intel core I7-7700K Kaby Lake [22]
· Memory: 4x8GB Corsair Vengeance LPX [23]
· Primary HDD: 500GB Samsung 850 EVO SSD [24]
· Secondary HDD: Hitachi HGST UltraStar 7K3000 2TB [25]
· Video Card: Geforce GTX 1070 8GB [26]
· NIC: ASUS XG-C100C 10Gb [27]
· Primary Monitor: AOC U2879VF  28" 4K [28]
· Secondary Monitor: AOC U2879VF  28" 4K  [28]
· Speakers: PIONEER SHS100 5.1 [29]
· PSU: EVGA SuperNOVA 750w G2 [30]
· Case: NZXT CA-S340MB-GR [31]
B. Web Design / Developers & Web/Graphics Interns
These roles have been provided with relatively high specification equipment. Similar to the previous spec, the main differences are the processor, although with a lower clock speed this has a higher amount of cores, allowing the chip to handle a number of operations at once.
There is a lower amount of RAM due to the lack of rendering and video editing. The graphics interns will more than likely have a lower requirement due to them only being interns.

Specification:
· Motherboard: Asus MAXIMUS VIII HERO [21]
· Processor: Intel core i5-8400 [32]
· Memory: 2x8GB VULCAN T-FORCE [33]
· Primary HDD: 500GB Samsung 850 EVO SSD [24]
· Secondary HDD: Hitachi HGST UltraStar 7K3000 2TB [25]
· Primary Monitor: Asus Vx238h 23" Full HD [34]
· PSU: Cooler Master MasterWatt 550w [35]
· Case: NZXT CA-S340MB-GR [31]
C. Media Engineer/Technician, Sales/Marketing, Finance, HR & CEO

Due to these roles using less intense software, primarily office editing suite, a lower specification has been selected. 

Specification:
· Motherboard: ASROCK B250 PRO4 S1151 [36]
· Processor: Intel core i3-7100 [37]
· Memory: 2x4GBGB VULCAN T-FORCE [38]
· Primary HDD: 120GB Kingston Technology SA400S37 [39]
· Secondary HDD: Seagate Barracuda SATA III 1TB [40]
· Primary Monitor: SAMSUNG C24F396 24" Full HD [41]
· PSU: Corsair CP-9020101-UK 450w [42]
· Case: Bitfenix Nova Midi [43]
V. Office Equipment

The equipment has been selected for the entire office [Appendix 3], however the CEO and the HR/Finance teams have their own separate printer, which is the same spec, but not networked at the moment due to a possible security concern – it may be best to keep this separate from the main network.
A. VoIP Phones
The Cisco SPA512G [44] VoIP phones have been recommended due to them utilizing PoE, lowering the companies electrical costs, and they also provide a 1Gb Ethernet port, so the connection is not limited from the machine(s) to the switch(es).

B. Lounge Video Conferencing
The Tandberg 3000MXP [45] video conferencing system has been suggested as it features 30 frames per second (FPS), and only uses 2Mbps of bandwidth. 
C. CEO Private Conferencing

The Cisco CP-DX80 [46] was selected due to its 1080p HD video stream quality. It also supports VPN for a secure connection if the CEO is away from the office and takes the equipment with them. 
D. Printers
Lexmarks MX717de [47] was proposed due to the network capability, allowing all users from all floors to access it if required. As stated previously, departments handling possibly confidential/internal data have not been networked due to security reasons, so they have their own separate printers within their rooms.
E. Media

A variety of Cat6 Ethernet cables were purchased of varying length [Appendix 5]. 0.3m length cables are required to run from VoIP phones to the PC/Laptops, 10m cables are required to run from switches to machines and other floors, and 10m Cat6a cables are required to run for the film editors to the media server. 
VI. Servers

Two servers are required [Appendix 4], one to run the website and media, the other to run e-mail and print.

A. Web & Media

The CyberStore 208S DSS [48] has been recommended as the web and media server because the 2U Chassis comes with 8 hot swap drive bays, and 2 internal fixed bays. This also has been customised to add a redundant PSU, to include 8 8TB HDDs, 64GB of RAM and a network card that supports 8GT/S. Due to this being a web server, it needs to be able to deal with a potentially high amount of traffic, along with constant access from the film editors.
If budget allowed, it would be recommended to have 2a separate server for each as if the website became under distributed denial of service (DDoS) attack, this could potentially cause problems with the film editors work productivity.

Specification:

· Chassis: 2U Chassis

· Motherboard: Supermicro X10SLM+-LN4F

· Processor: Xeon E3 1240 v5 

· Memory: Kingston 4x16GB

· Primary HDD: 8x 8TB Seagate Barracuda HDD

· PSU: Redundant 720w

· Network Card: Intel Ethernet Converged X550-T2

B. E-mail & Print
As the e-mail and print server will not require as much processing power, the CyberServe XE3-101S [49] has been customised to fill this role. Featuring a 1Gb LAN adapter to cope with the network requests and 2 HDD’s.
Specification:

· Chassis: Broadberry 510-200B

· Motherboard: X11SSL-F

· Processor: Xeon E3 1230 v6

· Memory: Crucial 4x8GB

· Primary HDD: 2x 2TB Toshiba / Hitachi

· PSU: 200w

· Network Card: Intel Gigabit LAN Adapter
VII. Internet Service Provider

For an ISP, Virgin Media Voom Fibre [3] has been chosen because of the download speed being 350Mbps and upload at 20Mbps. It is also possible for the company to get a static IP, to allow for remote users to connect easily. 
VIII. Conclusion

With a broader knowledge about computing specification, it may have been easier to pick relevant machines to each job role, whilst still achieving staying within budget.
A basic knowledge and understanding of the network types, star networks, and network securing has helped with implementing the design and structure of the network.
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Number 4 & 4 4 10 & 4 5, 2, 2, 1, 1 & 1

Build

Motherboard Asus MAXIMUS VIII HERO Asus MAXIMUS VIII HERO Asus MAXIMUS VIII HERO ASROCK B250 PRO4 S1151

Socket LGA1151 Socket LGA1151 Socket LGA1151 Socket LGA1151 Socket

Chipset Type Intel Intel Intel Intel

Max RAM Size 64GB 64GB 64GB 64GB

Ram Supported 4 DIMM slots - DDR4 4 DIMM slots - DDR4 4 DIMM slots - DDR4 4 DIMM slots - DDR4

PCIe 3 3 3 3

Storage Ports 6x Sata-600(RAID) 6x Sata-600(RAID) 6x Sata-600(RAID) 2x Sata3

USB Ports

1x USB-C, 1x USB 3.1, 2x USB 

3.0, 4x USB 2.0

1x USB-C, 1x USB 3.1, 2x USB 

3.0, 4x USB 2.0

1x USB-C, 1x USB 3.1, 2x USB 

3.0, 4x USB 2.0 6x USB 3.0

Audio HD Audio (8-channel) HD Audio (8-channel) HD Audio (8-channel) 7.1 Ch HD Audio

LAN Gigabit Ethernet Gigabit Ethernet Gigabit Ethernet Gigabit Ethernet

Cost £116.40 £116.40 £116.40 £69.99

Processor Intel core I7-7700K Kaby Lake Intel core i7-7700K Intel core i5-8400 Intel core i3-7100

Socket LGA1151 Socket LGA1151 Socket LGA1151 Socket LGA1151 Socket

Cores 4 4 6 2

Threads 8 8 6 4

Clock Speed 4.2GHz 4.2GHz 2.8GHz 3.9GHz

Cache 8MB 8MB 9MB 3MB

Memory Type DDR4-2400 DDR4-2400 DDR4-SDRAM DDR4

Cost £249.99 £249.99 £143.00 £82.79

Memory Corsair Vengeance LPX  Corsair Vengeance LPX  VULCAN T-FORCE VULCAN T-FORCE

Form Factor 288-pin DIMM 288-pin DIMM 288-pin UDIMM 288-pin UDIMM

Memory Type DDR4 SDRAM DDR4 DDR4 DDR4

RAM Size 4x8GB 4x8GB 2x8GB 2x4GB

Cost £308.58 £308.58 £139.99 £74.99

Primary HDD Samsung 850 EVO SSD Samsung 850 EVO SSD Samsung 850 EVO SSD Kingston Technology SA400S37

Capacity 500GB 500GB 500GB 120GB

Read/Write 540Mbps / 520Mbps 540Mbps / 520Mbps 540Mbps / 520Mbps 500Mbps / 450Mbps

Cache 1GB 1GB 1GB 1GB

Cost £100.00 £100.00 £100.00 £29.94

Secondary HDD Hitachi HGST UltraStar 7K3000 Hitachi HGST UltraStar 7K3000 Hitachi HGST UltraStar 7K3000 Seagate Barracuda SATA III

Capacity 2TB 2TB 2TB 1TB

Hard Drive Interface Sata-600 Sata-600 Sata-600 Sata III

Cache 64MB 64MB 64MB 64MB

Spin Speed 7,200 RPM 7,200 RPM 7,200 RPM 7,200 RPM

Cost £50.00 £50.00 £50.00 £33.95

Video Card Geforce GTX 1070 Geforce GTX 1070 Geforce GTX 1050 Integrated

Memory 8192MB 8000MHz GDDR5 8192MB 8000MHz GDDR5 2048MB 7010MHz GDDR5

Core Clock 1607MHz 1607MHz 1354MHz

SLI Y Y N

Cost £458.99 £458.99 £109.99

Sound Card Integrated Integrated Integrated Integrated

Network Card ASUS XG-C100C Integrated Integrated Integrated

Speed 10Gb

Cost £99.95

Cost x 4 (film only) £399.80

Primary Monitor AOC U2879VF  AOC U2879VF  Asus Vx238h SAMSUNG C24F396

Size 28" 28" 23" 24"

Resolution 3840 x 2160 3840 x 2160 1920 x 1080 1920 x 1080

Refresh Rate 60Hz 60Hz 60Hz 60Hz

Response Time 1ms 1ms 1ms 4ms

Cost £295.96 £295.96 £136.98 £139.99

Secondary Monitor AOC U2879VF  AOC U2879VF  Asus Vx238h N/A

Size 28" 28" 23"

Resolution 3840 x 2160 3840 x 2160 1920 x 1080

Refresh Rate 60Hz 60Hz 60Hz

Response Time 1ms 1ms 1ms

Cost £295.96 £295.96 £136.98

Speakers PIONEER SHS100 N/A N/A N/A

System 5.1

Maximum Power 150watts

Frequency Range 100 - 20,000Hz

Cost £139.97

Power Supply EVGA SuperNOVA 750 G2 EVGA SuperNOVA 750 G2 Cooler Master MasterWatt 550 Corsair CP-9020101-UK

Wattage 720 watts 720 watts 550 watts 450 watts

Cost £100.97 £100.97 £48.27 £47.99

Case NZXT CA-S340MB-GR NZXT CA-S340MB-GR NZXT CA-S340MB-GR

Bitfenix Nova Midi

Cost £52.50 £52.50 £52.50 £22.95

Keyboard Xenta Black Xenta Black Xenta Black Xenta Black

Cost £3.24 £3.24 £3.24 £3.24

Mouse Logitech B100 Logitech B100 Logitech B100 Logitech B100

Cost £5.96 £5.96 £5.96 £5.96

Cost 1x Unit £2,178.52 £2,038.55 £1,043.31 £511.79 Total Cost

Required Units 8 4 14 12

Total Cost of Units £17,827.96 £8,154.20 £14,606.34 £6,141.48 £46,729.98
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Model Cisco ISR 4331 Cisco SG300-28PP Cisco SG220-26P NETGEAR XS708E D-Link DGS-1100-08P  Cisco ASA 5506-X 

LAN 2x 10/100/1000 24x 10/100/1000 24x 10/100/1000 8x 10GBASE-T 8x 10/100/1000 8x1000 1x1000

WAN 1x RJ45 N/A N/A N/A N/A N/A

Frequency Band N/A N/A N/A N/A N/A N/A 2.4GHz, 5GHz

Managed Y Y Y Y Y CFMC N/A - Web GUI

PoE+ N/A Y Y N Y N/A N/A

Features

L3/L2 Switching, DHCP, 

VLAN, DoS Prevention, 

Broadcast Storm Control VLAN

Auto DoS prevention, 

VLAN, QoS VLAN  IPSec, VPN, VLAN,

WPA-PSK, WPA2-

PSK, WPA2-

Enterprise, IEEE 

802.11b/a/af/g/x/

n

Cost £1,207.19 £395.99 £324.99 £315.00 £87.78 £379.79 £3,299.95

Cost 1x Unit £1,207.19 £395.99 £324.99 £315.00 £87.78 £379.79 £65.99 Total Cost

Required Units 1 1 3 1 1 1 3

Total Cost of Units £1,207.19 £395.99 £974.97 £315.00 £87.78 £379.79 £197.97 £3,558.69
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Model Cisco SPA303  Tandberg 3000MXP  Cisco DX80  Lexmark MX717de 

£81.28 £2,500.00 £1,871.98 £745.98

Cost 1x Unit £81.28 £2,500.00 £1,871.98 £745.98 Total Cost

Required Units 48 1 1 4

Total Cost of Units £3,901.44 £2,500.00 £1,871.98 £2,983.92 £11,257.34
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RRP 3,194.59 816

Model CyberStore 208S DSS CyberServe XE3-101S

Chassis 2U Chassis Broadberry 510-200B

Hot swap drive bays 8 N/A

Internal fixed bays 2 1

Power Supply Redundant 720 watt 200 watt

Cost £215.31

Motherboard Supermicro X10SLM+-LN4F X11SSL-F

Processor Xeon E3 1240 v5  Xeon E3 1230 v6

Clock Speed 3.5GHz 3.5GHz

Cache 8MB 8MB

Cores 4 4

Threads 8 8

Memory Type DDR4 DDR4

Cost £81.64 £52.65

Memory Kingston 16GB Crucial 8GB

Memory Type DDR4 DDR4

RAM Size 16GB 8GB

Amount 4 2

Form Factor 288-pin DIMM 288-pin DIMM

Cost x1 £147.00 £92.40

Cost x4 £588.00 £184.80

HDD Seagate Barracuda Toshiba / Hitachi

Capacity 8TB 2TB

Interface Serial-ATA-III Serial-ATA-III

Transfer rate 6Gbit/s 6Gbit/s

Spin Speed 7,200 RPM 7,200 RPM

Costx1 £267.90 £119.13

Required 8.00 £2.00

Costx8 £2,143.20 £238.26

Network Card Intel Ethernet Converged X550-T2 Intel Gigabit LAN Adapter

Data Transfer Rate 8 GT/s 1000 Mbit/s

Cost 313.46 28.41

Cost 1x Unit £6,536.20 £1,320.12 Total Cost

Required Units 1 1

Total Cost of Units £6,536.20 £1,320.12 £7,856.32
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RRP 1.13 4.19 16.44

Amount 48 60 4

Cost 1x Unit £1.13 £4.19 £16.44 Total Cost

Required Units 48 60 4

Total Cost of Units £54.24 £251.40 £65.76 £371.40


