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[bookmark: _Toc70421169]1. Introduction
[bookmark: _Toc70421170]This report is going to discuss the various key functions of general operating systems such as MAC OS and Linux. The report will also use CLI commands of the operating systems to demonstrate their functions. the report will additionally explain and use bash scripts of the systems to demonstrate its purpose in the system.

[bookmark: _Toc70421171]2. Key functions of general Operating Systems
An operating system is a computer programme that is responsible for the control and implementation of the various software and application that run on the machine. the operating system could be considered as a middleman between the users and the computer as it takes the information in the form of commands from the user and reprograms it to register with the hardware that that command required to function. This report has listed and explained below what each key and common function of an operating system is.

[bookmark: _Toc70421172]A. The memory manager
The memory manager in the system is responsible for the RAM of the computer as it assesses the validity of every request for memory space. if it is an approved request, the manager can then assign a portion of space that is available to the user. when it comes the time to take back the memory, the manager clears the memory space from what was taking it up and wipes it clean. One of the main responsibilities of the manager is is to preserve the part of main memory that is occupied by the operating system itself…it cannot allow any part of it to be altered accidentally or intentionally. [1]

[bookmark: _Toc70421173]B. The processor manager
This report has researched and discovered that the processor manager is in control of process scheduling which is the function of deciding which process gets the power of the system's processor and for how long. The manager uses a tool called a traffic controller to monitor the processor and the processing that is taking place. Once the processes allocated time is over the manager then de-allocates the processor's power. When the OS runs a piece of software it has to find the program files on the storage drive, load them into main memory, and instruct the CPU to start executing the program from the beginning.[2]
 
[bookmark: _Toc70421174]C. Input/Output device manager
The input and output device manager are responsible for the control and implementation of all input and output device connected to the system, it ensures the devices function is processed correctly by the CPU and monitoring the status of the device through the I/O controller. Once the device is no longer required the manager Deallocates the device in an efficient way. De-allocating them at two levels: at the process level when I/O command has been executed and the device is temporarily released, and at the job level, when the job is finished, and the device is permanently released. [3]


[bookmark: _Toc70421175]D. The file manager 
A file manager is an application that helps you manage files and folders on that device as well as attached disks and even networked storage. File manager applications let you copy, view, edit, delete, or move files and folders. [4] The manager does all of this by using the directories which hold the files name location and secondary storage information. The manager additionally uses policies to select locations where the files would be stored and in what manner they should be stored i.e. public or private files. The manager will Allocate each file by activating secondary storage and loading the file to the main memory. once the task is completed the manager would then go on to Deallocate the file from the storage and notifying another system that it is free for use.
[bookmark: _Toc70421176]3. Use of CLI commands in Mac OS
A Command Line Interface is a program that takes text entered and executes it as a command in the software. Before operating systems were as advanced as they are today users would have to navigate through the system through CLI commands. This report recognises that a large number of software developers and system admins continue to use CLI commands to carry out their day-to-day tasks. In this section, the report will carry out several commands through a Mac OS system using the Terminal which can be found in the Utilities folder in Applications. To open it, either open your Applications folder, then open Utilities and double-click on Terminal, or press Command - spacebar to launch Spotlight and type "Terminal," then double-click the search result. [5]

The command below tells the PC that it should scan for software updates more frequently this is useful as it ensures that the system is running at high efficiency at all times, as windows report states Setting your computer on automatic update is supposed to save time that you can use on actually putting the computer to work.[6]
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Fig 1. Screengrab of the auto update (write com.apple.SoftwareUpdate ScheduleFrequency -int 1) command.





This next command tells the PC that every screengrab taken on the PC should be titled “James’ screenshots” this is useful as when screenshots are taken it’s hard to tell when if files with other images what is a screengrab and what is an imported image file so having the custom title helps with this. [image: A screenshot of a computer
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Fig 2. Screengrab of the screenshot title (write com.apple.screencapturee name “your title”) command.

This command below tells the PC to show all the history of files that have been downloaded in the PC’s lifespan. This is also useful as the user can see every file, he/she has downloaded since owning the machine. it is also useful if the pc is used by a secondary user as the primary user can check on activity from when the secondary users were using it.
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Fig 3. Screengrab of the show all files (write com.apple.finder AppleShowAllFiles -bool TRUE) command.

[bookmark: _Toc70421177][image: A screenshot of a computer
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Fig 4. Screengrab of the show all files command displaying all files.

The command below tells the PC to delete all the history of files that were shown in the command. This is useful as the user may not want or need to have all the file history on his/her pc so deleting them quickly like this command does save time and a lot of effort. 
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Fig 5. Screengrab of the delete all files (sqlite3~/Library/Preferences/com.apple.LaunchServices.QuaurantineEventsV* ‘delete from LSQuarantineEvent’) command and then the show all files (write com.apple.finder AppleShowAllFiles -bool TRUE) command showing that the delete all files command worked.



The final command tells the PC to perform a restart on the system to give it a reboot, this can be useful as the system may become slow and inefficient meaning something in the system needs refreshing which I why a whole system refresh would be used. [image: A screenshot of a computer
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Fig 6. Screengrab of the restart (sudo shutdown -r now) command.

4. Use of CLI commands in Linux OS
Similar to Mac OS, Linux OS uses the branches of the Unix system. For this task, the report has opted to use Kali Linux which is a version of Linux that is a Debian derivative. The operating system is generally used for security auditing and penetration testing however this report has opted to use it for this task as it is free to use the system as well as having Multi-language Support which is great for admins and developers from all over the world can make use of the CLI commands without any barriers. Additionally, the report has opted to use this system as R.Hertzog, J. O’Gorman, m. Aharoni and O’Gorman say While Kali’s focus can be quickly summarized with “penetration testing and security auditing”, there are several use cases including system administrators wishing to monitor their networks, forensic analysis, embedded device installations, wireless monitoring, installation on mobile platforms, and more.[7]






The CLI command below is responsible for printing the user id of the user logged into the system as well as what they are doing on the system. This is useful as it’s handy to know who’s using it and what they’re using it for to ensure that the system has not been compromised by an unauthorised user as the user would be able to see their activities and if something stood out that they believe wasn’t them they can take necessary actions. 
 [image: Text
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Fig 7. Screengrab of the ‘whoami’ command displaying user id and activity.


This next command is responsible for showing basic information about the system such as hostname. This is useful for administrators as they can see the systems processer architecture and what version of the kernel is running. Which can aid in distinguishing the device for remote maintenance as the hostname is used to distinguish devices within a local network.[8]
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Fig 8. Screengrab of the ‘unamei’ command displaying system environment information.
The command seen below is responsible for printing the name of the working directory. This is useful when the user wants to identify which file, they are working from at that time. 
[image: Text

Description automatically generated]


























Fig 9. Screengrab of the ‘pwd’ command displaying the working directory.

This final command is responsible for showing the history of all the recent commands entered into the terminal. This is very useful as developers and administrators can use this to re-peat command as well as rerun bash scripts that were used in the past. Which is convenient for bash scripts that need to be regularly used.
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Fig 10. Screengrab of the ‘history’ command displaying the command history.



5. Use of Batch scripts in Mac OS
Shell scripts are usually written and ran on Linux systems however they run just the same on a Mac system. Shell scripts are command lines that the user would type in individually put into a single .sh file so that when it runs it will process all the commands one after another which saves time for system admins and developers. Shell scripting is generally considered to be a glue language, ideal for creating small pieces of code that connect other tools together.[9] Making these scripts are relatively easy as Mendel Cooper states Most short scripts work right the first time and debugging even the longer ones is straightforward.[10] Users can write a Shell script on macOS and can run it just as easily as they can on a Linux system, furthermore, it is easier than if users ran the scripts on a Windows 10 system. In this section, the report will run a bash script on macOS.
To run a bash script the user must input their command using a text editor and saving it as a .sh file. They must then open the Terminal and use the cd command to move the created script into the terminal and permit it to run, once the user has done this the script will run fully carrying out each command line by line. 
Below is a bash script that the report has created to perform a reminder that will pop into the finder each Friday reminding the user to perform a virus check on the system, it does this by using a launch agent that will run each day which will use an if/then/else statement on the conditions of what day it is, for this example it will take today’s date and store it as a variable and compares it to the condition which is a Friday. If the variable meets the condition, it will activate the then statement of “today is Friday! DO NOT forget to run a virus check!” however if the date does not meet the condition, then the else statement is printed “Today is not Friday. No viruses check to make today”
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Fig 11. Screengrab of the MacOS bash script using an if/then/else statement.
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Fig 12. Screengrab of the if/then/else bash script being run it the terminal.


[bookmark: _Toc70421179]6. Use of Bash scripts in a Linux OS
Bash also known as Bourne-Again-Shell scripts in Linux was developed by the free software foundation under a project called GNU. It is a complete implementation of the IEEE POSIX and Open Group shell specification with interactive command line editing, job control on architectures that support it [11]. It is one of many shell like scripts used in Linux but one of the most popular. The bash scripts are mainly used for the same reason as MacOS scripts are used, which is automation and programming as Shell accepts your instruction or commands in English and translate it into computers native binary language [12] similar to how programming languages like C++ and java work. 
In this section, the report will perform a bash script on the kali Linux system in order to run a series of command simultaneously. The bash script that the report has created below is responsible for parsing the current date. Which is useful for clocking down specific time stamps when admirative work is carried out on a system. [image: Text
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Fig 13. Screengrab of the Kali Linux bash script using a parse date command.
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Fig 14. Screengrab of the parse date bash script being run it the Kali terminal.


7. Conclusion
To conclude throughout this paper the report has found that all the key function of the operating system plays a very important role in the way that the system runs as a whole. For instance, the file manager aids the user in managing the files and folders on the device in addition to attaching disks and networked storage. And without this, the system would be very unorganised and would potentially fail to retrieve certain files the system requires. The report has also learned how to effectively and correctly use command lines in both Kali Linux and macOS and additionally run bash and batch scripts on both systems.
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|Jamess-MBP-2:~ jamesbrooks$ sqlite3 ~/Library/Preferences/com.apple.LaunchServic!
es.QuarantineEventsVx 'select LSQuarantineDataURLString from LSQuarantineEvent'
Jamess-MBP-2:~ jamesbrooks$ $ sudo shutdown -r nowl
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$ history
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5 useradd james passwd 12345
6 useradd -d
7
8
9

H hostname-1
k whoami
who
10 w
11 /bin/pud
12 pud ‘
3 1s
" 14 mkdir myhub
15 mkdir yeahhub
16 uname
17 uname -a
@ 1i® kali)-[~]





image11.png
= besh_scriptan x
 Snow o massage bt enty o Fridrs
Coteerdnte | ok “Gprint $13%1 & < This takes oday's date, grab the fArst park (the day) and seves S8 a3 & varible

10 stoony

B%%v0

oncrio -« AL sstiction Firoer ¢ “actiate” < "oasta Sialon Todey 13 ok Fidey ® o Vs check € sk oy ¢ “ers tel”
T TR Y e Finser

Y T




image12.png
NS e stow Yy A ® & § ¢t mED ¢ Qg MMy uR

: m
= R e
-

= [ S
= - B =

N chaod woUsers/ < Documents/bash e
e e o 8 11 1 o 101 1 1 08Bl

Jomess-HGP-2:~ Jamesbrookss /Users./jamesbrocks/Docunents/Documents/bash Acript.s
n

Today is rriday
55:85: syntax ervor: Expected and of Line, etc. but found end of script. (-2741)
Ianess-¥op-2:




image13.png
B eamO=s| e B - Okl Te. m Do. 052AM O 4 A g63%| & G
- ©_parse.sh-Mousepod _ox
8 lali@kali: ~
File Edit View C File Edit Search nt Help
. #!/bin/bash
€ P E e
Places Month="date +%n"
s Computer
i el
I Desktop echo “date’
. Trash echo "Current Date is: $Day-$Month-$vear”
_ echo "Current Time is: $Hour:$Minute:$second"|
i Music
0 Pictures
1 Videos
{88 Downloads
Devices
[ File system
Network

0 Browse Networ




image14.png
L =] B -~/dat. Cgqterm..  Docu. 05:43AM O «

File Edit 0O Kali@kali:~ - @ x
€ 4 File Actions Edit View Help

Places (kali® kali)-[~]

$ bash date parse.sh
Thu 20 May 2021 05:43:20 AM EDT
@kl Current Date is: 20-05-2021
Current Time is: 05:43:20

[ Deskto
9 s ’z(lialxs Kali)-[~]
@ Music
| Picture
{1 Videos
i Downlc
Devices
B Fitesy:
Network

O Brows¢

= Compu





