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[bookmark: _jsiu5flx8k3k]Abstract
Many businesses, especially those operating internationally like NatureGarden, must comply with various cybersecurity regulations. Frameworks are an effective way to address this complex data security challenge over the cloud. They provide organizations with a method to define, apply, and monitor controls across multiple compliance regimes, thereby strengthening data security. This paper has successfully designed a data security, governance, and compliance approach using the ISO 27001 recommended approach. The design presented meets the minimum requirements for ISO 27001 certification, but NatureGarden needs to implement the system, train its employees, and actively adhere to the policies and processes to enhance its information security. Implementing such an approach is an ongoing process that requires the organization to acquire knowledge, take responsibility, and gain experience in information security. It is recommended that NatureGarden seek guidance from a professional with expertise in the standard. While the documentation provided is crucial for achieving certification, the organization must also focus on fostering a culture of information security and ensuring that all members assume responsibility for it. The effectiveness of security depends on clear policies and processes, and it is not solely the responsibility of the IT department. As NatureGarden implements the recommendations in this document, adjustments can be made based on the developed approach. The information provided is flexible, allowing NatureGarden to adapt and refine it during the implementation process.
[bookmark: _2xfhr8i97mv8]Introduction
This report utilizes the NatureGarden case study, a highly popular brand known for selling products that promote a healthy lifestyle. With a strong global presence, NatureGarden employs cloud services to provide IT services to their staff and clients. The majority of their network is wireless, and they maintain a significant online and social media presence. Faced with the demands of their large workforce and customer base, there is increasing pressure to allow personal devices access to their network. However, concerns arise regarding the security of staff and client data, as well as the protection of their valuable intellectual property. Currently, NatureGarden lacks established security policies. This report specifically discusses various data security, governance, and compliance frameworks that NatureGarden can adopt. Subsequently, a new approach is proposed, based on the frameworks discussed, emphasizing the importance of adopting good practices and adhering to up-to-date regulations and standards for an international firm like NatureGarden.
1. [bookmark: _br0y678ke02]Security Frameworks
There are numerous frameworks available, but a few that dominate the market and are particularly applicable for international companies like NatureGarden include: the US National Institute of Standards and Technology (NIST) Framework for Improving Critical Infrastructure Cybersecurity (NIST CSF) [3]; the Critical Internet Security Controls (CIS) [4]; and the International Standards Organization (ISO) frameworks, ISO/IEC 27001 and 27002 [5].

1.1. [bookmark: _er7lmg2x5dk1]NIST CSF
The NIST Cybersecurity Framework is primarily designed to protect critical infrastructure, such as power plants and dams, from cyber-attacks [1], [2]. However, its principles are adaptable to any organization seeking to enhance its security posture. The NIST CSF is among various NIST standards focusing on cybersecurity. While the actual implementation of the framework can be extensive, involving thousands of person-hours and comprehensive documentation, procedures, and controls, the core of the framework is straightforward and easy to understand [5], [6].

As illustrated in Figure 1, the essence of the framework consists of a series of cybersecurity functions that embody the fundamental pattern of cyber defense: Identify, Protect, Detect, Respond, and Recover. This framework offers a structured approach for identifying risks and assets needing protection. For instance, within the 'Protect' function, there is a category labeled 'PR.DS,' which stands for 'Protect Data Security.' Delving further into the framework, PR.DS comprises seven subcategories, each dedicated to ensuring data protection. These subcategories include controls for protecting data at rest (PR.DS-1) and data in transit (PR.DS-2) [5], [6]. As a practical application, to adhere to PR.DS-1, NatureGarden might implement a requirement for encrypting data at rest.

[bookmark: _labpx7mz9bd3]

[image: NIST CSF 1.1 categories]
Figure 1: NIST CSF Framework [6]

1.2. [bookmark: _2x9bmsvup5uf]CIS
The Critical Internet Security Controls (CIS) were developed in the late 2000s by a coalition of experts and volunteers, aiming to create a framework to safeguard businesses against cybersecurity threats. This framework comprises 20 controls, which are regularly updated by professionals from various fields, including government, academia, and industry. These updates ensure the framework remains contemporary and effective against evolving cybersecurity threats, as depicted in Figure 2 [7].
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[bookmark: _cyrttc6r56u6]Figure 2: CIS Framework with Best Practice Essentials [7]

CIS is also an excellent choice for organizations seeking a framework that can complement other industry-specific compliance standards, such as HIPAA and NIST [7]. This security framework utilizes benchmarks or guidelines based on commonly used standards, including the ones mentioned earlier. Not only does CIS map security standards to assist companies in compliance, but it also provides basic security configurations for organizations like NatureGarden. These configurations are beneficial for those who may not require compliance but are looking to enhance their security [7].

1.3. [bookmark: _9zn920868s6s]ISO/IEC 27001
ISO 27001/27002, also known as ISO 27K, is an internationally recognized standard for cybersecurity. It asserts that an organization adopting ISO 27001 will establish an Information Security Management System (ISMS). ISO/IEC 27001 mandates that management systematically manage the organization's information security risks, considering various threats and vulnerabilities [8].

The standard requires organizations, such as NatureGarden, to design and implement consistent and comprehensive information security (InfoSec) controls aimed at mitigating identified risks. Following this, the framework advises the adoption of an ongoing risk management process [8]. For NatureGarden to achieve ISO 27001 certification, it must demonstrate adherence to what ISO refers to as the “PDCA Cycle,” as illustrated in Figure 3 [9].

[image: The Plan-Do-Check-Act (PDCA) Cycle: A Guide to Continuous Improvement | PECB]
[bookmark: _5s7k9zvlsu9v]Figure 3: PDCA Cycle as Integrated in ISO/IEC 27001 [9]

Companies and government agencies often adopt the ISO 27001 standard to ensure compliance [8], [9]. Without this, the extensive efforts required may not yield significant benefits. ISO certification involves evaluation by approved auditors.

Other notable frameworks include COBIT, which is essential for IT systems in financial accounting and compliance with the Sarbanes-Oxley Act [10]. HIPAA, designed to protect patient privacy, encompasses both regulations and a framework, similar to PCI DSS [11]. It sets specific control requirements combined with a certification process for compliance. The EU's GDPR standard, aimed at protecting personal information, differs slightly. While its rules are clear, compliance isn't certified by a specific entity; instead, it often requires audits by the users themselves. Frameworks like GDPR are crucial for safeguarding personal data [12].

2. [bookmark: _xrpccuwnqnue]Approach to Meeting the Needs of Company Information System Security, Governance, and Compliance
Based on the case study, NatureGarden is aiming to adopt the ISO 27001 data security, governance, and compliance framework to safeguard its sensitive information. Achieving this certification will assure both current and future customers that their information is protected to the highest standards. As one of the few companies yet to receive this certification, it holds significant international value for NatureGarden. The development of the ISO 27001:2013 standard for NatureGarden is based on a sample list of necessary documents and records as provided by ISO/IEC 27001:2013.

[image: ]
[bookmark: _g3lp87o6vip8]Figure 4: Minimum Documents Required for ISO 27001:2013 Design

2.1. [bookmark: _q2y0ytc5dg08]Physical and Environmental Security Approach
2.1.1. [bookmark: _aqw85ptm7c41]Access Control:
The physical and environmental security policy mandates restricted access to critical areas like equipment rooms, network rooms, and other asset-containing locations. Access is limited to authorized personnel who possess the necessary credentials and permissions.

2.1.2. [bookmark: _20kwig7htlyx]Equipment Security:
To safeguard confidential information, all company equipment must be stored and used in secure environments. Access is exclusively for authorized personnel, and their presence is required when service providers or unauthorized individuals perform maintenance. Additionally, the installation of motion sensors and security cameras is recommended for monitoring.

2.1.3. [bookmark: _t6p7vk5mdwiy]Access Control Policy:
This policy aims to regulate access to sensitive information, company ICT systems, and physical locations where confidential data is stored. It covers all stages of information management, including creation, use, storage, and disposal. NatureGarden plans to conduct internal audits aligned with the ISO 27001 standard to evaluate the effectiveness of their Information Security Management System. Compliance with ISO 27001 standards and appropriate documentation of this compliance are crucial. The requirements include:
2.1.3.1. Planning and maintaining various audit programs, identifying methods and responsibilities for report preparation.
2.1.3.2. Assessing the relevance of the processes involved and the audit results.
2.1.3.3. Reporting audit results to the relevant departments within NatureGarden.
2.1.3.4. Retaining information as evidence for any assessed processes.

2.1.4. [bookmark: _ypbkxtvv1sd9]Physical Security:
Security protocols for physical access control are essential to ensure that only authorized personnel access the organization's facilities, including equipment rooms and data centers. This involves managing access to classified information and implementing biometric or card reader controls for rooms with core equipment. Access requests from third parties should be approved in writing and monitored, with access cards for external personnel granting only non-sensitive area entry.

2.1.5. [bookmark: _uj73vl4k9ab]Logical Access:
Complete access to network services, platforms, and information systems should be limited to designated leaders. User profile management falls under the jurisdiction of each individual user's administrator. These administrators are responsible for managing user accounts, which includes creating, modifying, blocking, or deleting accounts, especially for new or former employees, as well as external personnel or outsourced service providers. Procedures for issuing usernames and passwords to internal and external personnel who require access to the company's network services should be established and followed.

2.2. [bookmark: _i1fy2s2apfdk]Malicious Software Protection Approach
The absence of a policy to minimize the risk of malicious software compromises the security of a company's information systems. This policy is applicable to all individuals, whether they have authorized or unauthorized access to the company's network services. Computers used by internal company staff should have restrictions on unauthorized ports and software downloads to prevent the installation of malicious software. For any software installation, users must obtain authorization from the IT service desk. Additionally, it is imperative that up-to-date anti-virus systems are installed on all internal company computers.

2.3. [bookmark: _c4wh2n5z85fh]Backup Approach

This policy focuses on creating backup copies of the company’s data and software. It involves allocating necessary resources and establishing guidelines for backing up and storing the company’s priority information. Key aspects include:

2.3.1. IT managers are responsible for requesting backups, ensuring the continuity, integrity, and availability of information.
2.3.2. A clear procedure should be established for requesting and executing backups and copies for each information system or asset.
2.3.3. The frequency of backups for computer equipment, servers, and other company assets containing databases must be clearly defined and adhered to.
2.3.4. Ensuring the protection of backup media is critical. This includes secure storage where the protection of all stored data is adequately maintained.
2.3.5. Documentation is required for all backup procedures. This should include signed and approved records detailing the procedures followed, as well as step-by-step processes for backup creation and restoration.

2.4. [bookmark: _yo71eghl1sxj]Network Configurations Approach
The network configuration management policy is designed to ensure the organization and timely updating of all computer network components and the configuration of network equipment. This includes switches, routers, firewalls, access points, servers, intrusion detection systems, and other relevant devices.

Key aspects of this approach include:

2.4.1. Ensuring that all equipment and network assets are equipped with the latest security patches and are regularly updated.
2.4.2. Maintaining backup equipment to guarantee service availability at all times.
2.4.3. Keeping detailed records of the useful life, support time, license expiry, and other relevant information of the equipment. This information should be stored in various formats and be easily accessible for proactive asset management.
2.4.4. Employing certified and reliable personnel to guarantee accurate execution of commands, equipment upgrades, and file transfers.
2.4.5. Thoroughly documenting and inventorying all network components, including series, manufacturer, and functionality details.

2.5. [bookmark: _z3wlyfybhkk7]Asset Inventory
In compliance with the ISO 27001 standard, NatureGarden must maintain an updated asset inventory. This inventory should encompass both tangible (fixed) and intangible assets, as well as personal data. The importance of this asset inventory lies in its utility for effective management of these assets and in mitigating information security risks.

2.6. [bookmark: _4b7wcns0akr2]Risk Management Approach
Following the identification of information security risks at NatureGarden, the data was consolidated into a risk matrix. This matrix facilitates a detailed examination of the causes, frequency, factors, controls, and the impact level of risks the organization faces. The impact of these risks and the efficacy of the controls are evaluated according to the criteria and rating scales presented in Table 1.

Table 1: Control Approach

	Description
	Definitions

	Strong Controls
	All or most economically feasible controls are in place. This set of controls is properly designed and functions adequately, effectively mitigating the risk.


	Moderate Controls
	The existing set of controls exhibits some weaknesses in design and/or implementation, or they fail to adequately manage all potential risk events.

	Inadequate Controls
	The current set of controls either does not mitigate the risk, or the mitigating controls are unknown or ineffective.



After classifying the risks, the ISO 27005 guide recommends a detailed examination of the general causes and effects on the organization's information systems, as illustrated in the table below.

Table 2: Identification of Risks
	Classification
	Risk Detail
	General Causes
	Effects

	Technicians
	Unavailability of Service
	1. Viruses in computer systems
2. Lack of a layered security system
	1. Contractual and SLA non-compliance for services provided to end-users

	Technicians
	Leakage and Theft of Information
	1. Unauthorized access to work areas
2. Inadequate encryption of information
3. Unblocked ports for information extraction
4. Weak passwords
5. Fortress attacks, phishing, social engineering attacks, ransomware
	1. Disclosure of NatureGarden's confidential information (contracts, purchases, invoices, suppliers, payroll)
2. Competitors exploiting service value information for commercial and financial gain

	Technicians
	Unauthorized Access to Routing Equipment
	1. Enabled Telnet access
2. No SSH server for user and IP authentication, default manufacturer settings
	1. Service disruption
2. MAC/IP spoofing for information theft

	Procedural
	Administrative Acts Favoring a Third Party
	1. Economic incentives for one or more employees
	1. Manipulation of NatureGarden’s proprietary information
2. Influence trading



The top management of NatureGarden approves the roles, each defined with a clear understanding and scope in relation to the activities within the organization. This information is consolidated in a deliverable document, and a formal record is created to outline the commitments associated with each role.

2.7. [bookmark: _xlwel6aj0sql]Supplier/Customer Security Approach
NatureGarden, operating in the telecommunications sector, primarily provides Internet services via radio links. This necessitates an established supplier relationship policy, as the company relies on specialized external services to support its activities. It is crucial not only to ensure that NatureGarden’s systems are secure but also to mandate similar security requirements for external suppliers handling sensitive information that could potentially compromise NatureGarden’s security.

2.7.1. [bookmark: _ehenfz7pg6yi]NatureGarden employs a two-tier control system in its security policy regarding suppliers:
2.7.1.1. Basic Control: This level involves implementing simple, cost-effective measures. It includes the installation of basic security tools to prevent attacks.
2.7.1.2. Advanced Control: This level requires the implementation of more complex functionalities. It involves installing robust software and utilizing failover mechanisms for enhanced security.

2.7.2. [bookmark: _prdzxvfo1kvt]These controls are categorized as follows:
2.7.2.1. Processes: Applicable to NatureGarden’s management or administrative staff.
2.7.2.2. Technology: Relevant to specialized technical personnel.

	Level
	Scope
	Control

	Basic
	Processes
	Minimum Security Requirements for Products and Services: NatureGarden will establish baseline security requirements that all suppliers and third parties must meet regarding the products purchased and services contracted.

	Advanced
	Processes
	Contractual Clauses on Information Security: Rigorous drafting and acceptance of contractual clauses related to cybersecurity will be enforced to ensure comprehensive protection.

	Advanced
	Technology
	Defining Specific Responsibilities: Clear responsibilities between NatureGarden and its suppliers, contractors, and third parties will be outlined, particularly regarding cybersecurity obligations.

	Basic
	Processes
	Service Level Agreements (SLAs): SLAs will be explicitly defined at the time of contracting any service to ensure that suppliers meet NatureGarden’s standards and expectations.

	Basic
	Processes
	Mandatory Security Controls for Suppliers: NatureGarden will determine and enforce specific security controls that technology service providers must comply with.

	Basic
	Processes
	Certification of Contracted Services: Suppliers will be required to provide certifications ensuring the quality of their services and compliance with NatureGarden's security policies.

	Basic
	Processes
	Audit and Control of Contracted Services: Regular supervision will be conducted to ensure that the products and services provided align with the agreed cybersecurity standards.

	Basic
	Processes
	Securing Information Post-Contract Termination: Procedures will be established to ensure the security of information after the termination of a service or contract with suppliers.


[bookmark: _7il9f1aluhwk]
Table 3: Controls for Supplier Security Policy

2.8. [bookmark: _vofzyr43tkd1]Business Continuity
As indicated in Table 3, the information security operation model for NatureGarden's continuity management plan incorporates several phases: planning, implementation, management, continuous improvement, and diagnosis. This model is essential as it ensures that, from the outset of its implementation and design, the company is equipped with plans that guarantee rapid service restoration and effective responses to various events [13].

[image: ]
[bookmark: _9ie7afpjio3q]Figure 5: Business Continuity Framework for Information Security and Privacy [13]

The business continuity process is crucial in identifying potential impacts that could disrupt the company's operations. Therefore, it is vital for NatureGarden to establish a frame of reference that includes an effective response plan. This plan will provide protection to both customers and users in the event of disruptions. This document will serve as a complement to the existing information security and privacy model, forming a comprehensive reference for business continuity within NatureGarden.

3. [bookmark: _yeku3fawhehv]Critique, Analysis, and Discussion on the Practice of Constantly Updating Regulations and Standards
3.1. [bookmark: _bxt09cqlmnwf]Risk Management Approach
Compliance with up-to-date standards and good practices, such as ISO 27001 and NIST, ensures effective identification and management of security risks. These frameworks help organizations proactively assess and address cyber threats and potential security incidents.

3.2. [bookmark: _a9ddvhw3cazq]Process-Based Approach
Both ISO 27001 and NIST employ a process-based approach to information security and cybersecurity. The updated ISO 27001 utilizes the PDCA (Plan-Do-Check-Act) cycle for risk management, while NIST is structured around five key functions. This structure aids companies in ensuring that their data security measures are effective and responsive to the evolving cybersecurity landscape [14].

3.3. [bookmark: _m2r354la9g88]Customization
Updated data security frameworks offer the flexibility for organizations to tailor guidelines to their specific needs. This adaptability allows for the implementation of security measures that are most suitable for their unique environment and risk profile.

3.4. [bookmark: _lht7c09f22sm]Technical Guidance
The latest version of NIST provides detailed technical guidance, beneficial for organizations requiring in-depth technical directions. Conversely, ISO 27001 offers a more generalized approach to cybersecurity challenges [16]. By integrating the risk management framework of ISO 27001 with the technical guidance from NIST, organizations can establish a comprehensive approach to information security and cybersecurity. This enables them to address both risk management and technical security practices effectively, thereby enhancing their overall security posture.

3.5. [bookmark: _3qqcv06n25f2]Regulatory Compliance
The combination of the new ISO 27001 and NIST standards supports organizations in complying with a wide range of information security and cybersecurity regulations. Both standards are specifically designed to tackle compliance challenges, making them invaluable resources for organizations navigating the complex landscape of cybersecurity regulations [14], [15].

4. [bookmark: _tebebrziha3g]Conclusion
Cybersecurity frameworks are pivotal in establishing a robust security posture and preventing data breaches. For companies like NatureGarden, these frameworks not only lay the groundwork for enhanced security measures but also pave the way for certification under specific regulations. Implementing such a framework is a commitment, requiring both time and resources. However, the benefits are substantial. The data security, governance, and compliance framework, in particular, provides a structured approach to safeguarding an enterprise. It also offers a systematic way to continuously evaluate the effectiveness of the security controls put in place. Ultimately, these frameworks are integral to maintaining the integrity and security of an organization's data and systems.
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