Dimensions of network programmability and its significance in today's automated world
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[bookmark: _Toc132362610]Introduction
In today's age of modern-day technology, network programmability has become critical to businesses to make sure they keep a competitive edge. This essay is to explore network automation and Application Programming Interfaces (APIs) which have led a path in shaping modern network programmability. We are going to be inspecting the variety of different automation frameworks, tools and API standards with a focus on their impact on configuring, managing and monitoring the network infrastructure while also addressing the significance of security and privacy. 
[bookmark: _Toc132362611]Dimensions of Network Programmability 
What is network automation? “Network automation is the process of using software to automate network and security provisioning and management in order to continually maximise network efficiency and functionality.”[1] Network automation is critical for overall network programmability because it ensures a consistent deployment of policies and configurations. As well as handling complex networks with efficiency 
As technology improves, automation becomes increasingly required as networks become increasingly complex. This is because additional factors are being added, like cloud computing and virtualisation. As the world becomes more connected, the increase in devices and services needed to be connected means that managing all these devices ensures error-prone issues and is time-consuming if done manually, which is why more businesses are looking to incorporate automation into their networks. Network automation then plays a significant role in ensuring optimised networks, efficient management, consistent configurations, real-time monitoring, fast deployment of changes, and network performance adjustability. This overall enhances the network's reliability and scalability. 
A benefit of network automation is higher reliability. This is because manual task completion with automation tasks like configuring network devices are more "consistent and less likely to have human errors"[2]. The automation of tasks will have a positive impact on network reliability. Additionally, network automation can help a business reduce operational costs. Automation eliminates the repetitive and time-consuming tasks which a business would employ a worker for. As a result, costs from manual tasks can be redeployed into other aspects of the business.
The challenge of network automation is the need for already designed and implemented automated networks. There are some standardisations, but there still needs to be a clear set of standards for network automation. Another challenge for businesses implementing a computerised network is requiring more resources and qualifications. This is because network engineers still need to know many if any, qualifications in programming. This means implementing an automated network will need more resources to establish the automation network. Another reason why network automation is a challenge is the need for standard interfaces. As a result, providers, for example, all have to use different types of interfaces compared to standardised ones. 
API stands for Application Programming Interfaces “that software uses to access data, server software or other applications.”[3] API is used in the network because it acts as a set of protocols and rules allowing the systems, software, and devices to communicate. Network APIs play a significant role in the overarching network programmability because it provides extendable, flexible and, importantly, standardised ways for network configuration monitoring and maintenance. As a result, this can improve and lead to the innovation of very complex networking tasks for not only developers but also system administrators. APIs allow communication between the components or hardware and the systems used to provide the interfaces and standardised protocols for data exchange. This allows the network to become programmable because it allows information sharing across various platforms and devices. The programmability of the network also allows for information and interactions to be shared with a smooth connection. 
The benefit of using APIs is the flexibility within their design, and this is because the flexibility allows for the integration and customisable nature of APIs with third-party applications and companies to meet the needs and requirements laid down by the consumer, business, or software. Additionally, the expandability of APIs allows for the support of future expansions and enhancements, which may be required to suit the capabilities and requirements of the modular and adaptable interface. On the other hand, there are some challenges and drawbacks to using APIs, as the implementation ensures that the privacy and security of the data are protected when being communicated across the network. Additionally, managing the version control of an API can lead to some issues, as with updates to software and device compatibility, issues can crop up, meaning a constant need to maintain the functionality of the APIs. Equally, APIs must be designed to allow network administrators and developers to have ease of use with the task complexity, so making sure they are user-friendly is critical. 
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Currently, there are a variety of different automation frameworks available for use in enabling automation. But for automation, there is a general set of rules which includes "coding standards that you can avoid manually entering."[4] SaltStack, for example. SaltStack is an automation framework with many versatile features built in. It used the YAML- based configurations and a mighty remote execution engine. The key features of SaltStack are its ability to have event-driven automation capabilities, extensive custom modules and the ability to scale across any size depending on the required use. SaltStack is relevant to the programmability of a network because of its ability to automate the network management of devices, enforcement of compliance and response to events on the network in real-time. Overall allowing administrators a high level and control and oversee of the network and the infrastructure. An alternative to SaltStack is Chef. Chef is an automation tool which uses the ruby domain-specific language (DSL). DSL is used for writing what is known as configuration recipes. The key features of Chef are the development which has been test-driven, version-controlled cookbooks and the powerful client-server architecture. The relevance chef has to network programmability is the ability it has to manage different network environments, automate the process of device configurations and ensure the consistency of the network. This ensures that there is consistency across the network and effective maintenance of the network infrastructure.
Puppet is a tool which also aids in automation. Puppet also used a domain-specific language (DSL) as its framework. The DSL is focused on declarative configuration and management. The key features of Puppet are the modules which are included, which can be reused for different purposes and tasks, its support for a multitude of platforms, and its client-server model. The reliance Puppet has on network programmability is from its capabilities to manage devices on the network as well as the services too. Maintain the desired state of the network. It can also have a reduced configuration drift allowing the network administrators to achieve and keep a consistent and reliable network infrastructure. A different framework used is Ansible; Ansible is an open-source framework that aims to simplify the configuration management of the network. Deployment of applications and task automation. A key feature of Ansible is it uses playbooks which are humanly readable and written in the YAML Framework language. Ansible relevance to network programmability comes from its ability to integrate with various different devices across the network, automate the network configuration for devices and enforce network policies. As a result, it provides a sleek approach to the management of complex network environments. 
The implications of these frameworks in the programmability of networks are shown in their ability to scale, manage and, more importantly, automate network infrastructure. Ansible offers human-readable cookbooks as well as employeeless simplicity; Chef provides a versatile configuration through the ruby DSL. However, Puppets custom DSL highlights declarative management, and SaltStack comes through in its ability for scalability and event-driven automation. Overall the collectiveness of these frameworks aids in the administration of the network, error reduction, and enforced level of consistency as well as enabling the business to respond to fast changes in business needs allowing for the drive in innovation and network optimisation and performance. This, in turn, will have an ultimate effect and enhance the efficiency and adaptability of modern networks. 
[bookmark: _Toc132362613]API Standards and Architectures
What is API Architecture? “API architecture refers to the process of developing a software interface.” [5]A common API standard is SOAP. SOAP Stands for Simple Object Access Protocol, which is a protocol used for swapping the structured information used in the implementation of web services. SOAP uses the XML-based messaging system, which allows for SOAP to be used and operated over a variety of different transport protocols. These can include SMTP and HTTP, to name a couple. The key principles of SOAP are its independence, Extensibility and neutrality. The features of SOAP are its support for WS security and the consistency with the Web Services Description Language (WSDL) contract. The relevance SOAP has for network programmability is for it to accommodate the complex secured and standard communications between the different network components, which makes sure interoperability and which enables the development of a robust application for the network. 
A different API standard which is commonly used is REST which stands for Representative State Transfer. REST is an architectural style which has been designed for networked applications. REST does rely on a stateless, client-server connection and communication via HTTP. The key principles for REST do include the uniform interface, cacheablility and stateless interactions. The features of REST are its ability to identify resources through the use of URLs, its support for multiple different data formats and the ability to negotiate content. As a result, REST makes it a great tool in network programmability because of its flexibility, simplicity and scalability, in turn, makes it a very popular choice for individuals and teams who develop APIs as it allows them to manage, configure and monitor the services and network devices using them. 
GraphQL is also used as it is designed as a query language as well as a runtime for APIs. GraphQL was developed by Facebook, and it facilitates clients only by requesting only the data they require, and this allows for real-time updates back through the subscriptions. The key principle for GarphQL is a single endpoint which is used for querying and modifying the data, typed schema and hierarchy. The features which are comprised of GraphQL are its ability to provide real-time updates as well as the capability to combine data from a multitude of different data sources. The purpose that GraphQL has to network programmability is the flexibility it provides as well as the reduction in over-fetching or under-fetching of data. It also boosts the ability to facilitate tailored API responses. Overall this can optimise the network performance and develop a responsive and adaptive network. 
Overall the importance of REST, SOAP and GraphQL standards in the programmability of networking is the capability to help to provide effective communication and flexibility across different network devices and systems as well as being interoperable. REST highlights its great performance with its ability to scale and simplify through a stateless interaction. However, SOAP makes sure to secure and standardise communication using XML messaging. Compared to the other two standards, GraphQL makes sure to provide tailored data in its data retrieval process, which enhances its efficiency on the network. All in all, the three standards listed above have allowed for the development of standards which are adaptive, robust and distinct APIs which all play a crucial part in the monitoring, configuration and management of the network infrastructure. As a result, there has been a widespread adaption of these standards have played a massive part in optimising network performance for many companies and software and pushed the envelope for networking technologies. 

[bookmark: _Toc132362614]Security and Privacy in Network Programmability
Automation can have its benefits and its drawbacks in many aspects of a network. One is security and privacy. The automation of this aspect can provide the business with many advantages. This can include minimising the impact of a security breach and, in turn, can strengthen the overall network and its defences which will have a positive impact on the business. Automation can present real-time monitoring and enforcement to quickly detect and counter incidents which may occur. With automatisation, it can provide a constant security policy across the whole network, meaning that every device would be able to follow the policy, which overall would reduce the potential for vulnerabilities to be exploited. The up-to-date compliance management of automation helps the business stay within the regulatory requirements, all with minimal manual mediation. Regardless of the benefits of automation, there are some drawbacks. There needs to be a balance between automation and human overlook is imperative because skilled human professionals will be able to provide context but, more importantly, be able to identify false positives which may occur. But the professionals can also provide their experience and knowledge In the insights that the automation process may not have picked up on. Additionally, there need to be accuracy checks put in place by the business to make sure that the automated system stays within the compliance regulations. These are crucial to be run; otherwise, the business could face fines from regulatory bodies if found to break a regulation. Checks will also need to be carried out to assess the risks of the automated system because the business does not want an overreliance on the automated tool as it may overlook potential threats and events which may be unfolding. Appropriately correcting these issues with methods and checks is imperative to making the most effectiveness out of the automated system used for security compliance and privacy. 
To analyse the current processes and measurements in place for improving APIs in security and privacy. “API security is the protection of the integrity of APIs.”[6]  It's best to look at the best practices and what potential threats and risks could be encountered. The best practice for the improvement of security APIs is to have a robust authorisation and authentication system. Such systems can include API keys as well as Oauth. Those two systems make sure to only allow permitted users and applications to access the API. As well as having an authentication system in place and API should also have an encryption system in place for both the transit and when at rest. This is implemented to protect the data from unauthorised users from accessing the data. What can also be done to help protect the API from any unauthorised users is to complete regular security audits as well as monitoring to make sure any threats or vulnerabilities are detected and dealt with promptly. Overall this will enhance API security. On the other hand, the potential threats that the API could be vulnerable to are if it isn't properly secured. There are different ways APIs can be breached. A few common ways in which APIs get breached is by a weak authentification system and set-up. Incorrect access control set-up, an API which has a poor design which, can be a leading cause of unauthorised access or data being leaked outside of the API. The concern of how to secure APIs is when there are data privacy concerns when APIs handle important or sensitive data like personal information. A business also needs to make sure there is a secure connection between the system and the API, as this can cause a man-in-the-middle attack to occur. To make sure none of these does occur, a business would need to make sure they have a security-first design for the API, which will aid in the development and deployment of the API
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The DevNet resources which are available support the network programmability by offering useful tools and resources for engineers and developers. The assets on DevNet encourage learning and development skills empowering professionals to create and innovate network solutions. The DevNet Learning Labs offer self-paced, hands-on modules designed to help engineers and developers learn practical skills through a variety of different platforms, APIs and SDKs. The code exchange, which is run by DevNet, is a platform that aids in sharing example code and projects between developers and network engineers. DevNet overall enhances the skills for network programmability, which is offered to developers and network engineers, allowing them to learn at their own pace with hands-on designed modules to allow them to excel in their fields. 
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In conclusion, APIs and Network automation are fundamentals in making current networks. Automation and APIs allow for a reduction in business costs and human error as well as an improvement in efficiency, reliability and security. But for APIs and automation to be implemented into a business, there needs to be consideration and planning to make sure the best practices are followed to make sure the best overall outcome is achieved. Essentials to provide a solid base are the framework, tools and API architectures like SaltStack, Chef, Puppet, Ansible, SOAP, REST and GraphQL. They are in charge of managing the configuration and monitoring of the network infrastructure. The listed above tool, APIs and framework allows for the optimisation of the network performance as well as adaptability, which provides consistency across the who network. 
However, security and privacy are something which needs to be careful consideration when working automation into a network situation. Automation can have a positive impact because it can allow for real-time monitoring and enforcement of the network. Consistent security policies are being rolled out across the network, and streamlined compliance management. But there does need to be a balance between human oversite and automation. Overall the success of the integration of the network automation and APIs does require an approach which focuses on the security aspect first. Being careful in planning and adaption the best practices. 
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