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Abstract

With the development of economic globalization, information security in global trade and management has been widely concerned. The purpose of this paper is to solve the information security problem in the global business of CoffeeBlue. Firstly, three information security frameworks including the National Institute of Standards and Technology Cyber Security Framework (NIST CSF), International Organization for Standardization (ISO) 27000 Series and Information Technology Infrastructure Library (ITIL) were compared and analyzed. Then the reasons why regulations or standards should be continuously updated are also discussed. Finally, based on the analysis of the background of CoffeeBlue company, a novel information security framework is proposed, including the knowledge of policy, management, compliance, and other aspects. In the following work, specific information security standards could be added as a reference to make the whole framework more completed and convincing.
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[bookmark: _Toc91584977]1.Introduction
With the globalization of economic development, network information system is widely applied in business scenarios. Businesses around the world use the Internet to transact and retain information with their customers and employees located in different places. However, commercial companies may be attacked by hackers, resulting in the disclosure of corporate secrets, loss of customer information and many other problems, which have seriously damaged the company income and trust, and even threatened the survival of the company [1]. Therefore, information security has obtained a lot of attention in the new era.
Information security management system (ISMS) represents the information security policies and objectives in the overall or specific scope, as well as the methods used to achieve these objectives [2]. And the ISMS can realize the balanced protection of data confidentiality, integrity, and availability which are the primary focus of information security while keeping focus on effective policy implementation, all without compromising organizational productivity [3]. To build up this system, certain information security frameworks or models, such as National Institute of Standards and Technology (NIST) cyber security framework and the International Organization for Standardization (ISO) 27001 Information Security Standard, could be combined to overcome the disadvantage of poor applicability [4].
In this paper, various information security models including NIST cyber security framework, ISO 27000 Series, and Information Technology Infrastructure Library (ITIL) are studied and analyzed. And the reasons and importance of keeping updated are also explained. On this basis, an information security management system for CoffeeBlue company is established as a case study.  A variety of models are adopted and combined to solve the problems of cloud service, data privacy and intellectual property protection, which utilize the knowledge of policy, management, compliance, governance and strategic planning, security management models and practices.









[bookmark: _Toc91584978]2. Literature review of security frameworks and models
[bookmark: _Toc91584979][bookmark: OLE_LINK1]2.1 NIST Cyber Security Framework
[bookmark: OLE_LINK2]The National Institute of Standards and Technology Cyber Security Framework (NIST CSF) is a set of guiding principles to reduce the network security risks of organizations according to existing standards, guidelines, and practices [5]. Now it has two versions, one is Version 1.0 which aims at key infrastructure operators, the other is Version 1.1 which mainly expands the content of self-assessment, cyber supply chain risk and coordinated vulnerability disclosure.
[bookmark: _Hlk91166054][image: ]   This framework consists of three parts: Framework Core, Framework Implementation Tiers and Framework Profiles [6]. In terms of Framework Core, it is a group of cybersecurity activities, expected outcomes, and widely used references about critical infrastructure originations. The Framework Implementation Tiers provide the context for how an organization views network security risk and the appropriate processes to manage that risk. As for the Framework Profiles, they represent business need-based results selected by the organization from framework categories and subcategories.
Figure 1 Framework Core Structure [6]
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]   Among the three components, Framework Core is the most important one for users to understand. The Framework Core consists of five functions: Identify, Protect, Detect, Respond, and Recover [7]. And its structure is shown as Figure 1. “Identify” means making the organization understand the related business environment, resources and cybersecurity risks and prioritize efforts based on its policies and requirements. “Protect” means developing the appropriate protecting methods to ensure the implementation of critical services. “Detect” means proposing the suitable activities to identify the generation of network security issues. “Respond” means presenting the corresponding ways to take actions when the cybersecurity events are detected. “Recover” means making certain plans to recover any capabilities or services when the network is damaged.
[bookmark: _Toc91584980]2.2 ISO/IEC 27000 Series
[image: ]ISO/IEC 27000 series is an information security standard jointly issued by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC) which recommends information security control to manage information risks [8]. And it has a huge family, which consists of nearly twenty standards, and close relationship as shown in Figure 2.
Figure 2 ISMS family of standards relationships [8]
Among these series, ISO/IEC 27001 is the key standard provides information on how to set up an information security management system (ISMS). It mainly contains Plan-Do-Check-Act (PDCA) cycle and controls which could be combined to figure out insider threats as shown in Figure 3. For PDCA cycle, it is based on the requirements of planning, implement and ongoing monitoring of the implemented ISMS to improve continuously by feedback actions [9]. For control objectives, they contain many aspects such as security policy, asset management, physical and environmental security, access control, business continuity management, information security incident management and compliance, which are helpful to construct own cybersecurity system. Besides, ISO/IEC 27002 is focused on a broad overview of the various areas of security, providing information on 127 controls over 10 areas for application [10].

[image: ]Figure 3 PDCA cycle in ISO 27000 [9]
[bookmark: _Toc91584981]2.3 Information Technology Infrastructure Library
ITIL is the Information Technology Infrastructure Library. The term was first used by the UK Government's Central Computer and Telecommunications Agency (CCTA) in the 1980s, but today ITIL is a stand-alone term [11]. ITIL is a library of best practice methods for managing information technology (IT) services and improving IT support and service levels. One of the main goals of ITIL is to ensure that IT services are aligned with different business objectives. Since its introduction in the late 20th century, ITIL has been well developed and its certification has evolved to four levels, the most talked about today being ITIL 4 whose management model is shown as Figure 4.
[bookmark: OLE_LINK6]ITIL consists of five key phases that cover 26 processes including: service strategy, service design, service transfer, service operations, and continuous service improvement. The service strategy focuses on the ITIL service lifecycle and describes how to design, develop, and implement IT service management. Service design describes how to design services and processes. Service migration describes how to manage the transfer of new or changed services, with a focus on ensuring that all service management processes remain balanced. Service operations guides users on how to ensure delivered services and keep them running smoothly and reliably. Continuous Service Improvement describes how to synchronize IT services when business requirements change.
There are many benefits of using ITTL, such as ITIL improves tightness during system changes, clarifies roles and responsibilities, reduces system and service outages, improves coordination between functional teams, seamless end-to-end services, increases productivity, reduces costs, and increases customer satisfaction [13].
[image: ] Figure 4 ITIL 4 Service Management 4 Dimensions Model [12]
[bookmark: _Toc91584982]2.4 Updating Standards and Regulations for Good Practice
Constantly updating or creating new standards or regulations can make them timelier, more correct and completed. 1. Timeliness: In today's era of rapid development of computer technology, new technologies like blockchain and Bitcoin appear every day. People may use any new Internet technology to trade and communicate which could produce plenty of information. However, this new information is often unprotected and requires constant updating of standards and regulations to create corresponding new information technologies to maintain timeliness and effectiveness. 2. Correctness: When standards, regulations or their drafts are carried out in new fields, certain information management systems may produce errors. We can start from the wrong results to correct the error through the PDCA cycle in this system and summarize to update the corresponding standards to maintain the correctness. 3. Completeness: Standard provisions published by regular international organizations tend to be less prone to major errors. At this point, performance evaluation can be used to determine which aspects are not nearly perfect. Then continuous improvement is made to meet future needs and to make regulations or standards more completed.
[bookmark: _Toc91584983]2.5 Comparison and Discussion
The basic definition, content, and core ideas of three management frameworks of information security system are introduced in the above review. Among them, NIST CSF has the characteristics of voluntary and universal and the successful practice of various standard organizations for reference. However, its content is relatively broad, usually only as the guiding ideology of information security management system, not as a specific method for long-term implementation; Compared with NIST CSF, ISO/IEC 27000 Series has more strict, mandatory documentation to regulate critical parts of system security, which not only compensates for the lack of specificity of NIST CSF, but also gain greater trust from investors. And it also provides the relevant economic evaluation part to quantify the economic benefits of information security in commercial companies [14]. But it has shortcoming of complexity, which is not conducive to make adjustment at the management level. So other methods need to be integrated with it for improvement; As for ITIL, it is customer-oriented and can be combined with other frameworks to solve problems related to IT services. In addition, there are some detailed similarities and differences between the three frameworks, which are illustrated in Table 1 (modified from [14]).
Table 1 Comparison of three frameworks
	
	
NIST CSF
	
ISO 27000 Series
	
ITIL

	

Core content
	
Identify, Protect, Detect, Respond, and Recover
	
Plan-Do-Check-Act cycle and controls
	Service strategy, design, transfer, operations, and continuous improvement

	
Mechanism
	Optional,
self-certification
	Non-voluntary,
independent audit based
	Personal qualification

	Basis
	Risk Management
based
	Risk Management
based
	Customer-oriented based

	Application
	Management level
	Management and technical level
	Management level

	Certifiable
	No
	Yes
	Yes

	Technology Neutrality
	Yes
	Yes
	Yes


[bookmark: _Toc91584984]3. Security framework design
[bookmark: _Toc91584985]3.1 Background analysis 
CoffeeBlue is a company that sells Jamaican Blue Mountain coffee with operations around the world. It makes use of cloud services to deliver IT services to employees and customers. Therefore, information security is the focus of this company to be solved, which mainly includes three aspects: 1. Access control. The company has a large international clients and employees base, which makes it stressful for everyone to access the company's network or resources from private devices. 2. Risk management. The company has valuable intellectual property and information of employees and clients, which requires systematic and comprehensive risk management. 3. Continuous improvement of IT services. The company has a significant presence on IT services like Internet, social media and cloud services, which need continuous improvements to make the company stay competitive.
[bookmark: _Toc91584986]3.2 Basic framework
[image: ]To solve the main questions, an original framework (Figure 5) is proposed based on the previous review. 
Figure 5 An original framework for the case scenario
1) Policy：Policies are documents issued by top managers for specific target groups, including any employees and stakeholders. It must be properly written, distributed, read, understood, agreed, and uniformly applied to the people it is aimed at. There are policies about access control of protection mechanism that need to be strictly implemented to ensure the security of information, that is, the company resources are classified into confidential levels, and different groups (customers, employees, managers) can access them through private devices according to different permissions.
2) Management: With policy guidance and support, information security management can play its maximum role. This management layer consists of six important functions (Identify-Establish-Operate-Respond-Review-Maintain), including the knowledge of risk management, safety management model, emergency response planning, self-improvement and continuous update, and their relationship is shown in Figure 6.
[image: ]   “Identify” means identify and assess the requirements and associated risks of information asset, which is an important part of risk management. In this case study, the specific content is to identify all employee and customer information of CoffeeBlue Company, the company's intellectual property rights and their existing risks, and make risk assessment and grade them. “Establish” means establish network security model and corresponding response measures of various risk level events. “Operate” means run the model and implement real-time control. “Respond” means response of emergency protective measures in the event of a risk event. “Review” means monitor and evaluate the response speed and performance, and summarize and feedback this data into the establishment of model to make it more applicable. “Maintain” provides internal and external inspections to prevent and record new vulnerabilities. At the same time, new laws and regulations are under focus, in order to achieve the purpose of continuous improvement of information security.
Figure 6 The core of framework for the case scenario
   3) Compliance: The law forms the foundation of the whole framework, and all policies and management must be based on not violating the law. This requires the addition of members with legal background to join in the management to ensure that the global business activities of the entire company comply with local legal requirements. In addition, morality is another key factor in the continuous improvement of the whole framework. Books, regular study sessions and exams about ethics such as "The Ten Recommendations of Computer Ethics" should be adopted as part of the performance review to encourage the employees who have good ethics.
[bookmark: _Toc91584987]3.3 Additional framework
Governance and strategic planning for security: Set up a special team to carry out the management of the company's information security and clarify its long-term strategic position. During this process, ISO27000 series on the economic quantification of information security could be referred to.
Security management models: In addition to the above model based on risk management, ITIL can also be used to improve the quality of IT services, Access Control Model can be used to realize the more comprehensive and effective control of logical, physical, network environment access.
Security management practices: This requires a background check to see if the employee has relevant information security qualifications, knowledge of the policy and criminal record. When evaluating employees, they should also work independently and evaluate each other to observe their corresponding awareness of information security. When an employee leaves, disable his/her access permission in a timely manner.
[bookmark: _Toc91584988]4. Conclusion and future work
This paper compares and analyzes the similarities and differences of three common information security frameworks. It can be concluded that NIST CSF is the guideline worthy of application in management level, ISO 27000 Series is the strict standard worthy of application in management and technology level, and ITIL is a good system worthy of use in improving IT service quality. After the discussion, the reasons to keep the regulations or standards up to date are also made, namely to maintain timeliness, accuracy and completeness of them. In the case study, an original framework based on a previous review is presented to address information security issues at CoffeeBlue, including the knowledge of policy, management, compliance, governance and strategic planning, security management models and practices.
[bookmark: _GoBack]In the future work, specific information security documents can be added to this framework as a reference for the implementation of each measure. Moreover, more network security models can be used to consider more factors to improve the whole framework. 
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