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Infroduction

Operating systems are essential system software that manages
computer hardware, software resources and user interaction.
Popular operating systems such as Microsoft Windows, macOS
and Ubuntu provide functions including process, memory, file and
device management and security. This assignment explores the
key functions of operating systems and demonstrates the use of
Windows and Linux command line tools.

An operating system or OS acts as an interface between the
computer user and the computer hardware. Without an operating
system a computer would not be able to run applications or
manage hardware devices effectively. The operating system
confrols communication between software and hardware
components such as the processor, memory, storage devices and
input/output devices. Modern operating systems are designed to
provide stability, security, and efficient resource management for
both personal and business environments

One of the key functions of an
operating system is process
management. The operating system is
responsible for creating, scheduling and
terminating processes while ensuring
that multiple programs can run
efficiently at the same time, this is
commonly referred to as multitasking. -
Tools such as task manager in WindOWS  FiGure 1 REAL-TIME PROCESS AND CPU
or system monitor in Linux allow users to ~ MONITORING USING THE LINUX TOP
view active processes and monitor CPU ey
usage. Efficient process management - Sa—;
helps maintain overall system e e
performance and prevents applications

from interfering with each other.

FIGURE 2 WINDOWS RESOURCE MONITOR
DISPLAYING CPU, MEMORY, DISK, AND
NETWORK USAGE
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another important function is memory management. The
operating system allocates ram to application and services
currently running on the system, it also manages virtual memory
when physical memory becomes limited. Effective memory
management improves system stability and allows several
applications to operate simultaneously without crashing.

operating systems can organise files into directories and provide
users with methods to create, edit, move and delete files. File
systems such as NTFS in windows and ext4 in Linux help manage
data storage efficiently while maintaining file permissions and
security. File explorer in windows and file management tools in
Linux demonstrate how operating systems provide structured
access to stored data.

operating systems additionally manage hardware devices with
device drivers. This enables communication between the
operating system and hardware components such as printers,
keyboards, graphics cards and storage devices.

Security management is another
essential function, including user
authentication, permissions,
encryption and firewall protection.
These features help protect systems
against unauthorised access and

malware threats. FIGURE 3 WINDOWS SECURITY
DEMONSTRATING OPERATING SYSTEM
SECURITY FEATURES

Modern operating systems also include command line interfaces
and scripting tools that allow users and admins to automate tasks.
Windows commonly uses PowerShell and Linux use bash scripting,
these scripting environments provide greater control over
operating system functions and improve efficiency when
managing files, processes and system configurations.
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Key functions of an Operating System

General purpose operatfing systems manage the computer’s
hardware and provide a platform for applications to run. Some
key functions of widely used operating systems like Microsoft
windows and macOS are:

Process management — ‘Windows manages processes by
prioritising tasks and initiating new ones using system functions like
CreateProcess(). This enables smooth multitasking and efficient
task management.

process management in macOS leverages UNIX commands fork()
and exec(). These commands create and execute new processes
concurrently, facilitating the simultaneous operation of multiple
applications. The system efficiently determines what task should
be run first.'[1]

Memory management — ensures safe and efficient use of RAM,
the OS assigns memory to processes as needed and reclaims it
when no longer used. Systems like Windows and macOS can use
disk space to simulate extra RAM, allowing more programs to run
simultaneously.

File system management — windows can monoge files and
directories using file systems such as PS
‘NTFS'[2] and FAT32. The operating systems
organizes data into folders and controls
how the files are stored, accessed,
renamed, copied and deleted. Windows
provides built command line tools like dir,
copy, move, del and mkdir for file and
directory management. NTFS also
supports advanced features including file

THIS SCREEN SHOT SHOWS THE (DIR — NAME)

permissions, encryption, compression anNd  coumane executen in FowersHeL. THE
disk quotas helping to improve security ( ~-NAME] SWITCH SIMPLIFIES THE OUTPUT

WITHOUT ADDITIONAL INFORMATION SUCH AS

and storage efficiency. FILE SIZE OR MODIFICATION DATE.
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Device management — Microsoft
windows manages devices through
automatic hardware detection, local
management tools and cloud-based
admin features. When new hardware is
connected, windows uses plug and
play technology to detect the new o
device and automatically install SCREENSHOT OF WINDOWS DEVICE
suitable drivers from its system MANAGER

databases or through updates. Users can also manage and
trouble shoot hardware manually within the Device manager
which provides access to device settings and driver conftrols.
Windows also supports Mobile device Management solutions like
Microsoft Intune allowing IT admins to remotely enroll devices,
manage security policies and manage software and drivers
across multiple systems.

User interface —windows and macOS
both use graphical user interfaces or GUIs
as a key function of their individual
operating systems, in doing so this allows
users fo interact with computers through
icons, menus and windows instead of
command line instructions. Windows

focuses on flexibility and productivity O ICECIEEEEEEE
through features such as the Start Menu, 5o oo HIOOM B
taskbar and file explorer whereas macOS

emphasis simplicity using the dock, finder and menu bar. Both
systems are designed to improve navigation, user experience and
multi-tasking.[3]

2
2
O —
‘

Security and Access control — Windows
and macOS operating systems have built
in security systems to protect files,
applications and user accounts. These
systems use user authentication methods
such as passwords, pins and biometric
login options to control access.

WINDOWS SECURITY DASHBOARD
SHOWING BUILT IN SECURITY FEATURES.
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Use of Windows OS CLI commands

Command 1: Tasklist

This tasklist command displays
all active processes currently
running on a system including
process ID's and memory
usage.

Command 2: dir /s

vscode\extensions\ns—vscode . powershall-2825 .4 . B\modules)Poser Sha Ll 1Edi torServicss i bin\ Conmo

The dir command lists
files and directories,
the /s switch displays
all files within
subdirectories.

Command 3: Taskkill /PID 24172 /F

C:\Users\conno>taskkill /PID 24172 /F
SUCCESS: The process with PID 24172 has been terminated.

C:\Users\conno>

The taskkill command terminates a running process using its
process ID and the /F switch forces the process to close.
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Command 4: ipconfig

The ipconfig command is
used to display detailed
information about the
network.

indows IP Configurati

Command 5, é: net user, whoami

The net user command
lists all user accounts
configured on this
computer.

The whoami command
displays the username of the currently logged in account.

Command 7: ping google.com

The ping command tests
connectivity between
the local computer and
a remote host.
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Command 8: schtasks /query

The schtasks command displays
scheduled tasks currently
configured on the system.

Use of Linux OS CLI Commands

Command 1: ps aux

g The ps aux command displays
& all running processes including
¥ CPU usage, memory usage

j and process ID.

Command 2: top

The top command provides
a real time view of running
PI ER PR N \'IRT RES SHR 5 PU - TIME+ COMMAND processes Ond Sysfem
Bl rcsource usage.
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Command 3: ping

The ping command
test connectivity to a
remote host.

Command 4: whoami

Ine whoami command displays
l4soac

current logged in user.

Command 5: adduser testruser

The adduser command creates
a new user account on the
system.

r the default
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Use of windows OS scripts

Windows PowerShell is a command-line scripting language used in
the Windows operating system for automation, system
administration, and performance monitoring. It allows users to run
commands that interact directly with system processes, files, and
hardware resources. PowerShell is widely used because it enables
efficient management of operating system functions through
scripting rather than manual navigation of graphical tools.

The script used in this fask demonstrates process monitoring within
the Windows operating system. It begins by displaying a heading
using the Write-Host command, which outputs text to the terminal
to improve readability and structure. The main functionality of the
script is achieved using the Get-Process command, which
retrieves a list of all currently running processes on the system.

The output of Get-Process is then passed through a pipeline (|) to
the Where-Object command. This command filters the results
based on a condition, in this case selecting only processes where
CPU usage is greater than 10. This demonstrates how PowerShell
can be used to analyse system performance and identify
resource-intensive applications.

The filtered results are then passed to Select-Object, which is used
to display only specific properties of each process, including the
process name, CPU usage, and process ID. This helps to simplify
the output and make it easier to interpret. Finally, Format-Table -
AutoSize is used to display the data in a structured table format,
improving readability.

Connor Johnson (2517511)




Overall, this script demonstrates key features of Windows
operating system scripting, including process management, data
filtering, and output formatting. It shows how PowerShell can be
used to monitor system performance and retrieve important
information about running processes. This type of scripting is useful
for system administrators who
need to quickly identify
applications consuming system
resources and manage system
efficiency effectively.

FIGURE 4 POWERSHELL SCRIPT SHOWING HIH PU
PROCESS MONITORING CODE
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Conclusion

In conclusion, this assignment demonstrates the key functions of
modern operating systems, including process management,
memory management, file handling, device management, and
security. Using both Windows PowerShell and Linux Bash scripting,
this shows that operating systems provide powerful tools for
monitoring and managing system resources efficiently.

The Windows PowerShell script shows how processes can be
filtered and analysed based on CPU usage, allowing users to
identify resource-intensive applications and monitor system
performance.

Overall, both operating systems provide effective command-line
tools that support system administration and automation. These
scripting environments improve efficiency by allowing users to
perform complex tasks quickly without relying solely on graphical
interfaces.
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GRADEMARK REPORT

FINAL GRADE

/100

GENERAL COMMENTS

Total:

1. Engagement
with Literature Skills:

40



+ Some use 20 5
of citations. + Well formatted IEEE
reference list. - could be extended.

- could include 1/2 books/journal papers.

2. Knowledge
and Understanding Skills: 4e

Key 20 9
functions: +
Good overview of key some OS functions
documented. +
Screenshots showing where some of the
functions can be
seen/monitored/managed
are documented.

Win Commands: +

Good overview of some relevant
commands that demonstrates an
understanding of

the language in all key areas. - Several
additional commands could be
documented

and described here.

Bash Commands: + Overview of some
relevant commands demonstrates some

understanding of the language. - Some
additional commands could be
documented

and described here.

Win Scripts: + Useful overview of some
PS code. - Scripting

aspects of the language have not been
described.

Bash Scripts: - Not documented.

3. Cognitive
and Intellectual Skills: 4+4+2

+ 10 9
Evidence of some good analysis and
understanding of OS functions.

+ Screenshots showing where some of
the functions can be
seen/monitored/managed are included in



the analysis.

+ Conclusion.
4. Practical
Application Skills: 10e:

Comm.: 7e + 3 all areas.

Sc: 7 + 3 Citations, Customisation &
combo.

1. 40 14
Win Commands: +
Good use of some relevant Win. language
commands. - could be extended to use
several
additional commands.

2. Bash Commands: + Some good use of
relevant Bash commands. -

could be extended to use some additional
commands.

3. Win Scripts: + Some use of PS code
documented. - Core script syntax
areas not demonstrated.

4. Bash Scripts: - Not documented.

5. Transferable
Skills for Life and Professional Practice:
4+2+2+142

+ Report 10 3
format, structure, and presentation quite
good.

- Report sections could be numbered.

- Each report section could be briefly
introduced.

- Tutorial Activity 1 on OS
Types: relevant supplementary
information on OS types not included in
the Appendix of the report.

- Evidence of engagement with a relevant
CPD course not documented in the
appendix.



- Lecture activity evidence not
documented.

Plagiarism
& On-time check:

PAGE 1

PAGE 2

PAGE 3

PAGE 4

PAGE 5

PAGE 6

PAGE 7

PAGE 8

PAGE 9

PAGE 10

PAGE 11

PAGE 12

PAGE 13

PAGE 14




