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Abstract. 

Invasive in the context discussed in this dissertation means tending to intrude on a person's thoughts or privacy. What is invasive is considered to be subjective. It can vary based on who or what is carrying out invasive actions and on what those invasive actions are. Having knowledge of people private lives without their consent would have been considered invasive thought most of human history. In modern times it is not unusual for you bank to know where you spend your money, your digital devices to know what you do online, or even for your loved ones to know where you are at all times. All these things can be useful in some sense but incredibly harmful in another. This time of information being easily available has all been made possible by advances in technology. Having modern technologies such as electronic banking and smart phones has made completing everyday tasks more convenient. We as a society have accepted that having this connivence is worth trading out privacy to some extent already. One of the greatest issues this however is that most people are not aware of the extent we have given away out privacy.  
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Introduction. 	
The aim of this dissertation will be to understand the public perception of invasive technology in policing. There are two key objectives of the research complied in this dissertation, firstly to understand the public perception of current invasive police measures. It is important to understand the public's perception of this so that the legislation being created can reflect the shared ethics and morality of our society. The second objective is to understand the public perception of invasive technology potentially being used by police. The existing literature about this topic is not as extensive as other areas of policing due to the how recent the technology is (Harmon, 2012). Police forces having access to technology that could be used in an excessively invasive way has meant that important decisions need to be made regarding the ethical use of technology in policing (Fox, 2019). Just because police forces can use advanced technology, it does not necessarily mean that they should. The second objective also discusses the issue of privacy in the modern age in relation to policing. It asks the question of how much privacy should be sacrificed for the sake of public safety and who should make that decision (Connon, 2023). 

To get an understanding of the research objectives, the dissertation contains both primary and secondary research, in the form of a literature review and a survey. Information from both sources is then compared in the data analysis chapter to establish the common findings and answer the objectives (Glass, 1976). The literature review is split into three sections discussing key elements of the issues with potentially invasive technology in policing (Papaioannou, 2016). Firstly, there are the problems with policing methods that already exist and have continued to be a contentious 
issue since their inception. There are many common police procedures that are already seen to be excessively invasive (Miller, 2001). These issues do not always involve technology but the existing literature about them does give an insight into what the public will tolerate in terms of their privacy being violated in exchange for law and order. The most prominent example of this in the United Kingdom is the reaction to the increase in stop and search powers. Unethical use of current police powers has led to concerns that the introduction of advanced technology will make invasive policing an even more prominent issue. The focus in this part of the literature review is on specific technologies (Lloyd, 2023). 

The literature review also discusses the state of policing in other countries where these types of technologies are already being used. Looking at extreme examples of invasive policing via the use of technology gives an indication of the level of intrusion that can occur if police forces are allowed to use advanced technology without protective legislation (Hicks, 2022). The worst of these examples are seen in countries where the system of government operates differently to that of the United Kingdom. Even though it is unlikely that such severe abuse of power would occur in the United Kingdom, the examples shown in reports about foreign police forces show how easily advanced technology could be used immorally (Smith Finnley, 2021). The main issue discussed in 
this part of the review is the targeting of the Uyghur Muslim population in China. This shows a 
horrifying example of police forces using advanced technology to target a group due to their race (Murphy, 2022). The reason this example is so relevant to the research in this dissertation is that police forces in the United Kingdom are planning to implement similar technology and in some areas these technologies are already being trialled (Urquhart, 2022).  


The risks of police using advanced technology are clear. There is an argument that the use of these technologies is necessary in modern times, so that police forces can adequately combat new crimes (Rodgers, 2018). The last part of the literature review discusses how potentially invasive policing methods can be implemented ethically. This part of the review also examines how effective current invasive police methods are and if they are worthwhile. The data being discussed is concerned with the usefulness of stop and search powers. There is a belief by some sections of the public that police target minority groups with these powers and that they are overly intrusive (Delsol, 2006). This type of power has been increased in recent years to combat the rising levels of specific crimes. However, the implementation has meant that people are distrustful of the police. The level of mistrust the public have in the police, is one of the most critical factors discussed in the introduction of potentially invasive technology in policing (Tankebe, 2013). A key part of introducing advanced technology into policing in an ethical way is to ensure that people are not fearful of police using advanced technology. This means that the public must be aware of the powers and access to information that police forces have. The lack of transparency from the police about their use of technology has led to greater mistrust (Elphick, Et Al, 2021). This part of the literature review questions if these procedures can be carried out ethically and if they should be available to the police at all.  

The next part of the dissertation is a methodology chapter which discusses the survey; asking questions about the key themes of the literature. The survey is split into sections and first asks 
questions about the police in general and current police practises (Vehovar, 2017).  The survey then asks questions about the specific, potentially invasive technologies and major changes that will affect the public’s interactions with police. The theme of the literature opposing the

introduction of invasive technology in policing was that it gave police too much power. The increase in power was even more of a concern because of the mistrust. Sometimes it was not always the specific technology that was the concern, it was the fact that the technology could easily be used unethically. This fear is compounded by the instances where police have been perceived to have acted unethically when previously given increased power (Stothard, 2021). These are the arguments proposed by groups that have been formed to oppose the state use of invasive technology and are not necessarily representative of the general views of the public (Byrne, Et Al, 2011). The aim of the survey was to get a view of the public's perception of the key issues that were discussed in the literature review. 

The next chapter combines the primary and secondary information gathered and analysis the key findings. The conclusion chapter gives a summary of these findings (Whittemore, 2005). There are reoccurring themes found in both the existing literature and the primary research conducted for the dissertation. Firstly, the public are not opposed to increasing police powers in general, the consensus is that extra police powers are necessary in the modern age. The problem with this is that most people who have this view, feel that police can have too much power, but there is no definitive way to decide what is “too much” power. Another reoccurring theme is the view that the technology is not necessarily bad but that the police are not trusted to use it (Hardyns, Et, Al,
2018). The perception is that current police powers have been abused, combined with the high-profile incidents, have shaped the public's perception of police in recent years (Perry, Et Al, 2022). These factors have led to fears that introduction of the advanced technologies discussed will lead to them being abused and members of the public being treated unfairly.


Literature review.  
 Invasive policing also known as ‘over policing’ has existed for decades; ever since the introduction of technology we now take for granted, a prominent example of this is CCTV which is now commonly used. However, this was seen as an invasion of privacy when it was first used in public spaces in the United Kingdom in 1960. The use of CCTV in the United Kingdom began when the London Met used two temporary cameras to monitor crowds on Guy Fawkes Night (Surette, 2005). This started the debate of the ethical use of invasive technology in the UK. From this debate arose questions of the shared morality of our society. If you have nothing to hide, do you have nothing to fear? Or is our freedom and privacy being threatened by an overly invasive system of police monitoring? (Smith, Et Al, 2022). More advanced technology is being used in every area of society and our police forces are forced to use advanced technology to keep up. However, the challenge that is unique to the police is the issue of how to use potentially invasive technology ethically (Hill, Et Al, 2022). Having access to technology including facial recognition and the ability to track people by their smart phones or where they have paid for something electronically could be an asset in fighting crime. The question is then asked, just because they have access to this technology, should they use it? Or is it overly intrusive and the start of a decline in our right to privacy? (Zilka, Et Al, 2022). Ethical policing is a huge issue now due to the number of high-profile mistakes that have happened recently; with studies showing that the public’s faith in the police is at an all-time low in the United Kingdom (Flemming, Et Al, 2023). This review will discuss three of the most important reasons, key to understanding the future of policing in the U.K. Firstly, the problems with policing 
methods that already exist and have continued to be a contentious issue since their inception. 
Next, policing in other countries where these types of technologies are already being used. Finally, how potentially invasive policing methods can be implemented ethically.    


The debate about overly invasive policing has been an issue in the UK for as long as there have been police. Throughout the last century there have been instances where protests have taken place after incidents where the police have acted unjustly. In 1981 riots broke out in Brixton after police were seen to be using stop and search powers in a way that targeted black Londoners. Even though this type of invasive policing was carried out without the use of modern technology, it serves as an example of police using their power unethically. Anti police protest groups use these instances to question whether police should have this power (Lock, 2022). The power to stop people without suspicion and at will could easily be abused. Groups like the Association Against Abuse of Police Powers and Privileges (AAAPPP) point to these instances and blame them for their lack of faith in the United Kingdom's police forces (Yesufu, 2013). It is this deep mistrust of police that makes certain sections of the public fearful in the modern era, a time where police can use even more invasive stop and search powers. There is also the erosion of privacy with police being able to know exactly where and when people spend their money and even have the ability to track people’s movement (Koops, Et Al, 2018). 
 
One of the most invasive procedures police use in the United Kingdom is the collection of data and tracking of movement via mobile phones. It is only relatively recently that everyone has had most of their personal information stored on their mobile phones. Due how recent the introduction of 
the smart phone is, there is little legislation regarding the protection of the data stored on smart phones. There are multiple examples of police forces taking advantage of this (Mellars, 2004). In 2018 Privacy International produced a report on mobile phone data extraction by police. The report showed that since 2012 police forces across the United Kingdom have been downloading 

data from the smartphones of suspects, victims and witnesses, often without obtaining permission or before anyone has even been charged with a crime. There is also no time limit for how long information can be stored for. The report, based on freedom of information requests sent to police forces in the United Kingdom confirmed that 55% were using technology that could extract data from digital devices. Police forces have expressed their desire for this type of data collection to become the norm whenever a crime is committed. However, there is currently no guidance on how to store this data, how it can be used or how long for (McDonald, 2018).
  
Another piece of invasive technology that has been introduced recently is facial recognition. The introduction of this technology has been extremely contentious; there are no specific laws that regulate their use. Some argue that Article 8 of the European Convention on Human Rights, the right to a private and family life would apply, and so would have prohibited the use of this technology (Keenan, 2021). Despite ethical concerns, police have still experimented with the use of Live Facial Recognition (LFR) technology. LFR is a system that links cameras to police databases containing photos of people, the photos are then checked to see if they match someone potentially recognised by the live cameras (Zalnieriute, 2020). In 2022, a report found that use of LFR technology was unlawful, broke ethical standards and should be banned from all public spaces (Zarkasyi, Et Al, 2020). 

There has already been a landmark legal case in this area. In Ed Bridges v South Wales Police (2020), the Court of appeals found that South Wales Police use of facial recognition breached 
privacy rights and data protection laws (Brown, 2021). There has also been a lack of transparency in the introduction of LFR. London Metropolitain Police claimed that their use of LFR had a success rate of 70% after there were claims that the technology was disproportionately targeting minority groups. They hired Pete Fussey from the University of Essex to audit their LFR trials and he found that their success rate was only 19%. He went on to state “Live facial 

recognition is a powerful and intrusive technology that has real implications for the rights of individuals” and that “the Court of Appeal explicitly stating in 2020 that South Wales police use of this technology was unlawful makes it difficult to argue this technology should be used”. There are also concerns about how the technology could be used tyrannically, examples of this have already been seen in foreign countries (Webster, Et Al, 2022). 

One of the most prominent examples of technology being used unethically was seen recently, in the Chinese Government’s targeting of the Uyghur Muslims in major cities in China. Many of the adult Uyghur population have been forced into labour camps and have been falsely imprisoned in China. The United Nations report of the situation claimed that the allegations could potentially constitute international crimes, in particular crimes against humanity (Ellis, 2022) It is estimated that the number of people now in what Chinese officials are calling “Re-education camps” is 1.8 million people. The Chinese Government used advanced technology to introduce wide scale monitoring of the Chinese Uyghur Muslim population (Daly, 2019). Some of the technologies being used to do this are like the ones now being trialled in the United Kingdom, these include biometric data collection of facial imagery and genomic surveillance through mandatory DNA sampling. Much of the advanced technology in use by Chinese police is already like that which is used by police forces in the United Kingdom. Chinese police can track people digitally, they are given broad access to people's finical history and communication devices (Almeida, Et Al, 2022).  

While it is unlikely that the same technologies would be used to the same effect in the United Kingdom, the examples seen in China show the potential dangers of having these technologies 

available to the police (Greitens, 2020). There are clear parallels between the Chinese police’ use of advanced technology and ours. This is why it so important to understand the public perception of these technologies in the United Kingdom. These technologies can be a useful tool to fight crime, but if our society does not accept that the risks associated with using these types of technologies are worth it, then they must not be implemented in the United Kingdom (Babuta, Et Al, 2020). The public perception of this is also vitally important to the police; if they are seen to be acting unethically and overly invasively then it will create further public mistrust. The police are aware of this. The Assistant Chief Constable of South Wales Police, Mark Travis said, “I believe the public will continue to support our use of all the available methods and technology to keep them safe, providing what we do is legitimate and proportionate,” after South Wales Police lost in court over their use of LFR (Gentile, 2023). 
 
[bookmark: _Int_fkhKzqNc]The fearful view that the public have of police use of technology is made dramatically worse by high profile incidents where members of police forces have acted unethically or have made severe mistakes. The reason it so difficult to improve the public image of the police is that good work carried out by police is not going to cause a scandal or induce riots and protests, only the mistakes and malpractice will be newsworthy (Goldsmith, 2005). The public perception of police has only worsened in more recent times. Major incidents in the United Kingdom and around the world have caused outrage from the public and has made the introduction of modern technology in policing even more difficult (Williams, Et Al, 2021).   

One of the most effective ways to increase the public's trust in the police is by passing new legislation. Having real laws that would prevent the technologies being used, or at least being used unethically could make people less fearful advanced technology being introduced. During an inquiry into the use of technology in the criminal justice system, Professor Karen Yeung, an interdisciplinary professorial fellow in law, ethics and informatics at Birmingham Law School warned the House of Lords about the potential for technology that uses computer algorithms to be misused. The importance of introducing new legislation to regulate these technologies was the resolution that she offered. Professor Yeung pointed out that the technology being used currently, technology that can recognise a specific persons face or predict when and where a crime is likely to take place, has become so sophisticated, that the average person would not be able to understand how they work. Having this level of power and technology used when it is unregulated would be against our constitutional principles. Also speaking to the House at the inquiry was Silkie Carlo who is a member of the Big Brother Watch Group who called for an even tougher legislative stance to be taken on the use of these technologies. Carlo claimed that ‘real time’ facial recognition technologies are disproportionate and extreme and that there should be a complete ban of their use (Law Gazette, 2021).     

Mistrust of what data can be used for is one of the biggest concerns and this fear is increased by the technology now available. The Home Office is in the process of combining and expanding upon current police databases, the Police National Database (PND) and the Police National Computer (PNC) to create one “mega database” called the Law Enforcement Data Service (LEDS). This database will provide police with up-to-date information about the public. The two main problems with police having this type of data are the nature of the data and the lack of control over how it is 

used (Cameron, 2017). The home office impact report on the use of LEDS outlines the need for its 

use at the very start of the report, stating it will “provide police forces and other law enforcement agencies with the latest, on-demand and joined-up information at the point of need. This will help to prevent crime and better safeguard the public.” Its undeniable that if used properly then having this level of intelligence will drastically improve the polices ability to prevent crime, being able to monitor previous offenders' and other suspicious persons by knowing what they are doing and where they are likely to be (Gov.UK, 2021). 

These problems are made worse by the public not being able to trust police forces to use such a database ethically. Much like the use of data extraction from mobile devices, there is currently no legislation governing how police must use this technology. The view of police watch dogs Privacy International is that police forces having access to this broad amount of information with no legal safeguards is only going to further increase the level of mistrust that the public have of the police and give credibility to the claims that over policing is becoming a more significant issue (Crawford, 2012). On the other hand, there are some measures being taken to ensure that the use of LEDS is ethical. LEDS is subject to a Privacy Impact Assessment (PIA) and under review since LEDS came into place. A PIA is used when an organisation could potentially use data unethically. The Data

 Protection Act (2018) states it must be used when “Data processing is likely to result in a high risk to rights and freedoms of individuals” (Flipovic, 2022). 



Methodology chapter.
The subject of public perception of invasive technology in policing has become more important in recent years. With the level of mistrust that the public has for police as well as the increasingly invasive methods enabled by technology being used to prevent and solve crime. It is vital that that our societies perception of invasive policing is understood (Sučić,2022). An example of such technology is facial recognition cameras, having surveillance cameras that could detect people's faces and then display their information live and in real time could be a hugely beneficial resource when preventing and solving crime. There are however, concerns that this type of technology too invasive (Dauvergne, 2022). Can these technologies be used in and ethical way? And if so, do the public trust the police to use these types of technologies ethically? Should we as a society be concerned about the use of these technologies that have been used in foreign countries? The questions that arise from this example are some of many that need to be asked so that we, as a society can implement modern technology into policing ethically (J, Purshouse, Et al, 2019). Due to how recent the introduction of these types of technologies are in policing, society has not had much time to react to them. This has led to there being gaps in knowledge about how people feel. Many people are unaware of the types of technology that are being used and this is why it is so important to inform people and get their opinion. It is important to gage how the public feel about such a critical issue that will affect everyone. The legislation being created around this type of technology needs to accurately reflect the feelings and shared morality of our society (L. Tung, 2019). 

Given how troubling some of the existing literature is regarding this topic it is more important than ever to get primary information from the people who these issues concern. The biggest potential challenge I could face when getting my primary information could be the lack of awareness that 

the public has on these issues. To try and get around this I have asked hypothetical questions based on what experts think is likely to happen regarding policing becoming more intrusive and the technology being used to carry out such intrusion (Woo, S, E, Et al, 2017). I have chosen to do a questionnaire as my primary research method. The reason for this is that I will be able to gain a considerable number of responses, I need a large amount of data to help answer my research question because I am trying to get a view of the public's perception of invasive policing. More responses would mean a more accurate view of the public's perception (H. Taherdoost, 2018). 

To try and get more substantial qualitative results I wrote a small introductory chapter to the questionnaire and explained some of the issues in this area and how they will affect the future of our society. The chapter was written in an impartial way so that it would not influence the results of the survey (Stantcheva, 2022). I split the questionnaire into two parts, firstly, there are questions about the police in general as this will give me a basic understanding of how people feel in relation to the police, it is important to have this as one of the main reasons there are groups opposing the increased use of potentially invasive technology in policing is that they do not trust the police. In the second part of the survey, there are questions about the specific issues with invasive policing as well as some of the specific technologies used. Separating the questions like this is going to help get more reliable answers because it lessens the chance that a narrative will be created that could potentially influence the way people answer (P. Lietz, 2010). The second part of the questionnaire also contains questions regarding the increase in stop and search powers. It was important to ask about this issue because it relates to an increase of power. There has already been fall in the level of trust the public has in the police. There is research suggesting that these types of increases in power make people fearful. The response to questions regarding this issue could give an insight onto how people feel 


about increases in police power and how they might react to the power given to police by invasive technology (Smith, Et al, 2022).

My research consisted of a blend of qualitative and quantitative data. It was important to have both types when doing research on this topic to get the most accurate results. Because the public's perception is varied based on their own life experiences and backgrounds it was important to know who I was talking to. Existing research already shows that views relating to the topics discussed vary based on gender and ethnic groups (Hulley, Et al, 2023). After the killing of George Floyd in America in the summer of 2020 there was an increased focus around the World on the way police forces interact with minority groups. Research around this was conducted at the time by YouGov, and the results showed that peoples trust in the police fell that year, however the percentage of people who no longer had trust in the police varied between different ethnic groups. Overall trust in the police was at 60% while the poll found that minorities trust was at 44% and the black peoples trust was even lower at 37% (T. Abraham, 2021). Given this existing literature it was important to find out information about the respondents, including their race and gender. This was the first piece of quantitative data gathered in the survey, the next questions were also quantitative, asking more general yes or no questions about the police. The two early sets of quantitative data questions gave be an insight into how the distinct groups of participants felt Anhang-Price, Et al, 2022). 

The qualitative data questions gave the participants the opportunity to expand on their answers. This meant that they could give an insight into why they answered in a particular way. The questions were laid out like this to first get an understanding of people’s feelings in general and then get more in-depth information about how they felt personally regarding the specific problems with invasive technology (Thomaseli, Et al, 2022). There were key reasons to first find out how people felt about the police before asking questions about the increase in the police use of technology. It was expected that people who did not trust the police would certainly not support police being given even more power by potentially invasive technology. However, it was important to find about how people felt about the use of potentially invasive technology specifically (Bradford, Et al, 2022). Having people answer the initial question “do you trust the police?” and then questions about the specific technology that would establish if people who have no problem with current police powers, would be averse to the potentially invasive technology. This meant that the results would show what distinct groups thought rather than having everyone's responses grouped together and deemed as “the public”. This will give the research more depth when forming a final interpretation of the results (Armstrong, Et al, 1968). 

The survey was done on a website called survey planet, this allowed for the results to be automatically displayed into pie charts. The questions could also be split onto sections with a small introductory paragraph being displayed before the first set of questions. The information gathered in the literature review was used to inform the questions asked in the survey. The results of the survey then provided descriptive statistics about the public's perception of specific issues. The data provided by this process was then analysed to establish if there were reoccurring themes amongst the different groups of people. Once the themes of the results were gathered, they were compared to the themes found in the existing literature to establish if there was a consensus between the two sources of information (Sandelowski, 2000). 

There were some limitations to the primary research gathered. Getting responses was challenging and it would have been better to get more responses than I was able to. The question is about what the public thinks so getting more diversity in the respondents would also have been better (Galesic, Et al, 2009). The biggest of the limitations was the knowledge of the participants due to how recent and specific the area of research is. There is plenty of information about the public perceptions of the police in general as it is such a widely discussed topic. Many people, however, are not aware of the most recent advances in technology and its use by police. The issues being discussed are not likely to be things that most people think about regularly and so the responses might not have been as accurate as they could have been. I tried to get around this by asking question about police having overly intrusive powers in general as well as asking about the specific technology, this was to try and get people thinking about police powers in general so that they could give a more accurate view of what their reactions would be to the increase in potentially invasive technology in policing (Tong, 2016). 









Data Analysis.
I set out to gather information about the public perception of the use potentially invasive technology in policing. I phrased the questions in such a way that I was able to gather both quantitative and qualitive research. For example, I used yes or no questions to establish how the participants felt about trusting the police. Later in the questionnaire I asked broader questions that invited the participants discuss their feeling about the police and the reasons why they felt like that. When researching this topic, it was important to have both types of data. The key theme of the overall research is public perception and so having discussion and opinions was particularly important to the research. (Merriam, Et al, 2019). Before asking questions that would invite discussion from the participants, there are some yes or no questions that would establish if there were any preconceived feelings about the police, this meant that the opinions of the participant could more accurately be analysed. For example, one of the early questions was “do you think that police are an effective way to maintain law and order?” Everyone who answered no to this also had a negative view of police using technology and so it was an effective way to correlate public mistrust and concerns about police becoming more powerful because of advanced technology (Tourangeau Et al, 2017).  







The first questions asked were the Age, Sex and Race of the participants. There were 38 responses, and they did vary in these three categories. The responses varied a lot in age and gender was close to being even. One of the setbacks of the data collection was that nearly all of the responses came from people of the same ethnicity, this could affect the accuracy of the results in as it does not represent a proportionate amount of the population (Smith, 1996). 
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The next set of questions asked were about how people felt about the police in general. These questions were important to ask because how people felt about the police in general and current police practices would be likely to correlate with people's perception of potentially invasive technology in policing. The first question in this section was,
 “Do you think current police forces are an effective way to maintain law and order?” 
This is then opened out for more discussion, asking why people felt this way. The responses showed that the participants felt similarly to the public opinion written about in the existing literature. 60.5% of participants answered no and the main reasons were underfunding, lack of visibility in local communities and high-profile incidents that have tarnished the reputation of the police. These issues are not new but the impact they have had is clear from the results found by this research (Bernard Et al, 2008).    










Graph showing the results to the question “Do you think current police forces are an effective way to maintain law and order?”
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Some of the responses when participants were asked why they chose yes or no in response to the question “Do you think current police forces are an effective way to maintain law and order?”
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The next two questions were,
 “Do you trust the police?” and “Do you think the public trust the police?” 
[bookmark: _Int_T1o1w1kW]The aim of asking these questions was to find out what the participants thought the public perception was and if this had any influence on the way they felt themselves. These questions were able to establish if the social culture did not trust the police rather than the individual. The results showed that the majority of the participants do still trust the police in general. Of all the people who responded 65.8% answered yes. This number could be influenced by having positive experiences or not having negative experiences with a particular police force, as all the participants are in the same police force area (Robinson, 2003).  


The question “do you think the public trust the police?” showed massively different results. This showed that even people who do trust the police still have the view that the current culture is mistrustful in general. When this question was asked the results showed that 68.4% of the participants thought that the public do not trust the police. This is after several major incidents where the police in the United Kingdom and aboard have been seen to act immorally. The current climate has made public relations increasingly difficult for the police (Nagel, Et Al, 2022). The response to this question also gives an insight into the more general narrative that is being seen by the public, the response indicates that people are seeing negative things in the media and speaking to people who have negative things to say about the police. 




A Graphs showing the results to the questions “Do you trust the police?” and “Do you think the public trust the police?”
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The next part of the survey focused directly on of invasive technology, asking questions about the technology itself as well as surveillance in general. This is where the survey gathers the qualitative data and shows the participants opinions of the specific technology and well as their perception of key terms in the research. An important factor to consider in this part of the research was what different people considered to be invasive; peoples background and life experience will affect their personal boundaries and what they think is acceptable (Niens, Et al, 2013). Before asking what the participants thought about the technology I asked, 
“What does surveillance mean to you?”
This was completely open question where the participants could explain their idea of surveillance. This showed that most participants thought surveillance was being watched, and or recorded. In the responses to this question, some participants mentioned the specific technology that is mentioned later in the survey, showing that there are already concerns about its potential use. 

Some of the answers given to the question “What does surveillance mean to you?”
[image: ]


Police can track the movements of people via their smart phones, once a signal is detected from a device, the mobile network can then see where the device is, police can access this and there are groups that believe this is an invasion of privacy (Lyon, 2005). The aim of this primary research is to get information about the perception of this specific technology as it is already in use. Having this could be useful in establishing if people thought that police use of invasive technology had already gone too far. The question asked was “Do you think police being able to track your movement through your phone is a positive or negative thing?” the response was 52.6% positive. People who said that they trust the police mostly answered that they also think that the police having this power is a positive thing. This shows is that it is not necessarily the technology that the public have a problem with as there is substantial evidence that a more technologically advanced police service would be more effective in keeping people safe (Fox, 2019). The main issue is the reputation of the police themselves and the public's faith in them to handle the massive amount of power that the technology gives them, in an ethical way.









Graph showing results to the question, “Do you think the police being able to track your movement through your phone is a positive or negative thing?”. 
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The next question in the survey was “how would you feel about facial recognition cameras becoming common place?” This question was to get qualitative data and gave people the chance to give their perception on a specific technology. The responses correlated with the answers to previous questions in saying that the issue was not with the technology itself but with the power it gives individuals within the police force. The point was also made by some of the participants that technology can fail and that they would only support the use of this type of technology if it were proven to work effectively. 



Some of the Answers given to the question “How would you feel about facial recognition cameras becoming common place?”
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[bookmark: _Int_3kg4r4o1]A follow up question to this, was “What do you think would be the main issue with having facial recognition cameras? (If any). This question was intended find out what the perceived problems were with police using this type of technology. The responses again showed that the public are not greatly concerned with the technology. The main issue brought up in the answers was the trust in police to use the technology ethically. 




Some of the answers given to the question “What do you think would be the main issue with having facial recognition cameras? (If any).
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The next question was not about a specific technology but rather the way our society is heading in terms of how much technology is now relied upon. This is relevant as the part of the perception of the police’ use of potentially invasive technology is how necessary it can be for them to that technology to be able to adapt to new types of crime (Pool, 2017). The question was 
“Do you think the reduction in the use of cash will affect the way police work?” 
It was an open-ended question to find out what people thought of police being able to adapt to a major change in the way society functions by using technology. The participants mostly responded that they thought it would have an effect and a common theme in the responses was that police should change the way they target crime but would be too stretched to effectively manage crime of this nature. This relates to the concerns previously mentioned. The participants mostly agreed that police should be using advanced technology, but they are not trusted to use it effectively. 










Some of the responses to the question “Do you think the reduction in the use of cash will affect the way police work?”
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The last questions were all regarding the current state of policing and the ways in which they are already potentially overly intrusive. This section contained six questions; 
“Do you think, if you have nothing to fear you have nothing to hide, is an acceptable philosophy for our government to have?”
“Are you aware of the increase in stop and search powers in recent years?”
“How do you think the public perceive this?”
“Do you think this has had an impact on the way the police interact with the public?” 
“Why they felt the way they did”
“Do you have any strong feeling towards the police in general”
  
These responses here were slightly contrasting to the previous answers. 63.2% of the participants voted no when asked, “Do you think, if you have nothing to fear you have nothing to hide, is an acceptable philosophy for our government to have?” This question involves a similar principle to questions 9, “Do you think the police being able to track your movement through your phone is a positive or negative thing?” both involve the police being intrusive without people permission, yet the participants are more accepting of the police being able to track movement via smart phones. This shows that it is not only that people do not have faith in the police to use advanced technology as intended but also that how concerned people are varies by what the method of potential intrusion is. 


The responses to the question, “Do you think, if you have nothing to hide you have nothing to fear,” is an acceptable philosophy for our government to have? 

[image: ]
The wider issue is how transparent, and co-operative are people willing to be in order to make sure that the police can do an effective job of keeping people safe. There has already been backlash from sections of the public who believe that recent increases in police power have led to police being overly intrusive. Both with and without the use of technology (Murray, 2018). The next three question all address the issue of stop and search powers. Police have been given extra powers in recent years and not everyone is aware of this. Awareness of this issue is vital so that society can dictate how the police operate and not the other way around. It is even more important people are informed going forward as the police will only have more power with the advancements in technology. 



When asked, 
“Are you aware of the increase in stop and search powers in recent years?”
36.8 % of people said no. Showing that there is not always a large amount of awareness of these types of problems. 

Graph showing awareness of increase in stop and search powers. 
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The people who were aware were then asked what they thought the public perception of this was. The responses showed that there is a balance of positive and negative aspects of increased police power and that people are willing to accept some level of intrusion to make society safer.  


Some of the responses when people were asked about the public perception of increasing stop and search powers. 
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The participants were then asked if they thought the increase in powers had an impact on the way the police interact with the public and why they thought this was. This was to see how much of a hindrance that an increase in power could be to police if the public thought that it was overly intrusive. The existing research shows that there already a negative perception of stop and search powers, particularly from minority groups. The data shows that minorities are disproportionately stopped and searched, and this has been widely covered by various media sources. This effects peoples trust in the police and the knock-on effect could be that people will be more concerned when the police being given further power by technology (Yesufu, 2013). The same concerns were mentioned in the responses; people were not massively concerned about police having the power and some even said they saw it as necessarily to keep the public safer, but there were again concerns about the police’ ability to use the power ethically.   











Participants view of increased stop and search powers having an impact on the way the police interact with the public. 
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Some of the reasons given for this. 
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The final question was, 
“Do you have any strong feelings about the police in general?” 
This was asked so that people had a chance to summarise their thoughts and mention concerns that were not included in the survey. The responses also gave an insight into how people felt currently. It was clear that most people have the perception that police are necessary but there are clearly problems that arise when they are given power. Overall, the sentiment was not anti-police, but people were opposed to overly intrusive powers being used. The respondents were happy for the powers that technology granted to exist and for police to be able to act in a way that is seen by some to be intrusive. The major problem is not power but the faith in the police to wield that power in the correct way. The participants were sceptical of increasing police powers because of the lack of faith rather than because the power was too great. 
Some of the responses to the question “do you have any strong feeling about the police in general?”.

[image: ]

Overall, the theme of the data was that police powers are not inherently bad and many of the respondents believed they were necessary in the modern age. The literature shows that the general population has become fearful of the police (Merry, 2012). The incidents where the police have been seen to have acted immorally has led to a lack of faith from the public. Because there is less faith in the police, the fear that any new powers introduced into policing will be abused is greater. This applies to stop and search powers as well as advanced technology (Shiner, Et al, 2015). The general feeling found in the responses to this primary research shows that technology itself is not the greatest issue. The public understands that advanced technology must be used and that certain technologies will have an intrusive element. The problem is how to introduce them ethically and without causing a great amount of backlash and distrust. South Wales police have already lost the first landmark case in this area of the law with the court being able to cite Article 8 of the human rights act to award damages to a citizen effected by police use facial recognition technology (Keenan, 2021).







Dissertation Conclusion. 

This research set out to find out about the public's perception of the use of potentially invasive technology by police and their concerns about what technology could be used in the future. These issues are vital to the future of public interaction with police as well as the legislation that would control many of the measures that would affect those interactions. 
The way the police currently use technology is already seen as invasive by some sections of the public. However, views on the issue are largely only seen from groups that have been formed to protest the invasive technology and procedures currently being used (Rodger, Et al, 2020). The police forces in the United Kingdom have claimed that in the modern age, use of these measures is necessary to ensure police forces can be effective (Connon, Et al, 2023). The aim of the primary research conducted in this dissertation attempts to offer a more rounded view that has come from members of the public that have no bias or association to a particular group. The aim of gathering this research was to get an insight into the public's perception of controversial police procedures and then contrast that against the literature. It is clear from this that there is no one definitive answer to be found. This perception of invasive policing varies by race, gender, and location (Peck, 2015). There is a consensus found in both the existing literature and in this primary research is that the methods being used are not the main cause for concern, they are seen as somewhat unavoidable and necessary by the public. The narrative that has been created and perceived by the public is that when police are given potentially invasive powers, they are often abused and 



cause issues that have a damaging effect on society. One of the most prominent examples of this is that they are likely to disproportionality effect minority races. It is the way the powers are being used that has led to them having a negative perception. The most key example of this comes not from technology, but from the stop and search methods currently being used (Human Rights Commission, 2010). 

The second aim of this dissertation was to find out how people felt about modern technology being introduced that would mean that police would have the ability to be even more intrusive. The key question for this part of the research was how much privacy and freedom needs to be sacrificed to ensure that order is maintained, as well as who should decide that (Löfstrand, Et al, 2021). It is important to gather the views of the public about this and allow people to inform themselves of an issue that will have such a massive impact on our society. There is a lot less existing information about the public's perception of modern technology due to the recency of their invention and introduction. Most of the secondary information about these technologies comes from foreign countries where they have already been implemented. The secondary research looks at police use of technology in other countries as well as proposals for its use in the United Kingdom. The current information shows that use of invasive technology by police in foreign countries had a positive effect of the effectiveness of police as well as acting as a strong deterrent as crimes are harder to commit and easier to solve. There were examples however of how the technology could be abused. (Alikhademi, Et al, 2022). The primary information was collected by asking questions to the public about how they would feel about specific technologies being used in the UK. A clear theme emerged when analysing the responses from the survey and comparing them against the existing literature. People want the police to be able to have the 


means to combat crime, crime has evolved, and it is common sense in the public's view that the police must evolve to match that and ensure they remain effective. The concern from the public is the lack of competency and integrity with which the police have been seen to operate. This has led to wide scale public mistrust of the police and in many areas a break down in community relations (Davies, 2016). 

The answer to the aims set out are complex. Police must be able to use advanced technology to remain effective on the modern era (Liou, 2019). The main issue with this is that people do not trust the police to use this power ethically and competently. Due to previous misuses of power and high-profile incidents being highlighted by the media, faith in the police is at an all-time low in the UK (Liphick, Et al, 2021). This is a huge barrier to the public's perception of police using these types of technology being positive. This research shows that the publics primary concern regarding invasive technology is not the technology itself. A consistent feature of the research was that mistrust in the police reoccurred in the existing data and in the primary information. Fixing the problem and restoring faith in the police is key to being able to implement technology effetely and without substantial resistance from the public. For the public to put their faith in the police it is logical that there needs to be safeguards in place to regulate the use of advanced and invasive technology. Many have called for this to be done via legislation (Fox, 2019). Legislation along with the precedent that has already been established by the case law (Bridges v South Wales police 2020), would be the strongest argument that law enforcement officials could use to justify the use of potentially invasive advanced technology in policing. 
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Appendix. 

Survey about the public perception of modern technology being used by police. 

Age
Sex
Race


Do you think current police forces are an effective way to maintain law and order?

Why?

Do you trust the police?

Do you think the public trust the police?

What does surveillance mean to you?

Do you think the police being able to track your movement through your phone is a positive or negative thing?

How would you feel about facial recognition cameras becoming common place?

What do you think would be the main issue with having facial recognition cameras? (If any).

Do you think the reduction in the use of cash will affect the way police work?



Do you think, if you have nothing to fear you have nothing to hide, is an acceptable philosophy for our government to have?

Are you aware of the increase in stop and search powers in recent years?

How do you think the public perceive this?

Do you think this has had an impact on the way the police interact with the public?

Why?

Do you have any strong feeling towards the police in general?
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Unbalanced approach. Reduced trust after finding out that Police have employed people that should not have passed DBS

Under staffed, under funded and mot enough regulation on vetting

Mostly they are. But there are some unnecessary practices such as stop and search and the current government is giving
them too many powers against democratic protest.

Not being allowed to do their job,too much paper work.

Although there are localised forces, they are all subject to the same governance by the home office. This allows laws to be
uniform across all counties. The model has been effective since inception and doesn't allow a difference in policing.

Underfunded

No real power to deliver effective deterrents as hands tied by political red tape. People don't respect the police as they
previously had done in past generations

The police do a fantastic job in certain aspects, | feel maintaining law and order is at best average. Law and order within our
society would be considerably worse without the presence of the police force but there is too much going on to be able to

say it's maintained

Not enough police to actually follow up on things, so offences such as burglary are let slide unless the person later gets
caught for something more serious.

Because they're not working
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improve. The Government (in their bid to recoup the amount of police numbers they slashed for profit), have reduced the
training time so there are more inexperienced staff. Not enough offices to deal with lesser crimes, anti-social behaviour etc.
Waiting times/ availability on 999 need vast improvement too.

Not really. They are needed to maintain the law but as with every profession there are a few who give the vast majority a
bad name.

Ni

| feel that need more support from the public and media. The current witchhunt from the media is giving the public a false
perspective. There are bad characters in every job. To constantly highlight the issues of a minority overshadows the good
work done by our police.

Nope. | believe 95% of police officer's so the job to make the country a safer, more enjoyable place for everyone. | do not
believe the police officer's on the street push their higher ups for more powers. | believe it is a top down approach from

government aimed at changing public behaviour.

| just wish there were more of them!!!

no, sorry

No
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Feb 10

Misidentification is a worry, but misuse of data is my main concern.

Selling views to TV programmes

Mixing faces up so innocent people get mistaken for criminals

Technological issues where the facial recognition cameras match the wrong person with the wrong identity.
Not sure they are necessary

Don't know it just makes me uneasy

Errors in facial recognition due to close resemblance. Could be misused by people with ulterior motives
Faulse accusations with look alikes.

Innocent people feeling like they are being watched

Lack of privacy - if that even exists anymore Reduction in police numbers by replacing officers with cameras
Privacy

Someone having that much power to gain access to information about someone will inevitably abuse it

Potential to be used by foreign countries; unapproved users and abused for private purposes by those with approval along
with wealthy bidders.

I don't
Stalking and harassment issues - suspicious persons that are potentially innocent may be hounded by authorities using
facial recognition cameras and cause that person undue stress and torment. That attention could perhaps be put to better

use.

Don't see a problem unless you have something to hide.
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Answers

Can make a poor or reduced image of the police and what they are trying to accomplish

Minorities may be more reluctant to go to the police for help.

With the rise in social media and the lack of respect given to officers, | think they are more cautious in their approach to
dealing with certain communities and fear the backlash from their moderators if complaints arise

In some areas it will make no difference but areas where the police are highly active it will increase fear and anger. Police
will approach in s more forceful manner knowing they are allowed creating a greater gap in police-public relations

Stop and search powers give the police more powers which enable them to use a small excuse to maybe uncover more
dangerous activities

As said in my previous comment, some people would think they're being targeted, think they're looking suspicious and it
would no doubt cause some anxiety,

Because know you no longer know why a polic officer is approaching you (good or bad) even as an innocent person.
Police arrogant and corrupt these days, act and treat you as though its the 5th crime you've committed that day
Because liberals claim racism etc when it is targeted based on profiling.

Minority seatched
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Q3

Race
Multiple Choice

Choice

White

Black, Black British, Caribbean or African

Asian, Asian British

Arab

Total

(0
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Watching

Monitoring of the public

Using cameras to monitor and record.
Keeping people safe.

Information and intelligence gathering

On its own, the term surveillance relates to the observation and evidence collection of suspected or known
criminals/criminal activity.

Being watched

Someone keeping a watch on everything you do.

That people can watch you physically and digitally however and whenever they want
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Can see if being helpful but also an invasion of privacy. Concerns about security of information

It would have it's uses but it's about whether or not authority can be trusted to utilise it for the right reasons

Not keen.

The way forward.

Quite indifferent. Not something I'm overly bothered by

It's a complicated topic. In high crime areas they may be be positive deterrents of crime. However, unless the technology
can be proven to be 100% accurate and only utilised in the case of a reported crime | believe it would remove privacy of be
everyday citizens. As private citizens, our every move should be private the government should not know everything about
us. It is the public servants in government who should have open access data.

Think its a good way to deal with large crowds such as football matches in case of trouble

| have no negative feelings towards this. So many people are going missing, so many people are wanted by the police, so if
there's a chance their presence would be picked up in at least one location then surely it's a good thing?

They already are at places like airports

It depends how they are used. If the data is used only to solve crimes | have no issue with it.
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As both good and bad but not enforced with equity or equality

Some will feel safer, some will see it as a way to disproportionally target minority groups
Undemocratic, unfairly targeting minorities particularly Blacks

Nothing to hide,means nothing to worry about

Depends on your demographic. Statistics and trends are the reason some communities would have an issue with this.
Overall | think the majority have noissues

It has the effect the government want. Increased fear and servitude in the public. Reducing the risk of an uprising and
protest. Those who believe the changes are good because "they have nothing to hide" have not yet faced being harassed by
police for no reason. There are certain groups of people who have faced years of mistreatment, the chances will only make
this worse.

Unsure

| think certain members of the public perceive it as them looking suspicious if they were to be stopped and searched.
Personally | think it may trigger some anxiety especially in vulnerable individuals

| don't know. | don't like it because | feel minority groups are unfairly targeted.

Police act and behave as if they can do as they like
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Q9

Do you think the police being able to track your movement through your phone is a positive or negative thing?
Multiple Choice

Choice :

®  Positive

®  Negative

Total

20

18
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Do you think “if you have nothing to hide, you have nothing to fear” is an acceptable philosophy for our government to havs?

Qi3 Multiple Choice ¢

Choice : Total :

® VYes 14
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Q4

Do you think that current police forces are an effective way to maintain law and order?
Multiple Choice

Choice

® Yes

Total

15

23
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Q2

Sex
Multiple Choice

Choice

® Male

® Female

Total

16

22
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Q7

Do you think the public trust the police?
Multiple Choice

Choice

® Yes

Total

12

26




