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Abstract: 

This dissertation investigates critical vulnerabilities in network switches that pose significant 

security risks for Small and Medium-sized Enterprises (SMEs). The primary focus is on 

identifying and mitigating threats such as DHCP starvation, rogue DHCP servers, STP root 

takeover attacks, VLAN hopping, and ARP poisoning. These vulnerabilities, if left 

unaddressed, can lead to severe disruptions and unauthorized access within SME networks, 

highlighting the importance of robust and cost-effective security measures. To conduct this 

research, a comprehensive literature review was undertaken to identify common switch 

vulnerabilities and their potential impacts. This was followed by practical experiments and 

simulations to observe these vulnerabilities in real-world scenarios. The methodology 

included setting up a controlled network environment to test various attack vectors and 

implementing corresponding security measures to evaluate their effectiveness. The key 

findings of this research reveal that SMEs are particularly susceptible to the aforementioned 

attacks due to often limited resources and expertise in network security. However, the study 

also identifies several effective and cost-efficient mitigation strategies. These include port 

security, DHCP snooping, ARP spoofing prevention, BPDU guard, root guard, BPDU filter, 

and disabling the Dynamic Trunking Protocol (DTP). Each of these measures was tested and 

shown to significantly reduce the risk of network compromise while being affordable for 

SMEs. The implications of these findings are profound for SMEs. By adopting the 

recommended security measures, SMEs can enhance their network resilience against 

common attacks, thereby protecting sensitive data and ensuring business continuity. This 

research provides a practical guide for network administrators in SMEs to implement these 

security measures effectively and economically. In conclusion, this dissertation not only 

highlights the critical vulnerabilities in network switches but also offers actionable and cost-

effective solutions to mitigate these risks. The subsequent sections of this report delve deeper 

into the technical details of each vulnerability, the methodology of the research, and the step-

by-step implementation of the proposed security measures, providing a comprehensive 

resource for enhancing network security in SMEs. 

 

 

 

  



Contents 
1. CHAPTER 1: Introduction .................................................................................................... 7 

1.1 Background and Context .................................................................................................. 7 

1.2 Problem Statement ........................................................................................................... 8 

1.3 Research Aim and Objectives .......................................................................................... 9 

1.4 Significance of the Study ............................................................................................... 10 

1.5 Scope and Limitations .................................................................................................... 10 

1.6 Structure of the Dissertation ........................................................................................... 11 

1.7 Practical Application ...................................................................................................... 11 

2. CHAPTER 2: Literature Review ........................................................................................... 13 

2.1 Introduction .................................................................................................................... 13 

2.2 Background and Context ................................................................................................ 13 

2.2.1 Definition of SME .................................................................................................. 13 

2.2.2 Challenges faced by SMEs ...................................................................................... 14 

2.2.3 What are switches? ................................................................................................. 15 

2.2.4 Benefits of Network Switches .................................................................................. 16 

2.2.5 Why Network Switches are Important for SMEs? ....................................................... 17 

2.2.6 What protocols run on switches? .............................................................................. 18 

2.2.7 What are vulnerabilities on switches? ........................................................................ 19 

2.3 Network Protocols on Switches and their Vulnerabilities .............................................. 19 

2.3.1 Overview: .............................................................................................................. 19 

2.3.2 DHCP ................................................................................................................... 20 

2.3.3 Address Resolution Protocol (ARP) .......................................................................... 25 

2.3.4 STP ...................................................................................................................... 30 

2.3.5 Virtual Local Area Networks (VLAN) ....................................................................... 33 

2.4 Conclusion ...................................................................................................................... 35 

3. CHAPTER 3: Methodology ................................................................................................. 36 

3.1 Introduction .................................................................................................................... 36 

3.2 Research Philosophy: Pragmatism ................................................................................. 36 

3.3 Research Approach: Deductive ...................................................................................... 37 

3.4 Research Strategy: Experimental ................................................................................... 37 

3.5 Research Choice: Qualitative ......................................................................................... 37 

3.6 Data Collection Methods ................................................................................................ 37 

3.7 Conclusion ...................................................................................................................... 38 

4. CHAPTER 4: Design, Implementation, Results and Analysis ............................................... 39 



4.1 Introduction .................................................................................................................... 39 

4.1.1 Main Device Specification: ...................................................................................... 41 

4.1.2 Resource allocation: ................................................................................................ 41 

4.1.3 Attack 1: DHCP Starvation attack and Rouge DHCP attack: ........................................ 42 

4.1.4 Attack 4: ARP Poisoning: ........................................................................................ 53 

4.1.5 Attack 3: STP: ........................................................................................................ 60 

4.1.6 Attack 5: VLAN hopping: ........................................................................................ 64 

4.1.7 Conclusion: ........................................................................................................... 69 

5. CHAPTER 5: Overall Discussion and Recommendations .................................................... 70 

5.1.1 Interpretation of Results .......................................................................................... 70 

5.1.2 Recommendations .................................................................................................. 71 

5.1.3 Broader Implications ............................................................................................... 72 

6. CHAPTER 6: Conclusions.................................................................................................. 73 

6.1.1 Introduction ........................................................................................................... 73 

6.1.2 How Aims and Objectives Were Achieved? ............................................................... 73 

6.1.3 Limitations of the Study .......................................................................................... 74 

6.1.4 Recommendations for Future Research ..................................................................... 74 

6.1.5 Reflection .............................................................................................................. 74 

6.1.6 Gannt Chart ........................................................................................................... 76 

7. References ....................................................................................................................... 77 

 

 

 

 



 1. CHAPTER 1: Introduction 

1.1  Background and Context 

Project Origin 

The suggestion for this project on the security of network switches for small and medium-

sized enterprises (SMEs) emerged from a combination of industry needs, academic gaps, and 

specific incidents that have underscored the critical importance of securing network 

infrastructure. Network switches, as central components of network architecture, are crucial 

for ensuring seamless communication and data transfer within a local area network (LAN). 

[1] The increasing frequency and sophistication of cyber-attacks, coupled with the growing 

reliance on digital infrastructure by SMEs, have highlighted significant vulnerabilities in 

network switches. [2] [3]. 

Previous Research 

Several key studies and findings have laid the groundwork for this research project. A 

systematic review of SME cybersecurity literature from 2017 to 2023 identified common 

cyber threats and the controls adopted by SMEs to mitigate these risks. [6] Another study 

explored the challenges SMEs face in implementing effective information security 

management and proposed a holistic approach to address these issues. [7] delves into the 

vulnerabilities inherent in Layer 2 protocols and proposes various security measures to 

protect against common attacks [8] [9] [10] [11] [12]. These studies collectively underscore 

the necessity for focused research on the security of network switches in SMEs to bridge 

existing gaps and enhance protective measures. 

However, there is a significant gap in the literature regarding the detailed mechanics of how 

attacks on network switches are executed. While many studies discuss the types of attacks 

and general mitigation strategies, few delve into the specific methods attackers use to 

compromise network switches. For instance, attacks such as MAC address flooding, DHCP 

spoofing, and VLAN hopping are often mentioned, but the detailed processes and techniques 

used by attackers to exploit these vulnerabilities are not thoroughly covered. Understanding 

these attack mechanics is crucial for SMEs, as it enables them to test their networks after 

applying mitigations, ensuring that the implemented security measures are effective. This gap 

underscores the necessity for focused research on the security of network switches in SMEs 

to bridge existing gaps and enhance protective measures. This revised section now 



emphasizes the need for detailed research on the mechanics of attacks on network switches, 

highlighting the gap in existing literature and the importance of understanding these attacks 

for effective testing and mitigation by SMEs [13] [14]. 

Importance of the Problem 

The security of network switches in SMEs is a critical issue with far-reaching implications 

for business operations, data protection, and the overall cybersecurity landscape. SMEs are 

often viewed as easier targets by cybercriminals due to their typically less robust security 

measures compared to larger corporations. [3] The financial and reputational damage 

resulting from cyber-attacks can be devastating for SMEs, potentially leading to significant 

financial losses, legal repercussions, and loss of customer trust. [4] [5] Moreover, regulatory 

requirements such as the General Data Protection Regulation (GDPR) impose strict data 

protection obligations on SMEs, making robust network security essential for compliance and 

avoiding substantial fines. [3] [4] 

The impact of inadequate network security extends beyond individual businesses, as SMEs 

play a crucial role in the broader economy. They represent 99% of all businesses in the EU 

and employ around 100 million people, contributing significantly to the GDP. [5] Therefore, 

enhancing SME network security is not only vital for the survival and growth of these 

enterprises but also for maintaining the stability and security of the economic ecosystem they 

support. 

In conclusion, the importance of SME network security cannot be overstated. It is essential 

for protecting sensitive data, ensuring business continuity, and maintaining customer trust. 

Addressing this issue through targeted research and practical solutions will help SMEs 

mitigate cyber risks and contribute to a more secure digital landscape. 

1.2 Problem Statement 

Broad Overview 

Small and medium-sized enterprises (SMEs) face significant challenges in securing their 

networks against cyber threats. These challenges are exacerbated by limited resources, lack of 

expertise, and the increasing complexity of cyber-attacks. 

Specific Issues 



• Resource Constraints: SMEs often lack the financial and human resources to 

implement comprehensive network security measures. [15] 

• Lack of Expertise: Many SMEs do not have dedicated IT staff or cybersecurity 

experts, making it difficult to identify and mitigate network vulnerabilities. [15] 

• Complexity of Threats: The evolving nature of cyber threats, including ransomware, 

phishing, and advanced persistent threats, poses a significant challenge to SMEs. [15] 

[16] 

Unsolved Aspects 

The problem persists due to several gaps and limitations in current solutions: 

• Cost-Prohibitive Solutions: Many advanced security solutions are too expensive for 

SMEs to implement and maintain. [15] 

• Lack of Awareness: There is a general lack of awareness among SMEs about the 

specific network security threats they face and the potential impact of these threats. 

[15] [17] 

1.3 Research Aim and Objectives 

Overall Aim 

The overall aim of this research is to improve network security for SMEs by analysing 

vulnerabilities in switch protocols, simulating network attacks, and developing cost-effective 

mitigation strategies. 

Specific Objectives 

• Identify Vulnerabilities in Switch Protocols: To identify and analyse the 

vulnerabilities in protocols run on network switches commonly used by SMEs. 

• Simulate Network Attacks: (test)To simulate various network attacks that exploit 

these vulnerabilities to understand their mechanics and impact. 

• Develop Mitigation Strategies: To develop and demonstrate cost-effective mitigation 

strategies that SMEs can implement without additional expenses. 

• Evaluate Mitigation Effectiveness: To evaluate the effectiveness of these mitigation 

strategies in protecting against the identified network attacks. 



Research Questions 

Primary Research Question 

What are the most effective cost-free strategies for mitigating network security vulnerabilities 

in switch protocols can be used by small and medium-sized enterprises? 

Secondary Questions 

• What are the common protocol vulnerabilities in network switches used by SMEs? 

• How can network attacks exploiting these vulnerabilities be simulated to understand 

their mechanics and impact? 

• What are the cost-effective mitigation strategies for SMEs to address these 

vulnerabilities? 

• How effective are these mitigation strategies in protecting against network attacks 

without incurring additional costs? 

1.4 Significance of the Study 

This study aims to bridge the gap in securing network infrastructure for small and medium-

sized enterprises (SMEs). It will achieve this by providing a focused analysis of 

vulnerabilities in network switch protocols, how these vulnerabilities are exploited in network 

attacks, and, crucially, how to mitigate these risks without requiring additional equipment. 

This will empower SMEs by offering a practical solution for implementing cost-effective 

network switch security, directly addressing their unique needs and resource constraints. 

Practical Implications 

For SMEs, the study will offer practical recommendations and a comprehensive security 

framework that can be implemented to enhance their network switches security. This will 

help SMEs protect their data, ensure business continuity, and comply with regulatory 

requirements. 

1.5 Scope and Limitations 

Scope 

The research will focus on network security challenges and solutions for SMEs, including the 

identification of common threats, evaluation of current security measures, and development 



of a tailored security framework. It will not cover other aspects of cybersecurity, such as 

physical security or broader information security management. 

Limitations 

The rapidly evolving nature of cyber threats may pose challenges in keeping the research 

findings up-to-date. Using of physical networking devices for experiment is not possible 

because of budget constraints. 

1.6 Structure of the Dissertation 

• Chapter 2: Literature Review: Summarizes existing research on SME network 

security and identifies gaps. 

• Chapter 3: Methodology: Describes the research design, data collection, and 

analysis methods of the dissertation. 

• Chapter 4: Design, Implementation, Results and Analysis: It covers various 

simulations, results and their analysis. 

• Chapter 5: Discussion: Discusses key findings, implications, and recommendations. 

• Chapter 6: Conclusion: Summarizes the study, its contributions, future research 

directions and reflection. 

1.7 Practical Application 

The project incorporates the practical application of security principles through the 

EVN-NG simulation tool. This industry-standard tool mirrors real-world network 

behaviour, allowing for the creation of a realistic network environment for testing and 

validating attack scenarios and countermeasures. Cisco equipment images will further 

enhance the realism of the testing environment. This hands-on approach ensures the 

proposed strategies not only meet theoretical best practices but also translate 

effectively into practical application for SMEs with limited resources. This effort 

extends beyond the immediate advantage of safeguarding a single SME's network. By 

pushing for an organized and thorough strategy, using industry best practices, and 

addressing vulnerabilities, the initiative serves as a useful resource for other 

organizations experiencing similar difficulties. The expected outcome is a well-

documented and implementable network security strategy specifically tailored for 

SMEs. This strategy will provide clear guidelines, configurations, and 



recommendations to secure network infrastructure, mitigate attacks, and protect 

valuable assets and data. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 2. CHAPTER 2: Literature Review 

2.1 Introduction 

A report of government of UK from 2023 states that 5.51 million business were Small-sized 

and medium-sized were 36,900 Small employing 0 to 49 employees and 50 to 249 employees 

respectively [18]. A survey of 500 SME leaders in UK revealed that 36% small sized and 

41% Medium-sized business are still using on-premises equipment [19].University of Salford 

Manchester says “ 43% of cyber-attacks target SME businesses, and 60% of these SMEs that 

fall victims of a cyber-attack go out of business within six months” [20]. This vulnerability 

stems from the limited resources, expertise, and awareness that often plague SMEs. 

According to the "2024 Insider Threat Report" commissioned by Securonix, 76% of 

organizations reported experiencing insider attacks in 2024, which marks an increase from 

66% in 2019. This data is based on a survey of 467 cybersecurity professionals, highlighting 

the growing concern and prevalence of insider threats over the past five years [21].  

Due to the substantial increase in insider threats, it is imperative for small and medium-sized 

enterprises (SMEs) to prioritise strong cybersecurity measures, specifically at the Layer 2 

(L2) level of their network infrastructure. L2 security is a critical aspect of local area network 

(LAN) security, as it pertains to the data link layer that facilitates node-to-node data transfer. 

This layer can be susceptible to different types of attacks, including those initiated by insider 

threats [22] [23]. 

2.2 Background and Context 

2.2.1 Definition of SME 

A popular definition of small and medium-sized enterprises (SMEs) is based on the number 

of workers and financial measures such as turnover or assets. However, the definition of 

SMEs may vary depending on the context and place in which it is being used. The term 

"small and medium-sized enterprises" (SMEs) is often understood to refer to businesses that 

have a turnover of less than fifty million euros and fewer than two hundred and fifty workers 

[24]. This definition has gained widespread acceptance inside the European Union and is in 

accordance with the criteria established by the European Commission [25]. 

 

According to the United States Small Business Administration, small and medium-sized 

enterprises (SMEs) are often classified as companies that have less than 500 workers in the 



context of the United States [25]. This disagreement exemplifies the fact that definitions may 

vary greatly depending on the criteria used by different institutions and regions. 

 

The European Commission's (2021) definition categorizes SMEs into three groups [25]: 

 

• Micro-firms: Fewer than 10 employees 

• Small firms: 10-49 employees 

• Medium-sized firms: 50-249 employees 

 

The establishment of these standards is essential for the formulation of policies and the 

provision of targeted assistance to these businesses, which are substantial contributors to 

economic development, the creation of new jobs, and innovation [26]. 

2.2.2 Challenges faced by SMEs 

Several factors contribute to the challenges SMEs face in implementing L2 security 

measures: 

• Resource Constraints: The high expenses that are associated with modern 

cybersecurity solutions are expensive, and small and medium-sized enterprises 

(SMEs) often operate with restricted budgets. The fact that they are limited financially 

makes it difficult for them to make investments in the essential security infrastructure 

and staff with the requisite skills [27] [28] [29]. 

• Lack of Expertise: There are a lot of small and medium-sized enterprises (SMEs) 

that do not have cybersecurity professionals on staff and instead depend on outside 

consultants or basic IT assistance, which may not be enough to deal with sophisticated 

cyber-attacks. The absence of this knowledge may result in insufficient security 

measures, which in turn can lead to an increase in susceptibility [27] [29]. 

• Awareness and Training: Security awareness among workers of small and medium-

sized enterprises (SMEs) is often poor, and training programmes are either non-

existent or inadequate. It is possible for human mistakes to jeopardise security, such 

as falling prey to phishing attempts or improperly managing sensitive information, as 

a consequence of this knowledge and preparation gap [29] [30]. 



• Complexity of Security Solutions: For small and medium-sized enterprises (SMEs), 

the complexity of installing and monitoring cybersecurity solutions may be 

intimidating. The majority of security frameworks and technologies are developed 

with huge corporations in mind, which makes it challenging for smaller organisations 

to adopt and maintain them [27] [28]. 

• Insider Threat:  

Insider threats are cybersecurity risks that originate from within an organization, 

typically involving employees, contractors, or business partners who misuse their 

legitimate access to the organization's systems, data, or networks. These threats can be 

either intentional, such as malicious insiders seeking to harm the organization for 

personal gain or revenge, or unintentional, resulting from negligence or human error 

[31]. Insider threat agents can leverage switch vulnerabilities to exploit SMEs by 

taking advantage of their authorized access to introduce malicious code, escalate 

privileges, or exfiltrate sensitive data [1]. For instance, vulnerabilities like improper 

checks for exceptional conditions in network switches can be exploited by insiders to 

alter configurations, disrupt operations, or create backdoors for further attacks. [1] 

This exploitation is particularly damaging for SMEs, which often lack the robust 

cybersecurity infrastructure of larger organizations, making them more susceptible to 

such internal threats [32].Survey of 467 cybersecurity professionals highlights 76% of 

organisations have reported an increase in the number of insider threats over the 

course of the previous five years; yet, fewer than 30% of those organisations think 

they are equipped with the appropriate tools to deal with these threats [21]. 

2.2.3 What are switches? 

A network switch is a hardware device that connects devices on a computer network by using 

packet switching to receive and forward data to the destination device. It operates primarily at 

the data link layer (Layer 2) of the OSI model, but some advanced switches can also operate 

at the network layer (Layer 3), incorporating routing functionalities. A Content Addressable 

Memory (CAM) table is a memory architecture used by Ethernet switches. This architecture 

allows for the storage of a dynamic table that is used to associate the Media Access Control 

(MAC) addresses of devices with the ports they are connected to, as seen in the below figure. 



 

Figure 1Cam Table [33] 

By avoiding the need to broadcast frames to all ports on the switch, this allows the switch to 

selectively transfer data directly to any connected device. The switch reads the frame header 

to get the destination MAC address of the target device. The switch thereafter matches the 

address with its CAM database and subsequently transmits the frame to the suitable device 

[11]. Network switches are essential components in local area networks (LANs), enabling 

multiple devices such as computers, printers, and servers to communicate efficiently and 

securely [34] [35]. 

2.2.4 Benefits of Network Switches 

Network switches offer various benefits such as: 

• Increased Bandwidth and Performance: 

Switches increase the available bandwidth of the network by creating separate 

collision domains for each connected device. This reduces the likelihood of data 

collisions and improves overall network performance [34]. 

• Enhanced Security: 

By using VLANs, switches can isolate sensitive data and restrict access to authorized 

users only. Managed switches also offer advanced security features such as port 

security, access control lists (ACLs), and intrusion detection systems (IDS) [34]. 

• Efficient Data Transmission: 



Switches use MAC addresses to forward data only to the intended recipient, reducing 

unnecessary traffic and improving network efficiency. This targeted data transmission 

minimizes broadcast traffic and enhances the speed of data transfers [34]. 

• Scalability and Flexibility: 

Modern switches support features like stacking and modular configurations, allowing 

networks to scale easily as the number of devices grows. This flexibility ensures that 

network infrastructure can adapt to changing business needs without significant 

overhauls [35]. 

• Simplified Network Management: 

Managed switches provide tools for monitoring and managing network performance, 

such as SNMP and network analytics. These tools help administrators troubleshoot 

issues, optimize traffic flow, and maintain network health [35]. 

• Redundancy and Reliability: 

Features like STP and link aggregation provide redundancy, ensuring that network 

services remain available even if a link fails. This redundancy is crucial for 

maintaining high availability in mission-critical environments [35]. 

Network switches are foundational to modern networking, offering robust performance, 

security, and manageability. They are indispensable in both small and large network 

environments, from home offices to enterprise data centres. 

2.2.5 Why Network Switches are Important for SMEs? 

A network switch is an essential component for SMEs (small and medium-sized enterprises) 

while establishing a business network. SMEs can leverage this technology to facilitate 

communication and information sharing inside a local area network (LAN), linking people 

and devices within a certain geographic location, such as an office, department, or building. 

This promotes collaboration and provides access to crucial company information [36].  

 

The importance of investment networks has increased for most small and medium-sized 

businesses after the COVID-19 epidemic. To effectively distinguish your company and 

improve staff efficiency while promoting greater cooperation both internally and with 



business partners, it is essential to carefully evaluate and invest in a network switch that 

aligns with present requirements and accommodates future expansion [36]. 

2.2.6 What protocols run on switches? 

Small and Medium-sized Enterprises (SMEs) often rely on a variety of networking protocols 

to ensure efficient, secure, and scalable network operations. Here are some of the most 

commonly used protocols: 

• VLAN (Virtual Local Area Network): 

VLANs allow network administrators to segment a physical network into multiple 

logical networks. This segmentation improves security and performance by isolating 

traffic within each VLAN. VLANs are configured using protocols like IEEE 802.1Q, 

which tags Ethernet frames with VLAN identifiers [37]. 

• STP (Spanning Tree Protocol): 

STP is used to prevent network loops in Ethernet networks. It ensures a loop-free 

topology by selectively setting links to standby mode. Variants like Rapid Spanning 

Tree Protocol (RSTP) and Multiple Spanning Tree Protocol (MSTP) offer enhanced 

performance and scalability [38]. 

• DHCP (Dynamic Host Configuration Protocol): 

DHCP automates the assignment of IP addresses, subnet masks, gateways, and other 

IP parameters. This protocol simplifies network management by dynamically 

assigning IP addresses to devices on the network, reducing the need for manual 

configuration [37]. 

• QoS (Quality of Service) 

QoS protocols prioritize certain types of network traffic to ensure that critical 

applications receive the necessary bandwidth. This is crucial for SMEs that rely on 

VoIP, video conferencing, or other latency-sensitive applications [37]. 

These protocols collectively ensure that SMEs can maintain efficient, secure, and scalable 

network operations, catering to their specific needs and resource constraints. 



2.2.7 What are vulnerabilities on switches? 

As many as features come alone with network switches, multiple manufacturers of network 

switches, cybersecurity professionals, and government agencies have highlighted that 

network switches are vulnerable to various types of cyberattacks. These attacks exploit the 

fundamental operations of switches to disrupt network functionality and compromise data 

integrity. For instance, DHCP spoofing involves an attacker responding to DHCP requests 

with fake responses, potentially redirecting network traffic through malicious devices. STP 

attacks can manipulate the spanning tree protocol to create network loops or designate rogue 

devices as root bridges, leading to network instability. VLAN hopping allows attackers to 

access multiple VLANs by exploiting trunk port configurations, thereby bypassing network 

segmentation and gaining unauthorized access to sensitive data. These vulnerabilities 

underscore the critical need for robust security measures to protect network infrastructure 

from sophisticated cyber threats [39] [40] [41] [42]. 

2.3 Network Protocols on Switches and their Vulnerabilities  

2.3.1 Overview: 

Several networking manufacturing companies and research studies have brought to light the 

fact that Layer 2 (L2) attacks may be carried out against a variety of network protocols [39] 

[40] [41]. 

In this part, we will investigate these protocols in further detail. We are going to investigate 

the following different elements of each protocol:  

 

Overview of the Protocols: A concise introduction to the protocol, providing an overview of 

its fundamental purpose as well as its relevance in the functioning of the network.  

 

Operational mechanism: A detailed description of how the protocol operates, including the 

communication mechanisms and important components that are involved.  

 

Vulnerabilities: In this section, we will conduct an examination of the specific 

vulnerabilities that are intrinsic to the protocol, with a particular emphasis on the ways in 

which these flaws might be exploited by attackers.  

 

Mitigation Strategies:  A description of the different methods and best practices that can be 



used to mitigate the vulnerabilities that have been found and to improve the security of the 

protocols. 

 

By investigating these components, we want to get a full knowledge of the dangers that are 

connected to these protocols as well as the precautions that may be taken to safeguard the 

network infrastructures of small and medium-sized enterprises (SMEs) against the possibility 

of L2 attacks. 

2.3.2 DHCP 

The Dynamic Host Control Protocol is a client-server protocol that assists hosts connected to 

a network in obtaining the appropriate network configurations. These parameters contain the 

IP address, default gateway, DNS address, and other settings. These setups are essential for 

network connectivity of internal and external hosts. The client component of this protocol is 

supposed to be implemented by any network host that wants network settings without human 

input. One or more specialised DHCP servers in the system will then give clients with 

specific network configurations after receiving the requests. The lease time is the duration for 

which these configurations are effective. However, the configurations must be renewed upon 

the expiration of the lease time [43]. 

Small and Medium Enterprises (SMEs) face IT challenges such as limited resources, 

cybersecurity risks, and the need for scalable solutions. Dynamic Host Configuration 

Protocol (DHCP) addresses these issues by automating IP address assignment, centralizing 

network management, and enhancing security. This reduces IT overhead, lowers costs, and 

supports network scalability, making DHCP a valuable tool for SMEs [44]. 

The growth of the Internet of Things (IoT) and smart personal gadgets has increased the 

requirement to provide them with network parameters and IP addresses [45]. Although vital, 

the Dynamic Host Configuration Protocol (DHCP) was not originally created with security in 

mind. Several vulnerabilities were revealed, and the attackers utilised them to launch several 

attacks [10].  

However, DHCP protocol has inherent issues. DHCP's biggest drawback is that the server 

and client can't verify each other's identities and can't ensure the other node's authenticity. 

UDP packets used by DHCP are likewise preserved in plaintext. Attackers may launch 

several attacks against DHCP due to its weaknesses [46], [47]. These weaknesses let 



attackers bypass security. Numerous studies [48]- [49] have investigated the security of the 

DHCP protocol.  

2.3.2.1 – How Does DHCP operate? 

There are two versions of DHCP, DHCPv4 and DHCPv6 are used for IPv4 and IPv6, 

respectively [50]. This article will focus on DHCPv4. DHCP operation is shown in below 

figure.  

 

Figure 2 DHCP Operations [47] 

DHCP uses well known UDP port 67 and 68, where The DHCP server listens on UDP port 67 

for incoming requests from clients and the DHCP client sends requests to the DHCP server 

on UDP port 67, with the source port being 68 [51]. 

2.3.2.2 DHCP Communication Process [51]: 

• DHCPDISCOVER: The client broadcasts a DHCPDISCOVER message on network 

from UDP port 68 to UDP port 67. 

• DHCPOFFER: The server responds with a DHCPOFFER message in which it offers an 

IP address and other configurations from UDP port 67 to UDP port 68. 

• DHCPREQUEST: The client selects one of the offers and broadcasts 

a DHCPREQUEST message from UDP port 68 to UDP port 67, requesting the offered IP 

address 

• DHCPACK: The selected DHCP server acknowledges the request by sending 

a DHCPACK message from UDP port 67 to the client's UDP port 68, confirming the IP 

address assignment. 



2.3.2.3 DHCP Vulnerabilities 

The DHCP protocol suffers from several critical vulnerabilities due to the lack of 

authentication, confidentiality, and integrity mechanisms [52]. Without authentication, 

malicious nodes can inject DHCP packets, posing as legitimate servers or clients to control 

the network state, leading to attacks like DHCP starvation and spoofing [47] . The absence of 

confidentiality means that DHCP packets are broadcasted in cleartext, making them 

susceptible to being read and altered by unauthorized nodes, which can result in MITM 

attacks and rogue DHCP server attacks [46] . Additionally, the lack of integrity checks allows 

attackers to capture and modify DHCP packets, perform replay attacks, and spoof MAC 

addresses to launch further attacks, such as DHCP starvation . These vulnerabilities 

collectively place network administrators in challenging situations to mitigate these threats 

effectively. [53] 

2.3.2.4 Different attack mechanisms on DHCP  

DHCP starvation 

An attacker will flood a DHCP server with a large number of fake DHCP DISCOVER 

packets in order to carry out a DHCP starvation attack onto the service. This puts the service 

open to the possibility of being attacked. Because each one of these packets makes use of a 

fabricated source MAC address, the DHCP server is led to believe that there are a significant 

number of new clients who are looking for more IP addresses based on this assumption. As 

the server works to respond to these requests, it quickly exhausts all of the IP addresses that 

are available to it. Genuine clients are unable to get IP addresses after all of the available IP 

addresses in the pool have been used and this also results in mac-flooding attack on the 

switch, which leads to a situation known as a denial of service(DOS) [54].  

 



DHCP Rouge server  

 

Once depleting all the ip addresses from the DHCP pool by doing the DHCP starvation 

attack, the attacker can introduce DHCP Rouge server [55]. This will provide the consumers 

with a fake IP address, Subnet mask, Gateway, and Domain name without the clients being 

aware of the fact that they are receiving these things. This server continues to listen to each 

and every DHCP discovery packet that is sent to it. As soon as it is able to receive the DHCP 

discover, it instantly sends the DHCP Offer to the machine that is being victimised and 

provides it the IP address that is linked with the network that the attacker has selected [56]. 

Which means that victims will under Man in the middle(MITM) attack as well as the traffic 

will be transversing via the rouge DHCP server [52].   

2.3.2.5 Existing solution for mitigating DHCP starvation and rouge server 

A digital certificate-based approach involves using the DHCP server's private key to sign 

messages, which clients can verify using the public key. However, this method requires 

manually installing certificates on each client, posing a problem if the certificates are 

compromised [57]. 

 In another paper proposed a measurement inconsistent discrete event system (MIDES) 

framework with an Intrusion Detection System (IDS) to detect rogue DHCP servers using a 

dummy client. Their evaluation, however, was limited to a small-scale simulation analysis 

and lacked a detailed evaluation of the mechanism for DHCP attacks [58].  



A Kerberos-based solution was proposed long ago but never became an RFC due to the 

complexity of requiring additional components like an authentication server and ticket-

granting server [59]. 

DHCP snooping is a security feature that can be implemented on network switches to prevent 

DHCP attacks [60]. It works by monitoring DHCP messages and ensuring that only trusted 

DHCP servers can respond to DHCP requests. This technique helps mitigate both DHCP 

starvation and rogue DHCP server attacks by filtering out malicious DHCP traffic and 

ensuring that only legitimate DHCP servers can allocate IP addresses [61]. A study published 

in the " ACM International Conference Proceeding Series" discusses the implementation of 

DHCP snooping to mitigate DHCP starvation attacks, demonstrating its effectiveness in 

securing network environments [62]. Cisco's white paper on DHCP snooping explains how it 

acts as a firewall between untrusted hosts and trusted DHCP servers, validating DHCP 

messages and maintaining a binding database to prevent unauthorized IP address 

assignments. [61] 

Port security is another method used to prevent DHCP starvation attacks. By configuring port 

security on network switches, administrators can limit the number of MAC addresses that can 

be learned on a single port. This prevents attackers from flooding the network with DHCP 

requests using spoofed MAC addresses, thereby mitigating DHCP starvation attacks [63] 

[64]. Cisco's documentation outlines the benefits of port security, including preventing 

unauthorized devices from accessing the network, mitigating MAC address flooding attacks, 

and ensuring network reliability and availability [65]. 

From various research papers and industry white papers, it is evident that DHCP snooping, 

and switch port security are widely adopted and effective solutions for enhancing network 

security [60] [61]. Combining DHCP snooping with port security provides a robust defence 

against DHCP-related attacks. DHCP snooping ensures that only trusted DHCP servers can 

operate, while port security limits the potential for MAC address spoofing and excessive 

DHCP requests, effectively preventing both DHCP starvation and rogue server attacks [63]. 

These solutions are standard features in enterprise-grade switches from major vendors like 

Cisco and Juniper, indicating their widespread adoption in the industry for corporate 

networks, educational institutions, and data centres [60] [61] [66]. 



2.3.3 Address Resolution Protocol (ARP)  

The Address Resolution Protocol, more frequently referred to as ARP, is a network protocol 

that is used in a local area network (LAN) to map an Internet Protocol (IP) address to a 

physical machine address. This address is also sometimes referred to as a Media Access 

Control (MAC) address. It is necessary for a device to be aware of the MAC address that is 

linked with the IP address of the target device in order for it to be able to interact with 

another device that is connected to the same network [67]. 

2.3.3.1 ARP Process [68] 

 

 

As shown in the figure above, I have taken two PCs, Host A (MAC address: 

0002.175A.BDC7) and Host B (MAC address: 0009.7C93.3011), on Cisco Packet Tracer 

with their IP addresses 192.168.1.1 and 192.168.1.2, respectively. Both hosts are connected 

via a switch. When I initiate a ping command from Host A to Host B, Host A is initially 

unaware of Host B’s MAC address, as shown in the figure below. 

 



Host A broadcasts an ARP request to the address FFFF.FFFF.FFFF, as you can see in the 

figure below. 

 

In the following figure, you can see that Host B replies to the ARP request from Host A. 

 

 



 

 

Once Host A receives the reply to the ARP request, it adds the MAC address and its 

associated IP address to the ARP table, as shown in the figure below. 

 

2.3.3.2 ARP Spoofing  

When an attacker sends faked ARP packets over a local network from their own computer, 

they are engaging in a kind of cyber-attack known as ARP spoofing, which is also sometimes 

referred to as ARP poisoning. The result of this is that the (MAC) address of the attacker is 

associated with the (IP) address of a real computer or server that is connected to the network. 

The attacker can intercept, alter, or block data that is meant for a victim’s IP address once the 

attacker's MAC address has been connected with victim’s IP address [67] [68]. This can lead 

to several types of attacks, including: 

Session Hijacking: The attacker can take over an active session between two devices by 

intercepting and manipulating the data packets [67]. 

Man-in-the-Middle (MITM) Attacks: The attacker can intercept and potentially alter the 

data being transmitted between two devices. Which is also highlighted in CVEs (Common 

Vulnerabilities and Exposures) CVE-1999-0667 [69]. 



Denial of Service (DoS): As shown in CVE-2023-31190, the attacker can disrupt the 

communication between devices by associating non-existent MAC addresses with IP 

addresses, causing the network traffic to be misrouted or dropped [70]. 

There have been instances of ARP poisoning being used to break into internal networks in 

business settings. Using ARP spoofing, for example, an attacker inside a corporate network 

was able to divert traffic via their computer, which gave them the ability to steal sensitive 

company conversations and data. When it comes to securing sensitive company information, 

this kind of assault highlights how important it is to have comprehensive network security 

procedures [71]. 

2.3.3.3 Mitigation Techniques for ARP poisoning 

Static ARP Entries: When static ARP entries are manually configured in the ARP cache, it 

is possible to prevent unauthorised modifications from occurring. On the other hand, this 

approach cannot be scaled up to accommodate enormous networks [9] [72]. 

Cryptographic Techniques: It is possible to avoid spoofing by authenticating ARP 

communications via the use of cryptographic technologies. Secure ARP, often known as S-

ARP, is a method that verifies the validity of ARP messages by using public and private key 

pairs but this is also not scalable as this should be available across all devices running on the 

network [73] [74]. 

ARP Spoofing Detection Tools: Monitoring ARP traffic and alerting administrators to 

potentially malicious behaviour may be accomplished with the use of tools such as 

ARPwatch and XARP, amongst others [75] [74] [76]. 

Routing Trace: The key disadvantages of DS-ARP include its complexity and the ongoing 

maintenance required, which can add significant overhead to network management. 

Continuous monitoring introduces performance overhead, potentially slowing down network 

operations, especially in larger environments. There is also a risk of false positives and 

negatives, leading to unnecessary alerts or undetected attacks. Compatibility issues can arise 

when integrating DS-ARP into diverse network environments, and scalability concerns 

become prominent in large networks due to increased ARP traffic. Additionally, the resource 

consumption associated with continuous monitoring and analysis can impact overall network 

performance. These factors must be carefully considered to ensure that the benefits of 

implementing DS-ARP outweigh its drawbacks. [75] [77]. 



DHCP Snooping is a security feature that monitors and controls DHCP traffic on a network. 

It classifies switch ports into trusted and untrusted categories [78]: 

• Trusted Ports: These are typically connected to legitimate DHCP servers and are 

allowed to send DHCP server messages [78]. 

• Untrusted Ports: These are connected to clients and are restricted from sending 

DHCP server messages [78]. 

When DHCP snooping is enabled, the switch: 

• Validates DHCP Messages: It inspects DHCP messages from untrusted sources and 

filters out invalid ones [78]. 

• Maintains a DHCP Snooping Binding Table: This table records the MAC address, 

IP address, lease time, VLAN, and interface information for each DHCP lease. This 

database is crucial for subsequent validation [78]. 

Dynamic ARP Inspection (DAI) is a security feature that protects against ARP spoofing 

attacks by validating ARP packets on the network. DAI uses the DHCP snooping binding 

table to verify the integrity of ARP packets [79]: 

• Intercepts ARP Packets: DAI intercepts ARP requests and responses on the network 

[79]. 

• Validates ARP Packets: It compares the MAC and IP address information in ARP 

packets against the entries in the DHCP snooping binding table. If an ARP packet’s 

information does not match a valid entry, the packet is dropped [79]. 

Integration of DHCP Snooping and DAI [80] 

The integration of DHCP Snooping and DAI provides a robust defence mechanism against 

network attacks: 

• DHCP Snooping ensures that only legitimate DHCP traffic is allowed, preventing 

rogue DHCP servers from assigning IP addresses. 

• DAI uses the DHCP snooping binding table to validate ARP packets, preventing ARP 

spoofing attacks. 

Together, these features create a layered security approach: 



• First Layer - DHCP Snooping: Ensures that IP addresses are correctly assigned by 

legitimate DHCP servers and maintains a binding table of valid IP-to-MAC address 

mappings. 

• Second Layer - DAI: Uses the binding table to validate ARP packets, ensuring that 

ARP requests and responses are legitimate and consistent with the DHCP snooping 

database. 

A popular vendor in networking industry, recommends using a combination of DHCP 

Snooping, Dynamic ARP Inspection (DAI), and Port Security to collectively prevent ARP 

poisoning attacks. DHCP Snooping builds a database of IP-to-MAC bindings by monitoring 

DHCP traffic, which DAI then uses to validate ARP packets, ensuring that only legitimate 

ARP requests and responses are processed. Port Security further enhances protection by 

limiting the number of MAC addresses that can connect to a port, preventing unauthorized 

devices from accessing the network. These features are built into most business-grade 

switches, providing a cost-effective solution for small and medium-sized enterprises (SMEs) 

without additional costs. This integrated approach not only mitigates ARP spoofing but also 

enhances overall network security [81]. 

2.3.4 STP  

Loops in Ethernet networks, and more specifically in Local Area Networks (LANs), are 

avoided with the use of a network protocol known as the Spanning Tree Protocol (STP). This 

protocol is turned on by default all network switches by vendors. STP was intended to solve 

problems that might arise in a network when redundant routes are present. These problems 

include broadcast storms, MAC table instability, and multiple frame transmission. STP was 

developed to overcome these problems in which a switch is elected as central point reference 

for all switches, also known as root bridge [82]. 

2.3.4.1 How STP works? 

• Root Bridge Election: 

The selection of a root bridge is the first stage in the functioning of the STP protocols. All 

of the switches in the network first believe themselves to be the root bridge, and they 

begin broadcasting Bridge Protocol Data Units (BPDUs) that include their Bridge ID. 

This Bridge ID is a mix of their priority and their MAC address. The root bridge is 

determined to be the switch that has the lowest Bridge ID total [82]. 

 



• Path Cost Calculation: 

The route cost, which is determined by the bandwidth of the connections, is used by all of 

the other switches to determine the shortest way to the root bridge after the root bridge 

has been chosen [45]. 

• Port Roles Assignment: 

Each switch assigns roles to its ports: 

1. Root Port: The port with the lowest path cost to the root bridge. 

2. Designated Port: The port on each network segment that has the lowest 

path cost to the root bridge. 

3. Blocked Port: Ports that are neither root nor designated ports are put into 

a blocking state to prevent loops. 

• BPDU Exchange: 

Switches exchange BPDUs every 2 seconds by default to maintain the network topology. 

BPDUs contain information about the root bridge, path costs, and port roles. This helps in 

detecting any changes in the network and recalculating the spanning tree if necessary. 

• Port States: 

STP ports transition through several states to prevent loops during topology changes: 

1. Blocking: The port does not forward frames and only listens to BPDUs. 

2. Listening: The port prepares to forward frames but does not yet learn 

MAC addresses. 

3. Learning: The port learns MAC addresses but does not forward frames. 

4. Forwarding: The port forwards frames and continues to learn MAC 

addresses. 

5. Disabled: The port is administratively shut down and does not participate 

in STP. 

2.3.4.2 STP vulnerabilities 

STP has several vulnerabilities that can be exploited by attackers. Here are some key points 

on STP vulnerabilities: 

• Lack of Authentication: 

As a result of the fact that the Spanning-tree Protocol (STP) does not natively incorporate 

authentication procedures, it is susceptible to attacks in which malicious users may attempt to 

alter the topology of the network. An example of this would be a threat transmitting Bridge 

Protocol Data Units (BPDUs) with a lower bridge ID in order to establish themselves as the 



root bridge. The topology of the network would be changed as a consequence of this, which 

might potentially result in disruptions that damage the network [83] [84]. 

• BPDU Manipulation: 

By sending bogus BPDUs, attackers may take advantage of the fact that there is no 

authentication for BPDUs. This can result in the root bridge being selected from among the 

switches that have been hacked. Consequently, this may lead to loops in the network, a 

decrease in performance, or even total network failures [83] [84]. 

• Denial of Service (DoS) Attacks 

An attacker may utilise STP to carry out a denial-of-service attack by sending a large number 

of BPDUs. This would be feasible for the attacker to do. Because of this, the network is 

forced to undergo configuration changes on frequently, which in turn leads the network to 

become unstable and suffer outages [83] [84]. 

2.3.4.3 Mitigation Strategies 

BPDU Guard: 

When BPDU Guard has been configured on edge ports , it is possible to prevent unauthorised 

devices from sending BPDUs into the network. When a BPDU is received on a port that has 

BPDU Guard active, the port will be immediately shut down [83] [84].  

Root Guard: 

In order to prevent ports from ever becoming the root port, Root Guard may be activated on 

such ports. When a superior BPDU is received on a port that has Root Guard enabled, the 

port is put into a root-inconsistent state. This prevents the port from becoming the root port 

[83] [84]. 

 

BPDU Filtering: It eliminates the potential of STP manipulation by preventing BPDUs from 

being transmitted or received on certain ports. This eliminates the possibility of STP 

manipulation [85]. 

Various industry standards emphasize the importance of implementing security measures 

such as BPDU Guard, Root Guard, and BPDU Filtering to protect against Spanning Tree 

Protocol (STP) attacks. For instance, cisco’s Enhance Spanning Tree Protocol (STP) with 

Root Guard, includes the use of BPDU Guard to prevent unauthorized devices from sending 



BPDUs into the network, thereby shutting down compromised ports immediately 

[86]. Similarly, the Hewlett Packard Enterprise underscores the importance of BPDU filtering 

on per-port basis [87]. These strategies are widely endorsed to safeguard network 

infrastructures from malicious STP attacks, and these should be enabled on all ports where 

end devices are connected. 

2.3.5 Virtual Local Area Networks (VLAN) 

VLANs partition a physical network into distinct logical networks. This enables devices to 

establish communication as if they were connected to the same network, regardless of their 

physical location. VLANs enhance network performance, increase security, and management 

[88]. 

 

VLANs partition networks into separate segments, organise devices across different 

locations, and confine broadcast traffic. This leads to a decrease in traffic congestion and 

enhances overall security. VLANs provide the advantageous qualities of flexibility and 

scalability, making them highly suitable for dynamic contexts. 

 

Small and medium-sized enterprises (SMEs) get several advantages from using virtual local 

area networks (VLANs). VLANs save expenses by using pre-existing hardware for the 

purpose of logical segmentation. They enhance network performance by mitigating 

congestion. VLANs improve security by segregating departments and operation [89]. 

 

On a network switch, a trunk port is a specialised type of port that is designed to handle data 

traffic for several Virtual Local Area Networks (VLANs) by encapsulating the traffic with 

unique VLAN tags. This allows the trunk port to fulfil its purpose of managing data traffic. 

The simultaneous transmission of numerous virtual local area networks (VLANs) across a 

single physical connection between switches or other network devices is made possible on 

account of this [90]. 

 

2.3.5.1 VLAN Vulnerabilities 

VLAN Hopping: Also known as switch spoofing, is an attack that involves taking advantage 

of a vulnerability in physical Cisco switches that make use of the proprietary Dynamic 

Trunking Protocol (DTP) in order to automatically negotiate trunk connections between 



switches. This vulnerability gives the attacker the opportunity to exploit the vulnerability and 

take advantage of it. With the great majority of older Cisco switches, DTP is activated by 

default on all ports straight out of the box. This is a standard feature that is included in Cisco 

switches [91]. SMEs can go for older equipment due to budget constraints [92]. This allows 

trunk links to be formed automatically and with convenience. In the event that the switch's 

physical ports are left in the dynamic preferred mode, an attacker has the ability to connect a 

machine to a Cisco switch by using any of the available ports on the switch. Using this 

method, the attacker is able to deceive the switch into thinking that the hacked system is 

another switch that is seeking to negotiate a trunk connection. If the attack is successful and a 

trunk connection is created, the attacker will have access to all the virtual local area networks 

(VLANs) that are linked with the trunk. Under these circumstances, the system of the attacker 

will be able to get access to any system that is located on any virtual local area network 

(VLAN). Extensive evidence of this attack, which was successfully carried out against 

physical networks, has been presented by past study that was carried out by Cisco and the 

SANS Institute [93].  

2.3.5.2 Mitigating VLAN hooping [94]  

Cisco recommends disabling DTP on interfaces where trunking is not needed. This can be 

done by setting the interface to access mode and using the “switchport 

nonegotiate” command to prevent DTP frames from being sent. This ensures that the 

interface does not attempt to negotiate trunking.  

Second, for interfaces that require trunking, configure them statically. Set the interface to 

trunk mode and disable DTP negotiation by using the “switchport nonegotiate” command. 

This prevents the interface from participating in DTP negotiations while still allowing 

trunking. 

Third, always set interfaces to access mode if trunking is not necessary. This prevents the 

interface from becoming a trunk port even if it receives DTP frames, enhancing security by 

ensuring that the interface remains in access mode. 

Lastly, regularly monitor and audit switch configurations to ensure that DTP settings are 

correctly applied, and that no unauthorized trunk links are formed. 

By implementing these strategies, network administrators can reduce the risk of unauthorized 

trunk formation and enhance network security. 



2.4 Conclusion 

In this chapter, we have explored the critical role of Small and Medium-sized Enterprises 

(SMEs) in the global economy, the benefits that network switches bring to these enterprises, 

the inherent vulnerabilities associated with network switches, and the strategies to mitigate 

these vulnerabilities. 

Based on the literature review, the chapter 4 will focus on conducting simulations to validate 

the findings and recommendations discussed. These simulations will provide practical 

insights into the effectiveness of various mitigation strategies and help in developing a 

comprehensive security framework for SMEs. By understanding the benefits and 

vulnerabilities of network switches and implementing appropriate security measures, SMEs 

can leverage technology to drive growth while safeguarding their digital assets. 

 

 

 

 

 

 

 

 

 

 

 



 3. CHAPTER 3: Methodology 

3.1 Introduction 

This chapter outlines the research methodology employed in this study on switch security, 

focusing on SMEs. The research design is structured using research Onion framework, which 

provides a comprehensive approach to research methodology. 

 

Research Onion [95] 

3.2 Research Philosophy: Pragmatism 

Pragmatism is a philosophical tradition that emphasizes the practical application of ideas and 

the use of empirical evidence to inform decision-making. In the context of this research, 

pragmatism underpins the approach by focusing on the practical implications and outcomes 

of the study. Pragmatism asserts that truth and knowledge are best understood through their 

practical effects and usefulness in addressing real-world problems [95]. This philosophy 

aligns with the study's aim to explore and mitigate L2 attacks through practical 

experimentation and qualitative analysis. 



3.3 Research Approach: Deductive 

The deductive research approach involves starting with a general theory or hypothesis and 

then designing a research strategy to test this hypothesis [96]. This study begins with existing 

theories on network switch attacks and their mitigation strategies. Hypotheses are formulated 

based on these theories, and the experimental research strategy is designed to test these 

hypotheses. The deductive approach ensures that the research is grounded in established 

knowledge and systematically tests the validity of the hypotheses through empirical 

observation and analysis. 

3.4 Research Strategy: Experimental 

Experimental research is chosen as the strategy as the goal of the study is to examine cause-

effect relationships [97].This simulation-based approach to analyse various network switch 

attacks. The simulations leveraged tools like Ettercap for simulating man-in-the-middle 

attacks, Yersinia for DHCP starvation, Rogue DCHP and STP, and Wireshark for network 

traffic capture and analysis. These simulations demonstrate the impact of these attacks and 

evaluate the effectiveness of potential mitigation strategies. This approach allows for a 

detailed examination of the attack vectors and the potential effectiveness of mitigation 

strategies in a controlled setting. 

3.5 Research Choice: Qualitative 

Despite the experimental strategy typically being associated with quantitative methods, this 

study employs a qualitative research choice. Qualitative research is concerned with 

understanding phenomena from the perspective of the participants and the context in which 

they occur [98]. In this study, qualitative data is collected to gain deeper insights into the 

nature of network switch attacks, the effectiveness of mitigation strategies. This approach 

allows for a richer, more nuanced understanding of the research problem. 

3.6 Data Collection Methods 

Data for this study is collected from a variety of sources, including peer-reviewed articles, 

journals, industry documents, and government documents. These sources provide a 

comprehensive foundation for understanding switch attacks and mitigation strategies. The 

data collection process involves: 



• Literature Review: Conducting a thorough review of existing literature on switch 

attacks and mitigation strategies to inform the experimental setup and provide context 

for the study. 

• Document Analysis: Analysing industry reports and government documents to gather 

relevant information and data on current practices and policies related to switch 

attacks. 

• Peer-Reviewed Articles and Journals: Reviewing academic articles and journals to 

identify key theories, findings, and gaps in the existing research. 

3.7 Conclusion 

The methodology chapter outlines a comprehensive approach to studying L2 attacks and 

mitigation strategies through a pragmatic, deductive, experimental, and qualitative 

framework. By combining these elements, the research aims to provide practical, evidence-

based insights that can inform and improve strategies for mitigating L2 attacks. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 4. CHAPTER 4: Design, Implementation, Results and Analysis 

4.1 Introduction 

In this chapter, we delve into the comprehensive process of designing, implementing, and 

evaluating security measures at Layer 2 (L2) within a simulated network environment 

tailored for Small and Medium-sized Enterprises (SMEs). The chapter begins by outlining the 

design requirements and processes that underpin the network topology and security 

architecture. It provides a comprehensive overview of the hardware and software employed 

to create the controlled virtual lab environment, mimicking a real-world network. 

 

Leveraging insights from the literature review, we systematically conduct a series of L2 

attacks on network switches, which include MAC Flooding, DHCP Starvation, Rouge DHCP 

server, VLAN Hopping, ARP Spoofing and STP Manipulation. Step-by-step procedures 

guide you through the configuration process and the implementation of various attack 

simulations. Detailed explanations of commands and tutorials are included to ensure a clear 

understanding of the attack mechanisms. Each attack is meticulously executed to assess the 

vulnerabilities inherent in typical network switches. Following the attack simulations, we 

present and analyse the results, highlighting the impact of each attack on the network's 

performance and security posture. 

 

Subsequently, we implement various mitigation techniques aimed at countering these attacks, 

followed by an evaluation of their effectiveness. To wrap things up, the chapter discusses 

what we learned from the simulations. It compares these findings to what others have 

discovered and explains how these mitigation benefits small and medium-sized businesses 

(SMEs).This integrated approach provides a holistic view of L2 security challenges and 

solutions, contributing valuable insights to the field of network security for SMEs. 

 

Design Requirements: 

Initial Requirements: This project focuses on simulating network attacks in a virtual lab 

environment. The key requirements include: 

• Network Emulation Tool: A robust platform to create complex network topologies 

for attack simulations. 



• Virtualization Software: Software capable of efficiently managing network 

simulation machine to isolate from outside world. 

• Operating system: Security tools pre-loaded with functionalities to execute various 

network attacks. 

• Network Devices: To mimic a realistic small and medium enterprise network 

environment. 

Design Decisions:  

Considering the requirements, the following design decisions were made: 

EVE-NG: Selected for its user-friendly interface and extensive library of network devices. 

EVE-NG facilitates the creation of intricate network configurations, enabling the simulation 

of diverse network attack scenarios [99]. 

VMware Workstation Pro: Chosen for its compatibility with EVE-NG and its ability to 

efficiently manage multiple virtual machines with allocated resources. VMware Workstation 

Pro ensures smooth operation of the virtual network environment during attack simulations 

[100]. 

Operating Systems: Parrot OS and Kali Linux were selected due to their wide range of pre-

installed security tools for network attack simulations. These operating systems provide the 

necessary functionalities to execute various network attacks within the simulated 

environment  [99]  [100]. 

Cisco Devices: Cisco switch and router were chosen to simulate a realistic enterprise network 

environment commonly encountered in practice. Utilizing industry-standard equipment 

enhances the applicability of the simulations and the generalizability of the findings to real-

world network deployments. 

Attack Tools: Yersinia, Wireshark, and Ettercap are essential tools for conducting various 

network attacks, including MAC flooding, DHCP, STP, and VLAN attacks. Yersinia is a 

versatile framework designed to exploit weaknesses in network protocols, making it effective 

for launching attacks on STP, DHCP, and VLAN configurations. Wireshark serves as a 

powerful network protocol analyser, capable of capturing and inspecting data packets in real-

time, which is crucial for identifying vulnerabilities and monitoring network traffic during 



attacks like MAC flooding. Ettercap is specialized for man-in-the-middle attacks, allowing 

for the interception and manipulation of live network connections. It can perform MAC 

flooding by overwhelming a switch's MAC address table, DHCP spoofing by responding to 

DHCP requests with malicious configurations, and VLAN hopping to send traffic across 

different VLANs. Together, these tools provide a comprehensive suite for testing and 

exploiting network vulnerabilities, making them indispensable for penetration testers and 

cybersecurity professionals. [103]  [103] [104]. 

Design Processes: 

The design process involved setting up EVE-NG on a Lenovo c390 laptop running Windows 

11 Pro. The network topology included a Cisco router acting as the DHCP server, a Cisco 

switch, and multiple virtual machines running.  

4.1.1 Main Device Specification: 

Laptop Model Lenovo Yoga C930 

Operating System Windows 11 Pro 

Processor Intel(R) Core(TM) i7-8550U CPU @ 

1.80GHz   1.99 GHz 

Ram 16 GB 

Storage 521 GB 

While the above specifications serve as a valuable reference point for mimicking the 

simulation, strict adherence is not essential. However, following these guidelines will help 

ensure smooth operation of the virtual environment. 

4.1.2 Resource allocation: 

For EVE-NG on VMware 

Memory 8.6 GB 

Processors 4 

Hard Disk 60 GB 

Network Adapter 1 NAT 

Network Adapter 1 Host-only 

Network Adapter 1 Bridged (Automatic) 



USB Controller Present 

Display Auto detect 

Virtual Devices on EVE-NG 

In the simulation, Cisco routers and switches were utilized alongside Parrot OS, Kali Linux, 

and Virtual PC to create a comprehensive testing environment. Parrot OS, known for its 

extensive suite of tools for penetration testing, computer forensics, and cryptography, 

provided a robust platform for security assessments [99]. Similarly, Kali Linux, a Debian-

based distribution renowned for its penetration testing and security auditing capabilities, was 

employed to conduct various security tests and audits [100]. The Virtual PC Simulator 

(VPCS) was used to simulate lightweight PCs, supporting essential network functions such as 

DHCP and ping, thereby enhancing the realism and functionality of the simulation 

[101]. This setup allowed for thorough testing and troubleshooting of network configurations, 

ensuring a secure and efficient network environment. 

4.1.3 Attack 1: DHCP Starvation attack and Rouge DHCP attack: 

4.1.3.1 Literature Review Findings of Error! Reference source not found.:  

The Dynamic Host Configuration Protocol (DHCP) is an essential network protocol that 

automates the allocation of IP addresses and other network settings to devices on a network, 

guaranteeing uninterrupted connection and effective network administration. Although 

DHCP is widely used and offers advantages, it also has risks. Existing literature clearly 

indicates that DHCP was not originally developed with security as a priority, resulting in 

inherent vulnerabilities such as the absence of authentication, secrecy, and integrity methods. 

These flaws make DHCP susceptible to  attacks such as DHCP starvation and DHCP rogue 

server attack. 

In a DHCP starvation attack, an attacker floods the DHCP server with numerous fake 

DHCPDISCOVER packets, exhausting the available IP addresses and causing a denial of 

service (DoS) for legitimate clients. Following this, a DHCP rogue server attack can be 

launched, where the attacker sets up a malicious DHCP server to provide fraudulent network 

configurations to clients, leading to potential man-in-the-middle (MITM) attacks and 

unauthorized data interception. These attacks exploit the fundamental weaknesses of DHCP, 



such as the inability of the server and client to authenticate each other and the use of plaintext 

UDP packets, making them susceptible to interception and manipulation by malicious actors. 

Given the critical nature of these vulnerabilities and their potential impact on network 

security, it is imperative to conduct simulations of DHCP starvation and rogue server attacks. 

These simulations will provide a deeper understanding of the attack mechanisms, their effects 

on network performance and security, and the effectiveness of various countermeasures. By 

doing so, we can develop more robust security strategies to protect DHCP implementations 

and ensure the reliability and integrity of network services.  

4.1.3.2 Methodology for DHCP Starvation: 

• We will utilize the Yersinia tool to launch a DHCP starvation attack against a router 

running DHCP services. 

• The attack will flood the network with spoofed DHCP Discover packets, each 

containing a unique MAC address. 

• This will exhaust the DHCP server's IP address pool, preventing legitimate clients 

from acquiring IP addresses. 

4.1.3.3 Network Topology and Device Configurations. 

 



The provided network topology above is ideal for demonstrating DHCP starvation and rogue 

DHCP server attacks due to its simplicity and inclusion of essential components. The 

topology consists of a DHCP server, a switch, and multiple client devices (Parrot-OS, Win, 

and client_router), all interconnected to simulate a typical network environment. 

DHCP Starvation Attack: 

In this attack, the attacker (parrot-OS) floods the DHCP server with numerous DHCP 

DISCOVER packets, exhausting the available IP address pool of the DHCP server using the 

Yersinia tool. This prevents legitimate clients from obtaining IP addresses, leading to a denial 

of service (DoS).  

Rogue DHCP Server Attack: 

After DHCP Starvation attack, the attacker sets up an unauthorized DHCP server that 

responds to DHCP requests with malicious configurations and setting its own IP as default 

gateway for client. This will lead to man-in-the-middle attacks, data interception, and 

network disruption.  

By using this topology, one can effectively demonstrate the mechanics of DHCP starvation 

and rogue DHCP server attacks, as well as the corresponding mitigation techniques, 

providing a comprehensive understanding of these network security threats. 

Configure the cisco router for DHCP  

For this topology DHCP is a cisco router distributing IP addresses to all the clients and there 

is are no other services or security measures in place. Below are configuration commands to 

host the DHCP server: 

config t Enter global configuration mode. 

interface f0/0 Select the FastEthernet 0/0 interface. 

ip address 192.168.1.1 255.255.255.0 Assign IP address 192.168.1.1 with a subnet 

mask of 255.255.255.0 to the interface. 

no shutdown Enable the interface. 

exit Exit the interface configuration mode. 

ip DHCP pool MAIN-POOL Create a DHCP pool named MAIN-POOL. 

network 192.168.1.100 255.255.255.0 Define the network and subnet mask for the 



DHCP pool. 

default-router 192.168.1.1 Set the default gateway for DHCP clients. 

dns-server 8.8.8.8 Set the DNS server for DHCP clients. 

domain-name cisco.com Set the domain name for DHCP clients. 

lease 7 Set the lease duration to 7 days. 

ip DHCP excluded-address 192.168.1.1 Exclude the router's IP address from the 

DHCP pool. 

Launch DHCP Starvation Attack: 

 

• Select the DHCP Protocol: 

In the Yersinia GUI, navigate to the DHCP tab. 

• Choose the Attack Type: 

Select the sending DISCOVER packet option. This will flood the DHCP server with 

DHCP DISCOVER packets, consuming all available IP addresses. 

• Launch the Attack: 

Click on Launch Attack to start the DHCP Starvation Attack. This will consume all the IP 

addresses from DHCP server as shown in below figure, preventing legitimate clients from 

obtaining an IP address. 

  



4.1.3.4 Methodology for Creating a Rogue DHCP Server 

• Setup: The attacker connects a device running a rogue DHCP server to the target 

network. 

• DHCP Offer: When a client sends a DHCP Discover message, both the legitimate 

and rogue DHCP servers respond with a DHCP Offer. 

• DHCP Acknowledgment: The client may accept the offer from the rogue server, 

leading to incorrect network configuration. 

• Network Disruption: The client may be assigned an incorrect IP address, DNS 

server, or default gateway, causing network issues or redirecting traffic through the 

attacker's device. 

Steps For Creating a Rogue DHCP Server 

Once the DHCP Starvation Attack is successful and all IP addresses are consumed, proceed to 

create a Rogue DHCP server as shown in below figures: 

• Select the DHCP Protocol Again: 

In the Yersinia GUI, navigate back to the DHCP tab. 

• Choose the Rogue DHCP Server Attack: 

Select the creating DHCP rogue server option. 

• Configure the Rogue DHCP Server: 

• IP Address Pool: Define the range of IP addresses the rogue server will 

assign. 

• Default Gateway: Set the default gateway (Router field in Yersinia) to the 

attacker's IP address. This is crucial for conducting a successful Man-in-the-

Middle (MITM) attack. 

• Launch the Rogue DHCP Server: 

Click on Launch Attack to start the rogue DHCP server. When a client tries to obtain 

an IP address, it will receive one from the rogue DHCP server, along with the 

attacker's IP address as the default gateway. 



 

After launching the rogue DHCP server, verify that clients are receiving IP addresses from 

the rogue server. When a client_router tries to get IP address, it gets Ip address from the rouge 

DHCP server which is evident from the pool given by it as show in below figure: 

 

 

Mitigation based on literature review on pg.23: Based on the literature review, implementing 

DHCP snooping and port security is a well-supported and effective strategy for enhancing 

network security. DHCP snooping acts as a firewall between untrusted hosts and trusted 

DHCP servers, validating DHCP messages and maintaining a binding database to prevent 

unauthorized IP address assignments. This mitigates DHCP spoofing and starvation attacks 

by ensuring only legitimate DHCP servers can respond to requests. Port 

security complements this by limiting the number of MAC addresses on a port, preventing 

attackers from flooding the network with spoofed DHCP requests, effectively mitigating 

DHCP starvation attacks. Together, these features provide a robust defence against DHCP-

related attacks, ensuring a secure and reliable network infrastructure. 

  



DHCP Snooping Commands: 

Command  Description 

ip DHCP snooping Enables DHCP snooping globally on the 

switch. 

ip DHCP snooping VLAN <VLAN-id> Enables DHCP snooping on a specific 

VLAN.  

interface <interface-id> Enters interface configuration mode for the 

specified interface.  

ip DHCP snooping trust Configures the specified interface as a trusted 

port for DHCP snooping. 

ip DHCP snooping limit rate <rate> Sets a rate limit for DHCP requests on the 

interface.  

show ip DHCP snooping Displays the current DHCP snooping 

configuration on the switch. 

show ip DHCP snooping binding Shows the DHCP snooping binding table, 

which contains information about the IP 

addresses assigned to clients and their 

corresponding MAC addresses. 

 

Port Security Commands [96]: 

Command  Description 

interface <interface-id> Enters interface configuration mode for the 

specified interface.  

 

switchport mode access Configures the interface as an access port. 

switchport port-security Enables port security on the specified 

interface. 

switchport port-security maximum <number> Sets the maximum number of secure MAC 

addresses allowed on the interface.  

switchport port-security mac-address <mac- Specifies a static secure MAC address that is 



address> allowed to access the interface.  

switchport port-security mac-address sticky Enables sticky MAC address learning, which 

dynamically learns and retains MAC 

addresses on the interface. 

switchport port-security violation Shutdown The port is taken out of service and placed in 

an error-disabled state. The port remains in 

this state until manually removed and 

generates Log messages. 

 

4.1.3.5 Analysis -Impact of DHCP Starvation and DHCP Rogue Server Attacks on Network 

and Topology 

1. Network Availability: 

 

Denial of Service (DoS): Frome the above two figures, you can see the , the attacker 

generated more that 330000+ discover packets within 30 seconds, the attacker didn’t just 

exhaust all the IP addresses from the DHCP server but also did a MAC flooding attack on the 

switch causing it have fake entries in the mac-address and you can see traffic was generated 



from port E0/2 where the attacker is connected on the switch as show in below figure.

 

 

 Increased Traffic: The flooding of DHCP requests generates a significant amount of 

network traffic. This led to network congestion, slowing down the overall performance of the 

network and causing legitimate traffic to be dropped as shown in below figure. 

 

Server and Switch Overload: Both the DHCP server and network switches experience 

increased CPU usage due to the high volume of DHCP traffic. The DHCP server becomes 

overwhelmed by the flood of requests, leading to higher CPU and memory usage, which 

degrades its performance and impacts its ability to manage other network services effectively. 

Simultaneously, the network switches also suffer from increased CPU usage, affecting their 

ability to handle other network traffic efficiently and leading to overall network 

performance degradation. 

 

 



Administrative Overhead: 

Troubleshooting: In complex networks, administrators could need to spend significant time 

identifying and mitigating the attack, which can divert resources from other critical tasks. The 

process of clearing the IP address pool and restoring normal operations can be complex and 

time-consuming. 

4.1.3.6 Impact of DHCP Rogue Server Attack on Network and Topology 

Network Security: 

Traffic Redirection: A rogue DHCP server provided incorrect gateway and DNS server 

addresses to clients, redirecting their traffic through attacker’s machine as you can see from 

below figure the new IP address on the client_router is from pool of rouge DHCP server. 

Despite a ping being generated from 192.165.1.50 to 192.168.1.1, the attacker's machine's 

Wireshark captures ICMP traffic from the victim which shows in the below figure that 

attacker could see 192.168.1.104 pinged 102.168.1.50. This led to MITM attack and  

eavesdropping and interception, of data, compromising the confidentiality and further the 

attack can manipulate the data and compromise the integrity of network communications. 

 

Network Reliability: 

Connectivity Issues: Clients that receive incorrect network configurations experienced 

connectivity issues, such as being unable to reach certain network resources. This can disrupt 

normal business operations and cause frustration for users.    

Network Topology Changes: 

Unauthorized Devices: The introduction of a rogue DHCP server represents an unauthorized 

change to the network topology. This can complicate network management and monitoring, 

making it harder to maintain a clear understanding of the network's structure and status. 

Administrative Challenges: 

Detection and Mitigation: Identifying the presence of a rogue DHCP server can be 

challenging, especially for SMEs with limited IT staff and resources. Implementing and 



maintaining security measures like DHCP snooping and network segmentation requires 

expertise and ongoing management, which may be beyond the capabilities of many SMEs. 

4.1.3.7 Analysis after mitigating Mac flooding, DHCP starvation and rouge DHCP server: 

Network Availability: 

By limiting the number of MAC addresses per port, port security effectively counters attacks 

involving fake DHCPDISCOVER packets with bogus MAC addresses. When the attacker 

attempted to generate these packets, the port connected to the attacker's machine was shut 

down and a log entry was generated, as shown in the figure below. The port was placed in 

error-disabled mode, which successfully prevented DHCP starvation on the DHCP server and 

mitigated MAC flooding on the switch.

 

Network Reliability: 

 

As DHCP snooping was used, the attempted attack for MITM attack using rogue DHCP 

server was prevented. As shown in the above figure, the client_router didn’t receive IP 

address from the rouge DHCP server’s pool which was from 192.168.1.50 to 192.168.1.99 as 

show in above figure. 

Infrastructure strain: 

Because of port security, we observed that there was neither any unusual traffic spike nor 

abnormal load on CPU and memory.  

Administrative Overhead:  

Implementing DHCP snooping and port security significantly reduces the administrative 

overhead associated with identifying and mitigating DHCP starvation and rogue server 

attacks. DHCP snooping creates a binding database that logs legitimate DHCP transactions, 



making it easier for network administrators to detect and block malicious DHCP traffic. This 

database acts as a reference point for troubleshooting, allowing administrators to quickly 

identify unauthorized DHCP servers and mitigate their impact. Port security further simplifies 

management by limiting the number of MAC addresses per port, preventing MAC flooding 

attacks and reducing the complexity of clearing IP address pools. These measures streamline 

the process of restoring normal operations, enabling administrators to focus on other critical 

tasks without being diverted by extensive troubleshooting efforts. 

4.1.3.8 Summary: 

For SMEs, DHCP starvation and rogue server attacks can have severe implications for 

network availability, performance, security, and manageability. These attacks can lead to 

significant disruptions in service, compromise sensitive data, and increase the administrative 

burden on limited IT resources. Effective mitigation strategies, including port security, DHCP 

snooping, and network segmentation, are essential to protect against these types of attacks 

and maintain the integrity and reliability of the network. However, SMEs must balance these 

needs against their often limited resources, making proactive planning and investment in 

network security crucial. 

4.1.4 Attack 4: ARP Poisoning: 

Literature review findings on pg.25: The literature review highlights a critical vulnerability 

within the core functionality of Local Area Networks (LANs). The Address Resolution 

Protocol (ARP), responsible for mapping IP addresses to physical device addresses (MAC 

addresses), lacks inherent security features. This vulnerability is actively exploited through a 

cyber-attack known as ARP spoofing, or ARP poisoning. In this attack, malicious actors 

manipulate ARP messages, tricking the network into associating their device's MAC address 

with a legitimate device's IP address. This deception allows attackers to intercept, alter, or 

block data intended for the targeted device, potentially leading to a range of threats including 

session hijacking, man-in-the-middle attacks, and denial-of-service attacks. Understanding 

the mechanics of this attack is crucial for implementing robust network security measures and 

safeguarding sensitive information within the network. 

Methodology 

• Preparation: The attacker must have access to the target LAN. 

• Spoofing: The attacker sends fake ARP replies to the target devices, associating the 

attacker's MAC address with the IP address of the legitimate device. 



• Interception: The target devices update their ARP tables with the attacker's MAC 

address, redirecting traffic to the attacker. 

• Manipulation: The attacker can now intercept, modify, or drop the intercepted traffic. 

Network topology and device config 

 

 

This meticulously designed network topology serves as an ideal simulation for 

comprehending ARP poisoning attacks. Its simplicity and inclusion of essential components 

(DHCP server, switch, and diverse client devices) accurately reflect real-world network 

environments. By simulating an attack where a Kali Linux machine targets the router to 

intercept traffic between a client router and the DHCP server (potentially stealing Telnet 

credentials), this setup effectively reveals the mechanics of ARP poisoning. The ability to 

showcase not only the attack itself, but also corresponding mitigation strategies, elevates this 

topology to a powerful tool for gaining a thorough understanding of these network security 

threats and how to combat them. 

 

 

 

Step-by-Step Guide to Using Ettercap 

Launch Ettercap 



In CLI: sudo ettercap -G 

This command will launch Ettercap with root privileges and opens the GUI. 

Select Network Interface 

In the Ettercap GUI, Select primary interface and click on accept button which will start 

unified sniffing as show in below: 

 

Scan for Hosts: 

Click on magnifying glass to scan for hosts on the network. 

 

Ettercap will scan the network and list all detected hosts. This step is crucial for identifying 

potential targets on the network. 

Add Targets 

After scanning, you need to specify the hosts you want to target 

Click on Hosts List: Select the target IP and add it to “Add to Target 1” 



 

Start ARP Poisoning 

To initiate ARP poisoning, navigate to: 

MITM > ARP poisoning 

A dialog will appear. Check the option "Sniff remote connections" and click "OK". This 

action will start the ARP poisoning attack, making Ettercap intercept traffic between the two 

targets. 

Start Sniffing 

Finally, to begin sniffing the network traffic, go to Wireshark: 

Select the interface and start scan, now whenever targeted machines will communicate, 

everything would be visible to the attacker. 

Look for telnet packets: 

 



Try to find telnet traffic for 192.168.1.1, you can do this by applying telnet filter. 

 

Once you find telnet traffic, click on it and go to Follow> TCP stream. 

As you can see you could see the username and password user for telnet from 192.168.1.146 

to 192.168.1.1. 

Mitigation based on literature review on pg.28: To defend the simulation against ARP 

poisoning attacks, DHCP Snooping, DAI, and Port Security were included. This conclusion 

was reached after reviewing the relevant literature. This combination works because DHCP 

Snooping monitors DHCP traffic to create a database of IP-to-MAC links. After then, DAI 

checks ARP packets using this database to guarantee only real requests and answers are sent. 

Port security limits MAC addresses that may connect to a port. This function prevents 

unauthorised devices from entering the network, increasing safety. Because most business-

grade switches contain these features, SMEs may benefit from a cost-effective and free 

solution. This integrated strategy reduces ARP spoofing and improves network security.  

 



Mitigation Commands on Switch and Description  

Command Description 

ip DHCP snooping 

VLAN 1 

Enables DHCP snooping on VLAN 1. DHCP snooping is a security feature 

that filters untrusted DHCP messages and builds a DHCP binding table. 

int e0/0 (DHCP) 

Enters interface configuration mode for interface Ethernet 0/0, typically 

used to apply DHCP-related configurations. 

ip DHCP snooping 

trust 

Configures the interface as trusted for DHCP snooping. Trusted interfaces 

can forward DHCP server messages. 

no ip DHCP snooping 

information option 

Disables the insertion of DHCP Option 82 information into DHCP packets. 

This option is used to provide additional information about the DHCP relay 

agent. 

ip ARP inspection 

VLAN 1 

Enables Dynamic ARP Inspection (DAI) on VLAN 1. DAI validates ARP 

packets to prevent ARP spoofing attacks. 

int e0/0 (DHCP) 

Re-enters interface configuration mode for interface Ethernet 0/0, typically 

used to apply ARP inspection-related configurations. 

ip ARP inspection 

VLAN trust 

Configures the interface as trusted for ARP inspection. Trusted interfaces 

can forward ARP packets without inspection. 

switchport port-

security 

Enables port security on the interface. Port security restricts input to an 

interface by limiting and identifying MAC addresses of the workstations 

that are allowed to access the port. 

switchport port-

security sticky 

Enables sticky MAC address learning on the interface. Sticky MAC 

addresses are dynamically learned and saved in the running configuration. 



Command Description 

switchport port-

security violation 

shutdown 

Configures the port to shut down if a security violation occurs. A security 

violation happens when the maximum number of secure MAC addresses is 

exceeded. 

switchport port-

security maximum 

Sets the maximum number of secure MAC addresses allowed on the 

interface. If the number of MAC addresses exceeds this limit, a security 

violation occurs. 

 

Network Security Analysis: ARP Poisoning 

Traffic Redirection and MITM Attack 

The attacker successfully clones the MAC address of the victim's device, allowing them to 

intercept and manipulate network traffic directed towards the victim. IP address 

192.168.1.102 and 192.168.1.146 have the same mac-address which is evident in the below 

figure.

 

Network Reliability 

During the ARP poisoning attack, clients may experience connectivity issues, such as being 

unable to reach certain network resources or experiencing unusual network latency. This 

disruption can affect normal business operations and frustrate users. However, in this specific 

scenario, there was no noticeable downtime or performance drop, although the attacker was 

able to intercept messages from the victim in which attacker could see credentials via 

Wireshark as show in below figure. 



 

Network Topology Changes 

The introduction of a rogue device performing ARP poisoning represents an unauthorized 

change to the network topology. This complicates network management and monitoring, 

making it harder to maintain a clear understanding of the network's structure and status. The 

attacker’s machine, now acting as a man-in-the-middle (MITM), did intercept and potentially 

could alter communications between network devices. 

Analysis After Mitigating ARP Poisoning 

Network Reliability 

The network devices did not accept the falsified ARP messages, ensuring that legitimate IP-

to-MAC mappings were maintained. This prevented the attacker from intercepting or 

manipulating network traffic, thereby maintaining the reliability of network communications. 

Infrastructure Strain: did not result in any unusual traffic spikes or abnormal load on CPU 

and memory. These measures are designed to enhance network security without significantly 

impacting network performance or infrastructure resources. 

4.1.5 Attack 3: STP: 

Based on literature Review Findings on pg.30: The Spanning Tree Protocol (STP) is 

essential for preventing network loops in Ethernet LANs by electing a root bridge, calculating 

path costs, assigning port roles, and exchanging BPDUs. However, STP's lack of 

authentication makes it vulnerable to attacks. Malicious users can manipulate BPDUs to alter 

the network topology, causing loops, broadcast storms, and network failures. Denial-of-



Service (DoS) attacks can also be executed by flooding the network with BPDUs, leading to 

instability and outages. By simulating different scenarios, network administrators can identify 

potential weaknesses, test their configurations, and ensure their networks are resilient against 

these threats. 

Methodology 

1. Preparation: Identify the current root bridge in the network. 

2. Attack Execution: Use a tool like Yersinia to send out Bridge Protocol Data Units 

(BPDUs) with a lower bridge ID than the current root bridge. 

3. Result: The network reconfigures itself, making the attacker's device the new root 

bridge. 

 

Network Topology and device configuration: 

 

 

This carefully structured network topology, featuring a router as gateway for the network and 

four switches and a PC connected to each switch, is perfectly suited for demonstrating 

Spanning Tree Protocol (STP) attacks. By incorporating an attacker's machine running Parrot 

OS, which is equipped with penetration testing tools like Yersinia, this setup accurately 

simulates real-world network environments. The attacker can manipulate STP by sending 

malicious Bridge Protocol Data Units (BPDUs) to become the root bridge, causing network 

disruptions such as loops and congestion. This topology not only highlights the mechanics of 



STP attacks but also emphasizes the importance of implementing security measures like 

BPDU Guard and Root Guard to mitigate such threats. 

 

Configuration to Perform the Attack with Yersinia 

• Launch Yersinia: 

Open Yersinia on the attacker's machine running Parrot OS. 

• Initiate the Attack: 

Navigate to the STP (Spanning Tree Protocol) tab within Yersinia. Select the option to 

launch an attack. 

• Claim root role: 

Choose the option claim root role. In this attack, the malicious device sends BPDUs 

with a lower Bridge ID (lower priority or MAC address) than the current Root Bridge. 

This tricks other switches into believing that the attacker should be the new Root 

Bridge as. 

Mitigation based on literature review 2.3.4.3 above: As discussed in the literature, we are 

going to use BPDU Guard and root guard, for this simulation to mitigate STP attacks. BPDU 

Guard prevents unauthorized devices from sending BPDUs by shutting down compromised 

ports, this should be configured on all ports of switch where end devices are connected as 

they shouldn’t be sending BPDUs. Root Guard ensures certain ports never become the root 

port by placing them in a root-inconsistent state upon receiving superior BPDUs.  

Mitigation Commands on Switch and Description 

Mitigation Technique Command Description 

Select End device 

interface Interface E0/2  

Root Guard spanning-tree guard root 

Prevents a port from becoming a 

root port. 



Mitigation Technique Command Description 

BPDU Guard 

spanning-tree bpduguard 

enable 

Disables a port if it receives a 

BPDU. 

 

Analysis of STP Attack  

Connectivity Issues: The attack caused frequent topology changes, leading to intermittent 

connectivity issues and increased packet loss. This disrupted normal business operations and 

degraded user experience. 

Unauthorized Role Changes: The attacker's machine becoming the Root Bridge represented 

an unauthorized change to the network topology. This complicated network management and 

monitoring, making it harder to maintain a clear understanding of the network's structure and 

status. 

Detection and Mitigation: Identifying and mitigating the STP attack required expertise in 

network protocols. Implementing security measures like Root Guard and BPDU Guard was 

essential to prevent unauthorized devices from influencing the STP topology. 

Efficient Resource Usage: Claiming root bridge sent caused unusual traffic spikes and 

abnormal load on CPU and memory because constant spamming of BPDU from the 

attacker’s machine. 

Analysis After Mitigating the STP Attack 

Stable Topology: By enabling Root Guard on all ports where end devices are connected, any 

port receiving superior BPDUs was placed in a root-inconsistent state, preventing 

unauthorized devices from becoming the Root Bridge. This maintained a stable and 

predictable network topology. 

Consistent Connectivity: With BPDU Guard enabled globally on all PortFast-enabled ports, 

any port receiving a BPDU was immediately shut down. This prevented unauthorized devices 

from sending BPDUs, ensuring consistent connectivity and reducing the risk of network 

loops. 



Efficient Resource Usage: The implementation of Root Guard and BPDU Guard did not 

introduce any unusual traffic spikes or abnormal load on CPU and memory. The network 

operated efficiently without additional strain on infrastructure resources. 

Simplified Management: Root Guard and BPDU Guard significantly reduced the 

administrative overhead associated with detecting and mitigating STP attacks. These 

measures streamlined network management by preventing unauthorized topology changes 

and ensuring a loop-free environment, allowing administrators to focus on other critical tasks. 

4.1.6 Attack 5: VLAN hopping: 

Literature review findings on page 33: VLANs partition a physical network into distinct 

logical networks. VLANs enable network administrators to segment a single 

physical network into multiple, isolated logical networks. This enhances network 

performance, increases security, and simplifies management by reducing traffic congestion 

and confining broadcast traffic. VLANs offer flexibility and scalability, making them suitable 

for dynamic environments. They are particularly beneficial for small and medium-sized 

enterprises (SMEs) by saving costs using existing hardware for logical segmentation, 

improving network performance by mitigating congestion, and enhancing security by 

segregating departments and operations. 

As discussed in VLAN hopping 33on page 33, this attack exploits a vulnerability in Cisco 

switches using the Dynamic Trunking Protocol (DTP), which is enabled by default. Attackers 

can connect a device to a switch port in dynamic preferred mode, tricking the switch into 

forming a trunk link. This allows the attacker access to all VLANs associated with the trunk, 

compromising network security.  

Methodology 

1. Send DTP Packets: The attacker sends Dynamic Trunking Protocol (DTP) packets to 

negotiate a trunk link with the switch. 

2. Establish Trunk Link: If the switch is configured to negotiate trunks automatically 

(dynamic auto or dynamic desirable mode), it establishes a trunk link with the 

attacker's device. 

3. Access Multiple VLANs: The attacker now has access to traffic from all VLANs 

allowed on the trunk link. 



Network topology  

 

The above topology reflects a common network design where VLANs are used to separate 

traffic for different departments or functions. VLAN 3 and VLAN 4 represent distinct 

segments of the network, ensuring that traffic from one VLAN does not interfere with the 

other under normal circumstances.  

By using this topology, the demonstration of VLAN hopping attacks and their mitigation 

becomes straightforward and educational, providing a clear understanding of the 

vulnerabilities and the necessary security measures to protect against such exploits 

Device configuration 

Command Description 

interface Ethernet0/0 Selects interface Ethernet0/0 for configuration. 

switchport access VLAN 

4 

Assigns the interface to VLAN 4, making it an access port for VLAN 

4. 

switchport mode access 

Configures the interface to operate in access mode, ensuring it 

handles traffic for a single VLAN only (VLAN 4 in this case). 

interface Ethernet0/1 Selects interface Ethernet0/1 for configuration. 



Command Description 

switchport trunk 

encapsulation dot1q 

Specifies that the interface should use IEEE 802.1Q encapsulation for 

VLAN tagging. 

switchport mode trunk 

Configures the interface to operate in trunk mode, allowing it to carry 

traffic for multiple VLANs. 

interface Ethernet0/2 Selects interface Ethernet0/2 for configuration. 

switchport access VLAN 

3 

Assigns the interface to VLAN 3, making it an access port for VLAN 

3. 

switchport mode access 

Configures the interface to operate in access mode, ensuring it 

handles traffic for a single VLAN only (VLAN 3 in this case). 

 

Attack Implementation Steps 

From attacker’s machine create sub interfaces for each VLAN using below commands: 

Sudo ip link add link ens3 name ens3.3 type VLAN id 3 

Sudo ip link add link ens3 name ens3.4 type VLAN id 4 

Assign IPs to those newly created sub interfaces by below commands: 

ifoconfig ens3.3 192.168.2.5 netmask 255.255.255.0 up 

ifoconfig ens3.4 192.168.1.5 netmask 255.255.255.0 up 

These commands set up the attacker's machine to interact with both VLAN 3 and VLAN 4, 

facilitating VLAN hopping attacks. 



 

Use yersinia in parrot OS to initiate a DTP (Dynamic Trunking Protocol) trunking with the 

switch as shown in above figures. By exploiting DTP, the attack attempts to convert an access 

link into a trunk link, thereby gaining unauthorized access to traffic across multiple VLANs 

as shown in above figures. 

Mitigation based on literature review findings on page 34: As discussed in the literature, 

we will implement strategies such as disabling Dynamic Trunking Protocol (DTP) on non-

trunk ports, configuring trunk ports statically, and setting interfaces to access mode 

on edge devices. 

Mitigation commands: 

 

Task Command Description 

Disable DTP on Non-

Trunk Ports 

interface 

<interface-id> 

switchport mode 

access 

This command sets the interface to access mode, 

which disables DTP negotiation on the port. 

Configure Trunk 

Ports Statically 

interface 

<interface-id> 

switchport mode 

trunk 

switchport 

nonegotiate 

This command configures the interface as a trunk 

port and disables DTP negotiation by preventing 

the port from sending DTP frames. 

Set Interfaces to interface This command sets the interface to access mode 



Task Command Description 

Access Mode on 

Edge Devices 

<interface-id> 

switchport mode 

access 

switchport access 

VLAN <VLAN-id> 

and assigns it to a specific VLAN, making it 

suitable for edge devices. 

 

Analysis of Network Security Measures for DTP Vulnerabilities in a Simulated 

Environment 

Before Applying Security Measures 

Network Availability: 

Dynamic Trunking Protocol (DTP) vulnerabilities can allow unauthorized devices to form 

trunk links, leading to network disruptions and unauthorized access to multiple VLANs. 

Although the simulation did not experience downtime or performance drops, real-world 

networks could face severe availability issues during such attacks. 

Network Reliability: 

Without proper security configurations, the network's reliability is compromised. Attackers 

can exploit DTP to intercept and manipulate network traffic, leading to data breaches and loss 

of integrity 

Infrastructure Strain: 

DTP vulnerabilities can flood the network with malicious traffic, overwhelming network 

devices and causing potential failures or degraded performance. This strain could result in 

hardware malfunctions and increased latency in real-world scenarios 

Administrative Overhead: 

Managing a network with DTP vulnerabilities requires constant vigilance and manual 

intervention to detect and mitigate attacks. This leads to high administrative overhead and 

increased complexity for network management teams. 

 



After Applying Security Measures (Disabling DTP, Manually Configuring Trunks, and 

Using VLAN Access Control) 

Network Availability: 

Disabling DTP and manually configuring trunk ports significantly enhances network 

availability by preventing unauthorized trunk links and reducing the risk of network 

disruptions. The network remains operational and accessible to legitimate users even during 

attempted attacks. 

Network Reliability: 

With these security measures in place, the network's reliability improves markedly. Disabling 

DTP ensures that only authorized devices can form trunk links, while manually configuring 

trunk ports and using VLAN access control mechanisms prevent unauthorized access, 

ensuring consistent and reliable performance. 

Infrastructure Strain: 

Implementing these security features reduces the strain on network infrastructure. By 

preventing unauthorized trunk links and filtering out malicious traffic, network devices are 

less likely to be overwhelmed by attack traffic, leading to more stable and efficient network 

operations. 

Administrative Overhead: 

Automating security by disabling DTP and manually configuring trunk ports reduces 

administrative overhead significantly. These measures simplify network management and 

enhance overall security posture, allowing network administrators to focus on more strategic 

tasks. 

4.1.7 Conclusion: 

In conclusion, this chapter has provided a detailed exploration of designing, implementing, 

and evaluating Layer 2 security measures within a simulated network environment for SMEs. 

By systematically conducting and analysing various L2 attacks and their mitigations, we have 

gained valuable insights into the vulnerabilities and defence mechanisms of network 

switches. The findings underscore the importance of robust security practices and offer 

practical guidance for enhancing network security in SMEs. 



 5. CHAPTER 5: Overall Discussion and Recommendations 

5.1.1 Interpretation of Results 

Our experimental setup demonstrated how attackers could exploit vulnerabilities in STP, 

DHCP, ARP and VLAN, to disrupt network operations.  

During DHCP Starvation attack, switch also suffers from MAC flooding attack, attackers sent 

a large volume of spoofed DISCOVER packets, overwhelming the switch's MAC address 

table and causing significant delays in legitimate traffic, rendering the switch unable to 

process any commands due to spiked CPU and RAM usage and exhausting the DHCP pool of 

DHCP server which prevented any legitimate clients from receiving IP addresses causing 

DoS attack on the network. Furthermore, the attacker introduced a rogue DHCP server to 

perform MITM attack which comprised availability and integrity of the network.  

Similarly, APR poisoning enables attacker to capture the DHCP server’s MAC address and 

then is able to mimic the DHCP server’s MAC address as his own, which caused MITM 

attack in which the attacker could see confidential data. However, as literature suggested that 

I could lead to network instability but didn’t show in the simulation. The assumption is as 

there is no real traffic that is generating on the network because of which there wasn’t 

instability.   

In STP, the attacker advertised superior BPDUs tricking the connected switch to assume there 

is a superior switch connected and making it the root bridge. This caused an unauthorized 

topology change, and further attacker could spam more BPDUs causing DoS attack in the 

topology. 

VLAN hopping attacks, on the other hand, leveraged weaknesses in DTP to gain 

unauthorized access to restricted VLAN segments, potentially compromising sensitive data.  

To mitigate attacks, several security measures were employed. Port security limited the 

number of MAC addresses on a port to prevent unauthorized access. DHCP snooping filtered 

DHCP messages, ensuring only valid devices get network configurations. Root guard 

prevented a switch from accepting another device as the root bridge, protecting the network 

topology. BPDU guard disabled ports receiving Bridge Protocol Data Units to stop rogue 

devices from changing the topology and during configuring mitigation for stp, due to 



misconfiguration it led to broadcast storm and had turn off the switch to stop the broadcast 

loop. Dynamic ARP Inspection validated ARP requests and replies to prevent spoofing. 

Disabling Dynamic Trunking Protocol prevented automatic trunking and reduces VLAN 

hopping risks. Together, these measures provide robust network security. 

These findings align with previous research highlighting the inherent security risks associated 

with protocols run on network switches. The observed increase in traffic and unauthorized 

access during attacks underscores the critical need for robust security measures in SME 

networks. Our findings align with existing literature, which emphasizes the effectiveness of 

mitigation strategies like port security, DHCP snooping, and others. Implementing these 

strategies significantly reduce risk of attack and empowers SMEs to safeguard their network 

infrastructure against the identified attacks. 

5.1.2 Recommendations  

In the digital age, small and medium-sized enterprises (SMEs) must prioritize network 

security to protect sensitive data, maintain customer trust, and comply with regulatory 

standards. Modern network switches that incorporate robust defensive mechanisms are 

essential for SMEs. A structured framework for selecting and deploying switches is 

recommended, considering their specific security and performance needs. 

 

SMEs should focus on switches that support advanced security features such as Access 

Control Lists (ACLs), port security, DHCP snooping, DAI, loop guard, BPDU guard, BPDU 

filter and network segmentation. ACLs filter traffic based on various criteria, while port 

security restricts access by limiting the number of MAC addresses that can be learned on a 

port. Network segmentation, achieved through VLANs, isolates different network segments, 

not to use native VLAN, shutting down ports which are not in use, these steps reduce 

potential attack surface and containing breaches. 

Switch firmware updates are crucial for protecting against vulnerabilities and ensuring device 

functionality. Vendors like Cisco, HP Aruba, and Juniper Networks regularly release updates 

for their switches, making them suitable options for SMEs. Managed switches provide greater 

control and flexibility, allowing administrators to configure, manage, and monitor the 

network more granularly. 

The Cisco Catalyst 9200 series, HP Aruba 2930F series, and Juniper EX2300 series are 

recommended for SMEs due to their comprehensive security features, ease of management, 



and regular firmware updates. Network infrastructure design with security in mind includes 

proper network segmentation, firewalls, and intrusion detection and prevention systems 

(IPS/IDS). 

A network security policy outlines procedures for maintaining and updating network security, 

and regular training for IT staff on the latest security practices and threats can enhance 

overall security posture. By adopting a comprehensive approach to network security, SMEs 

can significantly reduce cyber threats and ensure data integrity and confidentiality. 

5.1.3 Broader Implications 

This research addresses a critical gap in network security for SMEs, which are often targeted 

by cybercriminals due to their perceived lack of robust security infrastructure. The findings 

can influence policy by encouraging regulatory bodies and network equipment vendors to 

adopt standardized security practices for SME network devices. In the long term, 

implementing the recommended mitigation strategies (port security, dynamic ARP 

inspection, and proper VLAN configuration) can empower SMEs to protect their valuable 

data, maintain business continuity, and build trust with their clients. Additionally, the cost-

effectiveness of these strategies makes them an attractive option for resource-constrained 

SMEs. 

Furthermore, the research paves the way for advocating for mandatory security standards for 

SME network equipment. This could involve collaborating with industry stakeholders to 

develop and implement baseline security requirements for network switches and other 

network infrastructure components commonly used by SMEs. By raising awareness and 

advocating for improved security practices, this research can contribute significantly to a 

more secure digital environment for SMEs. 

 

 

 



 6. CHAPTER 6: Conclusions  

6.1.1 Introduction 

This research aimed to enhance network infrastructure security for Small and Medium-sized 

Enterprises (SMEs) by identifying and mitigating vulnerabilities in network switches. To 

achieve this, we set out the following objectives: 

• Evaluate Security in Network Switch Protocols: We analysed existing research to 

identify security mechanisms, vulnerabilities, and mitigation strategies for common 

switch protocols. 

• Assess Impact of Attacks: Based on the literature review, we designed and tested 

various attacks on network switches in a controlled environment to understand their 

real-world impact. 

• Validate Mitigation Strategies: We evaluated the effectiveness of existing mitigation 

strategies against identified attacks. 

• Propose Defence Mechanisms: We aimed to propose cost-effective best practices for 

configuring Ethernet switches to prevent Layer 2 attacks, tailored for easy 

implementation by SMEs. 

6.1.2 How Aims and Objectives Were Achieved? 

Chapter 2: Literature review 

We conducted a comprehensive review of network switch protocols, focusing on their 

security mechanisms and vulnerabilities. This provided a foundation for understanding 

current switch security. 

Chapter 4: Design, Implementation, Results, and Analysis 

In this chapter, we detailed the design and implementation of our experiments, followed by 

the results and analysis. We designed a series of tests to simulate Layer 2 attacks in a 

controlled environment, implemented the necessary configurations on network switches, and 

monitored their performance. The results highlighted the vulnerabilities and the effectiveness 

of various mitigation strategies. We analysed these findings to draw conclusions about the 

real-world applicability and efficiency of each strategy. 

 

 



Chapter 5: Overall Discussion and Recommendations 

Combining insights from previous chapters, we discussed and proposed best practices for 

configuring Ethernet switches to prevent Layer 2 attacks. Key recommendations included 

enabling security features such as DHCP snooping, port security, etc and regularly updating 

switch firmware. 

By following these best practices, SMEs can enhance their network security and protect 

against common Layer 2 attacks. These defence mechanisms are designed to be cost-effective 

and straightforward to implement, ensuring even organizations with limited IT resources can 

safeguard their network infrastructure. 

In conclusion, the research successfully achieved its aims and objectives by evaluating switch 

security, assessing attack impacts, validating mitigation strategies, and proposing practical 

defence mechanisms. The findings provide valuable guidance for SMEs to strengthen their 

network security and protect critical assets from cyber threats. 

6.1.3 Limitations of the Study 

The main limitations of this research include the controlled environment of the experiments, 

which may not fully replicate real-world conditions. Additionally, the study focused on a 

limited set of protocols and attacks, which may not cover all potential vulnerabilities. These 

limitations might have influenced the results, but steps were taken to ensure the validity of 

the findings, such as using diverse literature and attack scenarios.  

6.1.4 Recommendations for Future Research 

Future research should expand the scope by investigating a broader range of network switch 

protocols and attack vectors. This would provide a more comprehensive understanding of the 

evolving threat landscape for SMEs. Conducting research in real-world network deployments 

would further validate the effectiveness of mitigation strategies in practical settings. 

Additionally, exploring the integration of advanced security technologies, such as machine 

learning-based intrusion detection systems (IDS), could offer promising insights into 

proactive threat detection and prevention for SMEs. 

6.1.5 Reflection 

The project I worked on was a highly enriching and educational journey, requiring 

dedication, technical skill, and self-discipline. It presented both challenges and opportunities, 

testing my abilities and resilience. The project involved comprehensive research, data 



analysis, and a detailed project plan with clear milestones and deadlines. The technical work 

involved designing, implementing, testing, and analysing various network attacks and their 

mitigations to meet quality standards. 

The project allowed me to take full ownership of the initiative and see tangible results from 

my efforts. I documented the process, maintained records of progress, and adjusted the plan 

as needed based on findings and challenges encountered. My supervisor provided valuable 

insights and feedback, which greatly contributed to refining my approach and improving the 

overall quality of the project. 

Throughout the project, I learned the importance of self-motivation and independent 

problem-solving, trusting my judgment and making decisions confidently. I also gained a 

deeper understanding of project management principles, particularly in planning, risk 

management, and resource allocation. Technically, I enhanced my skills in network security, 

particularly in configuring and managing switch security features. 

Managing the project required a strategic approach to balance multiple responsibilities, 

prioritizing tasks based on urgency and impact, time management, regular self-assessments, 

and deadlines. My supervisor's guidance was instrumental in maintaining focus and providing 

direction throughout the process. 

On a personal level, this project taught me the significance of resilience and adaptability, 

learning to stay focused and persevere during moments of uncertainty and setbacks. The 

experience reinforced the importance of self-discipline and commitment, as managing a 

project largely on my own required sustained effort and dedication. 

In conclusion, this project was a profound learning experience that not only enhanced my 

technical and managerial skills but also fostered personal growth. The challenges faced and 

successes achieved under the guidance of my supportive supervisor have prepared me for 

future endeavours, and I am grateful for the opportunity to have undertaken such a dynamic 

and impactful project. 



6.1.6 Gannt Chart 
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