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Abstract--The cloud platform mainly based on data storage has a huge amount of software and hardware information resources, as well as various service capabilities such as network computing and data storage. With the development of network information technology, more and more information resources are stored on cloud platforms. However, while the scale of cloud platform construction is gradually expanding, the risk of data and information security is also increasing. The big data information based on the cloud platform has the remarkable characteristics of real-time sharing and open information, which means that the more big data information, the larger the scale of the cloud platform, and the lower the security and confidentiality of the data information. In order to comprehensively strengthen the security guarantee of big data information on the cloud platform, the first task is to build a sound and reasonable information security guarantee system. This paper first studies two information security frameworks (ITIL and ISO27000) and two information security models (PPDR and PDRR), and then uses the understanding and knowledge gained from studying these frameworks and models to solve the information security problems that CoffeeBlend Company is currently facing.
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Introduction
The development of information technology, especially Internet technology, enables enterprises to use remote hardware or software services through the Internet, without the need to install corresponding software or hardware in their own enterprises, and to maintain and upgrade these software and hardware. The concept of cloud computing was first proposed by Google in 2007, but there is no unified definition. The definition of cloud computing by NIST(National Institute of Standards and Technology) is “cloud computing is a pay-by-use model”. This mode provides available, convenient, and on-demand network access into a configurable shared pool of computing resources (resources include networks, servers, storage, application software, and services). The development of cloud computing technology helps enterprises transfer information processing from mainframes to personal computers, and from service-center to Web. It can also help enterprises reform their business models without requiring huge investments in infrastructure, training, personnel and software.  Computing resources can be provided by third parties, and enterprises share the use of these resources with other organizations[1]. However, businesses using cloud services face data breaches and migration risks. Many cloud service providers provide cloud services and a variety of application software development tools, some of which are proprietary and valid only within the service provider's application framework. Therefore, it is very difficult for enterprises to migrate the data stored in the cloud. At the same time, cloud service providers store a lot of valuable information in their clouds, thus some large cloud service providers are easy targets for hackers. In addition, these enterprises may also face data and operational security and compliance risks. When an enterprise uses cloud services, its data storage location may be separated from its business registration location. If it crosses the border, it needs to consider whether this separation complies with the requirements of relevant laws and regulations. Countries have different laws to protect privacy, such as the Patriot Act in the United States, the Data Protection Directive in the European Union, and the Information Technology Amendment Act in India[2].

Well-known methodologies in Information Technology service management

ISO 27000 Information Security International Management Standard

The ISO27000 series of information security management standards formulated by BIS(British Standards Institution ) has released multiple versions including 27000, 27001, 27002, 27004, 27005 and so on[3]. It has become a global general information security standard accepted and used by many organizations. ISO 27001 defines the basic requirements and methods for establishing an ISMS (information security management system). This standard is designed to protect an organization's information assets, enhance the confidence of stakeholders, including customers, and enhance the organization's reputation through effective controls[4]. According to the ISO27000 standard, the information security management system is based on the risk assessment results to carry out risk control, and then establish the overall management framework. The architecture design of it is shown in Figure 1, which is divided into four important stages:

The first stage: Formulate information asset security policies, clarify information security organizations, and issue applicability statements.
The second stage: Develop an information security risk management plan. 

The third stage: Formulate security management specifications, key points of information security management and related guidelines. 

The fourth stage: Make relevant information security record forms and information security records. 

Among them, the establishment of risk control procedures in the second stage is a key step in building the entire information security management system. Enterprises use the results of risk assessment to propose risk control and improvement processes for the risks existing in each information asset.


Fig.1
According to the requirements of ISO27000, the relevant documents of the organization's information security management system are included in Figure 2 below. All contents of the information security management system itself must also be documented and establish appropriate protection management measures. These measures also need to be documented together to ensure that the management measures to be implemented are not overlooked or omitted.

The method of applying the ISO 27000 information security management standard is to effectively carry out the PDCA cycle (as shown in Figure 3). 

PLAN: determine the goals of this standard application activity and make preparations; 

DO: conduct gap analysis and optimize rectification;

CHECK: Check the status of this standard application activity through the optimized evaluation; 

ACTION: Deal with the problems found in the optimized evaluation, promote the successful experience, summarize the lessons of failure, and release the unresolved problems to the next PDCA cycle.


Fig.2







Fig.3
Information Security Industry Standard ITLT

ITIL (Information Technology Infrastructure Library) is a set of IT service management standard libraries developed by the British government department CCTA (Central Computing and Telecommunications Agency) in the late 1980s. It summarizes the best practices in IT management in various industries in the UK. The purpose is to improve the utilization rate and service quality of IT resources. It is now managed by the OGC (Office of Government Commerce) of the British Ministry of Commerce and has become a common information security standard in the industry. IT service management is the core of the ITIL framework. It is a set of collaborative processes, and through the  SLA(service level agreement) to ensure the quality of IT services. It incorporates the theory and practice of management activities such as systems administration, network administration, and systems development management, as well as many processes such as change management, asset management, and problem management. ITIL enables business organizations to align IT resources with business needs, thereby maximizing customer value. It reduces costs by measuring, monitoring, and optimizing the performance of IT services and service providers, and shows enterprises how to easily achieve standardized service management. While every business organization is different in terms of IT infrastructure and governance, ITIL's guidelines are flexible enough to help any business organization achieve its service management goals. The latest version of ITIL, ITIL 4, was released in 2019 and introduced 34 management practices. The 34 practices are divided into three categories: general management practices, service management practices, and technology management practices, as shown in Figure 4.



Fig.4

Network Information Security Model

PPDR model

   The PPDR (Protection, Policy, Detection, Response) model can be described as: Security = Risk Analysis + Execution Policy + System Implementation + Vulnerability Monitoring + Real-time Response. The PPDR security model believes that no technology can completely eliminate security loopholes in the network. Under the guidance of the overall security policy, the system can be adjusted to a relatively safe and least risky state.

Strategy: Security policies are general and universal, and are the core of the PPDR security model. All protection, detection, and response are implemented according to security policies. The establishment of a policy system includes the formulation, evaluation, and execution of security policies.

Protection: Protection is to use all means to protect the confidentiality, integrity, availability, and non-repudiation of the computer network system, and prevent the conditions in which attacks can occur in advance.

Detection: Detection is the basis for dynamic response and enhanced protection, and a tool for enforcing security policies. New threats and weaknesses are discovered through continuous detection and monitoring of networks and systems.

Response: Response is to take effective measures in a timely manner after detecting a security breach or an attack (intrusion) event to avoid further expansion of the damage. The purpose is to adjust the system to a safe state or enable the system to provide normal service







Fig.5 PPDR security model
PDRR model
  The PDRR (Protection, Detection, Recovery, Response) improves the traditional single security defense idea of only protection, emphasizing four important links of information security assurance. The content of protection includes encryption, data signature, access control, authentication, information hiding, firewall technology; The content of detection includes intrusion detection, system vulnerability, data integrity, and attack detection; The content of recovery includes data backup, data recovery, System recovery; The content of the response includes emergency strategy, emergency mechanism, emergency means, analysis of the process of entering the group, and assessment of the security status.

The PDRR security model states a conclusion: the goal of security is actually to increase the protection time as much as possible and minimize the detection and response time.

Fig.6 PDRR model

Analysis and solution of information security problems of CoffeeBlend Company

Introduction to CoffeeBlend
One of the best and most sought-after blends in the world, Jamaican coffee, is offered for sale by CoffeeBlend. CoffeeBlend is widely present throughout the world. To provide IT services to its employees and customers, the business leverages cloud services. Nearly 95% of the company's network, according to estimates, is wireless. To advertise its activities, the company also maintains a sizable web and social media presence. The company has recently faced intense pressure to let both its personnel and customers to utilize their personal devices to access the company's network and resources due to its sizable staff and multinational customer base. The company's top priority is the security of the personal data of its employees and clients. The business is also worried about safeguarding its priceless intellectual property. The corporation places a high focus on information security, but things are chaotic. Their demand for security is not covered by any existing policies.

CoffeeBlend's information security risk control based on ISO27000
Risk Control Process

Risk control is the process of using the results of risk assessment to give appropriate and rational decision-making judgments on risks. According to the risk control requirements of ISO27000, the risk control implementation process of CoffeeBlend Company is shown in Figure 7:

















Fig.7
Defining the control scope and objectives of risk control

The risk control scope of CoffeeBlend's information security management system is within the company, including data file assets, physical assets, software assets, personnel and services within the company.

Data file asset security management: Guaranteeing the high confidentiality, high integrity, and high availability of the company's key data documents, such as business plans, contract documents, technical details, and design drawings; providing appropriate easy-to-retrieve access methods; providing daily backup of files;

Physical Asset Management and Environmental Safety Management Aspects: Providing high-availability and security-compliant physical equipment for corporate users and visitors, such as desktops, monitors, printers, fax machines, telephones, laptops, mobile devices, conference equipment, etc.; providing to users, server equipment, networks that the equipment is suitable for the working environment, with stable power supply, air-conditioning and refrigeration equipment; the data center has an access control system.

Software asset security management: Users can easily obtain the software they need; software installation and deployment are controlled to ensure that unauthorized users cannot install and use related software; testing, upgrading, and updating software versions to fill in various loopholes;

human resources security management: Cultivating, recruiting, and reserving at least two qualified personnel for the same position; all aspects of information system management are operated by professionals; there are full-time document control personnel.

Service Security Management: Providing a reliable network connection; allowing guests to use the wireless network; providing a way for remote access.

Handling of information security incidents and ensuring business continuity: Providing guaranteed business continuity services; providing effective disaster recovery plans.

Improvement Measures of Access Control Security Management
The company attaches great importance to the protection of employee data and customer data, thus it is necessary to improve the personnel access to the company data system.
Improvement of Security Management for Insider Access Control: Changing the habit and planning of file storage, assigning a special person to manage permissions for each project, and making a table to save the results of permission increase and decrease and the final result. This improvement measure belongs to the risk reduction possibility measure. The cost of the solution is very low, and only one project assistant is required to forward the permission application to the relevant personnel for operation after the project manager approves it, and at the same time update the form. The reliability and security of the scheme are high. Although omissions and other phenomena may occur, if the process is strictly followed, there will be no misuse of permissions. This improvement measure should be given priority. 

Improvement of Security Management for External Personnel Access Control: For external personnel, such as visitors, interns, outsourcers, etc., when they really need to use desktops or related equipment connected to the intranet, the default level of access to internal information resources is the lowest, and their accounts are not allowed to pass through the intranet. The egress of the firewall accesses the Internet. Written approval from the line manager is required if a request for open access is required. Access to confidential documents requires written approval from a more senior manager. 
Continuous operation and continuous improvement of risk control

After implementing a series of risk control measures, the organization's information security management system has been established. In order to ensure the normal operation of the supervision information security management system, it is necessary to regularly implement the audit mechanism to ensure that the control measures are being effectively implemented. Meanwhile, enterprises should develop and expand the content of the information security management system and repeat the risk assessment work in accordance with the rules, such as a regular risk assessment every year; performing risk assessment work when there is a major change in the organizational structure; performing risk assessment work when there is a change; performing risk assessment work when information security assets increase or decrease; performing risk assessment work after a major information security incident or disaster recovery occurs. In this way, the PDCA cycle of the entire information security management system can form an effective closed-loop operation.
Protection of CoffeeBlend Intellectual Property

As an important intangible asset of an enterprise, intellectual property not only has economic value, but also can be used as an important weapon in the competition of enterprises[5]. It can participate in the competition of enterprises as an important commercial weight to ensure the continuous and sound development of enterprises[8]. The management of intellectual property rights in modern enterprises has gradually taken shape. However, when intellectual property rights involve the interests of multiple parties, many companies cannot better balance other interests while ensuring their own interests. Therefore, this paper proposes two intellectual property management strategies. 

Improving intellectual property management mechanism

Firstly, the enterprise should improve the intellectual property management organization, and set up a special intellectual property management department within the enterprise to conduct research on relevant policies and regulations, deal with intellectual property legal issues, and manage relevant materials. In the design of the organizational structure, the implementation of flat management should be taken as the principle to reduce levels and improve work efficiency. In terms of staffing, a variety of professionals should be absorbed in combination with the basic content of intellectual property management to meet actual management needs. Secondly, the construction of management mechanisms should be strengthened, and management processes, systems, and methods should be continuously adjusted and optimized. In terms of mechanism construction, it is necessary to clarify the job responsibilities of each position within the department, and at the same time, combine the needs of multi-department collaboration to establish a coordination mechanism to connect intellectual property management and business matters. Thirdly, it should be supplemented by a supporting incentive mechanism, and intellectual property management should be regarded as an important internal and external assessment content of the department. Especially for the incentives for external personnel in the department, patent research, product innovation and intellectual property management awareness should be taken as important assessment contents, and penetrated into other business links, so as to strengthen the guiding and stimulating role of intellectual property management for various work of the enterprise. In terms of training mechanism, a comprehensive training system should be established, with clear training objectives and cycles, and regular training for members of the organization, so that members of the organization can make progress and resonate with the times. Finally, a set of working mechanisms for improving internal innovation capabilities should be gradually formed in light of the complexity of intellectual property management. For example, the internal personnel of the enterprise conduct product design and plan formulation, and finally conduct a unified evaluation, and then combine the market development prospect and enterprise development direction to conduct internal screening under the existing conditions. The finalized product will be handed over to the proposer for organizational design, and short-term team building will be carried out centered on the product design direction, giving the proposer greater leadership power and leading the team to carry out innovative research and development. 

Responding to international intellectual property management issues reasonably
"In the actual management process, intellectual property itself has a cross-regional characteristic". Intellectual property has no borders, and property rights can be transferred in different countries, which has become an important factor affecting the development of enterprises. Today, when intellectual property rights are getting more and more attention, all countries have formulated relevant laws and regulations to restrict and manage them, and international regulations and exchanges on intellectual property related issues have also been formulated and relevant international conventions have been formulated to provide international cooperation. Based on the international overlapping issues of intellectual property management, enterprises should ensure that the internal intellectual property protection can be adjusted in accordance with international regulations and formulate and improve the intellectual property management system according to the specific conditions of the country when conducting intellectual property management. When constructing an intellectual property system, the international framework should also be used as a reference, supplemented and adjusted in light of the specific conditions of the country or the enterprise, so as to form a unique management system and intellectual property protection system for the enterprise. When dealing with the international expansion of intellectual property rights, effective strategies should be formulated to deal with and deal with international issues. It is necessary to start with the balance of interests and keep the enterprise's management system consistent with the country's laws and regulations.

Continuously updated information security standards and regulations

With the gradual popularization of big data and cloud computing applications, security issues also follow, bringing great data information risks to enterprises, such as hacking, data leakage, etc[6]. In an environment where various information circulation tools are constantly being upgraded and the frequency of data applications is accelerating, the past information security standards and regulations can no longer effectively solve these problems[7]. Therefore, we must constantly update information security standards and regulations.

Update of Cloud Computing Information Security Management Standards

For enterprises, in the process of applying the cloud computing model, a large amount of important business information will be stored in the cloud computing terminal. This part of information will pose a serious threat to the economic benefits of enterprises on the basis of lack of security protection measures. In the process of monitoring and managing this part of information, due to the use of remote control, a part of time will be reserved for criminals, providing space for them to steal important file resources. When malicious damage occurs, the enterprise cannot directly intervene, and the firewall management method is no longer suitable for the cloud computing model, thus the data control will be insufficient. In the process of managing the cloud computing model, the difficulty of protection from the perspectives of data recovery, data isolation, and data storage analysis has increased. In this case, it is necessary to actively strengthen the risk management and control of cloud computing information security, and propose new information security management standards.

Changes in Information Security Regulations Under the Cloud Computing Model

As we all know, the main features of the cloud computing model are not limited by space and time, and strong virtuality. Therefore, it is relatively difficult to carry out relevant legislative work. The traditional management method based on regional judicial organs is no longer suitable for the management of cloud computing models. In this case, the legislature should adjust the legal content of cybercrime in a targeted manner on the basis of fully grasping the characteristics of the cloud computing model. In this process, it is necessary to get rid of the traditional regional management method and clarify the spatial ownership of cloud computing through the formulation of new standards. Meanwhile, the application and development of the cloud computing model in various countries is getting faster and faster, but the content of legislation that adapts to it shows an obvious lag. As a new network technology, cloud computing is inconsistent with the previous laws and regulations of many countries. Therefore, in the process of operation, the relevant national departments must conduct in-depth research on the cloud computing model and formulate targeted legislative content instead of following the previous legal provisions.
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