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Abstract

In this work we are going to talk about Computer Forensics . It will be approached discussing the concept of computer forensics ( discussing the needs that made computer forensics appear and the purpose of it)  , the tools used in computer forensics(analysing the most popular tools in Computer Forensics) and the methodology(this is where we show the process during a forensics investigation analysing a given case study and how a Incident Handler will work through it) .	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person	Comment by Carlene Campbell: 
Should be "an"

Introduction	Comment by Carlene Campbell: 
This area could be improved with some more current background information.

Computer forensics was born in the 80`s as an ad hoc job that met the requirements of the law enforcement community while fighting against crimes that involved computers . While time passed , computer forensics started covering many fields of corporate , education and law enforcement [1]. There are many definitions of computer forensics and they vary with each author and their field of work but we can say that computer forensics is “the process of identifying , preserving , analysing and presenting digital evidence in a manner that is legally acceptable “[2]In this paper we are going to analyse computer forensics while dissecting it in three distinct and essential parts : Concept , Tools , Methodology

Concept 

(Computer Forensics Workshop for Undergraduate Students Derek Bem and Ewa Huebner)
Computer forensics is a quite new multidisciplinary field that was built on a foundation formed by science and law .The role of Computer Forensics is to recover and analyse the data extracted from the devices involved in a crime and report the analysis of the data which will act as evidence in criminal or civil courts of law . Computer forensics is used against cybercrimes [3] . There are two types of cybercrimes : 

1) where the computer is the target of the crime
2) where the computer is used to commit a crime 

Computer forensics approaches differently each type of crime and for each type there are different tools which are used to extract and analyse the data .



Tools


Computer forensics tools are very important in this field . Although they are covering a small part of the investigation they are still playing an essential role in Computer Forensics . There can be various ways to classify the tools analysing their ability to perform different functions (search , file signature analysis , view hidden or deleted files , recover folders or files , analyse logs , view registry , analyse hash , disk cleaning and imaging ,analysing and comparing files etc ) , their availability of different operating systems ( Windows , Mac OS X , Linux etc ) , their capability to access different types of devices ( Computers , Removable Drives , Smart Devices , Phones etc ) or the capability to analyse different file formats (audio , video and image files , Word and other document files , email files , instant messenger files  etc ) . As technology Grows quickly , the cyber crimes becomes become more and more complex and the number grows exponential so the expectations from the Computer Forensics Tools are higher from day to day . NIST (The National Institute of Standards and Technology) is an institute that is looking to improve the quality of Computer Forensics Tools empowering different standards for these tools so they will meet the requirements of corporations , education and law enforcement agencies[4] . In the NIST standards we find mandatory requirements and optional requirements as well . For example in the The NIST Digital Data Acquisition Tool Specification we can find requirements like :	Comment by Carlene Campbell: 
No space in required.  This is consistent in your report and in previous work.  Try to avoid this by checking your work before submission.
· “The tool shall be able to acquire a digital source using each access interface visible to the tool”
· “The tool shall be able to create either a clone of a digital source, or an image of a digital source, or provide the capability for the user to select and then create either a clone or an image of a digital source”
· “The tool shall operate in at least one execution environment and shall be able to acquire digital sources in each execution environment”

These are just a few of the many mandatory requirements that NIST enforces to improve the tools that are used by experts in the Computer Forensics field.
There are a multitude of tools available and they are constantly changing , updating , developing  all so Computer Forensics investigators will have an easier job[5] .
Sadly , being a quite young field , the tools at an initial phase , in which they stop at just helping the investigator and it is quite far from replacing him by automatizing tasks that he has to program into the tool .  The tools help the investigator to collect and analyse data but they also provide a credibility and authenticity of the investigator`s report that is presented to law enforcement agencies or in court .  People from this industry often think that commercial tools ( the one that are bought from certified companies ) are more credible in court of law than free tools (open source tools )[4].	Comment by Carlene Campbell: 
This is a report and you are required to write in an appropriate formal construct and not just list things as bullet points. Aim to write using well structured, coherent and fluent sentences and paragraphs organised into appropriate sections.
We are going to take a look of some of the most popular tools ( ENCASE , FTK , Pro Discover , Sleuth kit & Autopsy) , check their main features and compare them  .


[bookmark: _Toc510044545]ENCASE


Encase is a multifunctional forensics tool that can be used in acquisition , analysis and report of the data .It is one of the most popular and trusted windows based tool that is known for its court validation[6] 
 . It was initially developed in 1997 by the Guidance Software company and since than  developing into a leading product of the computer forensics tools industry offering reliable services . It is used by the important players of the industry like big corporations , governments and law enforcement agencies for different tasks that are related to computer forensics investigations . Among other features , the most important ones are[7][8][9] :

· can be used to read different formats ,of the file system ,like  FAT , NTFS , ext2 , ext3 . ReiserFS , UFS and JFS
· reads disk image formats like Raw (DD) , VMware , EnCase ( .E01 ) and Safeback
· ability to access images of the disk from computers that are in the network as long as they run an agent (EnCase acquisition)

· with EnCase Portable you can collect data from a running computer and you can do that from a turned off computer as well.
· It has a keyword search integrated
· It can be automated with EnScript which is a programing language that gives you high control over details
· Integrated viewer function allows the user to view file formats , of the compressed files and folders , for analysis 
· Can be used to analyse and compare hash values
· It has incorporated a registry viewer
· can analyse file signature 
· has a complex filter for conditions and queries
·  recover deleted files or folders
· Analyse log file or event log
· Produces extensive reports on findings and maintain the integrity of the data
· Can be used on other devices like mobile phones as well

The disadvantages of EnCase are [6]:
· The interface is not user friendly and training might be needed before anyone can use the tool effectively
· The investigator cannot check previous steps of the investigation as there are no log files with recent steps of the investigation session
· Programing skills required in order to extend search


[bookmark: _Toc510044546]FTK


FTK( Forensics Tool Kit )  developed by Access Data and it is available on https://accessdata.com/ . It is one of the standard computer forensics tools that are recognized and allowed by the courts of law . Similar to Encase it is used by the big players of the industry as well . Compared to its biggest competitor , FTK provides a user friendly interface, very similar to Windows Explorer[10], that makes it easy to use and appreciated more by non-professionals . It has similar functionalities as EnClose but it brings some extras as well [6] : 

· can be used to read different formats ,of the file system ,like  FAT , NTFS , ext2 , ext3 .
· reads disk image formats like Raw (DD) , SMART , EnCase ( .E01 ) , Snapback and Safe back
· supports email analysis from multiple modern email clients
· analyse compressed files or folders 
· integrated filter that helps narrowing search KFF(Known File Filter )
· preprogramed functions that eases user`s work
· internal viewer that can access internally files like Word , PowerPoint , Excel and can even access internally some image files
· internal email viewer that can help viewing the emails of different email clients without accessing websites or email clients
· It has a keyword search integrated
· Registry viewer available through other products offered by Access Data
· Can recover passwords through other products offered by Access Data
· Analyse and compare hash
· It has an intuitive GUI that speeds time the investigation process
· Produces extensive reports on findings and maintain the integrity of the data
· 



The disadvantages of FTK are [6]:

· The import process is slow and this might increase the investigation time
· Doesn`t allow customization so it cannot offer many other functions added to the initial ones


[bookmark: _Toc510044547]Pro Discover
 

Pro Discover is a tool provided by Arc Group and commercialized on www.arcgroupny.com The Improvements that Pro Discover brings are in the search area , providing a faster , flexible and more accurate searches and allowing searches anywhere on the disk , even in the slack space[11] . Its main advantage is the user friendly interface and an online help that helps you learning how to use the tool and its functionality . As representative features we can count[6] :

· can be used to read different formats ,of the file system , like  FAT12,FAT16 ,FAT32 , NTFS , SUN SOLARIS UFS , Linux ext2 , Linux ext3 
· 
· Secure the copy of the disk , that needs to be analysed , creating a Bit-Stream copy of it
· Complex search of files on entire disk , including slack space
· Ability to preview files without modifying the data even if these are hidden or deleted
· Can read images in E01 format and can read and write  images in UNIX DD format
· Supports VMware image
· Analyse and cross reference data at cluster level 
· Generates and records and analyse automatically hashes for data integrity analysis
· Registry viewer
· Event log files viewer
· Ability to analyse internet history
· Integrated email viewer covering .pst , .ost and .dbx files
· Automatizations available  utilising Perl scripts
· Can identify creator of JPEG files extracting and analysing EXIF information
· Can provide report in XML format
· GUI interface
· Meets the NIST`s standards specified in NIST Disk Imaging Tool Specification for higher standards.


[bookmark: _Toc510044548]Sleuth kit & Autopsy 


Is a pack available on http://www.sleuthkit.org and it runs or Unix and Windows . Sleuth Kit is the actual tool while autopsy is a digital forensics platform that contain different tools ,that improve the forensics investigation , and a graphical interface of Sleuth Kit . Sleauth Kit it is written in C++ and Pearl and together with Autopsy they provide the following features[6] :

· can be used to read different formats ,of the file system , like   NTFS, FAT12 , FAT16 , FAT32 ,  ExFAT , HFS+, ISO9660 (CD-ROM), Ext2 , Ext3 , Ext4, Yaffs2, and UFS
· reads disk image formats like Raw (DD) ,  EnCase ( .E01 ) , AFF
· Can analyse files without changing the A-time of them
· At search it displays the content of NTFS attributes
· Creates time line activity of the files that helps with the report
· Has an implemented hash databases that helps checking integrity of the data
· It can be used on multiple OSes : Linux , Mac OS X , Windows , CYGWIN , Open & FreeBSD , Solaris
· Allows multiple users to work on the same case
· Integrated keyword search
· Ability to analyse internet history
· Registry analysis available through implementing RegRipper
· Email analysis available through implementing MBOX
· Ability to view the video and images internally without using other applications
· Thumbnail of images available providing a faster images view
· Ability to tag or add notes to different files
· Multiple languages availability
· Android support
· Reporting available



	Tools
	Functionability on operating systems :
	Availability on devices :

	
	Windows
	Mac OS X
	UNIX
	LINUX
	Computer
	Phones

	ENCASE
	×
	
	
	
	x
	x

	FTK
	×
	
	
	
	x
	

	Pro Discovery
	x
	
	
	
	
	

	Sleuth kit & Autopsy
	×
	×
	×
	×
	x
	x













	Tools
	Features


	
	Access device through the network
	Keyword search
	Automatizations available
	External hash data base
	GUI
	Files and folder recovery
	Access email files
	Access instant messenger files
	Access temporary internet files
	Preview files function

	ENCASE
	x
	x
	x
	
	x
	x
	x
	x
	x
	

	FTK
	
	x
	
	
	x
	x
	x
	
	
	x

	Pro Discovery
	
	x
	x
	x
	x
	
	x
	x
	x
	x

	Sleuth kit & Autopsy
	
	x
	x
	x
	x
	x
	x
	
	x
	x	Comment by Carlene Campbell: 
Using table to illustrates the functions of the tools/software is a good idea. Try to arrange it in a more readable format.





Methodology


When receiving the evidence the forensic investigator should fil in a chain of custody form and evidence form .	Comment by Carlene Campbell: 
Spelling error
Always the evidence should be in the investigators possession and control .
After receiving the evidence , keep it safe while transporting it to the lab .
There he should take pictures of the device and the other evidences received from all angles and record the BIOS system time and date in chain of custody form .
After that eject all removable media and fill out a separate chain of custody form for each .
After that make a copy of the drive and compare with appropriate tools the original drive and the copy of it using hash and document the comparison so he will have a proof they are the same if hash matches.
Noticing the operating system of the device ( windows xp ) he can select appropriate tools to gather and analyse data from that drive .
In order to gather ms word , pdf , image files , video files and audio files related to the case he will use ENCASE as this is has the features necessary  for the investigation`s requirements.
After that he will gather outlook contact , email messages , messenger chat history , cache files , Temporary internet files with the same tool , ENCASE[12] .

From the data analysed the investigator will document only  the ones that are related to the case .

To get the fate required he will not retrieve it from the original device but from the image of it . The investigator will compare the hash of the initial drive files with the hash of the image copy files and if it is the same than the data is authentic and can be used as an evidence . He will present in his report only the data that is related to the case and he will make sure not to make any assumption . In this case , the video of the terrorist with his family was not related to the case . After that the investigator used ENCASE to retrieve the terrorist`s MS Look contact list .With ENCASE the investigator analysed the Excel sheets found as well . 	Comment by Carlene Campbell: 
Sentence not clear.
He documented as well all other evidences found , like documents and immigrations visas that were in the bag .
After that he presented the report with an invoice for his professional service [13].



Conclusion	Comment by Carlene Campbell: 
Conclusion should summarises key discussions and findings as well as identify any necessary improvements for the future.


As we discussed in this paper , Computer Forensics is a rather young industry but fast growing being influenced by technology . The developing of tools keeps the balance between Forensics and Crimes . Corporations , education and law enforcement agencies know that and try to develop this field implementing Computer Forensics in education and making available a wide range of courses and certifications for the future investigator .
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have used credible references but your report is lacking in reference citation.  (Grade mark: 45.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]9

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS][bookmark: _GoBack]You have demonstrated some level of knowledge and understanding however, more depth and strength of your statements is required. (Grade mark: 46.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]7

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Good use of table illustration for the tools discussion.  The case study identified some key areas but far more effort need to put in. This is an incomplete evaluation of the case study. Conclusion need to be improved.  This should Summed up key areas from the report then state any future improvement that can be done. (Grade mark: 46.67%)
	[bookmark: totalANA]60
	[bookmark: markANA]28

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]There are a number of writing and grammar mistakes. Alignment and formatting required. (Grade mark: 40.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]2
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	First Attempt?
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