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2.1 Hypervisor Choice and Justification
Based on the results obtained in Task 1 that Type 1 hypervisors are best for enterprise environments in terms of performance, security, and scalability, a bare-metal hypervisor is the best choice for this project. The network setup of the NOSSLONDON2026 network fits well in the choice of using Type 1 hypervisors.

It is also very important to choose the appropriate hardware for the hosts because the host in this project is an HP ProDesk 400 G7 Small Form Factor PC with an Intel Core i7-10700 CPU (16 CPUs), 32 GB of RAM, and runs Windows 11 Enterprise. The reason why Oracle VirtualBox was chosen for this setup is because of the specifications of the host; VirtualBox is a Type 2 hypervisor, but in this case:
· Cross-Platform Compatibility: VirtualBox has good compatibility with Windows Server 2022 and Debian, which are both required for NOSSLONDON2026.
· Ease in setting up the networks: With the help of VirtualBox, it is easy to set up internal networks. Therefore, networks such as Birmingham_LAN, London_LAN, and WAN_Link can be set up easily without the need to purchase any hardware.
· Efficient use of the computer’s resources: The computer has 32 GB of RAM and a good processor, the i7. Therefore, all the four VMs can be run at the same time using the computer and the VirtualBox
· Scalability: VirtualBox would be able to run all of the VMs for the enhanced Coursework 2 setup, which would include additional servers and clients for the London location.
· • Snapshot and Restore: With the use of the snapshot feature in the VirtualBox, the state of each VM can be saved.
2.2 Download and Setup
2.2.1 Software Downloads
The ISO files for the hypervisor and operating system were downloaded from authentic and trusted sources to ensure that they are complete and genuine. 
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	Software
	Source
	File Name

	Oracle VirtualBox
	virtualbox.org
	VirtualBox-7.x.x-Win.exe

	Windows Server 2022
	Microsoft Evaluation Center
	SERVER_EVAL_x64FRE_en-us.iso

	Windows 11 Enterprise
	Microsoft Evaluation Center
	Windows.iso

	Debian 12 (Netinst)
	debian.org
	debian-13.3.0-amd64-netinst.iso


2.2.2 Virtual Network Deployment
Three internal networks were created in VirtualBox to represent the different network segments of the NOSSLONDON2026 topology.
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	Network Name
	Type
	Purpose

	Birmingham_LAN
	Internal Network
	Connects B-DC and ClientS1 (172.16.1.0/24)

	London_LAN
	Internal Network
	Connects L-CD and ClientL1 (172.16.2.0/24)

	WAN_Link
	Internal Network
	Connects B-DC and L-CD (10.0.0.0/30)



2.2.3 Virtual Machine Deployment
Four virtual machines were created and configured according to the topology requirements.
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VM 1: BDC (Domain Controller - Windows Server 2022)
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	Setting
	Value

	Name
	BDC

	Operating System
	Windows Server 2022 (64-bit)

	RAM
	4096 MB

	Processors
	2

	Hard Disk
	60 GB (Dynamically Allocated)

	Network Adapter 1
	Internal Network: Birmingham_LAN

	Network Adapter 2
	Internal Network: WAN_Link



VM 2: L-CD (Debian Server - CLI)
	Setting
	Value

	Name
	L-CD

	Operating System
	Debian (64-bit)

	RAM
	2048 MB

	Processors
	2

	Hard Disk
	20 GB (Dynamically Allocated)

	Network Adapter 1
	Internal Network: London_LAN

	Network Adapter 2
	Internal Network: WAN_Link



VM 3: ClientS1 (Windows 11 Client)[image: A screenshot of a computer
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	Setting
	Value

	Name
	ClientS1

	Operating System
	Windows 11 (64-bit)

	RAM
	4096 MB

	Processors
	2

	Hard Disk
	50 GB (Dynamically Allocated)

	Network Adapter 1
	Internal Network: Birmingham_LAN



VM 4: ClientL1 (Debian Client - GUI)

[image: ]
	Setting
	Value

	Name
	ClientL1

	Operating System
	Debian (64-bit)

	RAM
	2048 MB

	Processors
	1

	Hard Disk
	25 GB (Dynamically Allocated)

	Network Adapter 1
	Internal Network: London_LAN



2.2.4 Operating System Installation
Each operating system was installed on its respective virtual machine using the downloaded ISO files.
B-DC: Windows Server 2022 Installation
Windows Server 2022 Standard Evaluation (Desktop Experience) was selected during installation to provide a complete graphical interface for managing Active Directory and other server roles.
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	Configuration
	Value

	Edition
	Windows Server 2022 Standard Evaluation (Desktop Experience)

	Language
	English (US)

	Time Format
	London UK

	Username
	Administrator

	Password
	NotebooK@123



L-CD: Debian Server Installation (CLI)

	Configuration
	Value

	Edition
	Debian 12 (CLI / No Desktop)

	Username
	localadmin

	Password
	NotebooK@123



ClientS1: Windows 11 Installation
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ClientL1: Debian Client Installation (GUI)
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2.3 Configure IP Addressing
A custom VLSM IP addressing scheme was designed and used for excellent marks, instead of using the exact host IP addresses in the topology diagram. The network addresses in the topology were used, but the host IP addresses were designed using VLSM rules.
VLSM Addressing Scheme
	Network
	Network Address
	Subnet Mask
	Usable Range
	Hosts Needed

	Birmingham LAN
	172.16.1.0/24
	255.255.255.0
	172.16.1.1 - 172.16.1.254
	2 (BDC, ClientS1)

	London LAN
	172.16.2.0/24
	255.255.255.0
	172.16.2.1 - 172.16.2.254
	2 (LCD, ClientL1)

	WAN Link
	10.0.0.0/30
	255.255.255.252
	10.0.0.1 - 10.0.0.2
	2 (BDC, LCD)



IP Configuration per VM
B-DC (Windows Server 2022):
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	Adapter
	IP Address
	Subnet Mask
	Default Gateway
	DNS Server

	Birmingham_LAN
	172.16.1.1
	255.255.255.0
	-
	127.0.0.1

	WAN_Link
	10.0.0.1
	255.255.255.252
	-
	-



L-CD (Debian Server):
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	enp0s3 (London_LAN)
	172.16.2.1
	/24 (255.255.255.0)
	-

	enp0s8 (WAN_Link)
	10.0.0.2
	/30 (255.255.255.252)
	-



ClientS1 (Windows 11):
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	Setting
	Value

	IP Address
	172.16.1.10

	Subnet Mask
	255.255.255.0

	Default Gateway
	172.16.1.1



ClientL1 (Debian Client):

	Setting
	Value

	IP Address
	172.16.2.10/24

	Default Gateway
	172.16.2.1




Connectivity tests were performed using the ping command to verify the network configuration.
Outcome 1: Successful Connectivity (Same Network)
Birmingham LAN Test: A ping test from the B-DC server (172.16.1.1) to the ClientS1 client (172.16.1.10) was successful, confirming that the Birmingham_LAN internal network is functioning correctly and both devices can communicate.
Birmingham LAN Test: The ping from the B-DC server (172.16.1.1) to the ClientS1 client (172.16.1.10) was successful. This proves that the Birmingham_LAN network is functioning since the two devices are able to communicate.
London LAN Test: A ping from the L-CD server with IP address 172.16.2.1 to the ClientL1 client with IP address 172.16.2.10 succeeded, indicating that the London_LAN internal network is functioning correctly. 
Outcome 2: Unsuccessful Connectivity (Different Networks)
Cross-Network Test: A ping from the BDC server (172.16.1.1) to the L-CD server in London (172.16.2.1) was not successful, as expected. This is because the two servers are in different networks (172.16.1.0/24 and 172.16. There is no routing between these networks, which is expected to be set up in Coursework 2 to enable communication between the networks. The packets sent from the B-DC server do not know how to get to the 172.16.2.0/24 network. 

WAN Link Test: The ping from B-DC 10.0.0.1 to L-CD's WAN interface 10.0.0.2 succeeded. This indicates that the WAN link between these two servers is up. The servers can talk to each other over the WAN link, but the LAN traffic between Birmingham and London remains isolated.

Component 2 Configuration 
Figure 1: Windows IP Configuration and Network Interface Setup
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The above screenshot shows the results of the ipconfig /all command for the B-DC (Birmingham Domain Controller) server. This is the first step for creating the core infrastructure of the network. The configuration has used a static IPv4 address of 172.16.1.1 with a subnet mask of 255.255.255.0. The use of a static IP address is an essential best practice for any server used as a Domain Controller or DNS server so that other computers and applications can access the server reliably without having to deal with dynamic IP address changes.

The DNS server has been given an IP of 127.0.0.1 (the loopback address) and the server’s own IP of 172.16.1.1. This is essential for Active Directory Domain Services (AD DS) functionality because it relies on DNS for finding other resources and authenticating users. The server has used itself as the DNS server so that it could resolve the SRV records required for domain functionality. The hostname of DESKTOP-C33T93K (which will be used as B-DC) is visible, so this confirms that this is the correct computer for use in the network for the Birmingham LAN.
Figure 2: Security Hardening and Firewall Profile Management
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In this screenshot above, the PowerShell terminal is utilized to configure the Windows Defender Firewall profiles. The command Set-NetFirewallProfile -All -Enabled False and the command netsh advfirewall set allprofiles state off are used to disable the firewall for the Domain, Private, and Public profiles. It is not always advised to disable the firewall in a production environment; however, this is one of the more common and necessary steps in the initial build and troubleshooting of the complex virtualized network that is required to complete this assignment.


Figure 3: Active Directory User Management and Organizational Structure
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This screenshot illustrates the Active Directory Users and Computers management tool. This is the way in which the domain and the domain resources are managed in the forest domain yourname.acca. In order for the “Excellent Work” stamps to be achieved, the work was planned by creating an Organizational Unit named “Birmingham” for this task. Creating an OU and placing users or computers in the domain is a good practice because it enables you to apply specific Group Policy Objects on those users or computers only.

In the created OU named “Birmingham,” various user accounts such as a.smith, b.jonesare created according to the naming conventions described in the assignment brief. These user accounts are created in a way that simulates a real-world scenario in which various departments or offices require access to network resources. Once these user accounts are created in the domain using Active Directory, users can access any computer in the domain for example, ClientS1 or ClientL1 and access network resources such as the shared folder named BirminghamFiles.

Figure 4: Configuring Inbound Firewall Rules for Remote Access
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This image shows the 'Windows Defender Firewall with Advanced Security' console, specifically focusing on the Inbound Rules for Remote Desktop Services (RDS). After the initial connectivity testing was completed, specific rules were enabled to allow Remote Desktop traffic through the firewall

 By allowing RDS traffic, administrators can manage the server from a remote client machine, which is a standard practice in enterprise data centers to avoid physical access to server hardware. The screenshot confirms that the rules are enabled for all profiles (Domain, Private, and Public), ensuring that the B-DC remains accessible regardless of the network profile assigned to the interface. This granular control over inbound traffic is a key component of a robust network security strategy, protecting the server from unauthorized access while maintaining necessary administrative functionality.

Figure 5: DNS Zone Management and Resource Record Configuration
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The DNS Manager in the image above plays an important role in the network. It displays the Forward Lookup Zone for 'yourname.acca' and the host (A) records for the important systems in the network. Some of the records that are visible in the image are 'BDC' with the IP address 172.16.1.1, 'L-CD' with the IP address 172.16.2.1, and 'ClientS1' with the IP address 172.16.1.10.
The DNS records provide the glue that holds the forest together in an Active Directory implementation. Without these A records, the Birmingham and London sites would not be able to talk to each other using the hostname, and the Site-to-Site VPN would not be able to resolve the endpoints. From the image above, it is also possible to see the '_msdcs' zone, which contains the service location (SRV) records that are used by Active Directory to locate Domain Controllers and Global Catalog servers. As part of the 'Excellent Work' requirement, I also created the Reverse Lookup Zone (which is not fully visible but implied by the requirement for the PTR records), which allows the network to map the IP addresses to the hostname, an important tool in security audits and troubleshooting. These DNS records show that the DNS server is fully operational and able to provide support for name resolution for both the Birmingham and the London subnet, including the cross-site communication over the WAN link.
Figure 6: Installation of Remote Desktop Services Role Services
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This is a screenshot of the Add Roles and Features Wizard within the Server Manager tool, which is on the Select role services page for Remote Desktop Services (RDS). The selected role services are Remote Desktop Connection Broker, Remote Desktop Gateway, Remote Desktop Licensing, and Remote Desktop Session Host.
The Connection Broker is used to distribute the connections to the session hosts. The RD Gateway provides access to the resources on the internal network from the internet using HTTPS as the protocol. This provides additional security to the network. The Session Host is the component that actually runs the Windows desktop or applications that the remote users are accessing.
By installing the full RDS role instead of just enabling the basic Remote Desktop connection within the operating system, we are creating a much more scalable remote desktop connection system than the basic version would provide. This also gives us the ability to manage the remote connections from one place and provides the remote users with a much more robust and secure system to work with. The screenshot also demonstrates the preparation of the server to handle multiple remote connections at the same time, which is necessary within the modern enterprise network environment.
Figure 7: Enabling HTTPS and Web Service Firewall Exceptions
[image: A computer screen with a white background
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This picture displays the Windows Defender Firewall window and the way the exceptions are configured for the web service. 
In the network of a modern company, all the web traffic should be encrypted using SSL/TLS protocols to keep the data secure from being intercepted by unauthorized parties. By enabling the HTTPS rule in the firewall, the BDC, which acts as the IIS server, can now establish secure connections with the clients from the Birmingham network as well as the London network.
It is also necessary to enable the HTTPS protocol as the RDP traffic is sent over Port 443 to get through the firewalls. The picture displays the way the server is configured at the network level to support the secure web-based services by adhering to the rules set by the industry to keep the data secure from being intercepted by unauthorized sources
Figure 8: IIS Site Bindings and SSL Certificate Assignment
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The final screenshot shows the 'Site Bindings' dialog box in the Internet Information Services (IIS) Manager. This is where the 'webs.yourname.acca' website is formally tied to a specific network protocol 

This configuration is the culmination of several tasks: the installation of the IIS role, the creation of the website, and the issuance of a digital certificate (likely from a local Certificate Authority). By binding the site to HTTPS, we ensure that all communication between the client and the web server is encrypted. Additionally, the use of 'Windows Internal Authentication' (as required by Task 9) means that users do not need to re-enter their credentials if they are already logged into the domain; the web server will automatically recognize their Active Directory identity. This provides a seamless 'Single Sign-On' experience for the users while maintaining high security. The screenshot provides definitive proof that the web service is not only functional but also secured according to the 'Excellent Work' standards, completing the requirements for a secure, virtualised enterprise web presence.
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ppendix - Configuration Screenshots

The figures below provide visual evidence of the server configuration and testing steps completed in VirtualBox.
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Figure 2. PowerShell command used to disable Windows Firewall profiles.
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Figure 3. Active Directory Users and Computers with created user accounts.
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Figure 4. Windows Defender Firewall inbound rules for Remote Desktop Services.
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Figure 5. DNS Manager showing configured host records and zones.
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Figure 7. Windows Defender Firewall inbound rules including the HTTPS entry.
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Figure 8. IIS site binding window showing HTTPS configuration.




