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This report will discuss the development of an Asp.net core 2 web application for the ‘Application development’ academic module. It will discuss Asp.net core security, authentication and authorisation, design patterns, the MVC pattern, how the web application was implementation and a final evaluation.
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Asp.net core is an open-source object-oriented web framework to build websites and web APIs. It is based on the MVC (Mode-View-Controller) design pattern [1]:

· The Model (business logic) – C# Classes are located in the Models folder to work with a database.
· The View (UI logic) – A HTML template, located in the View folder, that renders a Web page based on the data. Razor (CSHTML) syntax, which begins with an @ symbol, interacts with the HTML. 
· The Controller (input logic)– C# Classes that deal with browser requests, retrieve model data and specify View templates.
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The advantages of separating concerns this way is that applications are easier to test and update.

 A Bicycle rental store web application using Asp.net core 2.2 was chosen to be developed for the module. There were four requirements:

1. To display data.
2. To interactively query and display results.
3. Form validation.
4. Data manipulation using Create-Read-Update-Delete (CRUD) operations.
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There are many threats and security vulnerabilities to web applications. These can be managed by built in security features for managing authentication, authorisation, data protection,  app secrets and anti-request forgery [2]:
Authentication – requirement to provide credentials such as username and password to access the web application [2]. Policies must be built in the ConfigureServices method in startup.cs.
App secrets manager - a way to store and use confidential information without having to expose it in the code. A key-and value will be required to be stored in the secrets.json file [2].
Claim based authorisation – what actions can be performed inside the application once authentication has been verified [2]. For example, if using a Facebook account authentication tokens can be provided. These can be stored in the Secret’s Manager.
Identity - a membership system that adds login functionality to applications.
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XSS allows attackers to inject client-side scripts (mostly JavaScript) into web pages using the input fields such as the search or comment box, which is viewed by other users. A cross-site scripting vulnerability may be used by attackers to bypass access controls such as the same-origin policy [3]. There are 2 major types of XSS attacks:
1. Non-Persistent (reflected) - usually returns the desired output by attacker but goes away once you refresh the page.
2. Persistent (stored) - Those changes caused by the script stay even after refreshing the page. These are more dangerous than the non-persistent as they cause permanent damage to the website.
Countermeasures
· Contextual output encoding of string input using Razor
· Safely validating untrusted HTML input.
· Selectively disabling scripts.
· Input field validation.
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SQL injection is a code injection technique, where a malicious SQL command is inserted into an entry field on a web page for execution. It exploits security vulnerabilities in an application. If user input is not filtered correctly for string literal escape characters embedded in SQL command or user input is not strongly typed and unexpectedly executed [4][5]. An attacker can use a command to dump the database contents. For example, using “ ' OR '1'='1 ” in a login input field could grant admin access [5].
Countermeasures
· Parameterised statements.
· Pattern check.
· Database permissions.
· Input field validation.
· Good development practices.
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[bookmark: _GoBack]CSRF is a type of malicious exploit of a website where unauthorised commands are transmitted from a user that the web application trusts. There are multiple ways in which a malicious website can transmit such commands; specially-crafted image tags, hidden forms, and JavaScript’s. Unlike cross-site scripting, which exploits the trust a user has for a particular site, CSRF exploits the trust that a site has in a user's browser [3].
Countermeasures
· Use the built-in AutoValidateAntiforgeryTokenAttribute [6].
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When a web application redirects a user to a malicious URL in order to stealing data is referred to an open redirection attack (fig. 1) [7].
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Request like querystring or form data can easily be tampered with, to redirect users to an external, malicious URL. Whenever application logic redirects to a specified URL, must verify that the redirection URL has not been tampered with. Asp.net core has built-in functionality to help protect Web applications.
Countermeasures
· Use the LocalRedirect helper method from the base Controller class.
· Use the IsLocalUrl method to test URLs before redirecting.
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A design pattern is a solution for a commonly recurring software problem. The Repository design pattern was implemented in the Services layer, which creates abstraction between the Controller and Model layers. To create, read, update or delete data in the application, SQL must be used or the Entity Framework dbContext class. For example, adding a Bike in a controller can be written as follows:

var context = new BikeShopDbContext ();
Bike myBike = new Bike ();
myBIke.name = "my bike";
context.Bikes.add(myBike);
context. SaveChanges ();

However, this is bad practice, as the Controller would be containing the logic to perform database operations. It would be best to remove this code from the controller and create repository classes to perform these CRUD operations. This way we would separate controller logic from database access logic. Other benefits include:
•       It helps insulate the application from changes in the data.
•       Facilitates Test Driven Development and Unit Testing

Two drawbacks are:
· It adds another layer of abstraction which increases the level of complexity, which is not ideal for small applications.
· Catching data on heavily loaded systems can lead to performance issues.
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Tasks completed in the project:
· Created a ViewModel class for each entity.
· 
Created a Repository Interface for each entity.
· 
Create a Repository class for each entity.
· 
Implement repository methods in each repository class.

7 Repository classes were created, as in Fig. 4, without a Unit of Work class for simplicity. A repository is a class defined for an entity type with all possible operations for the entity:
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The Model is the most important part of an application, as it represents real-world objects and processes. It contains the C# objects that make up the application and the methods that manipulate them. The views and controllers expose the model to users of the application [1].
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Entity Framework core is an object-relational mapper (ORM) that enables developers to work with a database using objects. There are also conventions on how the relationships are created [8]. 
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A Code-first approach was used. This means that a database was created from C# classes, as opposed to database-first, where C# classes are created from a database.
a) Shop - Bikes (one to many) - Shop can own many bikes.
b) Shop - Address (one to one) - Shop can have one address.
c) Shop - Contact (one to one) - Shop can have one contact.
d) ApplicationUser - RentalOrder (one to many) - user can make many orders.
e) RentalOrder - Bike (one to one) - One order can be for one bike.
f) RentalOrder - Payment (one to one) - One payment can be for one order.

Data annotations are used to configure the entity classes and are similar to the columns, and rows in SQL. Constraints can be added also.
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The most common way to define a relationship is to use Fully Defined relationships (as used in BikeShop). A Fully Defined relationship means that both ends of the relationship contain navigational properties that point to the other end of the relationship [9]. For example, Shop.cs contains an ICollection navigational property [10] that points to Bikes, and Bike contains a navigational property Shop that points to the Shop that owns the bike.

Since Shop.cs is the "one" in a relationship, it has to contain a ICollection navigational property of type "Bike". The reason we use an ICollection is because we want to point to many bikes (not just one). If we wanted to point to one bike, we would define a navigational property that contains BikeID and virtual Bike.

Since Bike.cs is the "many" in a relationship, it has to contain a navigational property for only one shop. This property consists of a foreign key ("ShopID") and a virtual Shop object. 
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The "virtual" keyword is used so ‘lazy loading’ can be used. This means the delaying of the loading of related data, until it is specifically requested, and is the opposite of eager loading [8].

Next would be one-to-one relationships in BikeShop project. Shop.cs and Address.cs have a one-to-one relationship. This is done the following way:

Shop.cs contains a navigational property for Address - "public Address Address { get; set;}".
Address.cs contains a foreign key property "public int ShopID { get; set;}" and a navigational property for Shop - "public Shop Shop {get; set;}"

The reason Address.cs contains ShopID but the Shop does not contain AddressID is that the table Address will contain the foreign key, not the Shop table.
Enumeration types
An enumeration (Enum) type provides a way to define a fixed set of values that are allowed. One public enumeration type was required for the application named ‘BikeAvailability’.
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[bookmark: _Toc7901422][bookmark: _Toc8150667][bookmark: _Toc8150746][bookmark: _Toc8150909][bookmark: _Toc8151022]Figure 9 – BikeAvailability enumeration.
Creating Entity Relationships

For each entity we have an interface. These files only contain the "definition" of the method. Implementation must be coded into the methods.

Address.cs has IAddressRepo.cs
Bike.cs has IBikeRepo.cs
Contact.cs has IContactRepo.cs
Payment.cs has IPaymentRepo.cs
RentalOrder.cs has IRentalOrderRepo.cs
Shop.cs has IShopRepo.cs
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A local database (Local DB) was used to store the SQL for the Bike shop project, which is a basic version of Microsoft SQL Server Express. The database files are stored in the .ldf and .mdf file extensions in the data folder.

The BikeShopdbcontext class is the primary class responsible for interacting with the SQL database. It is used to query the database and how the relationship should look.
The connection string is how the application knows which database to connect to and it is stored in the appsettings.json file in the web project.

Creating the database.

A data model can change during development and get out of sync with the database. The database can be dropped, and Entity framework can create a new one that matches the model, but this procedure results in loss of data. The migrations feature  provides a way to incrementally update the database schema to keep it in sync with the application's data model while preserving existing data in the database [11].
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Inserting Queries

SQL Server Object Explorer provides a hierarchical user interface to view and manage the objects in each instance of SQL Server. It was used to insert raw SQL queries into the database tables [12]. Figure 11 shows the resulting tables that were generated.  
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The package manager console was used to created database migrations.
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This method is called when the model for a derived context has been initialised [13].
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A component called the view engine is used to produce the content sent to clients using Razor,  which processes annotated HTML files for instructions that insert dynamic content into the browser [1].
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There are two way to implement views in Asp.net core - Razor pages and controllers with views. 
Similar to HTML, the default layout of an Asp.net application is called _Layout.cshtml.
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[bookmark: _Toc8150673][bookmark: _Toc8150752][bookmark: _Toc8150915][bookmark: _Toc8151028]Figure 15 - Bikes razor pages
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A partial view is a view that can be contained in another view. Let's say you have a ProductList.cshml and you want to show products on this page. You can create a productPartial.cshtml and every time you list a product only this view can be added. This means that you don't have to write duplicate HTML code.
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Authentication is a process in which a user provides credentials that are then compared to those stored in a database. If they match, users authenticate successfully, and can then perform actions that they're authorised for, during an authorisation process. 
· Login partial
· Customise Identity view
· Manage user secrets
· Customise register view
· External login

[bookmark: _Toc8052146][bookmark: _Toc8059708][bookmark: _Toc8071124][bookmark: _Toc8071151][bookmark: _Toc8071223][bookmark: _Toc8086484][bookmark: _Toc8086918][bookmark: _Toc8086944][bookmark: _Toc8087855][bookmark: _Toc8088775][bookmark: _Toc8092889][bookmark: _Toc8094973][bookmark: _Toc8100016][bookmark: _Toc8100080][bookmark: _Toc8100125][bookmark: _Toc8100258][bookmark: _Toc8100286][bookmark: _Toc8100399][bookmark: _Toc8100606][bookmark: _Toc8100667][bookmark: _Toc8100744][bookmark: _Toc8124653][bookmark: _Toc8137858][bookmark: _Toc8137887][bookmark: _Toc8147015][bookmark: _Toc8150797][bookmark: _Toc8151008]The Controller
Controllers are C# classes whose public methods (known as action methods) are responsible for handling an HTTP request and preparing the response that will be returned to the client. MVC uses a routing system to work out which controller class and action method it needs to handle a request. MVC creates a new instance of the controller class, invokes the action method, and uses the method’s result to produce the response to the client[1].
Two Controllers were created using Scaffolding. BikesController – to control the selection of Bikes and RentalOrdersController – to control the rental orders.
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Testing

Application View testing was performed in the browser search bar by typing in http://localhost:44352/Bikes.

Conclusion

The application was not fully implemented due to lack of time, therefore its design, user experience, content and functionality cannot be fully discussed here. 
The web application was designed using the MVC architectural pattern. In future, more advanced features can be implemented into it such as lambda expressions and asynchronous programming [1].
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Entire Solution - Search Task List Peins
Description Project File Line
TODO Import your entities library - adjust as necessary if you rename the projects and solution BikeShop.Data BikeShopContext.cs 8
TODO If you rename the projects, adjust the namespace and class name and other references to reflect your project name BikeShop.Data BikeShopContext.cs 11
TODO Add the Tables (Database Sets) you want to include in the database see example syntax below BikeShop.Data BikeShopContext.cs 23
TODO Specify Singular names for tables - see example syntax below BikeShop.Data BikeShopContext.cs 28

TODO Specify Any Composite Keys if you have any - see example below for Booking Ticket with composite PK made up of Bookingld

] T Ty sl BikeShop.Data BikeShopContext.cs 32
TODO If you rename the projects, adjust the namespace and class name and other references to reflect your project name BikeShop.Data BikeShopContextFactory.cs 8

TODO Add your connection string BikeShop.Data BikeShopContextFactory.cs 13
TODO If you rename the projects, adjust the MigrationsAssemby accordingly BikeShop.Data BikeShopContextFactory.cs 23
TODO Import necessary libraries BikeShop.Web Startup.cs 20
TODO Update to reflect the name of your Context Class in the .Data project, EF folder BikeShop.Web Startup.cs 66
TODO If external provider login is used e.g. Microsoft/Google uncomment the following lines BikeShop.Web Startup.cs 68
TODO If authorisation is required, uncomment the following - see examples. BikeShop.Web Startup.cs 88

TODO Add application services BikeShop.Web Startup.cs 95
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public class Bike //adds a Bike table

[Key] // this is a primary key for Bike ID
10 references | 0 exceptions
public int BikeID { get; set; }

[Required, MaxLength (50)]
0 references | 0 exceptions
public string Brand { get; set; }

[Required, DataType(DataType.Currency)]
0 references | 0 exceptions
public decimal Cost { get; set; }

0 references | 0 exceptions
public string Poster { get; set; }

[Required(ErrorMessage ="Please choose a type of bike")]
0 references | 0 exceptions
public Enums.BikeType BikeType { get; set; }

// Navigational property for a shop that owns this bike.
6 references | 0 exceptions

public int ShopID { get; set; }

6 references | 0 exceptions

public virtual Shop Shop { get; set; }
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// Navigational property for a shop that owns this bike.
6 references | 0 exceptions

public int ShopID { get; set; }

6 references | 0 exceptions

public virtual Shop Shop { get; set; }

6 references | 0 exceptions

public int RentalOrderId { get; set; }

6 references | 0 exceptions

public RentalOrder RentalOrder { get; set; }
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Elnamespace BikeShop.Data.Enums

{

0 references
public enum BikeAvailability

{

=

[Display(Name = "available", Description="available for rental")]
avaiable=0,

[Display(Name = "unvailable", Description = "unavailable for rental")]
unavailable = 1,

[Display(Name
repair = 2,

"in repair", Description = "in repair")]
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Package source: All ~ % Default project: BikeShop.Web <

Each package is licensed to you by its owner. NuGet is not responsible for, nor does it grant any licenses to, third-party packages. Some packages
may include dependencies which are governed by additional licenses. Follow the package source (feed) URL to determine any dependencies.

Package Manager Console Host Version 4.9.3.5777
Type 'get-help NuGet' to see all available NuGet commands.

PM> add-migration Initial -StartupProject BikeShop.Web -Project BikeShop.Data -Context BikeShop.Data.EF.BikeShopContext
To undo this action, use Remove-Migration.

PM> update-database -StartupProject BikeShop.Web -Project BikeShop.Data -Context BikeShop.Data.EF.BikeShopContext
Applying migration '20190505220642_ Initial’.

Done.

PM>

-
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// TODO Add the Tables (Database Sets) you want to include in the database see example syntax below
// public DbSet<TicketType> TicketTypes { get; set; }
0 references | 0 exceptions

public DbSet<Address> Addresses { get; set; }

0 references | 0 exceptions

public DbSet<Bike> Bikes { get; set; }

0 references | 0 exceptions

public DbSet<Contact> Contacts { get; set; }

0 references | 0 exceptions

public DbSet<Payment> Payments { get; set; }

0 references | 0 exceptions

public DbSet<RentalOrder> RentalOrders { get; set; }
0 references | 0 exceptions

public DbSet<Shop> Shops { get; set; }
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0 references | 0 exceptions

protected override void OnModelCreating(ModelBuilder builder)

{

// TODO Specify Singular names for tables - see example syntax below
//builder.Entity<TicketType>().ToTable("TicketType");

builder.Entity<Address>().ToTable("Address");
builder.Entity<Bike>().ToTable("Bike");
builder.Entity<Contact>().ToTable("Contact");
builder.Entity<Payment>().ToTable("Payment");
builder.Entity<RentalOrder>().ToTable("RentalOrder");
builder.Entity<Shop>().ToTable("Shop");
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P c# BikesController.cs
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