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1. [bookmark: _Toc70689366]Introduction
This report covers worksheet 4 as well as the observational questions that come with it. The worksheet section covers ARP and Routing tables, how the core services where deployed, installing and the configuration of the routing and remote access services on the servers, as well as IP packet filtering that covers 3 filters to be set on the network. The observational questions cover what failover clustering is as well as its different configurations and how they can be used in a network alongside a possible role that could help with it. Finally, the report covers a draft network policy that could be used within an enterprise network. 



2. [bookmark: _Toc70689367]Worksheet 4
2.1. [bookmark: _Toc70689368]ARP and Routing tables
[image: ]
Command that shows the interface (NICs) in the machine as well as the physical (MAC) Address of the NIC and its internet Address. (server 1)
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Table after pinging (Server 1)
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Printed route of server 1



2.2. [bookmark: _Toc70689369]Deploying core services
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After downloading and installing the FTP server the ftpuser account gets created.
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The ftpuser is then added to the new created STFTPSITE.
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Adding the banner to recognise if the connection is made to the correct server.
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Adding the ftpuser to enable access.
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Ensuring firewalls are off
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File created ready for upload.
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Transfer completed through ftp
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Prove of file that has been uploaded.

2.3. [bookmark: _Toc70689370]Routing and Remote Access Service
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Routing and remote access role downloaded and installed.
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Added both interfaces of the servers (publicnet and private net)
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Wide area network test
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Pings received.

2.3.1. [bookmark: _Toc70689371]How do routers reference which networks they are able to connect to?
Routers can reference what networks they are able to connect to by different ways. The routing table is one way which shows which network the router can be connected to and manage. At the same time the network card within the router notifies the router to which network it is connected to. The router finds out where to send packets through the forwarding table. It will receive the packet and then send the packet along the appropriate route from the table. [1]
2.4. [bookmark: _Toc70689372]IP Packet Filtering
2.4.1. [bookmark: _Toc70689373]Stopping anyone in privatenet 1 from pinging the router firewall
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Adding in a new inbound filter.
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No reply from ping.

2.4.2. [bookmark: _Toc70689374]Restricting access to the FTP service on server 2 for only hosts in PrivateNet2.
[image: ]
[image: ]
Connection was unable to be made with the network.
2.4.3. [bookmark: _Toc70689375]Only allowing specific hosts in PrivateNet1 to access the FTPService Running on Server two
This filter did not end up working. However, the rule created would work in the network if set up correctly. 
[image: ]
The rule above would be set as drop all packets except those that meet the criteria below. This would mean that any IP but the filtered one in the box would not be allowed to connect to the FTP access. This would then be tested by using client 2 to then try and connect to the FTP access. If this would not work, you would proceed to attempt with client 1. If then this worked, you could ensure its reliability by testing the other hosts on the networks to see if they can FTP. 



2.5. [bookmark: _Toc70689376]Failover Clustering for high availability systems
A high availability cluster is where a group of independent servers will share resources and their data through the system they are connected to.  The nodes within this failover cluster will have access to the storage that is being shared in the system. this type of availability also has a monitoring connection that the servers use to check the health of the other servers. 1 server within the cluster will always be active while at least one within the server will be passive. 
The way this works is within a small 2 node network, if a node is to fail the other node uses the connection to see that there is an issue and will configure itself as the new active node. The cluster software ensures that the clients connect to the active node which means there will be little if any down time. For larger configurations there may be use of dedicated servers to have correct management. The server would passively send out signals to make sure that the nodes are up and running then if any of the nodes fail a new one would be active. 
This configuration does pose a risk as a single point of failure as the service could fail if the hard drives give in. the same goes for electrical power, the use of electrical power could fail and unless safeguarded by a UPS it could cause a chain reaction and stop power within the cluster. [2]

2.6. [bookmark: _Toc70689377]Failover Clustering for continuous availability systems
The continuous model is a fault-tolerant cluster that consists of multiple systems that share a single copy of a computers operating system. the software commands that may be issued by one of the systems will also then be done on the other systems.
This configuration requires the organization to use formatted computer equipment as well as a UPS. Within this there is a operating system with an interface that a software programmer can check on vital data at predetermined points within a transaction. 
Compared to the high availability cluster this system can compensate for many failures. For example, the hard drive issue that HA can have, CPU issue, I/O subsystem, power supply issue that could also affect HA and even network components. These failure points can immediately be found, and a backup can be put in place instantly without any interruptions. [3]

2.7. [bookmark: _Toc70689378]Windows Server OS role
There is a windows server role that can assist with the requirements of the cluster. The used server role would be Active Directory Domain Services (AD DS) this could be used to help better control some group policy settings as well as security templates that would affect the cluster nodes. Using AD DS and isolating the clusters into their own OU would prevent against accidental deletion of cluster computer objects. 
The person must ensure that the account that the cluster is going to be made in is a domain user with administrator rights on all the servers that will contain the cluster nodes. This also means that the user who creates the cluster has the permissions to create computer objects within the OU or container where the servers are. [4]
3. [bookmark: _Toc70689379]Observational tasks
3.1. [bookmark: _Toc70689380]Network Policy
3.1.1. [bookmark: _Toc70689381]Topology
The topology for the network would depend greatly on the amount of room and things that need to be done. Knowing that there is going to be separate departments there is a push towards using a custom hybrid topology. This would be in place to isolate the departments from each other so in case some issue appears it can stay isolated and stopped. There would be a security department to make sure everything is kept safe that would then also oversee making sure all the policies and the network itself is safe and checked up regularly. [5]

3.1.2. [bookmark: _Toc70689382]Network access
There will only be certain people that will have access to the network, and everything will have different levels of priority as well as privileges within the network. Users would be people with the lowest access as there is nothing on the higher levels for the users to access. Next would be followed by the different departments with the top of the access being the security team network administrators and engineers as well as the CEO. [6]

3.1.3. [bookmark: _Toc70689383]Security team
The security team would have an important task. Which would oversee setting up the policies and making sure everything is up to date to avoid any law issues. The security team would have to make sure that the correct policies are put in place and that they are followed. The idea of this team is to follow the C.I.A rules. Which is ensuring Confidentiality, Integrity, and Availability is all in place.

3.1.4. [bookmark: _Toc70689384]Security policies
There are multiple different policies that would be in place to make sure the whole network functions properly. The policies would be set by the security team and would aim to conform to the current information security laws. It is important for the policies to be used as a guideline to follow that can be sued to create more rules for the company. As an example, one of the policies that would be used is the information security policy as it covers many security controls over the network. [7]
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C:\Users\Administrator>ARP -A

Interface: 192.168.1.100 --- Ox4
Internet Address Physical Address
192.168.1.255 FFFFFE-FF-FFFF
224.0.6.22 01-60-52-00-00-16
224.0.0.251 01-60-5¢-00-00-b
224.0.0.252 01-60-52-00-00-fc

Interface: 192.168.100.1 --- OX6
Internet Address Physical Address
192.168.100.255 FFFFFE-FF-FFFF
224.0.6.22 01-60-52-00-00-16
224.0.0.251 01-60-5¢-00-00-b
224.0.0.252 01-60-52-00-00-fc

C:\Users\Administrator>

Type

static
static
static
static

Type

static
static
static
static
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Ping statistics for 192.168.100.1
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

C: \Users\Administrator>aRP -A

Interface: 192.168.1.100 --- Oxd
Internet Address Physical Address Type
192.168.1.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static

Interface: 192.168.160.1 --- OX6
Internet Address Physical Address Type
192.168.160.2 08-00-27-8a-35-ce  dynamic
192.168.160.255 FE-FF-FE-FE-FF-FF  static
224.0.6.22 01-00-5-00-00-16  stdRic
224.0.6.251 01-00-50-00-00-fb  static

224.0.0.252 01-60-52-00-00-fc static
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C:\Users\Administratorsroute print

Interface List

4...68 06 27 5 ca 67 ......Intel(R) PRO/1060 MT Desktop Adapter
08 00 27 cc 23 d7 ......Intel(R) PRO/1606 MT Desktop Adapter #2

Software Loopback Interface 1

IPv4 Route Table

Active Routes:

Network Destination Netmask Gateway Interface Metric
127.0.6.0 255.0.6.0 on-link 127.0.6.1 331
127.0.6.1 255.255.255.255 on-link 127.0.6.1 331

127.255.255.255  255.255.255.255 on-link 127.0.6.1 331
192.168.1.6  255.255.255.0 on-link  192.168.1.16 281
192.168.1.100 255.255.255.255 on-link  192.168.1.16 281
192.168.1.255 255.255.255.255 on-link  192.168.1.16 281
192.168.160.6  255.255.255.0 on-link  192.168.160.1 281
192.168.160.1 255.255.255.255 on-link  192.168.160.1 281
192.168.160.255 255.255.255.255 on-link  192.168.160.1 281
224.0.6.0 240.0.6.0 on-link 127.0.6.1 331
224.0.6.0 246.0.6.0 on-link  192.168.1.106 281
224.0.6.0 240.0.6.0 on-link  192.168.160.1 281
255.255.255.255  255.255.255.255 on-link 127.0.6.1 331
255.255.255.296  255.255.255.255 on-link  192.168.1.106 281
255.255.255.255  255.255.255.255 on-link  192.168.160.1 281
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Persistent Routes:
None.

IPv6 Route Table

Active Routes:

If Metric Network Destination Gateway
1 33 on-link
a2 281 on-link
6 281 on-link
a2 281 :abs5/128
on-link
6 281 9b3:4609: f6e3:7d8b/128
on-link
1 33: 8 on-link
a2 281 8 on-link
6 281 8 on-link

Persistent Routes
None.
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Users\Client 2>ftp 192.168.161.1
nnected to 192.168.101.1.
220-Microsoft FTP Service x
220 Welcome to the FTPSERVER.
260 OPTS UTF8 command successful - UTF8 encoding now ON.
ser (192.168.101.1:(none)): serveriname\ftpuser
331 Password required
Password:
230 User logged in.
tp>
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125 Data connection already open; Transfer starting.
04-27-21 67:19PH <DIR> Ftpuploads

226 Transfer complete.

ftp: 54 bytes received in 8.@@Seconds 54660.6eKbytes/sec.
Ftp> put ftpfilezupload.txt

260 PORT command successful.

125 Data connection already open; Transfer starting.

226 Transfer complete.
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Welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to
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« A Dial-up remote access server.
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* LAN routing.

« A basic firewall.

To add a Routing and Remote Access server, on the Action menu,
dlick Add Server.
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Server Setup Wizard
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C:\Users\Administrator>ping 192.168.1.101

Pinging 192.168.1.161 with 32 bytes of data:

Reply from 192.168.1.161: bytes-32 time<ims TTL-128
Reply from 192.168.1.161: bytes=32 time<ims
Reply from 192.168.1.161: bytes=32 time<ims
Reply from 192.168.1.161: bytes-32 time<ims TTL-128

Ping statistics for 192.168.1.10:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms
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Pinging 192.168.101.2 with 32 bytes of data:
Reply fron 192.168.101.2: bytes-32 time-lns TTL-126
Reply from 192.168.101.2: bytes-32 time-lns TTL-126
Reply from 192.168.101.2: bytes-32 time-Ins TTL-126
Reply fron 192.168.101.2; bytes-32 time-ins TTL-126

ping statistics for 102.168.101.2:
Packets: Sent - 4, Received - 4, Lost - 0 (9% loss),
Approxinate round trip tises in milii-seconds:
Mininum - ins, Maxinum - ns, Average - ins
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Pinging 192.168.100.1
Request tined out.
Request tined out .
Request tined out .
Reauest timed out.
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\Users\QuinnTalon>ftp 192.168.161.1
> ftp: connect :ICMP network unreachable
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