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Local Area Networks 
BSc Computer Networks (ACCC5002)


Practical Lab Assessment 
Year 2/Level 5
September 2016


Name			: 						

Student ID		: 						

Date & Time		: 						
                                                                                                 


This is an individual practical lab-test, held under examination conditions. You will be assigned three Switches and a Router; you should configure these devices based on the given specifications. 

This paper is marked out of 100.

You will have 2 hours to complete this task.





TOPOLOGY DIAGRAM



VLAN 10 – Sales: 		192.168.10.0/24
VLAN 20 – HR: 		192.168.20.0/24
VLAN 99 – Management: 	192.168.99.0/24




Addressing Table 									(8 marks)
Choose the first address in each subnet for the Gateway.
Choose the fifth address in each subnet for management VLAN 99 addresses.
	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	Gateway
	Ge0/0.10
	
	
	N/A

	
	Ge0/0.20
	
	
	N/A

	
	Ge0/0.99
	
	
	N/A

	
	S0/0/0
	
	
	N/A

	ISP
	S0/0/0
	
	
	N/A

	SW1
	VLAN99
	
	
	

	SW2
	VLAN99
	
	
	

	SW3
	VLAN99
	
	
	

	PC1
	NIC
	DHCP
	DHCP
	DHCP

	PC2
	NIC
	DHCP
	DHCP
	DHCP




Port Assignments 
SW1 
	Ports
	Assignment
	Network

	Fa0/2, Fa0/3 & Fa0/5
	802.1Q Trunks (Native VLAN 99)
	192.168.99.0

	Fa0/1
	VLAN 10 (Sales)
	192.168.10.0


SW2 
	Ports
	Assignment
	Network

	Fa0/4 – 0/5
	802.1Q Trunks (Native VLAN 99)
	192.168.99.0

	Fa0/1
	VLAN 20 (HR)
	192.168.20.0


SW3
	Ports
	Assignment
	Network

	Fa0/2 – 0/4
	802.1q Trunks (Native VLAN 99)
	192.168.99.0

	Fa0/1
	802.1q Trunk
	


Task 1: Prepare the Network 							(5 marks)
Step 1: Cable a network that is similar to the one in the topology diagram. 
Step 2: Clear any existing configurations on the devices.
Task 2: Perform Basic Device Configurations 					(10 marks)
Configure the switches (SW1, SW2, and SW3) and routers (Gateway & ISP) according to the following guidelines:
· Configure the hostname.
· Disable DNS lookup.
· Configure an EXEC mode password.
· Configure synchronous logging for the console connection.
· Configure a password for vty connections.
Task 3: Router and Switch configuration instructions 				(64 marks)
1. Configure SW3 as a VTP server and SW1 & SW2 as VTP clients in the class.com domain. Set the VTP password to ‘cisco’.
2. Configure EtherChannel between the SW1 and SW3 as per the topology diagram.
3. Create VLANs 10, 20 & 99, and name as required. 
4. Assign ports to appropriate VLANs as shown in the Port Assignments table (access and trunks).   
a. Trunk ports with native VLAN 99 to be configured on links between switches.
b. Trunk on SW3 port F0/1 to be configured (without native VLAN 99).
5. Configure Rapid PVST+ on all switches.
6. Configure SW3 to be the primary root for all VLANs and SW1 to be secondary.
7. Configure PortFast and BPDU Guard on the interface connected to PC1 and PC2.
8. Configure SW3 as a DHCP server to provide IP addresses and default gateways to users on VLAN 10 & 20. Verify all PCs receive IP address details. 
a. Don’t forget to configure the IP address helper on the Gateway router.
9. Configure management IP addresses for all network switches in VLAN 99, and configure them for Telnet access (Configure default gateway for the switches on VLAN 99).

10. Configure router-on-a-stick inter-VLAN routing. 
a. Configure sub-interfaces on R1 to operate on VLAN 10, 20, and 99 with the address from the Address table.
11. Configure the ISP router with appropriate IP addressing information (Refer to topology).
a. Clock rate for the DCE interface: 128000
12. Configure a default route on the ISP with S0/0/0 as the exit interface.
13. Configure NAT Overload and map both 192.168.10.0/24 and 192.168.20.0/24 to the S0/0/0 interface on the Gateway router.
Task 4: After configuring each host computer, record the host network settings with the ipconfig /all command.  								(4 marks)
	Host PC1 Network Configuration

	IP Address
	

	Subnet Mask
	

	Default Gateway
	

	Host PC2 Network Configuration

	IP Address
	

	Subnet Mask
	

	Default Gateway
	


Instructor: 	  	Ping Successful? ________________			(4 marks)
Task 5: Document the Configurations 						(5 marks)
All documentation for your solution should be submitted. Your name should be clearly printed on the documents. 			Devicename_Surname_Pno.txt
At the end of the test a pen drive will be given to you, the configuration files for all routers should be copied to the media and handed in to your instructor.  It is you responsibility that you copy the files correctly. 
	ROUTER
	SWITCH

	Show running-config
	Show running-config

	Show ip interface brief
	Show ip interface brief

	Show ip route
	Show vlan

	Show ip nat stat
	Show interface trunk

	Show ip nat translations
	Show spanning-tree

	
	Show etherchannel summary

	
	Show vtp status


SOLUTIONS:
################################################################
SW1:
SW1#sh run
Building configuration...

Current configuration : 2033 bytes
!
version 12.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname SW1
!
boot-start-marker
boot-end-marker
!
enable secret 5 $1$QGR2$2oi3IZQClGPCgWwHyV3./1
!
!
!
no aaa new-model
system mtu routing 1500
no ip domain-lookup
!
!
!
!
!
!
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
spanning-tree vlan 1,10,20,99 priority 28672
!
vlan internal allocation policy ascending
!
!
!
interface Port-channel1
 switchport trunk encapsulation dot1q
 switchport trunk native vlan 99
 switchport mode trunk
!
interface FastEthernet0/1
 switchport access vlan 10
 switchport mode access
 spanning-tree portfast
 spanning-tree bpduguard enable
!
interface FastEthernet0/2
 switchport trunk encapsulation dot1q
 switchport trunk native vlan 99
 switchport mode trunk
 channel-group 1 mode on
!
interface FastEthernet0/3
 switchport trunk encapsulation dot1q
 switchport trunk native vlan 99
 switchport mode trunk
 channel-group 1 mode on
!
interface FastEthernet0/4
!
interface FastEthernet0/5
 switchport trunk encapsulation dot1q
 switchport trunk native vlan 99
 switchport mode trunk
!
interface FastEthernet0/6
!
interface FastEthernet0/7
!
interface FastEthernet0/8
!
interface FastEthernet0/9
!
interface FastEthernet0/10
!
interface FastEthernet0/11
!
interface FastEthernet0/12
!
interface FastEthernet0/13
!
interface FastEthernet0/14
!
interface FastEthernet0/15
!
interface FastEthernet0/16
!
interface FastEthernet0/17
!
interface FastEthernet0/18
!
interface FastEthernet0/19
!
interface FastEthernet0/20
!
interface FastEthernet0/21
!
interface FastEthernet0/22
!
interface FastEthernet0/23
!
interface FastEthernet0/24
!
interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
!
interface Vlan1
 no ip address
 shutdown
!
interface Vlan99
 ip address 192.168.99.1 255.255.255.0
!
ip classless
ip http server
ip http secure-server
!
!
!
line con 0
 logging synchronous
line vty 0 4
 password cisco
 login
line vty 5 15
 login
!
end

SW1#

################################################################
SW2:
SW2#
SW2#sh run
Building configuration...

Current configuration : 3383 bytes
!
version 12.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname SW2
!
boot-start-marker
boot-end-marker
!
enable secret 5 $1$efxQ$XOqxekx8nDOMm9rmBxlAF/
!
!
!
no aaa new-model
system mtu routing 1500
no ip domain-lookup
!
!
!
!
crypto pki trustpoint TP-self-signed-2649938816
 enrollment selfsigned
 subject-name cn=IOS-Self-Signed-Certificate-2649938816
 revocation-check none
 rsakeypair TP-self-signed-2649938816
!
!
crypto pki certificate chain TP-self-signed-2649938816
 certificate self-signed 01
  3082023C 308201A5 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
  69666963 6174652D 32363439 39333838 3136301E 170D3933 30333031 30303030
  35375A17 0D323030 31303130 30303030 305A3031 312F302D 06035504 03132649
  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D32 36343939
  33383831 3630819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281
  8100E279 269E36BA 08F28662 3E0A3046 63CCBE41 5FE24263 077DF2E0 F4E76D76
  699AF9F3 BC673625 CEC7DCE5 7850953E 70EF00DE C6901BA2 1F7324A9 C67BF3EE
  D9C2FEE5 96251A19 05C70FC2 A6B78AB8 8A675769 D135767F FD27C5E5 2FE8A7FC
  296CFC2D A58947A8 E0A6C55C 3E83F8EA 5871B63C C60F0AFD 0A35AA11 45451B9A
  8E950203 010001A3 64306230 0F060355 1D130101 FF040530 030101FF 300F0603
  551D1104 08300682 04535732 2E301F06 03551D23 04183016 80147E60 657DDFB2
  20F258A3 241E35EB 10AC01F8 1B10301D 0603551D 0E041604 147E6065 7DDFB220
  F258A324 1E35EB10 AC01F81B 10300D06 092A8648 86F70D01 01040500 03818100
  D87EB258 B98F32ED 115A1201 D59C4C14 8588BD11 BEB1C843 0654A403 184A7E27
  CD90587C 8DE2142E CB2F1EB6 8BF60B0D 08DE9BC7 8FFD5D8A B53E0FF7 588E34D3
  8AB26B55 3ED4D4AC 586994F8 7A876955 8915BE21 D04AC56E C96570BF C67CD113
  0C39D5D4 60007174 E2B4827D 4424DF03 BD0EA35B 5937E8CD 7FD8F8D1 2D936DA6
  quit
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
!
!
interface FastEthernet0/1
 switchport access vlan 20
 switchport mode access
 spanning-tree portfast
 spanning-tree bpduguard enable
!
interface FastEthernet0/2
!
interface FastEthernet0/3
!
interface FastEthernet0/4
 switchport trunk encapsulation dot1q
 switchport trunk native vlan 99
 switchport mode trunk
!
interface FastEthernet0/5
 switchport trunk encapsulation dot1q
 switchport trunk native vlan 99
 switchport mode trunk
!
interface FastEthernet0/6
!
interface FastEthernet0/7
!
interface FastEthernet0/8
!
interface FastEthernet0/9
!
interface FastEthernet0/10
!
interface FastEthernet0/11
!
interface FastEthernet0/12
!
interface FastEthernet0/13
!
interface FastEthernet0/14
!
interface FastEthernet0/15
!
interface FastEthernet0/16
!
interface FastEthernet0/17
!
interface FastEthernet0/18
!
interface FastEthernet0/19
!
interface FastEthernet0/20
!
interface FastEthernet0/21
!
interface FastEthernet0/22
!
interface FastEthernet0/23
!
interface FastEthernet0/24
!
interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
!
interface Vlan1
 no ip address
 shutdown
!
interface Vlan99
 ip address 192.168.99.2 255.255.255.0
!
ip default-gateway 192.168.99.5
ip classless
ip http server
ip http secure-server
!
!
!
line con 0
 logging synchronous
line vty 0 4
 password cisco
 login
line vty 5 15
 login
!
end

SW2#


################################################################
SW3:

SW3#
SW3#sh run
Building configuration...

Current configuration : 2274 bytes
!
version 12.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname SW3
!
boot-start-marker
boot-end-marker
!
enable secret 5 $1$h2rA$aKy9cRH5k9oVd542gKIzg.
!
!
!
no aaa new-model
system mtu routing 1500
no ip domain-lookup
ip dhcp excluded-address 192.168.10.1
ip dhcp excluded-address 192.168.20.1
!
ip dhcp pool Sales
   network 192.168.10.0 255.255.255.0
   default-router 192.168.10.1
!
ip dhcp pool HR
   network 192.168.20.0 255.255.255.0
   default-router 192.168.20.1
!
!
!
!
!
!
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
spanning-tree vlan 1,10,20,99 priority 24576
!
vlan internal allocation policy ascending
!
!
!
interface Port-channel1
 switchport trunk encapsulation dot1q
 switchport trunk native vlan 99
 switchport mode trunk
!
interface FastEthernet0/1
 switchport trunk encapsulation dot1q
 switchport mode trunk
!
interface FastEthernet0/2
 switchport trunk encapsulation dot1q
 switchport trunk native vlan 99
 switchport mode trunk
 channel-group 1 mode on
!
interface FastEthernet0/3
 switchport trunk encapsulation dot1q
 switchport trunk native vlan 99
 switchport mode trunk
 channel-group 1 mode on
!
interface FastEthernet0/4
 switchport trunk encapsulation dot1q
 switchport trunk native vlan 99
 switchport mode trunk
!
interface FastEthernet0/5
!
interface FastEthernet0/6
!
interface FastEthernet0/7
!
interface FastEthernet0/8
!
interface FastEthernet0/9
!
interface FastEthernet0/10
!
interface FastEthernet0/11
!
interface FastEthernet0/12
!
interface FastEthernet0/13
!
interface FastEthernet0/14
!
interface FastEthernet0/15
!
interface FastEthernet0/16
!
interface FastEthernet0/17
!
interface FastEthernet0/18
!
interface FastEthernet0/19
!
interface FastEthernet0/20
!
interface FastEthernet0/21
!
interface FastEthernet0/22
!
interface FastEthernet0/23
!
interface FastEthernet0/24
!
interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
!
interface Vlan1
 no ip address
 shutdown
!
interface Vlan99
 ip address 192.168.99.3 255.255.255.0
!
ip default-gateway 192.168.99.5
ip classless
ip http server
ip http secure-server
!
!
!
line con 0
 logging synchronous
line vty 0 4
 password cisco
 login
line vty 5 15
 login
!
end

SW3#

################################################################
Gateway:

Gateway#sh run
Building configuration...


Current configuration : 1677 bytes
!
version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname Gateway
!
boot-start-marker
boot-end-marker
!
logging message-counter syslog
enable secret 5 $1$Oum4$rPN8HK3s9/gcZUHjdubRk.
!
no aaa new-model
memory-size iomem 5
!
dot11 syslog
ip source-route
!
!
ip cef
!
!
no ip domain lookup
no ipv6 cef
!
multilink bundle-name authenticated
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
voice-card 0
!
!
!
!
!
archive
 log config
  hidekeys
!
!
!
!
!
!
!
!
!
interface GigabitEthernet0/0
 no ip address
 shutdown
 duplex auto
 speed auto
!
interface GigabitEthernet0/1
 no ip address
 duplex auto
 speed auto
!
interface GigabitEthernet0/1.10
 encapsulation dot1Q 10
 ip address 192.168.10.1 255.255.255.0
 ip helper-address 192.168.99.3
 ip nat inside
 ip virtual-reassembly
!
interface GigabitEthernet0/1.20
 encapsulation dot1Q 20
 ip address 192.168.20.1 255.255.255.0
 ip helper-address 192.168.99.3
 ip nat inside
 ip virtual-reassembly
!
interface GigabitEthernet0/1.99
 encapsulation dot1Q 99
 ip address 192.168.99.5 255.255.255.0
!
interface Serial0/0/0
 ip address 10.0.0.1 255.255.255.0
 ip nat outside
 ip virtual-reassembly
 no fair-queue
!
interface Serial0/0/1
 no ip address
 shutdown
 clock rate 2000000
!
ip forward-protocol nd
no ip http server
no ip http secure-server
!
!
ip nat inside source list 1 interface Serial0/0/0 overload
!
access-list 1 permit 192.168.10.0 0.0.0.255
access-list 1 permit 192.168.20.0 0.0.0.255
!
!
!
!
!
!
control-plane
!
!
!
!
!
!
!
!
!
!
line con 0
 logging synchronous
line aux 0
line vty 0 4
 password cisco
 login
!
scheduler allocate 20000 1000
end

Gateway#
################################################################
ISP:
ISP#sh run
Building configuration...


Current configuration : 1119 bytes
!
version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname ISP
!
boot-start-marker
boot-end-marker
!
logging message-counter syslog
enable secret 5 $1$Z2av$o3AmcPDruDtYRiGbf/eBf0
!
no aaa new-model
memory-size iomem 5
!
dot11 syslog
ip source-route
!
!
ip cef
!
!
no ip domain lookup
no ipv6 cef
!
multilink bundle-name authenticated
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
voice-card 0
!
!
!
!
!
archive
 log config
  hidekeys
!
!
!
!
!
!
!
!
!
interface GigabitEthernet0/0
 no ip address
 shutdown
 duplex auto
 speed auto
!
interface GigabitEthernet0/1
 no ip address
 shutdown
 duplex auto
 speed auto
!
interface Serial0/0/0
 ip address 10.0.0.2 255.255.255.0
 no fair-queue
 clock rate 128000
!
interface Serial0/0/1
 no ip address
 shutdown
 clock rate 2000000
!
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 10.0.0.1
no ip http server
no ip http secure-server
!
!
!
!
!
!
!
!
!
control-plane
!
!
!
!
!
!
!
!
!
!
line con 0
 logging synchronous
line aux 0
line vty 0 4
 password cisco
 login
!
scheduler allocate 20000 1000
end

ISP#

################################################################
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