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1. [bookmark: _Toc131679439]Introduction


As part of the analysis to determine and evaluate the changes in cloud computing services and how these are affecting the evolution of the internet services and platform, is very important to keep in mind the aspect and the types of cloud services more useful nowadays. It is possible to find some of them like Software as a Service  (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), Network as a Service (NaaS), Monitoring as a Service (MaaS), Database as a Service (DBaaS), Communications as a service (CaaS), and Storage as a service (STaaS). Through this investigation, the focus will be on the first three, analysing the benefits and drawbacks of each one in two different scenarios. Also, other topics will be checked and explained in the relation between them and the cloud services.








2. [bookmark: _Toc131679440]Description, Analysis and Evaluation.
[bookmark: _Toc131679441]Virtualization
Virtualization is the term used to describe how software is used to mimic real processing resources. The term "virtualization layer" refers to this unique layer of software that is put on top of live physical devices. In order to meet users' processing requirements, this layer converts real computing tools into virtual ones [1]. Physical IT resources can provide multiple virtual representations of themselves thanks to a layer of virtualization software, enabling multiple users to share their base computing power.
Because emulation software operating in virtualized environments can mimic hardware needs, the virtualization process breaks the link between software and hardware. Modern virtualization technologies evolved to surmount the speed, dependability, and scaling constraints of conventional virtualization platforms. Virtualization technologies can be linked to several cloud traits and cloud computing mechanisms.
Figure 1. Users’ interaction with computer in traditional and virtualized computing








Virtualization can be defined as the conceptual isolation of physical resources from direct access by users for the purposes of meeting their service requirements. By offering a degree of conceptual separation, virtualization frees user-installed software from being bound to a particular configuration of hardware. Instead of using real environments, which are made through virtualization, users put everything over conceptual ones.
[bookmark: _Toc131679442]Virtual machine
The idea of setting up a virtual machine (or virtual computer) on a real physical system is known as machine virtualization, also referred to as server virtualization. The virtual computers themselves are referred to as guest systems, and the parent system on which they operate is known as the host system [2].
The physical machine and operating system have always been in a one-to-one connection in traditional computing systems. One OS can operate over them at a moment. This restriction of having a one-to-one connection between real hardware and the operating system is removed by hardware virtualization, it enables the operation of numerous computers, each running its own operating system, on a single real unit. The OS of the guest systems operating on the same real computer does not have to be the same, as shown in the following figure.
Figure 2. Comparing traditional and virtualized computing systems

One OS can operate simultaneously on a physical computer. On a single computer, multiple OSs can operate concurrently. a tangible device.




3. [bookmark: _Toc131679443]Evaluation of Cloud benefits
Types of Cloud Services: Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (laaS) are the three cloud service types. Every cloud service model offers a degree of abstraction that lessens the work needed by the service user to develop and implement systems. The perks of virtualization offer customers a wide range of advantages. The practical and budgetary benefits of virtualizing computing systems are covered in this part [3].
[bookmark: _Toc131679444]Differences between each type of cloud service
The primary difference between the three cloud service types is what each one comes with by default. SaaS, or software as a service, is a type of cloud-based application that businesses can use. Using a cloud-delivered application programming interface (API), PaaS enables developers to create bespoke apps. IaaS enables businesses to create the foundation for cloud-based services, such as software, content, or online stores for the sale of tangible goods [4]. 
Businesses that use SaaS are exempt from managing data usage or programme maintenance. Users of PaaS and IaaS must control how they use data and which apps they use. Organizations' operating systems are managed by SaaS and PaaS suppliers, but IaaS customers are responsible for managing their own operating systems.Figure 3. A basic comparison of SaaS, IaaS, and PaaS cloud service models.


The scale of the business and its resources will determine which kind of cloud service is selected. Therefore, using SaaS is most practical for small and medium-sized businesses with limited resources because they avoid having to create and produce the software themselves. Because they can be more effective in less time, businesses should use SaaS goods that satisfy their business needs. Some other benefits are: Easy to access and use, Scalability. The SaaS has some drawbacks as: Lack of control, Issue with integrations [4].
Also, the others type of cloud services has benefits, here the most important:
	PaaS
	IaaS

	Benefits
· Simplicity, convenience
· Faster development

	Drawbacks
· Lack of scalability
· Vendor lock-in
	Benefits
· Saving money
· Scalability
	Drawbacks
· Security
· Technical problems


The principal uses for each one can be for example: IaaS use for:
· Hosting for websites: By using IaaS tools rather than conventional online hosting, businesses can save money.
· Software deployment: Businesses can use IaaS to set up and operate popular business applications like SAP and Salesforce.
· Testing and development: IaaS makes it easier for coders to scale up test and development platforms.
While the PaaS is more useful for:
· PaaS can be used by developers to create, administer, and protect APIs and microservices.
· IoT: PaaS enables a range of application environments, development tools, and coding languages for IoT implementations.
· Business analytics: Organizations can analyse their data using PaaS tools to find business insights that will help them make better decisions.
4. [bookmark: _Toc131679445]Evaluation of Availability
When it is working on projects with such a staggering budget difference, it has to:
[bookmark: _Toc131679446]Very high and unlimited budget: here, there should be no data loss and services remain available 24/7 with a minimum or no loss service, to keep these services online all the time, is necessary to have very good devices that can be online without any risk to get, unlimited budget allows to buy the best devices available and mount a proper datacentre to get the performance necessary for the company. 
[bookmark: _Toc131679447]A medium budget: in this case, where some loss of service can be to be tolerated under certain circumstances, is not necessary to get the best devices in the datacentre because this big money can be saved and invested in other aspects to get the best possible performance of the infrastructure.
[bookmark: _Toc131679448]Locations
With an unlimited budget at the moment working in a big datacentre, in the location aspect, allows the possibility company can contract programmers, developers, or any type of contractor that they need to operate remotely or in different countries or time zones. This is beneficial for the company because when the developers or programmers finish their shift in the company's country, the location of other developers and programmers can start their work and keep the infrastructure of all the services operative and performing.
The geographical position of an organization's data is referred to as data domicile. Limitations or limits on where your data must live may be imposed by a governmental or corporate authority, the organization itself, or both [5].
In other hand, with a limited or medium budget, the possibility to contract developers or programmers in different countries is more limited, and if this action can't any be possible, this means that sometimes the users who use the services of the company can experiment some delays because the services can be not performing all the time.
[bookmark: _Toc131679449]Availability zones
Sometimes some failures can happen, these can include everything from technology and program issues to calamities like earthquakes, floods, and fires. Redundancy and conceptual separation of Azure or other cloud platform services allow for failure tolerance. All availability zone-enabled areas have a minimum of three distinct availability zones to guarantee resilience. In the case of an unlimited budget, these zones can be enabled and allocated in the best geographical zones possible.
In the case of a medium budget, these zones can be not possible, this implies that only one zone is enabled to keep the data secure and safe, which means that the zone is compromised all the data and the services are at risk, however, these types of failures are possible but extremely rare to happen in real life.
[image: ]A high-performance network with a round-trip delay of less than 2ms connects Azure or others cloud services availability zones. When things go awry, they keep your info synchronized and accessible. One or more datacenters with separate electricity, cooling, and networking equipment make up each zone. The purpose of availability zones is to ensure that even if one zone is compromised, the remaining two can still provide area services, capability, and high availability [6].
All these actions are possible mainly with an unlimited budget that allows having various zones and different allocated datacentres in them. On the opposite side, with a limited budget, these actions are very difficult to execute.
Locations for datacenters are chosen based on strict security risk evaluation standards. This procedure finds all major availability zone-specific risks and considers shared risks. 
By creating and managing databases and apps that seamlessly switch between availability zones by using availability zones. Compared to conventional single or numerous datacenter architectures, Azure availability zones are more scalable, fault resistant, and extremely available. Some organizations need security from regional catastrophes and large-scale phenomena as well as high availability of availability zones[6].
Figure 4. Example of Availability Zones















[bookmark: _Toc131679450]Resource groups
In Azure solution, a resource group is a receptacle that houses connected resources. All of the solution's resources may be included in the resource group, or you may choose to include only the resources you want to handle collectively. Depending on what is best for your company, as the company is working with an unlimited budget, the company can choose the best option for them how to distribute resources to resource divisions. For ease of deployment, updating, and deletion as a group, add resources with the same lifetime to the same resource group. With a limited budget these options are limited, and one cannot by choosing the best one because don't have these options, they have to choose the only available option [7].
For example, the Azure cloud platform is used by many companies is possible to create as many resource groups as the company required. Each one is for a specific purpose depending on what type of application or service is being developed. For example, is possible to create a resource group for a web application and independently create another one for a database or a different type of application or service who required [10].
The resources group also brings the capacity to protect the users and the virtual machines through different types of rings as security, this allows for to safe of the virtual machines and the resources [8]. 
Figure 5. Level of Ring/Privileges













5. [bookmark: _Toc131679451]Security Considerations
[bookmark: _Toc131679452]Authentication
How a company grants entry is a very important topic when it comes to identification. Accessing the cloud is not without significant challenges, even in the absence of a global shared identity or the widespread use of "Identity 2.0"-style technology. Numerous queries come to mind right away: Who oversees the information for authentication? Is the client's organization in charge of supplying it, along with any associated connections to the cloud, or does the cloud handle everything? In the second case, how does the client's organization get the guarantees about suitable access? Alternatively, how does a client that is supplying the authentication method take advantage of the dispersed cloud environment and the advantages of redundancy without having access to comparable tools for its LDAP or other authentication directories? These are all very challenging issues that call for thorough preparation and knowledge of the associated dangers and technologies.
[bookmark: _Toc131679453]Authorization
Similar issues arise with authorization, particularly in ensuring that only those with the proper management permission are given the necessary access. It is challenging, if not impossible, to guarantee that all access is known about and authorised in an outsourced setting. It is conceivable that the cloud provider may have access to data that the client's organisation is not necessary conscious of or has little control over after the fact.
A novel collection of cloud services built on top of the eyeOS web-desktop enable interaction with the network management logic. The x509 proxy certificates with the Virtual Organization Membership Services (VOMS)-extension and in the gLite-style serve as the foundation for the authentication and permission procedure. Requests for virtual circuit operations can be made through the eyeOS network interface by users with the necessary rights [9].
[bookmark: _Toc131679454]The importance of multifactor authentication (MFA)
AWS multi-factor authentication (MFA) is a recommended practice for AWS Identity and Access Management (IAM) that necessitates the use of an additional authentication element in addition to the standard username and password. MFA can be enabled for root and IAM users that you have established in your account as well as the AWS account level.
When MFA is enabled, users are prompted to log in to the service database Management Console using their username, password, and an authentication number from their MFA device. (or if they use a biometrics-enabled authenticator, something they are). Together, these components improve the security of your accounts and resources. Always advise requiring temporary passwords from your human customers in order to access the services through these is safer and more accurate for the devices and the users that login into the services and platform. 
Apps for virtual authenticators
The time-based one-time password (TOTP) method is implemented by virtual authenticator applications, which also allow numerous tokens on a single device. Some app vendors also offer desktop and online apps. Examples can be found in the chart below.
	Android
	Twilio Authy Authenticator, Duo Mobile, LastPass Authenticator, Microsoft Authenticator, Google Authenticator, Symantec VIP

	iOS
	Twilio Authy Authenticator, Duo Mobile, LastPass Authenticator, Microsoft Authenticator, Google Authenticator, Symantec VIP


The multi-factor authentication (MFA) is a very good and recommended practice to guarantee to the user that is using the program is valid and has the required permissions to deal with the task. Counting with a system of multi-factor authentication is a good practice that the big companies usually used for their employees, these actions improve the security levels and provide more difficult ways to be attacked by malicious programs or hackers, for this reason, is very important to implement a multi-factor authentication system all the time that can be possible.



6. [bookmark: _Toc131679455]Conclusion


The use of cloud computing services is more competitive every time, which offers more options and different types of services for the IT business. Among the different types of cloud services, the most common are three, Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS). All of them have benefits and disadvantages at the moment to offer the services that the company required, and depending on these services will depend on which type of platform will be the best. The security of these types of technology is also important, for this reason, is very common to use methods to keep our devices safe and secure through applications that use authentication, authorization and also, the multi-factor authentication.
As cloud services, all these applications are developed in virtual machines, that provide the availability of resources with only the condition to be online. So, there is some aspect to keep in mind when at the moment to contract a type of service such as confidentiality, integrity, authenticity, availability, and risk. These aspects have to be checked because they are part of cloud security.
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CHAPTER

Virtualization is the most significant among several enabling technologies of cloud
computing. In fact, technologist could think about the delivery of computing resources
as service stepping on the concept of virtualization. Along with this, implementation of many
essential features of cloud computing has been made possible by virtualization technique.

As virtualization has become an essential ingredient of cloud computing, it is important to
understand the concepts of virtualization and the underlying techniques required to virtualize
physical computing resources. Running multiple virtual computers simultaneously on a single
set of physical resources provide great advantages in terms of optimum resource utilization
making it a dynamic system in nature and enhancing security of the system through resource
abstraction.

A software module called ‘hypervisor’ plays critical role in virtualization. Different server
virtualization techniques along with hypervisor based virtualization approaches have been
discussed in this chapter in detail. Apart from many advantages, the chapter also focuses on
few pitfalls of virtualization which should be addressed appropriately during system designing.

71 WHAT IS VIRTUALIZATION

Virtualization refers to the representation of physical computing resources in simulated form
having made through the software. This special layer of software (installed over active physical
machines) is referred as layer of virtualization. This layer transforms the physical computing
resources into virtual form which users use to satisfy their computing needs. Figure 7.1
represents the basic concept of virtualization in simplified form which has been elaborated in
the subsequent sections.
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FIG 7.1: Users’ interaction with computer in traditional and virtualized computing
environment
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7.5 MACHINE OR SERVER LEVEL VIRTUALIZATION

Machine virtualization (also called server virtualization) is the concept of creating virtual
machine (or virtual computer) on actual physical machine. The parent system on which the
virtual machines run is called the host system, and the virtual machines are themselves referred
as guest systems.

In conventional computing system, there has always been a one-to-one relationship between
physical computer and operating system. At a time, a single OS can run over them. Hardware
virtualization eliminates this limitation of having a one-to-one relationship between physical
hardware and operating system. It facilitates the running of multiple computer systems having
their own operating systems on single physical machine. As shown in Figure 7.3, the OS of the
guest systems running over same physical machine need not to be similar.

All these virtual machines running over a single host system, remain independent of each
other. Operating systems are installed into those virtual machines. These guest systems can
access the hardware of the host system and can run applications within its own operating
environment.

Virtualized physical server can host multiple virtual machines, where each one of them can
have a different OS.

Virtual Machine 2 Virtual Machine 1

Application

Virtual Resources Virtual Resources

Operating System
Layer of Virtualization

Physical Hardware Resources

Physical Hardware Resources

Processor Memory Disk Processor Memory Disk

Traditional Computing System Virtual Computing System

FIG 7.3: Conventional computing system versus Virtualized computing system

Table 7.1

Comparison between non-virtualized and virtualized machine environments

Non-Virtualized Machine Environment Virtualized Machine Environment

At a moment, one single OS can run on a physical ~ Multiple OS can run simultaneously on one
machine. physical machine.

Application and hardware system remain tightly Virtual Machines isolates applications from the

coupled. underlying hardware.




image5.png
Cloud Computing

7.5 MACHINE OR SERVER LEVEL VIRTUALIZATION

Machine virtualization (also called server virtualization) is the concept of creating virtual
machine (or virtual computer) on actual physical machine. The parent system on which the
virtual machines run is called the host system, and the virtual machines are themselves referred
as guest systems.

In conventional computing system, there has always been a one-to-one relationship between
physical computer and operating system. At a time, a single OS can run over them. Hardware
virtualization eliminates this limitation of having a one-to-one relationship between physical
hardware and operating system. It facilitates the running of multiple computer systems having
their own operating systems on single physical machine. As shown in Figure 7.3, the OS of the
guest systems running over same physical machine need not to be similar.

All these virtual machines running over a single host system, remain independent of each
other. Operating systems are installed into those virtual machines. These guest systems can
access the hardware of the host system and can run applications within its own operating
environment.

Virtualized physical server can host multiple virtual machines, where each one of them can
have a different OS.

Virtual Machine 2 Virtual Machine 1

Application

Virtual Resources Virtual Resources

Operating System
Layer of Virtualization

Physical Hardware Resources

Physical Hardware Resources

Processor Memory Disk Processor Memory Disk

Traditional Computing System Virtual Computing System

FIG 7.3: Conventional computing system versus Virtualized computing system

Table 7.1

Comparison between non-virtualized and virtualized machine environments

Non-Virtualized Machine Environment Virtualized Machine Environment

At a moment, one single OS can run on a physical ~ Multiple OS can run simultaneously on one
machine. physical machine.

Application and hardware system remain tightly Virtual Machines isolates applications from the

coupled. underlying hardware.




image6.png
Cloud computing service categories

Saas Paas laas
Software as a service Platform as a service Infrastructure as a service
A software distribution model A model in which a third-party A model in which a third-party
in which a third-party provider provider hosts application provider hosts servers, storage
hosts applications and makes development platforms and and other virtualized compute
them available to customers tools on its own infrastructure resources and makes them
over the internet. and makes them available to available to customers
customers over the internet. over the internet.
EXAMPLES:
Salesforce, NetSuite il EXAMPLES:
and Concur AWS Elastic Beanstalk, AWS, Microsoft Azure and
Google App Engine and Heroku Google Compute Engine

P Y




image7.png
Cloud computing service categories

Saas Paas laas
Software as a service Platform as a service Infrastructure as a service
A software distribution model A model in which a third-party A model in which a third-party
in which a third-party provider provider hosts application provider hosts servers, storage
hosts applications and makes development platforms and and other virtualized compute
them available to customers tools on its own infrastructure resources and makes them
over the internet. and makes them available to available to customers
customers over the internet. over the internet.
EXAMPLES:
Salesforce, NetSuite il EXAMPLES:
and Concur AWS Elastic Beanstalk, AWS, Microsoft Azure and
Google App Engine and Heroku Google Compute Engine

P Y




image8.png
AVAILABILITY
ZONE2

AVAILABILITY
ZONE 1

AVAILABILITY
ZONE3

One or more
data centers

One or more One or more
data cer data centers

Azure Region




image9.png
AVAILABILITY Azure Geography
ZONE2

Disaster
Recovery

AVAILABILITY
ZONE 1

7,

Azure Region




image10.png
AVAILABILITY Azure Geography
ZONE2

Disaster
Recovery

AVAILABILITY
ZONE 1

7,

Azure Region




image11.jpeg
Ringd  Most privileged
kemel

Ring1
device drvers

Ring2
device drvers

Ring3

appicatons Lot ivlged




image12.jpeg
Ringd  Most privileged
kemel

Ring1
device drvers

Ring2
device drvers

Ring3

appicatons Lot ivlged




image1.png
UNIVERSITY OF WALES
Trinity Saint David
London





image2.png
Resource Virtualization

CHAPTER

Virtualization is the most significant among several enabling technologies of cloud
computing. In fact, technologist could think about the delivery of computing resources
as service stepping on the concept of virtualization. Along with this, implementation of many
essential features of cloud computing has been made possible by virtualization technique.

As virtualization has become an essential ingredient of cloud computing, it is important to
understand the concepts of virtualization and the underlying techniques required to virtualize
physical computing resources. Running multiple virtual computers simultaneously on a single
set of physical resources provide great advantages in terms of optimum resource utilization
making it a dynamic system in nature and enhancing security of the system through resource
abstraction.

A software module called ‘hypervisor’ plays critical role in virtualization. Different server
virtualization techniques along with hypervisor based virtualization approaches have been
discussed in this chapter in detail. Apart from many advantages, the chapter also focuses on
few pitfalls of virtualization which should be addressed appropriately during system designing.

71 WHAT IS VIRTUALIZATION

Virtualization refers to the representation of physical computing resources in simulated form
having made through the software. This special layer of software (installed over active physical
machines) is referred as layer of virtualization. This layer transforms the physical computing
resources into virtual form which users use to satisfy their computing needs. Figure 7.1
represents the basic concept of virtualization in simplified form which has been elaborated in
the subsequent sections.

..;
User Access
...
L Virtual Resources
User Access Layer of Virtualization

Physical Resources

Traditional Computing Environment Virtualized Computing Environment

Physical Resources

FIG 7.1: Users’ interaction with computer in traditional and virtualized computing
environment

m




