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Introduction
This report discusses the design and creation of the application for the imagination pet shop company and the purpose of the application its target market and the design constraints the specific requirements that the application must have and the future developments of the application to improve its overall functionality and usability.	Comment by Kemi Ademoye: 
Sentence is too long. Try and break up your sentences into shorter sentences, or use commas, where the natural pause occurs when you read over the sentence.
Numerous security threats are discussed these include SQL injection and XSS cross sight scripting along with a software design pattern known as object pool pattern.
Images of the code along with the working website displaying its functionality and design. A follow-up evaluation and testing was conducted to discover strengths and flaws of the web application.



[bookmark: _Toc8578619]Application development concepts
[bookmark: _Toc8578620]Purpose & intended audience
Due to the increased popularity that imagination pet shop received after the creation and distribution of their pet shop website, they wished to extend their branding and business to an activity park who’s whose target audience are families and individuals who have a love for animals. Imagination pet shop requires a website that connects to a database that allowes allows users to register with a username and password which is used to log into the website where they were able to view the activities and purchase available tickets.	Comment by Kemi Ademoye: 
Take care with similar sounding words/phrases.

Reference(s):http://www.grammarbook.com/homonyms/confusing-words-letter-b.asp
http://www.oxforddictionaries.com/words/commonly-confused-words
https://copywriterscrucible.wordpress.com/2009/09/01/41-commonly-misused-english-words/
http://www.scholastic.com/parents/blogs/scholastic-parents-raise-reader/top-20-most-commonly-confused-homophones

[bookmark: _Toc8578621]Design constraints
The design of the website must be simple with intuitive navigation that follows conventional designs, all pages on the website must use the same style and design to remain consistent. This includes the navigation bar, the background colour of pages, the shape and size of buttons, size and font of text, the size and the way in which navigation text alters if a cursor hovers over it, the way in which all events are presented to the user.
The website must be welcoming and friendly to young children and families this involves large hit boxes, links and a recognisable navigation bar. Larger click areas encourage easy use of the website, when individuals feel that they can navigate a website with ease they are more likely to continue to use the website or return to it, therefor the websites must be child friendly and designed for individuals with poor dexterity. 
Each of the events that are available will be displayed within a list with its image and title, once an individual event is clicked the page that is presented must display an individual page of the clicked event along with the age rating, duration, review rating, dates and times, the type of activity that it is, an image and the description of the activity and clear clickable links that allow the user to purchase tickets.

[bookmark: _Toc8578622]Specific requirements 
The website is required to allow users to navigate between the many events that imagination pet shop offer. The website must allow users to purchase tickets, register and log into the website. If a user attempts to purchase a ticket while they are not logged into the website, a dialog box will encourage the user to log into their own personal account to continue or book a ticket as a guest. 
A simple and user-friendly registration page that allows the user to enter their first name, surname, phone number, Email, password, a password checking filed to ensure they have re-entered the password correctly and a registration button. On the registration page a warning must display if the user has failed to complete the first name, surname, Email, or has not entered a password. Further constraints will be presented on the email if it is not a valid Email address. A restriction on the password filed filled in will be implemented were it must be over 5 characters in length but under 100, the field in which the user must re-enter their password must present the user with a warning message if they have failed to re-enter the password correctly.	Comment by Kemi Ademoye: This is functionality provided by VS. I am more interested in the functionality you have created. Same applies to the login.
The login page to provide the user with the option of login in with a google account, their Microsoft account or the E-mail address and password that they entered on the registration page. For a forgotten password link to be present on the login page to allow the user the option of recovering a forgotten password. For the database to have the ability to use CRUD for the data held within the database to be created for new events to be input into the system and for the new events to be displayed and accessible to users, for the data within the database to be read and displayed onto the website, for the data within the database to be freely updated when it needs to be updated such as the availability of tickets and for the data to be delete if it is no longer required 

[bookmark: _Toc8578623]Future developments
Due to the time constraints and date in which the system must be functioning some developments were forecast for future updates. Both the original Imagination pet shop and the Imagination pet shop events websites would be combined so users would freely navigate between both websites. The website would allow users to enter their bank details and choose the method that they wanted to purchase tickets, for instance PayPal or directly with their card. Appropriate advertisements and promotional banners would be created advertising events and other products of the imagination pet shop brand.



[bookmark: _Toc8578624]Security vulnerabilities in web applications
There are numerous security risks and vulnerabilities that hackers can manipulate to cause harm to a web application. 

[bookmark: _Toc8578625]SQL injection
SQL injections are used on areas of a website that allow a user to input their own information such as login pages. SQL injections can be used to alter, delete or view data that is stored within a database. An attacker achieves this level of access by using the same SQL syntax used to create the database. If the database is not protected from SQL injections, once the SQL injection is entered it is passed to the database and run on the database as an SQL statement, an example of SQL injection is “OR 1=1". 
On the login page the data entered such as the user id and the password are checked against the database and programmed to check if a statement is true, 1=1 is always true and will potentially return data on users, such as their passwords and id. This breach of security allows hackers to log into the website as users and cause serious harm.
There are numerous forms of SQL injections such as union, this uses two select statements through the use of the union statement [1]. Error, this form of SQL injection allows the attacker to view the errors that the website throws and presents on webpages after they have attempted an SQL injection, using the different errors the attacker can work-out what is happening on the backend and the effects that they are causing as the different errors mean different things. Blind, this form of SQL injections are queries that do not display a result such as errors, this is more difficult as the attacker is not informed directly if their SQL injection was or wasn’t was not successful. A response will be given to the input though and using Boolean responses the hacker can create and preform queries that return true or false and continue to input numerous queries until gaining access to the data that they are after [2].
Websites that connect to a database and allow user input can be tested using automated SQL injection tool such as “SQLninja” or “SQLmap”. These tools can reveal errors and automatically attack servers preforming GET, POST and cookie-based SQL injections. They allow access to tables and columns allowing for editing, deleting and accessing of servers [3].
Different SQL languages such as “SQLight”, PHP or .NET require variations on the ways to prevent SQL injections [4]. There are many ways to protect a database from SQL injections they include:
· Parameterised queries which protect the database through the use of parameters which are values that are left unspecified and are labelled “?”[5], the malicious insert is not inserted into the command directly and not run in the backend of the system. When a an attacker enters 1=1 along with valid input data the parameterized querie query searches tables using the entire string so 1=1 is not executed.
· Validating data checks the values that are being entered to ensure that they are the correct format, type of data and length.
· Hiding error messages makes it difficult for hackers to learn about the architecture of the database as they are unable to distinguish between what they are inputting and if it is having the desired impact.
 


[bookmark: _Toc8578626]Cross-site scripting (XSS)
Cross-site scripting (XSS) is a form of injection that attackers use to send malicious scripts, to users of a website without their consent or knowledge [6]. XSS scripting is used to create client-side attacks such as key logging, session stealing or downloading malicious software on to a user’s machine, XSS can gain access to cookies [7] saved by a user’s web-browser allowing the attackers access to a slew of data such as users passwords or account details and personal information [8][9][10].

Three types of XSS are:
Stored XSS (persistent): This type of XSS is saved by a server and when users of the website navigate to the page containing the stored XSS the script is run automatically. This script can gain access to various data of the user such as passwords or bank details. If a website uses a user-based system as most do these scripts can spread across accounts. If the application uses un-sanitised user input the script can save and send what the user inputs to another location to be stored and viewed later by the attacker [9].	Comment by Kemi Ademoye: A minor note - your font-size appears to have changed and perhaps make these three items bullet points.

Reflected XSS (non-persistent): this form of XSS is usually sent in an email or is found on a webpage of a website and the user is presented with a URL, if clicked the URL will redirect the users browser to a webpage that contains the XSS and the users browser will execute the XSS to steal data or users private information. 

Dom-based XSS: Dom XSS can write to a document the attacker owns which logs and steals the user’s cookies from their web-browser witch which can be used to steal data or gain access to a user’s account.

To prevent XSS attacks frameworks can be implemented to prevent and escape XSS injections. Sanitising the input of users means converting the string of characters entered to a type of variable which is kept separate from the query or command it is then “binded” to form a prepared statement which only executes the command it was originally intended to execute and does not recognise the command put in by the user [11].
Validating input is another method to protect against XSS as it prevents malicious data from being entered into the database by restricting certain characters such as special characters [12].
Ensuring that sessions are properly destroyed if a user choses to exit or log out of their account or if they have been inactive for a specified period of time will prevent attackers gaining access to a session which is also known as broken authentication. 




[bookmark: _Toc8578627]Object pool pattern
Software design patterns are a preestablished collection of classes and code that have previously been created for reusability. The advantages of using software design patters is that it has been tested and deployed on many previous solutions therefor therefore they have been established as being reliable and fit for purpose [13].	Comment by Kemi Ademoye: Still dropping the “e” 
https://dictionary.cambridge.org/dictionary/english/therefore 
Object pool patterns are created to improve performance, it does this by using pre-established instances of objects rather than creating and destroying them, once an object is created instead of it being destroys destroyed it is sent to the pool then once an object has completed it its purpose it is returned to the pool to be used again. The object pool pattern is used on complex programs to reduce the work load of creating and destroying object [14]. 
The object pool pattern would be useful to the Imagination pet shop application as user’s travers traverse the web site as objects are created to load and display events of the business and other data. Rather than making new instances of the objects of the classes they would be kept within the pool reduce the runtime of the application as objects are at hand and do not require re-creating as they are not destroyed [15]. 
The benefits of using the object pool pattern is the significant increase in the performance of the program. The drawbacks of object pooling is the need to ensure that the state of the object is set to a suitable state for future use of the object, if it is not the object will be in a state that the program was not expecting and errors can occur due to an object behaving in a manner that is unexpected [16].





[bookmark: _Toc8578628]Design
Figure 1 Shows the entity relationship diagram (ERD) of the website, it is how the tables relate to one another in the database and how data is linked and will be accessible.
[image: ]
[bookmark: _Toc8578646]Figure 1 entity relationship diagram (ERD)
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[bookmark: _Toc8578630]Entities
A number of entities were used these are the tables in the database the images found in figure 2, 3 and 4 display all of the entities found in the imagionationPetShop.data within the Entities folder.

[bookmark: _Toc8578647]Figure 2 Entities:  the ApplicationUser and Booking Entities





[bookmark: _Toc8578648]Figure 3 Entities: the Bookingticket and events Entities
[bookmark: _Toc8578649]Figure 4 Entities: the Eventtime and Tickettype Entities

[bookmark: _Toc8578631]Enums
The enums are used to display and allow the entry of repeated data the image found within figure 5 Shows the age rating data that holds all the age ratings, the booking status and the ticket status 

[bookmark: _Toc8578650]Figure 5 Enums: the ageRating, BookingStatus and TicketStatus Enums



[bookmark: _Toc8578632]Database
The system was connected to a database that held all of the data to do with events as seen within figure 8, the age ratings of the events as seen in figure 6, the even times that held all of the data of the different times of the events and other data such as number of tickets available and the location of the events as seen within figure ,7 the booking of the tickets and who purchased tickets as seen within figure 9 and the information of the tickets such a their price and other details as seen within figure 10.

[bookmark: _Toc8578651]Figure 7 the EventTimes table
[bookmark: _Toc8578652]Figure 6 the TycketType table
[bookmark: _Toc8578653]Figure 8 the Event table


[bookmark: _Toc8578654]Figure 10 the bookingticket table 
[bookmark: _Toc8578655]Figure 9 the booking  table

[bookmark: _Toc8578633]Repos
The repos that were implemented can be seen within figure 11, 12, 13 they work alongside the controllers to grab and display data.
[bookmark: _Toc8578656]Figure 11 the baseRepo


[bookmark: _Toc8578657]Figure 12 the eventsRepo


[bookmark: _Toc8578658]Figure 13 the bookingRepo





[bookmark: _Toc8578634]Controllers
The controllers allow access to the website under certain conditions,  the controllers basically make things happen on the website if the right conditions are met figures 14,15, 16 are the controllers used.
[bookmark: _Toc8578659]Figure 14 the Booking Controller 





[bookmark: _Toc8578660]Figure 16 the events and event times controler
[bookmark: _Toc8578661]Figure 15 the home controler

[bookmark: _Toc8578635]Views
the views control how the website looks to people using it the views that were implemented within the system can be seen within figure 17
[bookmark: _Toc8578662]Figure 17 the views for the bookings, events, eventtimes and the home

[bookmark: _Toc8578636]Web pages
[bookmark: _Toc8578637] Welcome /Home page
The image within figure 18 Shows the index page of the website from this page the user is capable of logging in, registering or navigating to the events pages of the website
	Comment by Kemi Ademoye: This page needs to be changed.[bookmark: _Toc8578663]Figure 18 Index page / home page of website












[bookmark: _Toc8578638] Login page
Figure 19 shows the login page. This page of the website allows the user to enter their email and password to gain access to the website, the user is capable of logging into the website with the Gmail or their Microsoft account from this page of the website.
[bookmark: _Toc8578664]Figure 19 login page


[bookmark: _Toc8578639] Registration page
The registration page allows the user to enter their details to register to the website so that they can login to the website freely to purchase tickets. Figure 20 shows the registration page successfully filled in.
Figure 21 shows all of the fields with their constraints and the messages that are shown if they are not filled in correctly if the fields are not filled in correctly the user is unable to create a user account.

	Comment by Kemi Ademoye: As mentioned above, I am more interested in functionality you have created not that provided by the VS template.[bookmark: _Toc8578665]Figure 20 Register page of website



























[bookmark: _Toc8578666]Figure 21 Incorrect completed fields of register page





























[bookmark: _Toc8578640]Events page
The events page displays all the events that the website has to offer each of the events when clicked redirects the user to a full page on the details of the event and a link to purchase tickets to the event. There are filter systems on this page that allow the user to filter to specific events or to filter certain queries the user can also choose how many events that they wish to display on one page at any time.
	Comment by Kemi Ademoye: Layout could be improved, but I have seen your comment under the evaluation section.[bookmark: _Toc8578667]Figure 22 events page of the website





[bookmark: _Toc8578641]Specifically clicked events 
 When a specific event is clicked the image in figure 24 Is displayed, on this page of the website the user can view details to with the specific event. If the user clicks on the date and time of the event of displayed under the image of the event a information box ill appear requesting the user to log in or purchase a ticket as a guest as shows in figure 23 the user after they click one of the option will be  redirect to a purchasing ticket page of the website.
[bookmark: _Toc8578668]Figure 23 notification box to redirect the user to purchase a ticket as a guest of as a registered user of the website
[bookmark: _Toc8578669]Figure 24 specifically clicked events page of the website

[bookmark: _Toc8578642]Purchase ticket page 
 The image below displays the purchase ticket page of the website, on this page the user has the ability to purchase a limited number of tickets and the option of what age the ticket will be for, the different prices are shown along with the option of the user if they are booking as a guest to enter an email address and a payment method . If the details are not entered correctly the messages displayed within figure 26 making the user know that they have not entered their details.
[bookmark: _Toc8578670]Figure 25 booking page 


[bookmark: _Toc8578671]Figure 26 failed attempt at purchasing tickets

[bookmark: _Toc8578643]Evaluation
To test the system and its functionality the navigation bar was explored, and each individual link was clicked to discover if they could navigate to the correct location. The To ensure that the registration page restricts a user from inputting incorrect data each filed on the registration page were tested with invalid data as seen within figure 21 the test proves that invalid data is incapable of being input in to the fields.

The registration page was tested further to ensure that users were capable of not only registering an account but can successfully log into the system. A fake user was created and tested to ensure that they were able to log into the system and it was a success, the Microsoft login system was also tested and it worked allowing a user to access the website through the use of a Microsoft account, but the google login system does not work as it should and does not allow the user to log in using a google account. The google login system was a failure.

Upon testing the filtering system on the events page, it was found that it did not work there fortherefore the application has failed to allow a user to filter the different events and narrow down searches, due to time constraints the application application’s creator was unable to resolve these issues and the filtering system doesn’t does not function as required.	Comment by Kemi Ademoye: It worked for some
It is recommended that the creator fixes the filtering system on the events page to allow users of the system to narrow their searches to make it easier to find what they are looking for, another recommendation is the use of icons in place of text in the navigation menu along with a colour alteration of the application to suit the original website of Imagination pet shop.
The google login system would be fixed in a future update allowing individuals to login to the website using a google account.
The images on the events page would be altered so they are all the same length and height as they stand currently, they make the website look unorganised and messy.






[bookmark: _Toc8578644]Conclusion
To conclude the website application was successfully created and contained events that the imagination pet shop company wished to market and sell on their own easy to navigate website that was user friendly that allowed for multiple ways to log into the system.
There were a number of issues with the final application, but the creator recognises these issues and the requirement and necessity to fix and alter the application to work as expected. 
A knowledge and understanding was achieved through the research into different attacks that can be made on the web application and a level of knowledge to protect and prevent the success of those attacks such as SQL injections or XSS. The further research into object pools was conducted and an appreciation of the numerous software design patterns was recognised and their importance in the creation and implementation of web applications.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills 

	
	

	[bookmark: feedbackRIL]Very good evidence of engagement with literature skills and a wide range of appropriate reference sources have been consulted. (Grade mark: 100.00%)
	[bookmark: totalRIL]5
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding Skills

	
	

	[bookmark: feedbackKUS]Very good discussion of some of the common web security issues. The section on SQL injection in particular was very detailed and you have provided a good overview of your chosen software design pattern. (Grade mark: 76.00%)
	[bookmark: totalKUS]25
	[bookmark: markKUS]19

	
	
	

	3. Cognitive and Intellectual Skills

	
	

	[bookmark: feedbackANA] good evaluation of the application has been provided identifying some of its limitations and a good testing approach has been taken and documented. Some of your test cases, however, are for default functionality provided with the VS application template which works straight out of the box. I am more interested in functionality that you have created. (Grade mark: 62.50%)
	[bookmark: totalANA]20
	[bookmark: markANA]12.5

	
	
	

	4. Practical Application Skills

	
	

	[bookmark: feedbackPAD]A very good attempt featuring a simple application based on the class tutorial but there is room for improvement. Requirements have been well thought out. Some CRUD functionality has been implemented and restricted using authorisation and you have also managed to get the booking working. Filtering and paging is also working well and you did get the authorisation working but hide links from unauthorised users. The edit and create views are the defaults, which require some added functionality to make them work .Also change the content of the default home page added by VS. I would also have liked to see some of your own ideas. As you have also noted, the layout of the main view could be improved. (Grade mark: 74.44%)
	[bookmark: totalPAD]45
	[bookmark: markPAD]33.5

	
	
	

	5. Transferable Skills for Life and Professional Practice 

	
	

	[bookmark: feedbackSPP]The report is of a good standard. See your report for some minor comments. (Grade mark: 60.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]3

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]73%

	
	Up to 1 week late (40% Max)
	[bookmark: fourWeeksLate]
	

	
	Over 1 week late (0%)
	[bookmark: firstAttempt]
	



[bookmark: _GoBack]
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