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Part 1: What Actually Happens Inside a Container



1.1 Introduction
When most people encounter Docker for the first time they learn only the few commands they might need in order to get things done; and well, that's okay. But it is important to pause for a moment and ask, what really happens when docker run starts a container, and the answer will explain almost all the design decisions made in cloud computing that follow: why is an image layered, why does a container start in milliseconds, why does a "volume" even exist, and why two containers can suddenly talk to each other just because they are placed on the same network? The National Institute of Standards and Technology (NIST) defines cloud computing as "on-demand access to a shared pool of computing resources that can be provisioned and released rapidly with minimal administrative effort" [1], and that is indeed what this portion of the report is really about: the machinery that makes that promise possible at the level of one physical server. The application below that we are developing is a small two-container app, a Flask web app backed by Redis, and everything is being built from scratch, so that each concept is associated with a command we have executed and an output we have produced.
1.2 Virtualisation: The Older Answer to the Same Question
Before containers existed, the standard way to let several applications share one physical server was full-machine virtualisation. A hypervisor, VMware ESXi, Hyper-V and KVM are the common examples, sits between the physical hardware and a set of virtual machines (VMs), and gives each VM its own virtual CPU, memory, disk and network card [1]. Crucially, each VM also boots an entire guest operating system of its own. Soltesz et al. describe this as strong, general-purpose isolation: because every VM has a private kernel, a crash or compromise inside one VM has no direct route to any other VM on the same host [2]. That isolation is genuinely valuable, and it is why VMs are still the right tool in many situations. It is also expensive: every one of those guest kernels consumes memory and CPU cycles before the customer's application has done any useful work at all, which is exactly the overhead that container-based virtualisation was designed to remove [2].
1.3 Containers: Sharing One Kernel Instead of Copying It
A container takes a different approach. Instead of giving every workload its own kernel, all containers on a host share the one kernel the host is already running, and the illusion of a private machine is created entirely through kernel features. Two mechanisms do almost all of the work. Linux namespaces control what a process can see: a PID namespace gives a container its own numbering of processes so it cannot see or signal processes outside it, a network namespace gives it its own interfaces, routing table and port space, and a mount namespace gives it its own view of the filesystem [3]. Control groups, or cgroups, do the opposite job: rather than hiding other processes, they place a hard ceiling on how much CPU time, memory, and I/O bandwidth a group of processes is allowed to consume [2][3]. Namespaces answer "what can I see?"; cgroups answer "how much can I use?" Put those two kernel features together and you have, functionally, a container.
Since there is no second kernel booting, a container can boot in less than a second and only use as much memory as it requests. This is not just a theoretical saving. in one of the most famous studies carried out by IBM, Docker was compared with KVM virtual machines (VMs) in CPU, memory, networking and disk workloads and found to be competitive or even superior in most scenarios, often within a few percentage points of running on bare metal [4]. It has been reported as having achieved the same results regarding boot times and instance density [5]; measured overhead for lightweight virtualisation significantly less than for traditional hypervisors on the same hardware [6]; and found that Docker containers deployed and became ready a lot faster than same virtual machines using VirtualBox and VMware [7]. None of this renders a hypervisor redundant, good isolation is important for truly untrusted workloads shared by multiple tenants, but in the normal situation of running one organisation's microservices, the performance argument for containers over full VMs has become pretty solid.
1.4 Images and Layers: Why Docker Builds Feel Instant the Second Time
An image is not a single file; it is a stack of layers, and understanding why makes half of Docker's behaviour click into place. Every instruction in a Dockerfile, FROM, RUN, COPY, produces its own read-only layer, and Docker's build cache means that if an earlier layer has not changed, it is reused rather than rebuilt [8]. The technology underneath this, on modern Linux systems, is the overlay2 storage driver, an implementation of OverlayFS. Docker documentation describes it as combining a stack of read-only lower layers, the image, with one writable upper, the running container, and presenting the combination to the container as a single merged filesystem [9]. When a container writes a file, that file is created in the upperdir; when it "deletes" a file that actually lives in a lower, read-only layer, Docker does not modify that layer at all, it simply writes a small whiteout marker into that hides the file from view [9]. This is also why two different images that both start FROM python:3.12-slim do not each store their own separate copy of that base layer on disk: overlay2 keeps one copy and both images simply reference it [9].
Figure 1 below shows this stack for the practical build used in this report: a scratch layer at the very bottom, the Python base image on top of it, a dependencies layer created by RUN pip install, an application-code layer created by COPY, and finally the writable container layer that only exists once the image is actually run.
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Figure 1. A Docker image as a stack of read-only layers, with one writable layer added per running container [8][9].
Once an image is built this way, it can be shared through a registry, most commonly the public Docker Hub, so that anyone with Docker installed can pull the exact same layers and run an identical container without installing Python, Flask or Redis by hand [10].
1.5 Volumes: Giving a Stateless Filesystem Some Memory
The writable layer described above is convenient, but it is also thrown away the moment the container is removed [11]. That is fine for a stateless web process, but it is a problem the instant a container needs to keep something, a database's data files, for example, across restarts. A Docker volume resolves this by taking that data out of the Docker writable layer altogether and into a place that's directly controlled by the Docker engine on the host, where it won't be lost if all the containers that ever mounted it were deleted [11][12]. The Redis container below is built by mounting a named volume as the data directory for the Redis container, for this very reason.
1.6 Networking: Bridge, Host, Overlay and the Rest
Docker's networking is pluggable and it depends on what you select which networking can "see" and be reached by the container. Docker's own docs outline five core drivers: bridge, the default, provides a container with its own virtual switch, and its own private IP address, but keeps it isolated from the rest of the network; host removes network isolation completely, allowing a container to use the host's networking stack directly, for better performance; overlay lets a container share networking resources with other containers running on different physical hosts, as if part of the same network; mac vlan provides each container with its own MAC address, so that it appears on the physical LAN as a separate device; and none turns off networking entirely [13][14]. For a single-host application made of cooperating containers, the detail that matters most in practice is that a user-defined bridge network also runs an embedded DNS resolver, so containers on it can find each other by name rather than by IP address, which is far more convenient once containers are being replaced and restarted with new addresses [13].
Figure 2 shows this arrangement for the practical build: a custom bridge network called app-net containing two containers, web and cache, where web reaches cache simply by its container name, and only web's port is published to the host.
[image: ]
Figure 2. Two containers on a custom bridge network, resolving each other by name, with one host port published [13].
Below is a simpler practical demonstration using a single HTML page served by Nginx, while still demonstrating Docker image creation, container deployment, Docker Hub publishing, and portability. This is suitable for an academic Docker practical section and uses your Docker Hub username premjoshi9090. 
1.7 Practical Build: Deploying a Static HTML Website Using Docker
This hands-on exercise shows how Docker can encapsulate a simple static website into a portable container image that can be run in a consistent manner on various systems. Docker packages the web server, application files and the runtime environment into a single image that can be reused, compared to the deployments of a traditional Web server, where its configuration varies from one OS to another. The demonstration uses the lightweight Nginx web server to host an HTML page.
Step 1 – Create the HTML Web Page
Create a file named index.html inside the project directory.
[image: ]
The HTML page represents the application that will be packaged into a Docker image. Although the application itself is simple, Docker treats it exactly the same as larger enterprise web applications because every application is packaged together with its runtime environment [10].
Step 2 – Create the Dockerfile
Create a file named Dockerfile.
[image: ]
The Dockerfile defines how Docker constructs the image. It downloads the lightweight Nginx base image, copies the HTML page into the default web directory, exposes port 80, and starts the Nginx web server. Each Dockerfile instruction forms a separate read-only image layer, enabling efficient rebuilding and image caching [10].
Step 3 – Build the Docker Image
Run the following command in the VS Code terminal.
docker build -t premjoshi9090/docker-html-site:v1 . 
Docker creates an image containing the Nginx web server together with the HTML page.
Example output:
[image: ]
Step 4 – Run the Container
Execute the container using:
docker run -d --name html-site -p 8080:80 premjoshi9090/docker-html-site:v1 
The -d option starts the container in detached mode, while the -p option maps host port 8080 to container port 80, allowing the website to be accessed through a web browser.
[image: ]
Step 5 – Verify the Website
Open a web browser and navigate to
http://localhost:8080 
The browser displays:
Docker Practical Demonstration This website is running inside an Nginx Docker container. Docker Hub Username: premjoshi9090 Module: Containerisation and Cloud Computing 
The successful rendering of the webpage confirms that Docker correctly packaged the application and the Nginx runtime into a single executable container image [10].
[image: ]
Step 6 – Publish the Image to Docker Hub
Login to Docker Hub.
docker login 
Push the image.
docker push premjoshi9090/docker-html-site:v1 
Example output:
[image: ]
Publishing the image to Docker Hub allows it to be downloaded and executed on any Docker-enabled computer without rebuilding the application [10].
Yes. Since your report already demonstrates Docker Hub image publishing, replacing this section with Docker Volume and Docker Network demonstrations makes the practical stronger and aligns better with your learning outcomes.
Step 7 – Demonstrate Docker Volume Persistence
Create a Docker Volume
docker volume create html-data
docker volume ls
docker run -d --name html-site -p 8080:80 -v html-data:/usr/share/nginx/html premjoshi9090/docker-html-site:v1
docker ps
docker volume inspect html-data
[image: ]
The inspection confirms that Docker stores the website data outside the container's writable layer. Consequently, the data remains available even if the container is removed and recreated, demonstrating Docker's persistent storage capability [12].
Step 8 – Demonstrate Docker Networking
docker network create web-network
docker network ls
docker run -d --name html-site --network web-network -p 8080:80 premjoshi9090/docker-html-site:v1
docker network ls
docker network inspect web-network
[image: ]
The inspection output confirms that the html-site container has been attached to the user-defined bridge network. Docker automatically assigns an internal IP address and enables communication between containers connected to the same network without exposing internal traffic to the host system. User-defined bridge networks provide improved container isolation and name-based service discovery compared with the default bridge network [13].

 
1.8 Conclusion
Strip away the command-line syntax and Docker is really just a friendly interface onto two much older ideas: layered, cached filesystems for images, and Linux namespaces plus cgroups for containers. Volumes exist purely because the container's own filesystem was deliberately made disposable, so anything meant to last needs a place to live outside it . Networking exists because isolated containers would otherwise be unable to find each other at all, and a user-defined bridge network with embedded DNS is the simplest way to let them do so by name rather than by a fragile hard-coded address. The practical build in Section 1.7 touched every one of these ideas with a working, two-container application rather than a single static page, which is closer to how real systems, including the one examined in Part 2, are actually put together.

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 




Part 2: Load Balancing, Scalability and Application Gateways – A Spotify Case Study

 



2.1 Introduction
To keep this part grounded, it follows one company throughout rather than describing the three concepts in the abstract: Spotify, the music-streaming service, which spent several years migrating away from its own data centres onto Google Cloud Platform (GCP), a move its own engineering team has written about candidly, including what was hard about it [16]. Spotify is a useful example precisely because it is a Google Cloud customer rather than an AWS one, which means this report can show that load balancing, scalability and application gateways are provider-agnostic ideas, not features tied to a single vendor. 



2.2 Load Balancing
Google Cloud's own documentation describes its load balancing as a fully managed, server-side service: incoming traffic is matched against forwarding rules and distributed across a pool of virtual-machine instances, with unhealthy instances detected and automatically removed from rotation until they recover [17]. Because the load balancer itself is described as a redundant, highly available managed service rather than a single appliance, the customer is not expected to run or patch it themselves [17]. AWS's Elastic Load Balancing and Azure's Load Balancer solve the identical problem for their own customers in much the same way, distributing traffic across a target pool and health-checking it continuously [18], which is worth noting precisely because it shows load balancing is a concept every major provider implements, not a GCP-specific trick.
For Spotify specifically, engineering commentary on its move to Kubernetes on GCP describes its largest single service handling on the order of ten million requests per second in aggregate, a volume that is only survivable because that traffic is being spread across a large, continuously health-checked pool of backend instances rather than any one server absorbing it. 



2.3 Scalability
Google Cloud implements horizontal scalability through Managed Instance Groups (MIGs): a MIG can be configured to add or remove virtual-machine instances automatically based on CPU utilisation, a custom Cloud Monitoring metric, a schedule, or the serving capacity of the load balancer sitting in front of it [17]. It's conceptually similar to an AWS Auto Scaling group or Azure Virtual Machine Scale Set, where you pass in a scaling policy, and let the provider manage the number of servers to keep up with demand [18]. It is not only an active area of research, but an already well-studied problem to correctly size such a pool as it is inefficient to either over- or under-provision virtual machines in a fleet, wasting either money or performance [19]. 
Spotify's own narrative of the migration is honest, that this was not a lift-and-shift [16]: a significant amount of time went into the technical work required before workloads could be moved to Kubernetes on Google Cloud Platform in the first place. In their words, the payoff was that the engineers no longer had to make an explicit request for and wait on capacity — a pre-Kubernetes process that typically took about an hour — a new service could be created in seconds or minutes on Kubernetes.
 
2.4 Application Gateways
What differs between an application gateway and a load balancer is that the application gateway will examine the request itself and it will terminate TLS, check authentication and then see if it should even make it to the backend. Google's own comparison of its options is straight-forward about the trade-off: Apigee is the enterprise-class, full-featured product for large API programs or those that are accessed by the public, while API Gateway is characterized as a "fully managed, lightweight front door designed to handle authentication, key validation, monitoring and quota limits for serverless backends like Cloud Functions and Cloud Run" [20][21]. Azure Application Gateway and AWS Application Load Balancer with API Gateway are in the same conceptual realm for their respective customers; they are both Layer-7 devices that determine the route and security for traffic before it ever reaches an actual backend instance. It's not a cosmetic thing—the reason this layer is important is that it's the only place where a request can be authenticated, throttled or rejected—nobody else has to do that a second time on each of the backend services. This will be directly applicable to serverless computing in Section 2.8, where the most common use of API Gateway on GCP is to provide a layer in front of otherwise-unprotected Cloud Functions [20][21][22]. 



2.5 Why Load Balancing and Scaling Depend on Each Other
It may be easy to visualize load balancing and scaling as two distinct boxes on an architecture drawing, but neither is a viable option without the other. A load balancer which perfectly divides traffic between 10 instances hasn't solved the problem if all 10 instances are full, it just makes everyone feel worse. A survey of cloud load balancing algorithms always presents the problem as follows: distribution quality and elastic capacity are both optimisation components with no distinction [23][24][25]. On the other side of the argument, without load balancing, the failure is more immediate: If a Managed Instance Group is triggered by a CPU alarm to create five new virtual machines, and the load balancer in front of the Managed Instance Group has not registered the instances and health checked them, then no customer traffic will ever reach them [17][18]. That's why Google Cloud documents load balancing and autoscaling for Compute Engine are presented as a single mechanism: in practice they are configured together, and they work together. 



2.6 The Benefit of Combining All Three
Imagine Spotify getting ready for the moment that it knows will be coming, as a highly sought-after new album is released at midnight, and a lot of people will open the app all at once in the same few minutes. It authenticates each request and routes it based on the function that it contains, a request to start a playback is different from a request to search the catalogue and it goes to the appropriate backend service. It then distributes each of these separate streams evenly between the healthy instances that are currently running the service, which is the very problem for which data-centre-scale load-balancing algorithms are used [26]. The Managed Instance Group for the playback-start service scales up dramatically in the minutes leading up to mid-night; the search service under no unusual workload for that night remains at its typical size. The result of this is that millions of listeners receive one address, one seamless experience and that number of running instances, that exact path each request takes, is both reshaped and changed over time without an engineer waking up at midnight to do it. This is near the description of the one of the core concepts of cloud computing: the illusion of infinite computing resources available on demand [27] exactly because the customer doesn't need to consider the underlying capacity.
2.7 What Is Actually Driving Cloud Adoption
On Spotify's own blog post about what they are doing when they moved to Google Cloud, each concept from this report is performing a specific, identifiable task: Google Cloud Load Balancing is spreading traffic across a healthy pool of instances, Managed Instance Groups determines the size of this pool, and API Gateway is in front of newer, serverless backends for authentication and throttling. The same pattern, a gateway for security and routing, a load balancer for distribution, and an autoscaler for capacity that comes up in AWS, on Azure, and on the container platforms in Part 1 is the solution to the same problem globally. Marston et al. add that this same elasticity lowers the barrier to entry for a small organisation, which can rent exactly the infrastructure a much larger competitor uses, without ever owning a single server [29]. 



2.8 Serverless Functions Compared with Containers
Serverless computing, Function-as-a-Service, takes the abstraction in Part 1 a step further. Google Cloud Functions, like AWS Lambda and Azure Functions, only requires the developer to supply function code and the event that should trigger it; the provider allocates, runs and tears down the execution environment automatically, scaling the number of concurrent invocations from zero without any capacity policy being written at all, and billing only for the time actually spent executing [30][31]. Google explicitly pairs this with its API Gateway, described above, specifically because a Cloud Function has no built-in authentication or throttling of its own and is expected to sit behind a gateway for anything customer-facing [20][21].
The container-based practical in Part 1 and this serverless model sit at opposite ends of the same spectrum, and the difference is really about who is responsible for the scaling decision. A container still needs somebody, a developer or an orchestrator like Kubernetes, to decide how many replicas should run and to configure the load balancing in front of them [15][32]. A serverless function removes that decision from anyone's plate: there is no replica count to set, because the platform is scaling per invocation, all the time, automatically [30][31]. That convenience is not free. A function pays a cold-start penalty when a new execution environment has to be created after a period of inactivity, something an already-running, load-balanced container simply does not experience [7][31]; and code written against one provider's event model does not move to another provider as easily as a container image does [30][31]. The practical conclusion is unglamorous but accurate: containers, of the kind built in Part 1, remain the better fit for continuously running, latency-sensitive services, while serverless functions earn their keep on the irregular, bursty, event-triggered work where keeping a container idle between events would waste the very cost efficiency that Section 2.7 identifies as cloud computing's central appeal. 



2.9 Conclusion
In the Spotify's own story of moving to Google Cloud, each of the concepts mentioned in this report is being used to perform a recognizable and specific role: Google Cloud Load Balancing services as a means of distributing traffic across a healthy set of instances, Managed Instance Groups as a means of deciding on the size of that healthy set of instances, and API Gateway as a means to perform authentication and throttling on the newer, serverless-based backends that do not do that for themselves. On AWS, it's a gateway for security and routing, a load balancer for distribution, and an autoscaler for capacity; on Azure, it's the same pattern; and on the container platforms covered in Part 1, it's the same pattern, all of which solve the same underlying problem everywhere it appears: a gateway for security and routing, a load balancer for distribution, and an autoscaler for capacity.
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