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[bookmark: _Toc8150990]1. Introduction
The research paper focuses on a hardware-based ad-blocker and how effective it might be. The research conducted will require many trials and errors steps on how the traffic in the network can be tunnelled through a device and forwarded to the destination device. This would mean that the ads would be removed from the destination device, in theory removing the ads before the end-device receives any data. The research will be conducted into suitable networking capable devices, to allow this sort of function to become possible. This means that the device would have to programmable. The research will be conducted on a smaller scale network to be able to troubleshoot the device, make additional changes to the programming of the device and to test the different functions of the ad-blocker such as how it blocks the sites, was every ad blocked, if not why? The research will mainly be focused on how to tunnel information through a set device on the network to remove the ads, what happens when the device is offline and what device would be suitable for this sort of project.  The project will have a comparison of the hardware ad-blocker and a software ad-blocker. The comparison will determine if there are any major benefits of using one over the other and how effective was each of the ad-blockers on each of the sites tested.

[bookmark: _Toc8150991]2. Background to the Proposed Research – [1][2][3][4][5]
What is ad blocking?
Ad-blocking or ad-filtering allows the user to modify the webpage or application on the machine, so no online advertisements are shown. Ad-blocking can be set up in various ways such as using hardware or software to block the advertisements all using different methods such as host file modification, DNS filtering, and Recursive Local VPNs.  Online advertisements can be displayed in many forms such as web banners, pictures, animations, and popup windows. Most advertisements try to prompt the user to click here for a free security scan of their machine since one or more viruses were found. Online Advertisements allow companies to steal personal information and sell it on to companies by placing cookies on the target’s device. Online Advertisements can be displayed on any network capable device. Ad-blocking can be a tricky process as it alters the data displayed on the webpage, which means that it potentially removes data that’s not an online advertisement. [1]
Why ad-blocking is needed?
Ad-blocking can speed up internet connections on slow devices as it blocks certain traffic from being accessed and downloaded on the system. Majority of online advertisements create a popup window which annoys the user or there are many advertisements on the webpage, which the user doesn’t necessarily know what to click on the page, for example, some advertisements can look like submit buttons or they tend to blend in for the user to click. Ad-blocking the online advertisements creates a less cluttered webpage, has fewer distractions and faster page loading times. Online advertisements can have a drive-by download or invisible overlay, which once clicked runs malicious code or downloads an infected file containing some malware. Ad-blocking is needed to prevent these sorts of attacks and to provide the user with a less cluttered webpage. Ad-blocking can save battery on mobile devices and save bandwidth. Another major reason why ad-blocking is needed is due to protecting your privacy as it reduces the number of HTTP cookies. [1]


The current demand for ad-blocking technologies? 
Research gathered via google scholar shows that 39 million adblockers were used in January 2012 worldwide but by June 2015, this number increased to 198 million worldwide. 45 million adblockers of the 198 million adblockers were from the US. 25.5% in Germany, 21.1% in the UK and 16% in Spawn. Data could only be gathered from the 2012 to 2015 time period, but it suggests that there was and might still be a massive demand for adblocking technologies whether it’s software or hardware based. [2]
How big of a problem are ads?
A research paper on the effects of online advertising shows that most people tend to not to return to sites that contain online advertisements. The paper also explains the various forms of the popular online advertisements such as In-Line advertisements which means the advertisements are displayed on the screen, pop-up advertisements which means the advertisements are displayed in an external window and pop-under advertisements which means the advertisements are hidden on the webpage. This paper was the only research paper that contained the necessary information, but it was created in the year 2007 and doesn’t cover the new types of online adblocking techniques.  The research was done against in-line, pop-up, pop-under and no-ads to see the number of users who would return to the site if one of these criteria were met. No-ads was the victor since it provides the user with a clear webpage and offers more benefits such as privacy and saving bandwidth. [3]
Ad-blocking processes?
· Software – The top three adblocking software use various methods to block online advertisements such as AdTrap uses a proxy server that filters out the online advertisements but doesn’t modify the website or application, this is done by denying the request from loading. AdBlock and AdBlock Plus use a word filtering list that blocks keyboards from loading into the page, the keywords are found in the programming language of the site when loaded as websites use a series of scripts to display the page. The software AdBlock and AdBlock plus search for doubleclick.net queries inside the programming language most commonly used is JavaScript and then blocks the request. This means that AdBlock and AdBlock plus modify the webpage so certain elements don’t appear and, in this case, it’s online advertisements.  [4]
· Hardware – There are currently two advertisements blocking hardware which can be set up and configured to block online advertisements. These services can be set up for a network internally and externally meaning that online advertisements via hardware are a viable option. This is done by either two methods of using a proxy server to filter out traffic on the network or using a DNS server to block certain networking DNS queries so online advertisements cannot be resolved. These are two methods are high-cost methods, if done internally as the network administrator would need to buy either the proxy server or DNS server and modify it freely otherwise the network administrator could link all the networking devices to an external server which they cannot control what the all the blocks are. [4]




Hardware
· Devices used commercially – There are two types of hardware adblockers, the type that has been setup as a proxy server which filters out online advertisements through a series of network traffic manipulation or setting up some hardware to act as a DNS server which filters out online advertisements by blocking certain DNS queries. The devices for these tend to be very expensive equipment. All data becomes tunnelled through a single point of entry such as client device to adblocker device to router unless the adblocker has been placed externally which would offer more disadvantages than advantages. 
· Advantages of using the hardware – The client device would use fewer system resources such as RAM and CPU since the removal of online advertisements is done external to the client device, not all devices support adblocking software, which means that using hardware-based adblocking can remove online advertisements on these devices. Saving bandwidth.
· Disadvantages of using the hardware – Not all online advertisements might not be removed since it relays on DNS queries and blocking them if they are known for resolving advertisements but if the site uses one DNS service that also resolves the advertisements then this could mean that the online advertisements could still load.
Software 
· Common Software – There are many adblocking software on Windows OS for each browser such as AdBlock and AdBlock plus, which have been reported as the top adblocking software of 2019. These adblocking software implement changes to the page by changing the JavaScript that runs the loading of the page. AdTrap is another top adblocking software but this filters the client’s browsers traffic to filter through a proxy server.
· Advantages of using the software – The software adblocker could potentially block all online advertisements on the page if the modification of the scripts, which load the webpage was altered to remove the advertisements from appearing. Another advantage would be the user can disable the adblocker on the device at any given time if problems occur on the page or they could modify which advertisements that the adblocker targets.
· Disadvantages of using the software –The first disadvantage of a software adblocker is that it needs to be installed on the device on the network, so if you were in a company with a large number of machines, you would need to install the adblocking software on each of them. Another disadvantage of using a software adblocker is that it uses the system resources such as RAM and CPU so the user would need to consider that if the adblocker has enough system resources on each of the systems for it to run. 
Proposed devices for home-made ad-blocker?
The device would need a programmable aspect to it, so it can be modified and setup to filter online advertisements on the network, the device would need to have enough system resources to handle the data and it would need to handle a home experiment project which consists of a couple of devices. Some recommendations would be choosing a device with enough system resources, small compatible device and low cost. Three IoT devices have been chosen for the hardware-based experiments, Arduino and Raspberry Pi are the most commonly known IoT development boards.



· Device 1 – Beaglebone Black
Beaglebone Black is a low-cost development board which supports offers 512MB DDR3 RAM, 3D graphics accelerator, 4GB flash storage and an AM335x 1GHz ARM Cortex-A8 CPU. The device supports more than five operating systems such as Debian, Android, Ubuntu, and cloud9 Ide. The development board offers an Ethernet connection port, with a single USB connection port and the Beaglebone black offers a WIFI connection if ethernet isn’t an option for the network. This device is £41 currently on the official site (full price). [5]
· Device 2 – Arduino Uno
Arduino Uno is a low-cost development board which supports offers 32kb of flash memory, 16 MHz CPU. The device offers a wide range of compatible with all the top programming languages such as JavaScript and C#. Arduino has its own software, which can be installed on any operating system which can access the Arduino to program it, modify scripts or even run the script.  This device is £17 currently on the official site (full price). [5]
· Device 3 – Raspberry Pi 3 Model B+
Raspberry Pi 3 Model B+ is a low-cost development board which supports Broadcom Cortex-A53 64bit 1.4GHz CPU, 1GB SDRAM, 2.4GHz and 5GHz Wireless with IEEE 802.11 b/g/n/ac support, Bluetooth compatibility, 4 USB 2.0 ports, gigabit ethernet port. The raspberry pi offers a wide range of operating system support such Linux, Windows 10 IoT, Ubuntu, and Raspbian. This device is £34 currently on the official website (full price). [5]
Comparison of the three proposed devices?
From a system specification standpoint, the raspberry pi 3 model b+ offers the best hardware overall such as a faster CPU than the Arduino and Beaglebone black, more RAM, more storage and it offers a faster wireless signal than the Beaglebone black, which the Arduino doesn’t even offer. Wireless could be handy for the device if ethernet isn’t an option or it can be used as a backup method if the ethernet connection fails after a long period of time. From a cost standpoint, the Arduino would be the one to go with since it has the lowest cost but doesn’t have half of the specifications of the raspberry pi 3 model b+. [5]
Can Ad-blocking be setup using commonly used network devices?
Typically, on a home network, you would find client devices such as computers and mobile phones attached to either a router or switch depending on the connection type used for the client device. The client devices on the home network could use a software-based adblocker to block online advertisements but on a mobile phone and smart tv, this is a trickier situation since adblocking software solutions are not supported. At the switch or router level of the home network, the switch cannot perform such a task but the router, on the other hand, can use a custom DNS server IP address to forward the traffic to which would by default to the same for the whole network. There is one major disadvantage of this and that is the external DNS server, which the home network user has no control over can block any type of web traffic or any content that they decide to block, and it will affect the home user. Another disadvantage of this would be that the external DNS server can record the DNS queries that the user visits. In theory, the router is the only possible solution to block online advertisements on a hardware level but on a software level, the client can use a software-based adblocker.
[bookmark: _Toc8150992]3. Aims & Objectives
[bookmark: _Toc511303854][bookmark: _Toc511916941][bookmark: _Toc511917130][bookmark: _Toc512329342][bookmark: _Toc8087932][bookmark: _Toc8136474][bookmark: _Toc8150993]Aim –
· [bookmark: _Toc511303855][bookmark: _Toc511916942][bookmark: _Toc511917131][bookmark: _Toc512329343]The aim of the research is to use a hardware-based ad-blocker, which can filter out ads on the network and to compare the hardware-based ad-blocker to the software-based ad-blocker.

[bookmark: _Toc8087933][bookmark: _Toc8136475][bookmark: _Toc8150994]Objectives –
· To research current ad-blocking solutions both hardware and software. 
· To research a low-cost hardware-adblocker for a small network.
· To select software and hardware adblocker.
· Test the two adblocking solutions against the same ten websites.
· Gather results.
· To analyze the results of the hardware ad-blocker.
· To analyze the results of the software ad-blocker.
· Compare the results to the research gathered previously.
· Compare the results to find out which is more efficient

[bookmark: _Toc8150995]4. Research Methods
The research onion was used to develop a strategy on how to approach the research in which order. Each layer of the research onion provides a detailed stage of the research process.
[bookmark: _Toc8150996]4.1 Philosophy
Research Philosophy – Positivism – The project will be an experiment, which allows the information to be verified. This is done by creating a body of research which can be replicated by other researchers to generate the same results.
Research Philosophy – Deduction will be used for the project; this allows the author to create a top-down approach that allows them to collect information from the observations of the experiments to address the hypothesis.  This allows the author to start with a hypothesis and set out to answer it.
[bookmark: _Toc8150997]4.2 Strategy
Research Strategy – Experiment – The project will be done through rigorous testing which will allow a series of results to gather. From these results, changes to the experiment can be made to hopefully increase the overall project and meet the hypothesis.  The experiment must be detailed, and the same criteria of the tests must be met by the software and hardware adblocker. 
[bookmark: _Toc8150998]4.3 Approaches
The Rapid Application development also is known as the RAD model, will be used as the research approach into the project. The model is divided into four phases which the first is requirements planning phase which combines the elements of system planning and system analysis which will help with planning out the design on the experiment and the project scope. The second phase is the user design phase which is a combination of Join Application Development techniques and CASE tools which translates the user's needs into a working model, for example, the author would need a setup two experiments for each adblocker, this would need to be planned out and the results would need to be gathered. The third phase is the construction phase, this means that the experiment would be in the process of being built and the necessary modifications have been made. The four processes of the RAD model resembles the testing and results gathering phase which the author will use to create a comparison of the adblockers. 
[bookmark: _Toc8150999]4.3.1 Software/Hardware Development
Software Development – To research and install a popular adblocking software onto a windows operating system machine, the software will be free software.
Hardware Development – To research and setup a hardware adblocking solution, which is low in cost and a suitable method for a small/home network.
[bookmark: _Toc8151000]4.3.2 Case Study / Experiment
Experiment – To compare a popular software adblocking solution to a hardware adblocking solution. The experiment will be tested against ten different websites but the same ten websites will be tested on both the adblocking solutions to create a comparison on the total of online advertisements were blocked on the webpages and to create a graph, which shows the overall comparison of the two adblocking solutions. 
[bookmark: _Toc8151001]4.4 Risks & Limitations
Software –
· Compatibility between older and newer technology – This means that technology is changing at a rapid pace, causing new technology to support newer functionality features. The Ad-block must work with all the devices on the network, including smartphones and smart TVs. 
· A limitation of the software adblocker – Websites can add an adblocking software detection tool, which allows them to scan the user’s browser for a series of plugins and prevent them from accessing the page unless they add the site to the whitelist of the program or disable it.
Hardware –
· Configuring the network with the Ad-Blocker – Will any additional changes need to be made on each device connected to the network, for them to access the hardware ad-block and filter data through it.
· If the DNS method, is approached – It would require translations of IPv4 address queries and IPv6 queries.
[bookmark: _Toc8151002]4.5 Data Evaluation
The data from each of the experiments will provide an answer to the hypothesis of the project, it will provide an answer into which of the two adblocking solutions offers more advantages than the other. There will be two sets of data that each adblocking solution will produce which will allow the author to evaluate data from the same ten webpages using each of the adblocking solutions and using each of the adblocking solutions for an entire data separately on a home network to create more results. The results will show, number of online advertisements blocked,  percentage of online advertisements blocked and a graph created of the data gathered. 




[bookmark: _Toc8151003]5. Development Methods [6]
The Waterfall methodology will be used for software development and hardware development.
[image: ][6]
Research – Research will be carried out on current and the most popular adblocking solutions whether it be software or hardware based. The research must uncover a method in which a home user can use at a low-cost. The research must determine which device can be suitable to use for the hardware blocking solution. 
Planning – Planning will be carried out on what the research is required, what devices are required and how the results of data will be stored and compared.
Design – The design of the experiments will be the most second most important step after research, there will be two designs for both experiments, how the results will be recorded and how the experiments will be conducted.
Development – To develop a working model for each of the experiments, to install a popular adblocking solution onto a windows computer operating system and testing the functionality of the adblocker and doing a comparison against the hardware adblocking solution.
Testing – The testing phase is one of the most important steps as it’s the information gathering stage and running the experiments. The two tests will be conducted against the ten same webpages to create a comparison chart on the number of online advertisements each of the adblocking solutions blocked. Additional tests will also be run, which will be putting the software and hardware adblocking on a home network, each on a separate day and comparing the data from each of them. This will allow the author to gather to sets of results from each device such as the same ten websites that were tested on the devices and the other test is a day use of the adblocking solutions. 
Feedback – Once the testing phase has been completed and the results have been gathered, a comparison of all the data from the experiments will be compared between the two adblocking solutions and offer some feedback into if additional changes can be made to the adblocking solutions to provide better results. 


[bookmark: _Toc8151004]6. Resources & Planning
[bookmark: _Toc8151005]6.1 Resources Required
Online journals sites –
· IEEE Xplore Digital Library 
· Google Scholar 

Offline Resources –
· UWTSD Swansea library – Books and Journals 
· Swansea public library – Books and Journals

[bookmark: _Toc8151006]6.2 Gantt Chart
[image: A screenshot of a social media post
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The total amount of time allocated to the project is the 03/06/2019 to the 31/08/2019.
The Gantt chart breaks down areas of research and it will provide some time management towards the project.
Before the experiments can be created and tested, a series of research must be taken, which are –
· Literature Review 
· AdBlock – Software
· AdBlock – Hardware
· Research into the devices 
· Implementation diagrams
· Continuous research throughout the entire project
Once the research has been completed, the experiments can take place and results can be gathered.
· Experiments
· Examining the results
· Finishing up the project + Extra time in case of delays.
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