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Introduction
“There is no ‘offline’ state for modern infrastructure. The attack surface is not just larger, it is continuous, infinite,” writes Michael Howard in Threat-Driven Software Development [1]. Howard presents Microsoft’s Secure Future Initiative (SFI) as a strategic response to this continuously active threat environment [1].
Cloud computing and hybrid environments have fundamentally transformed the cybersecurity landscape. Organisations increasingly rely on Microsoft Azure, Software-as-a-Service (SaaS) applications, remote working technologies and interconnected digital supply chains to deliver business-critical services [2], [3].
While cloud technologies have improved scalability, flexibility and innovation, they have also expanded the attack surface through greater reliance on digital identities, cloud services, application programming interfaces (APIs) and third-party providers [4], [5]. Hybrid environments further increase complexity by creating overlapping trust boundaries between on-premises infrastructure, cloud platforms, SaaS applications and external partners. Consequently, organisations must secure multiple environments while operating within the cloud shared-responsibility model [5].
As the traditional network perimeter has diminished, identities have become the primary security boundary. Verizon’s 2025 Data Breach Investigations Report identifies credential abuse as one of the most common initial-access vectors, while Microsoft’s Digital Defense Report 2025 similarly identifies identity-based attacks as a primary threat [6], [7]. Schmitt and Flechais argue further that advances in generative artificial intelligence are enabling phishing, credential theft and social engineering attacks to be conducted with greater speed, realism and scale [8]. Cybercrime-as-a-service models, including Malware-as-a-Service (MaaS) and Ransomware-as-a-Service (RaaS), have significantly lowered the barriers to sophisticated cyberattacks [7], [9].
Microsoft Azure provides security capabilities to address these challenges, including Microsoft Entra ID for identity and access management, Microsoft Defender for Cloud for Cloud Security Posture Management (CSPM) and workload protection, and Microsoft Sentinel for AI-assisted security monitoring and incident response [10].
This report evaluates the principal organisational capabilities required to secure Microsoft Azure and hybrid environments using evidence from academic literature, government guidance, industry research and contemporary cyber incidents. It argues that perimeter-based security is no longer sufficient; securing Azure and hybrid environments instead requires the coordinated integration of governance, identity and privileged-access management, secure application development, AI-enabled detection and response, and cyber resilience.
2. Organisational Capabilities for Securing Microsoft Azure and Hybrid Environments
Five organisational capabilities were identified through analysis of the Microsoft Cloud Adoption Framework, the NIST Cybersecurity Framework (CSF) 2.0, NIST Zero Trust Architecture, IBM X-Force threat intelligence, Microsoft security guidance and recent academic research.
The five capabilities are:
· Leadership, governance and Cloud Security Posture Management (CSPM)
· Identity and privileged-access management
· Application and workload protection
· AI-enabled detection and response
· Cyber resilience
Leadership and governance are evaluated alongside CSPM because CSPM operationalises governance through continuous configuration assessment, policy enforcement, compliance monitoring and remediation rather than functioning as an independent strategic capability. Consistent with the Microsoft Cloud Adoption Framework and the NIST Cybersecurity Framework 2.0, network security, data security and third-party supply-chain security are treated as cross-cutting controls implemented through these broader capabilities rather than as standalone capabilities [5], [11].
The evaluation criteria have been synthesised from recurring themes across the NIST Cybersecurity Framework 2.0, Microsoft’s Cloud Adoption Framework, IBM X-Force threat intelligence and current academic literature. Together, they provide a consistent basis for assessing each capability’s contribution to securing Azure and hybrid environments.
The first criterion, relevance to contemporary threat actors, evaluates how each capability addresses the tactics, techniques and procedures used by current adversaries. NIST CSF 2.0 advocates threat-informed risk management, while IBM X-Force, Microsoft’s Digital Defense Report and Verizon’s Data Breach Investigations Report provide evidence of the techniques most frequently observed during real-world cyber incidents [2], [6], [7], [11].
The second criterion, organisational impact if compromised, considers the operational, financial, legal and reputational consequences of weaknesses in each capability. This reflects the risk-based approach promoted by NIST CSF 2.0, which treats cybersecurity as an enterprise-wide business risk rather than solely a technical issue [11].
The third criterion, effectiveness across prevention, detection, response and recovery, acknowledges that no single capability provides complete protection. Effective cybersecurity requires complementary controls spanning prevention, detection, response and recovery [11], [12].
The final criterion, contribution to securing Microsoft Azure and hybrid environments, assesses how effectively each capability addresses the challenges of Microsoft’s shared-responsibility model, cloud-native architectures and hybrid infrastructure [5].
These criteria provide a structured basis for evaluating the five capabilities examined in this report.
2.1 Leadership, Governance and Cloud Security Posture Management

The 2019 Capital One data breach remains one of the most significant case studies demonstrating the importance of leadership, governance and Cloud Security Posture Management (CSPM) in securing cloud environments [13]. The breach occurred when a misconfigured web application firewall enabled an attacker to exploit an overly permissive Identity and Access Management (IAM) role, resulting in the exposure of personal information relating to more than 100 million customers [13]. Although the incident occurred within Amazon Web Services (AWS), subsequent investigations concluded that the primary causes were failures in cloud governance, configuration management and implementation of the shared-responsibility model rather than inherent weaknesses within the cloud platform itself [13].

The Capital One breach illustrates a broader challenge associated with cloud adoption. As organisations increasingly operate across Microsoft Azure, hybrid infrastructure and Software-as-a-Service (SaaS) platforms, maintaining consistent governance, security policies and operational visibility becomes significantly more complex [2], [5]. The NIST Cybersecurity Framework (CSF) 2.0 identifies governance as the organisational capability responsible for establishing cybersecurity strategy, assigning accountability and integrating cyber risk into enterprise-wide risk management [11]. Similarly, Microsoft’s Cloud Adoption Framework positions governance as the foundation for ensuring that cloud resources are deployed, managed and monitored in accordance with organisational security, compliance and operational requirements [5].

Effective governance, however, extends beyond the creation of policies and procedures. Cloud environments are highly dynamic, with resources being created, modified and removed continuously. Manual governance processes alone are therefore insufficient to maintain security at cloud scale. Instead, governance must be supported by automated capabilities that continuously assess security posture, identify configuration weaknesses and enforce organisational policies [5].

Within Microsoft Azure, this operational capability is provided through Microsoft Defender for Cloud and its Cloud Security Posture Management (CSPM) functionality [10]. CSPM continuously evaluates Azure and hybrid resources against organisational policies, regulatory requirements and recognised security best practice. It identifies configuration drift, prioritises security risks, recommends remediation activities and supports continuous compliance monitoring across cloud environments [10]. Rather than replacing governance, CSPM translates governance policies into automated technical controls that can be applied consistently across large and complex cloud estates.

This relationship demonstrates why governance and CSPM should be evaluated together rather than as separate organisational capabilities. Governance establishes strategic direction, defines acceptable risk and allocates organisational responsibility, while CSPM provides the continuous visibility and automated enforcement necessary to implement those strategic objectives effectively. Without governance, CSPM lacks organisational context and policy direction; without CSPM, governance becomes increasingly difficult to enforce within rapidly changing cloud environments.

Against the evaluation criteria established in this report, leadership, governance and CSPM perform strongly. They directly address misconfiguration, one of the most common causes of cloud security incidents, while supporting prevention through secure configuration management, detection through continuous posture assessment and response through prioritised remediation guidance [5], [10], [11]. The Capital One breach clearly demonstrates the significant organisational consequences of governance failures, including financial loss, regulatory penalties and reputational damage [13].

Nevertheless, governance alone cannot eliminate organisational cyber risk, and it should instead be viewed as the strategic foundation upon which the remaining organisational capabilities are built. Even organisations with mature governance frameworks remain vulnerable if privileged identities are compromised or security policies are not consistently enforced.

Leadership, governance and CSPM provide the strategic direction, policy framework and continuous operational oversight necessary to reduce configuration risk, maintain regulatory compliance and support the secure operation of cloud infrastructure. However, their effectiveness ultimately depends upon complementary capabilities, particularly identity and privileged-access management, which are examined in the following section.

2.2 Identity and Privileged-Access Management

The 2024 Snowflake customer compromises provide an appropriate case study for evaluating identity and privileged-access management because attackers gained access to customer environments through compromised credentials rather than by exploiting a vulnerability in Snowflake’s cloud platform [14]. Mandiant’s investigation concluded that the threat group UNC5537 primarily used credentials previously stolen by infostealer malware and that many of the compromised accounts were not protected by multi-factor authentication (MFA) [14]. Weak credential management, the absence of mandatory MFA and ineffective identity governance enabled attackers to access customer environments and exfiltrate sensitive data. Organisations including Ticketmaster and Santander subsequently disclosed breaches linked to the incident, demonstrating the significant organisational impact that can result from weaknesses in identity security [14].

The Snowflake compromises reflect a broader shift in the contemporary threat landscape. As organisations migrate towards cloud-first and hybrid environments, traditional network perimeters have become less significant, while digital identities have emerged as the primary security boundary. Verizon’s 2025 Data Breach Investigations Report identifies compromised credentials as one of the most common methods of initial access, and Microsoft’s Digital Defense Report 2025 similarly highlights identity-based attacks as a dominant technique used by modern threat actors [6], [7]. Rather than attempting to penetrate well-defended networks directly, attackers increasingly target users through phishing, credential theft, session hijacking and social engineering to obtain legitimate access to cloud resources [6], [7]. This trend reinforces the Zero Trust principle that no identity, device or connection should be trusted implicitly, regardless of its location within the network [15].

Microsoft addresses these risks through Microsoft Entra ID, which provides a comprehensive identity and access management platform for Azure and hybrid environments [10]. Core capabilities include Multi-Factor Authentication (MFA), Conditional Access, Identity Protection and Privileged Identity Management (PIM), enabling organisations to verify identities continuously, enforce least-privilege access and apply risk-based authentication policies [10]. These capabilities support Microsoft’s implementation of Zero Trust by ensuring that access decisions are based on user identity, device health, location, risk level and behavioural indicators rather than assuming trust after initial authentication [10], [15].

However, identity security extends beyond the deployment of technical controls. Although technologies such as MFA and Conditional Access significantly reduce the likelihood of credential-based attacks, they cannot eliminate organisational cyber risk if identity governance processes are weak while attackers continue to exploit phishing campaigns, MFA-fatigue attacks, stolen session tokens and infostealer malware to bypass authentication controls and obtain legitimate user access [7], [14]. Organisations must complement technical controls with effective governance throughout the identity lifecycle, including timely account provisioning and de-provisioning, regular access reviews, privileged-access monitoring and user security awareness training.

Identity and privileged-access management performs strongly against the evaluation criteria established in this report. It directly addresses one of the most prevalent attack vectors identified in contemporary threat intelligence while supporting prevention through strong authentication and least-privilege access, detection through risk-based identity monitoring, and response through automated policy enforcement and rapid revocation of compromised accounts [6], [7], [10]. The Snowflake case study illustrates that failures in identity governance can have severe operational, financial and reputational consequences even when the underlying cloud platform remains secure [14]. However, strong identity controls alone cannot eliminate cyber risk because compromised applications, insecure software and delayed incident response can still expose organisational assets. Identity and privileged-access management is therefore most effective as part of a coordinated security strategy incorporating secure application development, workload protection, AI-enabled detection and response, and cyber resilience.
Overall, identity and privileged-access management represents one of the most critical organisational capabilities for securing Microsoft Azure and hybrid environments. As cloud adoption continues to replace traditional network perimeters with identity-centric architectures, protecting digital identities has become fundamental to organisational cybersecurity. The evidence from industry reports, Microsoft’s security guidance and the Snowflake compromises demonstrates that organisations capable of implementing strong identity governance, least-privilege access and continuous verification are significantly better positioned to prevent, detect and respond to contemporary cyber threats.

2.3 Application and Workload Protection

The Log4Shell vulnerability, disclosed in 2021, provides one of the most significant case studies demonstrating the importance of application and workload protection within contemporary cloud and hybrid environments [18]. The critical vulnerability in the widely used Log4j logging library enabled remote code execution across internet-facing applications, allowing threat actors to compromise cloud-hosted workloads worldwide [18]. Hiesgen et al.’s empirical analysis of the incident demonstrated the speed and scale with which vulnerable systems were identified and targeted, highlighting how a single vulnerable software component could expose thousands of organisations simultaneously, irrespective of the maturity of their underlying cloud infrastructure [18]. Log4Shell therefore satisfies the first two evaluation criteria by illustrating both the continuing relevance of software vulnerabilities to contemporary threat actors and the potentially severe organisational consequences of insecure applications and third-party software dependencies [18].

The significance of Log4Shell extends beyond a single software vulnerability because it reflects a broader evolution in contemporary cybersecurity practice [18], [19]. Historically, application security focused primarily on identifying vulnerabilities after software had been developed through activities such as vulnerability scanning, penetration testing and patch management [19]. While these controls remain essential, contemporary guidance increasingly argues that relying principally on reactive remediation is insufficient for securing modern cloud environments [19], [20].

The NIST Secure Software Development Framework (SSDF) advocates integrating security practices throughout the software development lifecycle to minimise the introduction of vulnerabilities before software is deployed [19]. Similarly, the Cybersecurity and Infrastructure Security Agency’s Secure by Design initiative argues that security should be embedded into software from its inception rather than relying upon customers to identify, configure and remediate insecure products after deployment [20].

Microsoft adopts a comparable philosophy through its Security Development Lifecycle (SDL), which integrates activities such as security requirements, threat modelling, secure coding, security testing and response planning into the development process [21]. Howard et al.’s work provides a conceptual foundation for this approach by presenting security as an integral part of software engineering rather than an activity applied only after development [1]. Collectively, these sources indicate that application and workload protection has developed beyond operational vulnerability management into a discipline in which security is integrated throughout the software lifecycle [1], [19], [21].

Microsoft operationalises this philosophy through its SDL, which incorporates security practices throughout development, and Microsoft Defender for Cloud, which extends protection into deployed cloud and hybrid workloads [10], [21]. Defender for Cloud combines cloud security posture management with workload-protection capabilities and provides security recommendations and vulnerability-management functions across supported resources [10]. This layered approach indicates that secure software engineering and operational workload protection are complementary activities, providing assurance before and after deployment rather than functioning as isolated security controls [10], [19], [21].

Application and workload protection is effective because it addresses vulnerabilities across both the development and operational phases of software [10], [19]. Preventive development practices reduce the likelihood that vulnerabilities will be introduced, while vulnerability assessment, security recommendations and workload protection help organisations identify and manage risks after deployment [10], [19]. The Log4Shell incident demonstrates that weaknesses in widely used software components can propagate across many organisations, highlighting the organisational consequences of insecure third-party dependencies and reinforcing the need to integrate security throughout development [18], [19].

Nevertheless, application and workload protection cannot eliminate organisational cyber risk by itself [11], [15]. Securely engineered applications may still be exposed where identities are compromised, cloud resources are misconfigured or malicious activity is not detected promptly [10], [15]. Application security should therefore operate as part of a broader security strategy integrating governance, identity protection, workload monitoring and organisational resilience [10], [11], [15].

Overall, application and workload protection represents a fundamental organisational capability for securing Microsoft Azure and hybrid environments [10], [19]. The combined guidance of the NIST SSDF, Microsoft SDL and CISA Secure by Design initiative reflects an increasing emphasis on embedding security throughout software development, complementing rather than replacing traditional vulnerability-management practices, precisely to enable organisations to manage software-related cyber risk more effectively [10], [19], [21].
Overall, application and workload protection represents a fundamental organisational capability for securing Microsoft Azure and hybrid environments. The combined guidance of the NIST Secure Software Development Framework, Microsoft’s Secure Development Lifecycle and CISA’s Secure by Design initiative demonstrates that embedding security throughout software engineering fundamentally changes the objective of application security – from identifying vulnerabilities after deployment to preventing them from being introduced wherever possible. By integrating secure development practices with continuous workload protection, organisations can reduce organisational risk while simultaneously decreasing the operational burden associated with continual vulnerability remediation.

2.4 AI-Enabled Detection and Response

The 2023 Storm-0558 cyber espionage campaign provides an appropriate case study for evaluating AI-enabled detection and response because attackers exploited forged authentication tokens to access Microsoft cloud services, demonstrating how sophisticated threat actors can evade conventional security controls [22]. The subsequent Cyber Safety Review Board (CSRB) investigation concluded that although Microsoft possessed extensive security telemetry, improvements were required in the detection, analysis and communication of anomalous activity [22]. The incident demonstrates both the continuing relevance of advanced threat actors and the significant organisational consequences of delayed threat detection, satisfying the first two analytical criteria of the present evaluation [22].

The lessons arising from Storm-0558 are reinforced across academic and industry literature [7], [23]. Microsoft argues that the volume, velocity and complexity of telemetry generated across modern cloud and hybrid environments increasingly exceeds the capacity of human analysts to detect and investigate threats manually [7]. ENISA similarly reports that the speed and sophistication of contemporary cyber attacks require AI-assisted automation to correlate security events, prioritise alerts and accelerate incident response within operational timescales [23]. Freitas et al. likewise demonstrate that AI-assisted investigation and guided response can improve the efficiency of security operations by supporting incident triage, investigation and remediation within production-scale security operations centres [24]. Collectively, these sources demonstrate that AI has become an essential capability for modern cloud security because it enables organisations to identify and respond to threats that would otherwise overwhelm conventional security operations [7], [23], [24].

Microsoft operationalises these principles through Microsoft Sentinel, Defender XDR and Security Copilot, which combine artificial intelligence with threat intelligence to correlate security telemetry, prioritise alerts and automate investigation across Azure and hybrid environments [25]. These capabilities reduce alert fatigue, accelerate incident investigation and provide security analysts with prioritised, contextualised information, enabling faster detection and response while maintaining visibility across distributed cloud services [25].

However, although artificial intelligence significantly improves the speed and scale of security operations, it does not replace human judgement [23], [26]. The NIST Artificial Intelligence Risk Management Framework states that trustworthy AI systems require appropriate human oversight, transparency and accountability throughout their operation [26]. ENISA likewise cautions that AI-assisted cybersecurity systems remain susceptible to false positives, hallucinations in generative AI outputs, limited explainability and adversarial manipulation, meaning that automated recommendations cannot be accepted without expert validation [23]. Experienced security analysts remain essential for interpreting AI-generated findings, understanding organisational context, assessing business risk and making accountable incident response decisions [23], [26]. AI delivers its greatest value by augmenting human expertise rather than replacing it [23], [26].

2.5 Cyber Resilience

The 2021 Conti ransomware attack against Ireland’s Health Service Executive (HSE) provides an appropriate case study for evaluating cyber resilience because it caused widespread disruption to national healthcare services and prolonged loss of access to essential information and communications technology systems [27]. The independent post-incident review commissioned by the HSE concluded that the attack exposed weaknesses not only in technical security controls, but also in cybersecurity governance, organisational preparedness, business continuity arrangements and recovery planning [27]. The incident therefore demonstrates both the continuing relevance of ransomware to contemporary threat actors and the severe organisational consequences of inadequate resilience [27].

The lessons arising from the HSE incident are reinforced across standards, threat intelligence and academic literature. The Recover function of the NIST Cybersecurity Framework 2.0 requires organisations to execute, maintain and improve recovery activities so that assets and operations affected by a cybersecurity incident can be restored [11]. NIST’s Guide for Cybersecurity Event Recovery further emphasises comprehensive recovery planning, realistic testing, resource prioritisation and continual improvement as necessary conditions for rapid and effective restoration [28]. ENISA likewise identifies ransomware as a persistent and highly disruptive threat capable of interrupting essential services and producing significant operational consequences, particularly within the health sector [3]. Recent academic research similarly characterises cyber resilience as an organisation’s capacity to prepare for, respond to, recover from and adapt following cybersecurity events [29]. Collectively, these sources demonstrate that resilience is achieved not through recovery technologies alone, but through an organisation’s ability to prepare for disruption, maintain essential functions, restore affected services and learn from cyber incidents [11], [28], [29].

Microsoft operationalises these principles through Azure Backup, Azure Site Recovery, Microsoft Sentinel and Defender XDR, providing integrated capabilities for backup protection, disaster recovery, workload replication, incident investigation and coordinated response across Azure and hybrid environments [30]. These services protect recovery data, support workload availability through replication and failover, and integrate recovery activities with broader incident-response processes. Features such as immutable backup storage, automated recovery orchestration and AI-assisted incident management strengthen an organisation’s ability to recover from ransomware and other disruptive cyber incidents [30].

However, the HSE incident demonstrates that the availability of recovery technologies does not itself guarantee organisational resilience [27]. The independent review found that effective response and recovery depended upon clear governance, defined responsibilities, business continuity planning, crisis-management structures and regularly rehearsed recovery procedures [27]. Microsoft likewise emphasises that recovery capabilities should be supported by documented recovery plans, communication arrangements, escalation procedures and regular testing rather than relying solely on technological redundancy [30]. Consequently, cyber resilience depends upon integrating recovery technologies with governance, organisational preparedness, rehearsed procedures and continual organisational learning, enabling essential services to be restored when preventive and detective controls have been bypassed [27], [28], [29].

Conclusion

In summary, securing Azure and hybrid environments cannot be achieved through the deployment of isolated security technologies alone; instead it requires the coordinated implementation of complementary organisational and technical capabilities. 

The findings demonstrate that effective cloud security depends upon the integration of governance, identity and access management, secure software engineering, AI-enabled detection and response, and cyber resilience. Leadership and governance establish the strategic direction required to manage cyber risk, while Cloud Security Posture Management provides continuous visibility and assurance across cloud resources. Identity and privileged access management remain fundamental because identities have become the primary security boundary, although their effectiveness depends upon robust lifecycle management and informed user behaviour. Secure software engineering reduces vulnerabilities by embedding security throughout software development, while AI-enabled detection and response improve the speed and effectiveness of threat detection without replacing human judgement. Finally, cyber resilience ensures that organisations can maintain essential services and recover effectively when preventive and detective controls are bypassed.

The present overall conclusion is that no single capability is sufficient to secure Azure and hybrid environments in isolation. Rather, effective cloud security is achieved through the integration of governance, people, secure software engineering, intelligent automation and resilient recovery capabilities into a coherent defence-in-depth strategy. Organisations that successfully align these capabilities will be better positioned to anticipate, withstand and recover from the evolving cyber threats affecting modern cloud environments.
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[bookmark: _Toc236102269]Workstream 1: Organisational Design & Resourcing

To support FinTech's Azure cloud security implementation and planned expansion into the European Union, a dedicated Information Security Unit will be established under the leadership of the Chief Information Security Officer (CISO). 
Following the findings of Task 1, NIST CSF 2.0 has been adopted as the organisation's primary cybersecurity framework due to its practical, risk-based approach to implementing cloud security and improving cyber resilience. The proposed structure assigns ownership of the framework's core functions while remaining scalable for a growing fintech.

[image: ]
Figure 1. Proposed Information Security Unit

Strategic governance is retained in-house, while 24/7 security monitoring is outsourced to a Managed Security Service Provider (MSSP), enabling enterprise-grade security capabilities without the overhead of a fully staffed internal Security Operations Centre. This approach supports secure Azure adoption, strengthens resilience against ransomware, and establishes the governance required for GDPR and DORA compliance.

Table 1. Security Roles Supporting NIST CSF 2.0
	Role
	Primary Business Responsibility
	NIST CSF 2.0 Function(s)

	Chief Information Security Officer (CISO)
	Defines security strategy, manages cyber risk, and reports to the Board.
	Govern (GV)

	Cloud Security Architect
	Designs and secures the Azure environment, implementing Zero Trust and secure cloud configurations.
	Identify (ID), Protect (PR)

	Security Engineer (DevSecOps)
	Integrates security into software development, CI/CD pipelines and Infrastructure as Code (IaC).
	Protect (PR)

	Governance & Compliance Manager
	Develops security policies, manages risk, and coordinates GDPR and DORA compliance.
	Govern (GV), Identify (ID)

	Data Protection Officer (DPO)
	Ensures compliance with GDPR and oversees data protection obligations for EU operations.
	Govern (GV)

	Managed Security Operations Centre (MSSP)
	Provides continuous monitoring, threat detection, incident response and recovery support using Microsoft Defender and Sentinel.
	Detect (DE), Respond (RS), Recover (RC)




[bookmark: _Toc236102270]Workstream 2: Policy Framework Development

Following the findings of Task 1, FinTech requires a formal policy framework to support the secure implementation of Microsoft Azure, AI-enabled security capabilities and compliance with the NIST Cybersecurity Framework (CSF) 2.0. 

[bookmark: _Toc236102271]2.1 Acceptable Use Policy for AI & Cloud Services

The policy applies to all authorised users of organisational AI platforms and cloud services, including Microsoft Azure, Microsoft 365 and Microsoft Security Copilot.
As identified in Task 1, AI has become an increasingly important capability for enhancing cloud security by improving threat detection, investigation and incident response. However, the research also concluded that AI systems require appropriate governance, human oversight and accountability to ensure their outputs remain trustworthy and support effective decision-making. Accordingly, this policy establishes controls for the secure and responsible use of approved AI tools and cloud services.
Key policy requirements include:
· Use of organisation-approved AI and cloud services only.
· AI-generated outputs must be reviewed and validated by authorised personnel before informing operational or security decisions.
· Compliance with Azure identity and access controls, including multi-factor authentication (MFA) and least-privilege access.
· Monitoring and auditing of AI and cloud service activity using Microsoft security monitoring capabilities.
· Compliance with GDPR, organisational information governance requirements and relevant regulatory obligations.

Implementation of this policy supports the NIST CSF 2.0 Govern (GV) and Protect (PR) functions by establishing governance over AI-enabled technologies while ensuring they enhance, rather than replace, human decision-making.

[bookmark: _Toc236102272]2.2 Hybrid Work and Remote Access Security Policy

The policy establishes the security requirements for employees accessing FinTech systems from remote locations using corporate or authorised personal devices, and applies to all remote access to Microsoft Azure, Microsoft 365 and associated cloud services.
Building on Task 1’s recommendation of adopting a Zero Trust security model for Azure, this policy ensures that every remote connection is authenticated, authorised and continuously validated before access to organisational resources is granted; thus strengthening security while enabling flexible hybrid working arrangements.
Key policy requirements include:
· Mandatory multi-factor authentication (MFA) for all remote access.
· Conditional Access policies enforced through Microsoft Entra ID.
· Device compliance verification using Microsoft Intune before access is granted.
· Endpoint protection through Microsoft Defender for Endpoint.
· Encryption of remote communications and secure access to organisational resources.
· Immediate reporting of lost, stolen or compromised devices.

The implementation supports the NIST CSF 2.0 Protect (PR) and Detect (DE) functions by strengthening identity management, endpoint security and continuous monitoring across hybrid working environments.

[bookmark: _Toc236102273]2.3 Third-Party & Cloud Vendor Risk Management Policy

As identified in Task 1, secure cloud adoption requires robust governance over external providers and shared responsibility for protecting organisational data and services. This policy introduces a formal supplier risk management process to ensure that third-party vendors meet FinTech's security, operational resilience and regulatory requirements before engagement and throughout the supplier lifecycle:
· Security due diligence before onboarding all third-party suppliers.
· Assessment against recognised security standards, including ISO/IEC 27001 or equivalent certifications.
· Verification of compliance with GDPR, DORA and contractual security obligations.
· Risk classification of suppliers based on the sensitivity of the services and data provided.
· Annual security reviews and continuous monitoring of critical vendors.
· Contractual requirements for incident reporting, breach notification and business continuity.

Table 2. Policy summary 
	Policy
	Purpose
	Key Controls
	NIST CSF 2.0 Function(s)

	Acceptable Use Policy for AI & Cloud Services
	Establishes secure and responsible use of approved AI and cloud services within FinTech.
	· Use of organisation-approved AI and cloud services only
· Human oversight of AI-generated outputs
· MFA and least-privilege access to cloud resources
· Monitoring and auditing of AI and cloud service usage
· GDPR and information governance compliance
	Govern (GV), Protect (PR)

	Hybrid Work & Remote Access Security Policy
	Secures remote access to organisational systems and Azure services while enabling hybrid working.
	· Multi-factor authentication (MFA) for all access• Conditional Access via Microsoft Entra ID
· Device compliance using Microsoft Intune
· Endpoint protection with Microsoft Defender for Endpoint
· Encrypted communications and secure access
	Protect (PR), Detect (DE)

	Third-Party & Cloud Vendor Risk Management Policy
	Manages risks associated with cloud providers and third-party suppliers to ensure security, resilience and regulatory compliance.
	· Security due diligence before onboarding
· Assessment against ISO/IEC 27001 or equivalent standards
· GDPR and DORA compliance verification
· Supplier risk classification and annual reviews
· Contractual breach notification and continuity requirements
	Govern (GV), Identify (ID)




[bookmark: _Toc236102274]Workstream 3: Regulatory Compliance and Operational Resilience

To support FinTech's EU expansion, a phased compliance programme will align GDPR and DORA requirements with the governance, identity management and cyber resilience capabilities in Task 1. Rather than implementing compliance as a standalone activity, regulatory obligations will be embedded within the organisation's NIST CSF 2.0 security programme. Please refer to Table 3 below: 
Table 3. GDPR & DORA Compliance Roadmap
	Timeline
	GDPR Milestone
	DORA Milestone

	Months 1–2
	Appoint Data Protection Officer (Art. 37); establish Records of Processing Activities (Art. 30)
	Establish ICT governance and assign accountability

	Months 3–4
	Complete data mapping and Data Protection Impact Assessments (Art. 35); implement privacy-by-design (Art. 25)
	Complete ICT risk assessment and third-party ICT risk review

	Months 5–6
	Implement access controls, MFA and encryption (Art. 32)
	Deploy Microsoft Defender for Cloud and Microsoft Sentinel for continuous monitoring and incident management

	Months 7–9
	Develop personal data breach notification procedures (Arts. 33–34)
	Conduct ICT resilience, backup and disaster recovery testing

	Months 10–12
	Internal GDPR compliance audit before EU launch
	Perform DORA readiness assessment and operational resilience review



[bookmark: _Toc236102275]Workstream 4: Technical Standards and Architecture

[bookmark: _Toc236102276]4.1 Core security framework
Task 1 used NIST CSF 2.0 to assess FinTech's governance, identity management, workload protection, threat detection and cyber-resilience requirements. Using the same framework during implementation therefore creates continuity between the original analysis and the proposed security programme.
NIST CSF 2.0 is particularly suitable because its six functions – Govern, Identify, Protect, Detect, Respond and Recover – provide a clear structure for assigning responsibilities, prioritising investment and measuring security maturity. The new Govern function is especially relevant to FinTech's Series B funding and EU expansion because it strengthens executive accountability, regulatory oversight and third-party risk management.


Table 4.1: Justification for Selecting NIST CSF 2.0
	Evaluation Criteria
	NIST CSF 2.0
	Benefit to FinTech

	Governance
	Introduces the Govern function
	Strengthens executive oversight and accountability

	Risk Management
	Organised around six cybersecurity functions
	Provides a structured implementation roadmap

	Cloud Security
	Technology-neutral and cloud compatible
	Aligns with Microsoft Azure and Zero Trust

	Regulatory Alignment
	Maps to ISO 27001, GDPR and DORA
	Simplifies future compliance activities

	Scalability
	Suitable for organisations of all sizes
	Supports Series B growth and EU expansion



[bookmark: _Toc236102277]4.2 Zero Trust Architecture
Task 1 concluded that traditional perimeter-based security is insufficient for a cloud-native financial platform. The proposed architecture is therefore based on Zero Trust principles: verify explicitly, apply least-privilege access and assume breach, as shown in Figure 2: 
[image: ]Figure 2. Proposed Zero Trust Security Architecture
[bookmark: _Toc236102278]Workstream 5: Strategic risk assessment
As FinTech migrates its services to Microsoft Azure and expands into the European market, the organisation faces several strategic cybersecurity risks that could impact operational resilience, regulatory compliance and customer trust. The following risk register identifies the three highest-priority threats, their potential business impact and the recommended mitigation strategies.
Table 5.1: Strategic risk register
	Risk ID
	Strategic Threat
	Potential Business Impact
	Likelihood
	Impact
	Recommended Mitigation Strategy

	R1
	Cloud Misconfiguration
	Misconfigured Azure resources may expose sensitive financial data, resulting in GDPR breaches, financial losses, reputational damage and increased susceptibility to ransomware attacks. Task 1 highlighted the Capital One breach as evidence of the significant consequences of cloud configuration failures.
	High
	High
	Implement Microsoft Defender for Cloud (CSPM), Azure Policy, secure configuration baselines, Infrastructure-as-Code validation and continuous compliance monitoring.

	R2
	Identity Compromise
	Compromised user or privileged accounts may enable unauthorised access to cloud resources, data theft, privilege escalation and ransomware deployment. As discussed in Task 1, identity-based attacks remain one of the primary threats to cloud environments, reinforcing the need for a Zero Trust security model.
	High
	High
	Deploy Microsoft Entra ID, Multi-Factor Authentication (MFA), Conditional Access, Privileged Identity Management (PIM), least-privilege access controls and continuous identity monitoring.

	R3
	Software Supply Chain Compromise
	Vulnerabilities within third-party software or open-source dependencies may compromise critical applications, disrupt operations and facilitate ransomware attacks. Task 1 referenced the Log4Shellvulnerability as a major example of the widespread impact of software supply chain attacks.
	Medium
	High
	Adopt Secure DevSecOps practices, Software Composition Analysis (SCA), dependency scanning, code signing and continuous vulnerability management.



Risk evaluation
Cloud misconfiguration and identity compromise are the most significant strategic risks as demonstrated by the Capital One breach in Task 1; cloud configuration weaknesses can expose sensitive customer data and increase the likelihood of follow-on attacks, including ransomware. Similarly, as compromised identities remain one of the most common methods attackers use to gain unauthorised access to cloud environments, strong identity governance is fundamental to a Zero Trust architecture.
Software supply chain compromise also presents a significant strategic risk because modern cloud-native applications rely heavily on third-party software components. The Log4Shell incident in Task 1 illustrated how a single vulnerable dependency could affect thousands of organisations worldwide, causing operational disruption and increasing exposure to cyberattacks.
Overall, the implementation of the NIST Cybersecurity Framework (CSF) 2.0, supported by Zero Trust principles, Microsoft Entra ID, Microsoft Defender for Cloud, Microsoft Sentinel and Secure DevSecOps provides a layered security approach that reduces both the likelihood and impact of these strategic risks while supporting compliance with GDPR and DORA.
[bookmark: _Toc236102279]Workstream 6: Incident response & business continuity
As FinTech is already experiencing ransomware attacks, an effective incident response capability is essential to minimise operational disruption, support regulatory compliance and ensure rapid recovery. The following ransomware response playbook outlines the key response activities and supporting technologies, while the ensuing ransomware playbook complements the Zero Trust architecture and NIST CSF 2.0 implementation in previous workstreams by providing a structured process for detecting, containing and recovering from ransomware incidents while maintaining business continuity and supporting GDPR and DORA compliance.
Table 6.1: Ransomware response playbook
	Incident Phase
	Key Actions
	Supporting Technologies

	Preparation
	Maintain incident response plans, security awareness training, immutable backups and disaster recovery testing.
	Azure Backup, Azure Site Recovery, Microsoft Defender XDR, Microsoft Sentinel

	Detection & Analysis
	Detect ransomware activity, validate alerts and determine the scope of affected systems.
	Microsoft Sentinel, Defender XDR, Defender for Cloud

	Containment
	Isolate compromised devices, disable affected accounts, revoke privileged access and prevent lateral movement.
	Microsoft Entra ID, MFA, Conditional Access, PIM

	Eradication
	Remove malware, patch vulnerabilities, rotate credentials and verify system integrity.
	Defender XDR, Defender for Cloud

	Recovery
	Restore systems from verified immutable backups, validate services and monitor for reinfection before returning to production.
	Azure Backup (Immutable Vault), Azure Site Recovery, Microsoft Sentinel

	Post-Incident Review
	Review lessons learned, update controls and revise incident response procedures.
	NIST CSF 2.0, Microsoft Sentinel



Table 6.2: Incident Communication Plan
	Stakeholder
	Communication
	Timing

	Executive Management
	Incident status, business impact and recovery progress
	Immediately and throughout the incident

	IT & Security Teams
	Coordinate investigation, containment and recovery
	Continuous

	Employees
	Guidance on affected systems, password resets and business continuity arrangements
	Following containment

	Customers
	Service updates and recovery information where appropriate
	During recovery

	Regulators
	Notify reportable incidents in accordance with GDPR and DORA
	Within applicable regulatory timeframes



[bookmark: _Toc236102280]Workstream 7: Governance & Strategic Roadmap
Effective cybersecurity governance requires executive oversight to ensure that security initiatives support business objectives, regulatory compliance and operational resilience. The proposed Cyber Security Steering Committee will provide strategic direction, monitor implementation progress and oversee cybersecurity risk throughout FinTech's Azure migration and EU expansion.
Table 7.1: Proposed Cyber Security Steering Committee
	Role
	Primary Responsibility

	Chief Executive Officer (CEO)
	Executive sponsor, strategic oversight and business alignment.

	Chief Financial Officer (CFO)
	Budget approval, investment decisions and financial risk oversight.

	Chief Information Officer (CIO)
	Delivery of cloud migration and technology strategy.

	Chief Information Security Officer (CISO)/Head of Cyber Security
	Lead cybersecurity strategy, risk management and NIST CSF implementation.

	Head of Legal & Compliance
	Ensure compliance with GDPR, DORA and regulatory obligations.

	Data Protection Officer (DPO)
	Oversee data protection, privacy governance and breach reporting.

	IT Operations Manager
	Manage operational security, infrastructure resilience and disaster recovery.

	Application Development Manager
	Implement Secure DevSecOps and secure software development practices.



Table 7.2: 12-Month strategic roadmap
	Timeline
	Priority Initiative
	Key Deliverables
	Success KPI

	Months 1–3
	Strengthen governance, identity security and cloud security posture
	Establish Steering Committee, implement NIST CSF governance, deploy Microsoft Entra ID, MFA, Conditional Access and Defender for Cloud
	100% MFA coverage, governance framework approved, critical cloud misconfigurations reduced

	Months 4–6
	Secure applications and improve threat detection
	Implement Secure DevSecOps, vulnerability management, Microsoft Sentinel and Defender XDR
	Reduction in critical vulnerabilities, improved incident detection and response times

	Months 7–9
	Enhance cyber resilience and regulatory compliance
	Deploy immutable Azure Backups, Azure Site Recovery, disaster recovery testing and GDPR/DORA readiness reviews
	Successful disaster recovery exercise, compliance milestones achieved

	Months 10–12
	Optimise security operations and continuous improvement
	Conduct security audits, tabletop exercises, policy reviews and performance reporting
	Improved compliance scores, reduced security incidents and Steering Committee performance review completed


The roadmap is directly informed by the findings of Task 1 and prioritises the highest-risk areas during the first quarter. Governance, cloud security posture management and identity protection are implemented first to address the greatest strategic risks identified in the research, followed by application security, advanced threat detection and cyber resilience to establish a mature, risk-based cybersecurity capability that supports FinTech's Azure migration and EU expansion.
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