




Apply the principles and practices of Data security, Governance and Compliance based on a given scenario.
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As technology advances into all areas of human lives, it also includes work lives, most organisations use the benefit of incorporating technology into the inner workings of a business to help advance the efficiency and quality of the work.  This in turn makes people dependent on that technology to be able to do their job. Cybercriminals are very aware of this, often targeting vulnerable businesses. But the question lands on what makes an organisation vulnerable, one of those reasons is the lack of policies and frameworks set out. These work to protect the data that exists within the company and ensure that it is accessed, stored, and maintained properly. As cyber security experts, proper procedures must be set out for employees to follow. 

The need for these procedures has increased with the rise of IoT technology, whereas before the threat only came from certain sources, it has increased its attack landscape exponentially. The importance stated within a paper highlighting that with the growth of IoT, “The need to securely maintain the important data generated by IoT devices has become an important issue”.[1] One other point of vulnerability in question is the use of cloud computing, since it is much cheaper to use cloud data storage, many organizations integrate cloud computing onto their networks to cut costs. As stated in one paper, “Cloud computing is the newest web-based computing network that offers the users convenient and flexible resources to access or function with different cloud applications.” [2]
In this assignment, there will be an analysis of different IT frameworks and models focusing on the application of data security, governance, and compliance within the specified scenario. 
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In the current times, the Internet has become an integral part of most business operations. This has meant that the number of cyber-attacks has also grown. One major component needing attention is information security, attackers aim to compromise the data within the networks of these organisations. To prevent this, there are frameworks and models designed to better enhance data security, governance, and compliance. 

In this workpiece, the research and analysis will focus on the business called ‘Natures Garden,’ which is a wellness and health-based organization. Different frameworks will be discussed and used to help form a customized security strategy for it. There is an immediate concern for doing this, as the company has recently allowed for the use of personal devices within the network, which increases the chances of these attacks occurring by allowing potentially vulnerable components to connect to the network of the business. 



















[bookmark: _Toc166127826]Overview of IT frameworks and models 

In this first section of the work, there will be research done on different IT frameworks and models. This is to better understand which will suit the cyber security needs of Nature gardens. This helps to build a better understanding of the needed fields, such as the foundation for best practices, the standardized processes and methodologies needed to ensure consistency of the implemented security, the risk management models most suitable for the company, ensuring compliance with the law and governance, and to help enhance the security posture of the network. 
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The ISO 27001 standard is an internationally recognised framework for the management of information security. It was developed by the International Organization for Standardization and the International Electrotechnical Commission. Quoted as being “one of the most widely used and accepted standards for information security worldwide”.[3] It works by providing a systematic approach when it comes to ensuring data security. It supplies a risk management process that includes 3 components, people, processes, and IT systems. The steps needed to adopt this framework usually consist of the following, “Management support and leadership, Establishing the information security management system (ISMS), risk assessment, monitoring and review, and continuous improvement.” [4]


[bookmark: _Toc166127828]NIST Cybersecurity Framework (CSF)
The NIST framework is used by companies to supply guidelines and best practice policies that work to reduce the risks of cybersecurity attacks. It was developed by the National Institute of Standards and Technology with the intent of being used by a wide range of industries and organisations. It allows for flexibility to suit the company’s needs and does not need a high influx of payment to be made, in a literature review it highlighted this by stating how “This kind of flexibility can also help reduce the implementation costs associated with security programs “. [5] 

This framework is centred around five system headings that work to provide an efficient strategic view of the lifecycle of the organisation’s management of cybersecurity risks. 
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COBIT framework is designed to help with IT management and governance. It was developed by ISACA (Information System Audit and Control Association) to ensure that information technology is effectively and efficiently used by the organisation. It is popularly used by IT auditors, IT managers, and IT developers. It supplied a balance in its objectives by bridging the gap between technical issues, control requirements, and business risks. 
There have been many papers boasting the benefits of this framework, one of them discussed an analysis of this framework that was implemented in the Trade Bank of Iraq which showed that using COBIT 5 had “reduced data processing risks and improved automated accounting information systems’ security.” [7]

Principles of COBIT


All IT governance aspects should be covered within this framework, this includes executive oversight of IT, operational aspects, ensuring comprehensive coverage, and integration of information and technology within the organisation.
All dimensions of governance and management should be addressed within this framework, this includes processes, organizational structures, skills and competencies, information flows, culture and behaviours, and services and infrastructure.
COBIT is designed to be adaptable to the integration of other frameworks like ITIL, CMMI, and ISO 27001. 
COBIT works to make a distinguishment between governance and management. 
COBIT aims to for all IT processes to align with stakeholder’s needs.





Core Components of COBIT
Three main components make up the COBIT framework, including the processes, domains, management guidelines, and maturity models. 

Processes
The processes that were discussed above, work towards defining the inputs and outputs within each step, it outlines the key activities, process objectives, and performance measures.

Domains
This section can be divided into four to ensure maximum framework efficiency. 
The first part will concentrate on the organisational process, which will consist of aligning the steps, planning, and organisation and ensuring that they align with the business’s objectives. 

In the second step, it will deal with the BAI process, which stands for ‘build, acquire, and implement. This will work towards the identification, development, or acquisition of technology solutions and how they are all implemented and integrated into the business structure.

The third will concentrate on the DSS part, which is the delivery, service, and support section, this will entail the delivery of IT services and the management and support to ensure that it is all working effectively and efficiently.

The last is the MEA section, monitoring, evaluating, and assessing IT services within the organisation to ensure that it is all performing in a way that meets the agreed-upon standards and compliance requirements.

Management guidelines 
This area of the structure discusses the provided tools that work to assign responsibilities within the organisation, agree on objectives, measure performance, and illustrate interrelationships with other processes.
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The Centre for Internet Security developed CIS, this framework consists of a set of security controls which are typically described as CIS controls. They are designed to provide specified methods of deterring, detecting, and mitigating cyber threats. It is structured around a set of guidelines that are designed to help secure IT systems and data against cyber-attacks. This framework was developed with the mind frame of having a one-size-fits-all data security solution, however, this has proven to be difficult. [8]

Key components 
There are two main components of this framework. First is CIS controls which are a set of twenty critical security controls that are divided into three categories, which are basic, foundational, and organisational. Then the second is CIS benchmarks, which are a set of detailed configurations that aim to safeguard systems against cyber threats. These are done for operating systems, middleware, software applications, and network devices.
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The ITIL framework consists of a set of best practices for companies to follow which dictate the best methods of managing and optimizing IT services. It helps in several areas, such as risk management, customer relations, establishing cost-effective practices, structuring a stable IT environment, and ensuring growth, scale, and change within the organization. The overall aim of this framework is to align IT services used within the business with the organisation’s overall business goal. It achieves this by detailing several IT practices that include checklists, tasks, and procedures. Which can all be individually tailored to suit any business. 








Key components of ITIL 4
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Natures Garden (NG) is a renowned company that has an international presence. This means that it is an attractive attack premise for hackers. It keeps all its data digitally and uses cloud-based IT services for its operations and customer engagements. Almost 95% of the organisation is run by wireless technology, it is believed that the company chose this due to the benefits that come with it, such as enhanced flexibility and accessibility. It uses a social media presence to promote itself to a broader customer base. 

The need for data security is very evident for this company, as the rise of data breaches keeps causing concern in the modern day. Different vectors are suffering because of this, one paper highlighting how “the present-day healthcare industry has also become the main victim of external as well as internal attacks.” [9]

Another paper on the subject stated the need for several security measures to be implemented within organisations, including “validating input data, implementing access controls, keeping audit trail, backing up data, guiding staff, and code development improvisations.” [10]
Security risks of NG
1. One of the components of the network that stands out as a security risk is the extensive use of wireless and cloud services. This opens the possibility for security threats such as data breaches, unauthorised access, and service disruptions. By using wireless services, the network is susceptible to attacks like eavesdropping and man-in-the-middle attacks. 

2. Another apparent security risk is the use of personal devices within the network, due to employee and customer demand the company has decided to implement BYOD policies. The problem with this is that if there are not adequate security policies in place, this can allow the network to be vulnerable to more cyber-attacks.

3. Another factor of concern is the company’s intellectual property, it is valued at billions and since it has been stated that there are no data security policies in place, the risk of data breaches is too high. 

4. The fourth point of concern would have to be the lack of robust access controls and encryption services, as pointed out by Nature Garden, they currently lack security features in that area. 

5. Lastly, and arguably the most crucial point is that the company does not have set security policies and frameworks in place. This means that the structure of the organisation is being run in a way that avoids needed security plans for the detection, mitigation, and management of data security threats. 
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For Nature Garden to have a robust data security system, the following frameworks will be implemented, ISO 27001, NIST, CIS, and ITL. These were chosen because they provide the needed guidelines for the different areas of a security plan, which includes risk management policies, technical controls, and procedural guidelines, and they also help to influence future improvements in the way that they are structured. 

ISO 27001
This framework will help the company avoid security risks by identifying, analysing, and addressing any concerns that may arise. It includes risk assessments and management procedures that help to evaluate IT risks that can arise from the use of wireless services. It also includes security policies that are reviewed regularly, for NG this will include ones that specify security measures such as encryption and secure access control protocols.

It includes a section on human resource security where it states the importance of employees being aware of their responsibilities with what data is being accessed, how it is being accessed, and how to ensure everything is done securely. It supplies training and regular updates on security policies and procedures.
There are communication security policies in place that help to combat any data risks within the use of wireless services when the data flows, it supplies encryption methods so that it is protected from eavesdropping, interference, or any unauthorised access.

With this framework there are also access control policies set in place, these will limit access to sensitive data and only those with the right authorisation will be able to access it. For cloud services, this can be done by using strong authentication methods. In one paper it boasted the use of a “multi-level authentication technique which generates/authenticates the password in multiple levels to access the cloud services.[11]” Which was proven successful. 

NIST cyber security
NIST is a widely used framework for companies to implement cyber security, it guides data privacy controls that work to ensure that the data is collected, stored, and used following the specified laws and best practices in place. It also has a risk management framework that helps organizations detect, manage, and mitigate any data security risks that may arise. For Nature Garden, this is crucial so that if any breaches do occur then the right steps are already laid down to mitigate the situation. 

Other frameworks will be used along with NIST to ensure that the security plan can be completely tailored to the company’s needs. This is because it is widely recognised that using only NIST will leave the security plan lacking in areas, one paper evaluated it and found that “NIST CSF did not adequately address the compliance assessment process [12]” when it came to their testing. 

CIS controls 
This framework focuses more on prioritising the most actionable steps in data security, it implements direct measures that work towards providing the most comprehensive security structure for nature gardens. It has a policy that works for tracking authorised devices, it includes an inventory that is regularly maintained for all devices that access the network. This will help to ensure cyber safety when employees and customers bring their own devices. There are regular vulnerability scans performed on all devices that work to detect potential security weaknesses.

It includes policies that require secure configurations on all connected devices and hardware. So, if anyone brings their device then they must ensure to abide by this to help lower the risk of data breaches. 

There is enhanced monitoring of traffic flowing through the network, this includes wireless and cloud environments. Any suspicious activity is detected promptly and dealt with. When users access personal emails or websites there should be secure browsing tools implemented into the network as well as ensuring all devices have all the needed anti-malware solutions. 
ITIL 
This framework was developed to address the specific needs of any business, it is designed to be tailored and can also work alongside other frameworks to deliver robust security. Five main categories of this framework would be useful for the specified organisation. The first is the service strategy policy, which entails identifying and managing the risks of the usage of personal devices, wireless networks, and cloud services. The second is the service design aspect, for the NG business this means creating policies that deal with how data is accessed, transmitted, and managed using personal devices or cloud facilities. This framework also enforces the need to ensure that any third-party services abide by the set security requirements. The third aspect deals with any service transition, it adds policies that control any changes that occur within the network so that it prevents new security weaknesses from occurring. It deploys the needed software updates. The fourth section is the service operation policies, which deal with security incident processes and data breaches, it also deploys access controls that perform strict management of who can access what data. The last section of this framework will concentrate on continual service improvement, this will work by keeping regular reviews of the policies and best practices, it will also monitor how the security measures are working out within the network and reporting it promptly.
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To be able to supply a robust security policy plan for nature garden, a multi-approach was used, this included using elements of ISO 27001, NIST, CIS, and ITIL. 
Phase 1
The first stage of the plan would include establishing the preparation needed to define the scope of the information security management system. In this section, both ISO 27001 and NIST were used. ISO 27001 was used to provide a policy that would establish a security governance committee that would be responsible for ensuring policy compliance within the network and planning any needed strategies for future security improvement. NIST would be used to provide a comprehensive risk assessment to be used within the company that would work to detect, manage, and mitigate any risks.

Phase 2 
Phase two will detail any needed implementation of core controls. This will use CIS, NIST, and ITIL specifications. CIS will be used to ensure that all hardware and software are inventoried and managed with all the needed configurations for cyber security. It will also manage continued monitoring of any vulnerabilities within the devices in the network.

There will be access control configurations stated by the NIST framework that will implement strong authentication services. It will also supply encryption services for all sensitive data within transit and rest. Staff will be given regular security training. 

ITIL will be used for service management where it will detail how incidents will be managed, review any changes made, and will plan for service continuity.


Phase 3
Phase 3 will entail the detection and response part of the security plan; this section will use components from NIST. It will be composed of a monitoring system that will perform regular audits that detect unusual activity and monitor for any vulnerabilities within the system. It will also provide an incident response plan that will consist of the procedures that the company will take to respond to any incidents. It will have a recovery plan set forth to restore the network’s services. 

Phase 4 
The last phase of the security plan will consist of measures set in place to ensure continued improvements. It will use components of ISO 27001 and ITIL. ISO 27001 will set policies to conduct regular reviews and audits. ITIL will regularly assess the performance of IT services to ensure compliance with the security policies set. 

[bookmark: _Toc166127835]Conclusion
A study was conducted discussing the following frameworks, ISO 27001, NIST CSF, COBIT, CIS Controls, and ITI. This was to help determine which would be most suitable for Nature Garden. It was decided that a combined approach would be most suitable for ensuring a robust data security plan. Since each framework had its advantages, different policy arrangements were picked and implemented in the final security plan. This allowed the overall structure of the security plan to be tailored completely to adhere to the business’s needs. 

For risk management, both ISO 27001 and NIST CSF played a key role in ensuring that any existing cyber security risks would be managed appropriately and effectively. CIS controls were used to provide immediate protection for the most apparent security risks. To allow for continued improvement, the ITIL framework was used, which focused on ensuring service improvement within the business. 
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1. Meeting stakeholder needs 


2. Covering the enterprise End-to-End


3. Applying a single integrated framework


4.Enabling a holistic approach 


5. Seperating governance from management 



Basic controls 


Inventory and control of hardware assets


continuous vulnerability management


foundational controls


email and web browser protection


Malware defences


Organisational controls


policies


Training


Controlled use of administrative privileges
Data recovery capabilities
processes

Service Value System (SVS)


Describes how all all components and services within the organisation should work together.


The four dimensions of service management 


Organisations and people


Value streams and processes


Guiding principles


Focus on value


Start where you are


Sevice value chain


This is an operating model which works to outline the key activities needed to respond to company needs and management of products and services.


Information and technology


Partners and suppliers


Progress iteratively with feedback


Collaborate and promote visibility


Think and work hollistically


Keep it simple and practical


Optimize and automate



Policy and strategy


ISO 27001


Risk assessment 


NIST



Hardware and software inventory 
Configuration of devices and software
Monitoring of any vulnerabilities in devices


CIS


Authentication services
Encryption services
Staff security training


NIST


Service management


ITIL



Detection


NIST


Incident response 


NIST


recovery plan


NIST



Review and audits 


ISO 27001


Assessment of IT services


ITIL



Management support and leadership


There should be complete compliance from senior management and any essential resources and support should be supplied by them.


Establishing the ISMS


Monitoring and review


To ensure constance data security, the ISMS's performance must be monitored and reviewed for any opportunities in enhancing the security


Continuous improvement


By using insights from the monitoring process, there should be needed improvement applied where needed to ensure that the security remains effective and aligned with the business's objectives


Risk assessment


ISMS's boundaries must be set to be able to create appropriate policies, goals, and procedueres to ensure enformation security


To determine appropriate control and to ensure that the needed mitigation methods are used, the potential risks should be detected and evaluated from both internal and external resources
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