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ANSWER ALL QUESTIONS

1. With a use of a topology
a. Explain the importance of STP protection mechanisms.  (12 marks)
· Root Guard - Root guard is used as an STP feature, with this enabled on a port-by-port basis, it will inhibit a configured port from turn into a root port.
· STP PortFast - PortFast will causes a switch or trunk port to go into the spanning tree forwarding state directly, this will bypass the listening and learning states.
· BPUD Guard - BPDU guard is used as a safety system that will shut down any port configured with STP PortFast upon acknowledgment of a BPDU.
· BPUD Filter - BPDU filter is a very simple way of blocks BPDUs from being transmitted out to any port. Allowing or disallowing BPDU filter to be enabled globally or on a particular interface. 
· STP Loop Guard - STP loop guard inhibits any different or root ports from developing designated ports due to loss of BPDUs on the root port.

b. Design a best suiting network topology to accommodate static route, floating static route and static null routes. Justify your design with appropriate network details. (13 marks)










PortFast
interface f0/10
spanning-tree portfast
spanning-tree portfast default

PortGaurd
interface fastethernet0/1
spanning-tree portfast
spanning-tree bpduguard enable
spanning-tree portfast bpduguard default

Static Route
ip route <address> <netmask> 



2.  Briefly explain
a. Route Summarization in EIGRP. (5 marks)

Route summarisation is used to represent multiple networks by only using a single summary address. This would be found in larger networks that offer a substantial quantity of subnet as this would reduce the number of routes that can be taken and occupied by routers.

b. Discuss common OSPF Optimization techniques. (7 marks)


Some of the common ways are OSPF Route Summarisation, OSPF Virtual Links & OSPF Stub Areas: 

Route summarization is essential because it decreases the amount of the OSPF LSA saturating and the sizes of LSDBs & routing tables, this also diminishes the memory and the CPU consumption on the routers. The principle of stub areas is to introduce default routes into an area, this is so that external & summary LSAs are not swamped. Stub areas are intended to lessen the amount of flooding, the LSDB size, & the routing table size. With stubs improvements can affect how performance & allow for network scale ability to larger network sizes. Virtual links are not a permanent fix, it will only help for certain specific cases, such as backups during down time. 


c. Explain the LSA types in OSPF (8marks)

Type 1 – Router – This is created by each internal router within an area. This done with in an area link, using only a single area.
Type 2 – Network – This is crated by the DR router and using only a single area.
Type 3 – Network Summary – This is created by the ABR router and using an inter-area route.
Type 4 – ASBR Summary – This is very much like type 3 it is created by the ABR but it uses the path to the ASBR.
Type 5 – AS External – This is created by the ASBR and is used to refer to the reallocated routes that have been introduced into the OSPF domain, all this is sent external AS by the ASBR.

d. Authentication, Authorization and Accounting Framework and its use cases. (5 marks)
Authentication, Authorization and Accounting also known as AAA server is impalement to run off a dedicated server due to how heavy it can affect services.
This is used to track active users’ activities on the network using IP address, this can also be used to control and limit their access to the network resources. There is different variation of the protocol that get used, cisco uses TACACS+ Allowing for the ability to access network servers, routers and other network devices.

3. ABC Multinational company is planning on setup its branches in Wales. Initially, they propose to set up two branches (one at Swansea and another at Cardiff). You have been hired as a Network Infrastructure Associate. You are asked to lead and successfully complete this new setup. The key objectives of your design must provide

· Secure scalable network 
· Efficient network manageability
· High Availability 
· Secured Remote Access

Your answer must address (not limited to) the technical aspects (LAN/WAN design, topology, architecture, choice of devices, redundancy, technologies, implementation, etc) addressing the key objectives including planning, designing, project management, risk assessments, etc (50 marks)
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