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[bookmark: _Toc133767421]Abstract
These days, we rely a lot on connected technology, which has permeated every aspect of daily life. The necessity to strengthen those security areas becomes crucial when the digital market gives in to these demands and is overrun by interconnectable devices that lack adequate protection. Due to the high demands, aggressive pricing, expense, and time required to research, the security aspects are neglected. Some examples of IoT devices include wireless doorbells, IP security cameras, wireless sensors, medical gadgets, and wearable technology.
Smart devices connect to the internet and have the capacity to use network resources to update software, gather and store personal data, and communicate with other devices, hence the security of these devices is an area that must be improved and mitigated. These devices and the network would be vulnerable to attacks if the security of these devices was compromised or not configured. DDoS attacks, which saturate the network with a lot of network traffic, are one such frequent attack.
[bookmark: _Toc85392656]The Software Defined Network (SDN) is one place where some security upgrades can be mitigated. An SDN architecture typically consists of three layers: an infrastructure layer, a control layer, and an application layer. Northbound and southbound APIs are used by the layers to communicate with one another. 
Concerns about the vulnerability of personal, confidential, and sensitive data are raised because of the security flaws in interconnectable devices, which has led to research being done to mitigate and enhance security flaws in networks and smart devices. In this study, it is suggested that network packages be built using the open-source software Scapy, sent via a simulated SDN network in Mininet, and then captured and identified using the open-source software Wireshark. 
[bookmark: _Toc133767422]1. Introduction
An innovative new network paradigm is the software defined network (SDN). It is being employed in data centres and operator networks because it can handle the rising needs of future networks. Distributed Denial of Service (DDoS) attacks are one such basic security issue that it still confronts. When the network is subject to DDoS attacks, the SDN controller will become isolated from the rest of the system and lose centralised control. DDoS attacks are thus one of the most significant security dangers to SDN and can therefore jeopardise its fundamental benefit, centralised network control. 
Most DDoS attack detection techniques utilised in SDN are adaptations or modifications of techniques used in older networks. The statistical information entropy-based algorithm is a popular DDoS detection technique. The accuracy of this method depends on the choice of the threshold, but it can analyse a lot of traffic data rapidly and inexpensively. As smart devices expand rapidly into the market, the security risks and implications of these devices pose a high risk to users if not properly mitigated. Smart devices have the capability of collecting and storing information, and if not correctly secured can pose a risk of attacks, from attacking the device to accessing the network through weaknesses in unsecured smart devices. [1]
The forecast predicted from 2015 Statista Research Department for IoT devices being connected by 2025 would reach more than 75 billion. [2]
Traditional IP networks are difficult to administer and are complex. Network administrators must configure each individual network device separately using low-level, frequently vendor-specific instructions to express the necessary high-level network policy. In addition to configuration complexity, network environments also need to withstand fault dynamics and adjust to load fluctuations.[3] 
In today's IP networks, automatic reconfiguration and response mechanisms are essentially non-existent. The needed policies must consequently be strictly enforced, which is extremely difficult in such a fluid atmosphere. The fact that present networks are vertically integrated just adds to the complexity. The control plane, which decides how to manage network traffic, and the data plane, which forwards traffic in accordance with the control plane's decisions, are combined inside networking devices, which limits flexibility and prevents the networking infrastructure from evolving and innovating.
Even though IPv6 was just a protocol upgrade, the transition from IPv4 to IPv6, which began more than ten years ago and is still mostly unfinished, is evidence of this difficulty. A new routing system may take five to 10 years to develop fully, be tested, and be put into use due to the persistence of current IP networks.[3]
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Description automatically generated]A new networking paradigm called software-defined networking (SDN) offers hope for changing the limits of existing network infrastructures. By separating the network's control logic (the control plane) from the underlying routers and switches that forward traffic (the data plane), it first destroys vertical integration. Second, the separation of the control and data planes reduces the complexity of network configuration and development by turning network switches into straightforward forwarding devices and implementing the control logic in a logically centralised controller. [bookmark: _Toc133767380]Figure 1 - SDN and Traditional Network Infrastructure. Adapted from [3].





The network infrastructure of both traditional networks and SDN is shown in figure 1 above. Another SDN structure adapted from [3] is shown below.
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Description automatically generated]   [bookmark: _Toc133767381]Figure 2 - Abstraction of SDN’s Architecture. Adapted from [3]

The concept of a "software defined network," or SDN, has completely changed networking. Data centres and operator networks are using it more frequently since it can handle the increasing demands of future networks. Distributed Denial of Service (DDoS) attacks are just one of the fundamental security issues it still confronts. When the network is being attacked by DDoS, the SDN controller will become isolated from the rest of the system and lose its centralised control. DDoS assaults can thereby jeopardise the core benefit of SDN, centralised network control, and they rank among the most significant security risks for SDN.[4]
Most of the DDoS attack detection techniques utilised in SDN are adaptations of techniques used in conventional networks. A popular DDoS detection technique uses an algorithm based on statistical information entropy. This method may swiftly process a lot of traffic data at a low cost of calculation.
A high number of packets are transmitted to the target network as part of the DDoS attack on the SDN controller. The switches will not locate a flow entry that matches these packets' faked source and destination IP addresses and will treat these mismatched flows as brand-new flows. The switch will then either forward the packet directly or send a packet in message to the controller. These packets forwarding routes are chosen by the controller in the SDN. A significant portion of DDoS attack flows are masked as valid traffic, consuming the controller's resources continuously and preventing the controller from processing newly arriving genuine packets. The controller turns off as a result, and the structure of SDN is lost.[4] 
[bookmark: _Toc133334286]A simulation of a DDoS assault employing a floodlight controller and an openFlow switch is depicted in fig. 3, adapted from [5], and it depicts DDoS threat actors targeting the switch, which is a popular DDoS attack since switches in software defined networks might be vulnerable.
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Figure 3- SDN major research areas. Adapted from.[6]
Software-defined network vulnerabilities that give access to regions of hot research subjects which is shown in figure 4 above.
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Description automatically generated]Through a configurable central controller, SDN controls its flaws. To achieve fault tolerance, the controller's architecture must have redundancy. To provide fault tolerance, two or more SDN controllers are paired together, with one of them serving as a virtual SDN controller. To provide dependability and fault tolerance in conventional networks, the network administrator configures the Virtual Router Redundancy Protocol (VRRP). Additionally, anytime a network failure is identified in traditional networks, several network management tools are utilised to produce alarms. The network administrators who are always keeping an eye on the network via a network management system then tackle this error.[5]
Computer networks are now seriously threatened by DDoS attacks. Such attacks cause the network's performance to decline by using up all available resources and disabling several services. When the attacker purposefully depletes resources, preventing hosts from using the targeted service, this attack is deemed effective. DDoS attacks can be carried out in a variety of ways, including host-based attacks and network-based ones. In host-based attacks, one or more hosts target applications to take advantage of their memory layout, authentication protocol, or algorithm.Figure 4 - A representation of a DDoS attack simulation. Adapted from.[5]

[bookmark: _Toc133767423]1.1 Aims 
The aim of this project is to detect abnormal data traffic in a simulated software defined network environment.
[bookmark: _Toc133767424]1.2 Objectives
· Compare traditional networks and Software Defined Networks.
· Conduct literature reviews on DDoS threats and vulnerabilities of Software Defined Networks.
· create a simulated SDN network, send normal and abnormal DDoS traffic.
· Capture packages using Wireshark.
· Compare and analyse results to determine differences in normal and abnormal network traffic.
[bookmark: _Toc133767425]2. Vulnerabilities & Threats.
Recent DDoS attackers are extremely skilled and frequently developing new types of attacks on established networks. Given SDN's vulnerabilities, it should be clear that different DDoS attacks may readily target it. SDNs may be subject to assaults that likewise target conventional networks. However, because traditional defences assume switches to be intelligent, whereas separation of control and data planes forces SDN switches to be dumb forwarding entities that forward packets in accordance with the rules set up by the SDN controller, solutions that work for traditional networks may not be directly applicable for SDNs. The OpenFlow protocol will need to be fundamentally redesigned to provide a comprehensive defence to adapt traditional defences for SDNs; otherwise, many traditional attacks, such as Distributed Denial of Service attack, ARP poisoning and LLDP spoofing, will continue to manifest in SDNs.[6]
Other common DDoS attacks include:[6]
· ICMP/Ping Flood Attack - In this kind of attack, the attacker floods the target with ICMP echo requests, disrupting the services that other apps on the target rely on. This kind of attack requires the attacker to rapidly send echo requests to the victim.[7]
· TCP SYN Flood attack - In a TCP SYN flood attack, spoof IPs are used to flood the victim with fraudulent SYN requests. All the victim's ports are blocked because of the numerous fake SYN requests, preventing it from connecting to genuine users.[7]

· HTTP Flood Attack - These attacks flood the server with fraudulent HTTP requests coming from different IP addresses. The initial connection for HTTP communication is never finished since the IPs are spoofs, and fraudulent connections are maintained with the server for an extended period. After a given amount of time, the server ceases to connect new and unsuspecting users.[7]

· UDP Flood Attack - A UDP flood attack aims to transmit the target traffic that contains UDP datagrams. The attack requires spoof source IP addresses when conducted from a single host. The victim receives an enormous number of datagrams, which causes a buffer overflow. Huge amounts of bytes are transmitted when UDP flood occurs.[7]
· Smurf Attack - A variation of the ICMP ping flood attack is the Smurf attack. The key distinction is that in a Smurf attack, the attacker uses the victim's IP address as the source IP while sending ICMP echo requests, which causes the victim to receive an overwhelming volume of ICMP echo replies from unknown hosts.[7]
2.1 [bookmark: _Toc133767426]Motivation
To ensure that SDN are secure against DDos threats and attacks. DDos attacks on IoT devices and Software Defined Networks lead to attacks on the network and the collection of important private details and documents. This is since IoT devices and SDN are in high demand and security of these devices and networks are not always the focus and often overlooked. By using some of the ideas presented in this paper and identifying areas of improvement to increase the security measures to detect abnormal DDoS network traffic at the earliest point. The proposal identifies that having a stateful SDN to mitigate the threats and to use deep packet inspection and blockchain technology to detect Distributed Denial of Service threats. This proposal would give a two-point detection of threats before reaching the controller of the SDN. Other proposals have included one point of detection and one point of mitigation.
[bookmark: _Toc133334287]Using the above proposal solution would enable to detection and mitigation of DDoS attacks and threats and help secure the network against such attacks.

[image: ]
[bookmark: _Toc133767382]Figure 3- Topology of a DDoS attack tree for software defined networks. Adapted from [9]

[image: Chart, bar chart

Description automatically generated][bookmark: _Toc133767383]Figure 4 - Project timeline Ghantt chart 


[bookmark: _Toc133767427]3. Literature Review
Traditional Networking vs Software Defined Networking
Software Defined Network (SDN) is an evolving network paradigm, and this promises to change and improve modern networks to meet the ever-demanding needs. This compared to traditional networks which are complicated to oversee and manage, this is because traditional networks are vertically integrated, the controllers and data planes are encased together which complicates the management of the network. Whereas SDN detaches the data plane from the controller and has a central control logic to program and manage the networks remotely and facilitate network evolution.[8]
Traditional network infrastructure has been struggling to keep up with modern day demands, they have been unable to address the requirements of high connection speeds, high bandwidth, dynamic architecture and management, cloud computing, virtualisation and accessibility, these requirements are at present being met by Software Defined Network (SDN) which is evolving to become the revolution to traditional network infrastructure.[3][9]
Traditional networks differ from SDN network in its structure, as traditional networks use the TCP/IP model which encompass seven layers in the structure, these are the Physical layer, the data link layer, the network layer, the transport layer, the session layer, the presentation layer and the application layer, these layers are utilised through network hardware such as routers and switches and other network devices to gain network connection, the connections and communication between these devices are achieved through relevant network protocols. The architecture maps out the overarching structure which leads way for way data proceeds between, from and to network resources.[3][9]
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[bookmark: _Toc133767384]Figure 5 - A visual look and comparison at the Traditional and SDN functionality layout showing the separations of the planes. Adapted from. [12]



These resources are traditional hardware which need manual implementation, updating and configurations. One of the main differences between traditional and SDN network is SDN is software based and traditional networks are hardware based, unlike traditional networks SDN communicates easier and better, this facilitates SDN network to be easily managed and more flexible through virtualisation of the SDN control plane. IT administrators can implement and manage new devices and the network remotely which gives way for administrators to handle greater detail from the centralised connected User Interface (UI) to handle network traffic flow. As the need in enterprises for increasing network demands the traditional network becomes almost impossible to keep up and maintain whereas SDN is much easier to implement and manage additional demands and expansion with ease through the software based SDN network.[8][3][9]
The demand in the growth of the ever expanding cooperate networks that became challenging in traditional networks made way for new approaches to combat these new challenges, an approach that would enable network administrators and IT professionals to expand and to better manage networks, this paved the way for innervational paradigms that can be set up and managed programmatically and control network interfaces through OpenFlow protocols. One such in paradigm is Software Defined Network.[8][3]
Software Defined Network (SDN) is in the progress of replacing traditional network infrastructure as traditional networks won’t be able to keep up with future demands, at present SDN is constantly evolving and promises to resolve the issues facing traditional networks. SDN can offer IT professionals the opportunity to control network configurations and programmatically set up the networks and additional infrastructure. With SDN the control plane is software based which gives access to enabling devices and track traffic flow on the network.[8][3]
There are three primary layers to the SDN architecture, these are application plane, data plane and the control plane, it also comprises of two interfaces, the northbound API, and the southbound API. [3]
The southbound API connects with the SDN controller, the switches, and routers with the OpenFlow protocol interface.[3]
The northbound API connects the applications to the controller, the applications communicate with the controller to inform it of their needs and in reply the required services convey what they have.[3]
The control plane provides a network forwarding and centralised control through an open interface to forward network actions. The control plane in general consists of three main layers, these are: Network operating system layer, network abstraction layer and the device layer.[3]
By the separation of the data and control planes of the SDN network enables the centralised control plane to provide hardware deduction and replace it with SDN applications, whilst the data planes only responsibility is the forwarding of the data packets. Each switch in the network requires individual flow table maintenance, this is accomplished by the OpenFlow (OF) protocol.[3]
SDN is a manageable, scalable, programmable, and simple infrastructure which de-couples the data and the control plane. The SDN networking architecture makes complex traditional network operations simple by the separation of the planes, this enables a virtualised network with a centralised network control and simple packet forwarding along with software-based traffic analysis.[9]
[image: Diagram

Description automatically generated]Network segmentation of SDN network security is one intrinsic benefit. SDN network segmentation encompasses subnetworks within a larger network resulting in the organisation and compartmentalisation of network traffic and efficient bandwidth and reducing the attack surface which in turn decreases data security breaches.[3][10][bookmark: _Toc133767385]Figure 6- SDN Architecture According to Govindarajan et al. Adapted from.[6]

Virtualisation and SDN has empowered and simplified network infrastructure and the functions to manage and control the network in a more efficient and cheaper way. The advantages of virtualisation include software based single centralised dashboard which is faster and easier to access remotely if there are adaptations to make or is a security breach, people who would need to be notified can be instantaneously. Another advantage would be the network scalability, this is faster and easier to update and make changes to network components to improve network scalability through virtualised network management.[11][3]
As SDN has a single management console it makes it easier to track and control the security elements of the network providing a better security strategy. As the security elements of SDN is paramount to provide an integral and usable structure. For this to take place security elements need to be fully integrated into the SDN infrastructure/architecture. Other challenges of SDN include the continuity of service especially in larger networks, scalability, reliability, and the locations of the controllers needs to be addressed. The focus of the SDN infrastructure lies on the layered architecture, the separation of the hardware from the software and virtualisation to emerge the best alternative to traditional network.[3][11]

[bookmark: _Toc133767428]3.1 DDoS attacks against SDN
Several evaluations cover the methods for detecting DDoS attacks against SDN controllers that are currently in use. Thus, a qualitative comparison is made in this section to highlight the distinction between this review and others.
To grasp the crucial problems associated to DDoS attacks against SDN and to establish a more efficient detection method, a thorough analysis of numerous existing detection approaches was conducted. 
Kreutz et al suggest in their study that examines Software Defined Networks (SDN) as a whole, the paper describes how SDN functions, a thorough explanation of the three essential components of the SDN infrastructure, which simplifies network management and promotes network evolution. The authors discuss the difficulties associated with SDN, such as debugging and troubleshooting. The remainder of the paper explains the SDN paradigm, which separates the network's control logic from the switches and routers underneath.  
This study examines the network layout modifications brought on by vertical integration. As network devices are bundled together, this layout shift reduces the devices' flexibility and inhibits innovation.  The application programming interface (API) of the SDN infrastructure allows for programming since SDN separates the control plane from the data plane.[3]
The SDN infrastructure is a key component of the approach to identify and counteract DDos assaults on the network, and this paper provides an extensive overview of the SDN architecture. This paper provides a thorough overview of software defined networking, including the architecture, justification, key ideas, and distinguishing characteristics of SDN, such as its performance, security, resilience, reliability, and scalability. This paper explains software-defined networking with an emphasis on its principles, context, distinguishing characteristics, and challenges.[3]
Understanding the SDN network design's layout and infrastructure will make it easier to determine what needs to be done or what needs to be set up to be able to combat DDos assaults on a network. The SDN is the foundation of the proposed mitigation strategy for these assaults, and a thorough understanding of SDN would enable the proposer to implement the proper setup needed for the proposed.[3]
Neres Carvalho et al proposed in their article which uses entropy as a mechanism that works alongside the controller to detect DDoS attacks on an SDN through the statistics of flows generated by the OpenFlow switches. The idea of identifying DDoS threats at the Software defined networks and the usage of entropy on the OpenFlow switch and the central controller are introduced in this study. This approach was suggested because it has a low overhead and can identify threats by observing network traffic behaviour. This method is particularly adaptable since it can be changed to satisfy the controller's criteria, which can be established by the network administrator. The identification of unusual network traffic in the SDN data and control layer, as well as security concerns regarding the design of SDN due to the increased attack surfaces in the network caused by the decoupling of the application and data plane layers, are the main topics covered in this article. 
To identify the incoming packets that arrive at the controller, it employs the controller of the SDN plane and the entropy. Test results showed that the Entropy in an SDN system can identify abnormal traffic with a high degree of accuracy and a low percentage of false positives.  As a result, the SDN can lessen attack. This literature is relevant to the idea since it makes use of SDN and entropy to identify and counteract DDos attacks on networks.[8]
The three core ideas of the OpenFlow architecture, which monitors the flow tables for unusual flow behaviour and deletes, forwards, or drops flow entries on the programmable interface, are the emphasis of this work. This is accomplished by comparing the packets to the flow table; if they match, a predefined action will be taken; otherwise, the packet will be forwarded to the controller through a secure communication channel, where the controller will make the subsequent decision and wait for the subsequent instruction.[8]
The ideal situation would be to stop DDos attacks before they reach the SDN controller by detecting them at two different locations. One point of detection before sending to the controller to mitigate is insufficient to stop an attack because DDos threats and attacks are increasing in frequency and sophistication. As the use of more connected devices becomes increasingly commonplace, it is important to keep the network and these devices protected from attacks. 
Using a 2-point detection and 2-points of mitigation, this study proposes a system that mitigates DDos threats but has certain drawbacks from a DDos assault because packets would be transmitted if they were not pre-defined.[8] The topic of identifying denial-of-service attacks is covered in a lot of academic works. Although entropy is a useful indicator for spotting DoS and DDoS attacks, it can be manipulated and is prone to false positives when the network's fundamental behaviour changes.
This research paper surveys the existing and emerging strategies for the detection and mitigation of DDoS attacks on the SDN network. The surveys carried out in this paper investigates the weaknesses of the layers of the SDN architecture and the strategies that enforce security issues and where SDN is used as an enabler for future strategies. The classification of new methods or tactics for the detection and reduction of DDoS in SDN is one of the contributions of this study by Valdovinos et al. Based on the review of the literature, the proposal of a taxonomy that includes SDN-specific strategies for DDoS protection, SDN-specific strategies that can be implemented as controller-based applications, and SDN-specific strategies that use SDN as an enabler but are not specifically designed for SDN. The proposed taxonomy encompasses both established detection and mitigation methods, such as statistical and machine learning (ML)-based strategies, as well as cutting-edge technologies, including blockchain, network function virtualization (NFV), honeynet, network slicing (NS), and moving target defence (MTD)-based techniques.[12]
Aladaileh et al highlights detailed explanation of security issues in SDN, including the impact of DDoS attacks and the most frequent types of DDoS attacks on the SDN controller, comparative analysis of this survey with other related surveys in related fields, and detailed analysis of different types of DDoS attacks on SDN controller and the various techniques to detect them. Depending on the protocol utilised or the layer targeted, DDoS assaults can be categorised. Most attacks against the control layer use TCP, ICMP, or UDP packets to consume the victim's bandwidth. 
Attacks on the application layer typically aim to prevent genuine users from using services by depleting the server's resource. Another area the authors highlight is the “Sourced-Based Technique” To stop a DDoS assault before it starts, source-based measures are deployed close to the attack's origin. DDoS attacks often overwhelm the switch table by saturating the network with forged IP packets until the controller is unable to handle the pace of incoming packet arrival and its resources are exhausted. In such a scenario, the central SDN controller turns into a single point of failure.[13] 
[image: Diagram

Description automatically generated]According to Fonseca et al, a DDoS attack on the SDN controller entails a persistent attacker sending IP packets with random headers to take down the controller. To increase the resilience, a backup controller was implemented. Nevertheless, as the secondary controller can also be exposed to DoS or DDoS attacks, a DDoS detection technique was necessary. Due to the risk of many controllers developing cascading faults, the usage of multiple controllers could not completely alleviate the DDoS attack problem. 
[bookmark: _Toc133767386]Figure 7 - Primary & secondary controller communication. Adapted from.[17]
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[bookmark: _Toc133332351][bookmark: _Toc133334293]     [bookmark: _Toc133767387]Figure 8 - CPRecovery topology in Mininet. Adapted from.[17]

Using the component organisation of NOX, the work reported in this paper generated a component for resilience improvement. This type of structure has shown to be a simpler and easier method for putting management network applications into place without suffering efficiency losses. In addition, the Primary-Backup technique helps an SDN network's resilience. Unlike the scattered technique, where the controller would need to get the necessary information from each switch, this strategy is appropriate for this sort of network since a centralised control exists and concentrates the information that needs to be replicated in one place of the network.[14]
Effective detection techniques are crucial for attack detection and response because the effects on the SDN when a DDoS attack targets a controller are more severe. DDoS attacks on SDN controllers have been detected using a variety of techniques up to this point. The architecture, timing, and characteristics of each technology approach have a different design and definition.
David et al demonstrated that their suggested strategy has a high detection rate for DDoS attacks. The suggested method involves extracting various traffic elements, followed by the calculation of four attributes based on DDoS characteristics. Observation reveals that calculated attribute values are extremely high during DDoS attacks. All four attributes are compared to a threshold value, and a DDoS attack is confirmed if it exceeds the threshold. This threshold value varies depending on the state of the network and is adjusted on a regular basis. 
Experimental findings show that the suggested strategy significantly outperforms existing methods that use time series models for prediction in terms of detection rate, accuracy, and computing time. Due to the significant variation in Internet traffic and the frequent occurrence of genuine peaks, all statistically based DDoS attack detection methods reflect the risk of detection and false negatives, especially for complex attacks. 
It is demonstrated that the suggested approach can detect DDoS attacks with a high detection rate. The survey on DoS and DDoS that Gillison (2016) did indicates that they are expanding exponentially every year. If a company is not adequately safeguarded against these attacks, the systems could become infected, resulting in loss of money and harm to the company's reputation. Having appropriate security measures is therefore essential for every firm to survive. This indicates that there is still potential for improvement in the detection and countermeasure mechanisms with the currently available methods.[15] 
In the research carried out by Kandoi et al, two types of DoS attacks against SDN networks are examined. By flooding the network with expertly constructed packets that the switch must then deliver to the controller, the attacker intends to use up all the control plane bandwidth in the initial attack. The authors are unaware of any previous in-depth analyses of this attack. The second attack seeks to overwrite the packet forwarding rules stored in the switch's memory. 
This study's objective is to simulate various assaults on the Mininet architecture and examine their results. Also, go over different defences to lessen the effects of these attacks and analyse the benefits and drawbacks of these defences. Configuring an ideal idle timeout value and using flow aggregation are two potential defences against an attacker filling up switches' flow tables. These numbers could be used as timeout settings for flow rules to ensure that entries are eliminated before the switch's flow table overflows. The timeout values can be adjusted even more precisely. 
Lower timeout numbers do, however, trade off performance, another method of thwarting this attack uses flow aggregation, in which a single entry from a flow rule is utilised to match many flows. The authors compare the forwarding and describe their findings using a simple kind of flow aggregation found in the POX controller. With the forwarding, the l2 learning module installs rules with exact matches on source and destination MAC addresses. rules are installed using only the destination MAC address by the l2 pairs module. Flow-aggregation is appropriate for networks that do not need a high level of control over individual flows, despite being more scalable.[16]
For the networks of the public sector, private sector, and academic institutions, SDN still poses numerous research and operational issues according to Cox et al. These difficulties have led to the development of various SDN solutions that are ad hoc in nature and difficult for other companies to adopt. To progress SDN and speed network operators' adoption of it, this article aims to pinpoint some of the many issues that still need to be solved. The easiest way to describe SDN is as a networking paradigm that separates the control plane from the data plane, enabling centralised network management and a global network view where network applications run on top of a network operating system (NOS).
SDN is also mainly used with layers 2-4 of the OSI model and other orthogonal protocols, such MPLS, because it only deals with packets at the header level. As a result of SDN, the underlying infrastructure is isolated from network applications and has a logically consolidated network intelligence and state. Network operators who are thinking about implementing SDN are concerned about its current limitations. As a result, this research addresses some of the limitations and unresolved issues now plaguing SDN implementations. 
SDN has found applications across a wide range of technologies, including virtualization, security, wireless, and many others, where there is further potential for SDN's development. In this article, the authors have provided a comprehensive analysis of SDN, its enablers, and present research prospects and difficulties, Opportunities for progress with SDN's control plane and data plane, interoperability with virtualization technologies, security impacts and issues, modelling and simulation technologies, hybrid networks, software-defined infrastructures, and other developing technologies.[17]
Galeano-Brajones et al suggested a method to detect and mitigate DOS and DDOS threats using entropy-based stateful SDN architecture. Entropy values are used for the detection method and SDN for mitigating the attacks by adding entries to the flow table of the switches. It is proposed in this literature that, to secure IoT traffic using Entropy and stateful SDN to detect and mitigate DDos threats and attacks. 
There are three stages in this model that must be implemented to enable the detection and mitigation of DDos attacks these are – Traffic flow monitoring, Anomaly detection and mitigation. 
Entropy algorithm is used to monitor and detect IoT traffic and anomalies in network to identify malicious traffic. To mitigate the threats that are detected, is achieved by new flow rules added to the switches with high priority to match the rule with suspicious package. 
The controller configures the rules in the switches using OpenFlow standard messages, sending messages FlowMod. There are different mechanisms to mitigate the attack like black holes, the Intrusion Detection System (IDS), even advanced techniques such as Deep Packet Inspection (DPI). In this work, the mitigation algorithm is implemented, configuring different rules in the switch, which drops the suspicious packets.[1]
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[bookmark: _Toc133767388]Figure 9 - A flowchart of the Entropy Based Algorithm. Adapted from.[1]

The algorithm begins by retrieving the data plane's states, calculating the system's entropy and the limits of each monitored parameter's distribution, and then checking whether the entropy values are abnormal and agree with trends. If a threat is identified, it is neutralised by sending the corresponding flow rules to the data plane. Finally, a window wait is performed before the algorithm resumes. 
Since stateful SDN has been used to recognise and defend against DDos threats and attacks, numerous studies and testing have been carried out in support of the idea. With the use of this information, it is possible to identify areas and gaps that may be investigated and put to the test in order to create new mitigation strategies for threats and attacks on SDN networks and devices. 
Given that the plan is also centred on utilising SDN and Blockchain technology to identify and mitigate DDos dangers and assaults, it is assumed that this study has a promising SDN side to recognising and lowering DDos risks and attacks. The study also suggests areas for further study, like the creation of various statistical tools that could help with the earlier detection of these threats and assaults.[1]
Deep packet inspection is used by Mcdermott et al to find botnet activity on IoT networks and devices. In this study, the authors propose two approaches for deep packet inspection-based anomalous activity identification. Preliminary research experiments were conducted in a sandboxed botnet environment. Performance evaluations were done on an infected IoT device to evaluate if there was any influence on the device's functionality or performance. It was determined that botnet activity detection would be nearly impossible to detect because the gadget did not exhibit any indicators of degradation.[9] 
This research focuses on two methods for identifying botnet activity in Internet of Things devices.[9]
“A detection model which utilises Term Frequency-Inverse Document Frequency to provide a similarity score for traffic behavioural analysis”. [9]  And
“A detection model which utilises a Deep Bidirectional Long Short-Term Memory based Recurrent Neural Network (BLSTM-RNN) to extract intelligence from textual features, normally discarded by other flow-based detection methods”. [9]
These operations were carried out at the data packet level using word embedding and text recognition within features, which are typically ignored by flow-based detection approaches. In this study, the authors discuss the increasingly complex and numerous botnet and DDoS attacks on IoT networks and devices. 
The authors provide two approaches to botnet detection because many prior approaches have mainly concentrated on traffic flows rather than network packets. The deep packet inspection approaches the authors suggest focuses on network packets. A "model that comprises of term frequency-inverse document frequency (tf-idf)" is the first approach suggested in this research.[9]
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A "model based on a Deep Bidirectional Long Short-Term Memory based Recurrent Neural Network (BLSTM-RNN)" is one approach the authors suggest. These techniques use the command-line tool tshark to collect packets. Given that the proposer intends to use deep packet inspection as one detection method to uncover DDos attacks, this work is pertinent to the project. To assess if deep packet inspection can be used in conjunction with the other suggested ways, it will give an overview of the experiments that were conducted and the results from those tests.
To identify unusual behaviour, this article investigates two deep packet inspection techniques, as mentioned above. This technique will also be utilised to identify DDoS and botnet attacks. This paper's main goal is to propose a technique for detecting botnet and DDos attacks on consumer IoT devices using the tshark tool because it provides maximum coverage and can record a wide range of features and protocols to perform traffic analysis. This technique will help to identify matched patterns with behaviour that would be found in the attack dataset, which will indicate the presence of known attack patterns.[9]
In the flow-based approach, the pre-set trigger mechanism can determine whether an attack is occurring in the network before launching the attack detection algorithm if it is. Regardless of whether the attack time has already happened, every packet in the network must be examined using the package-based technique. In contrast, the flow-based detection approach is more effective and uses fewer system resources. [5] 
In an SDN environment, the two primary DDoS attack detection techniques are packet-based detection and flow-based detection. The packet-based detection approach should examine all network packets, whereas the flow-based DDoS assault detection method evaluates the switch's flow tables. If an attack is present in the network, the flow-based method's pre-set trigger mechanism can choose whether to launch the attack detection algorithm afterward. Regardless of whether the attack time has already happened, the package-based technique must inspect every packet in the network. The flow-based detection approach is more effective and uses less system resources in comparison.[30]
According to Singh et al., the fundamental security criteria for blockchain technology include "maintaining integrity of transactions, non-forgery, effective authentication, immutability, and reliability". Another area where the single point of failure issues found in the SDN infrastructure can be avoided is the decentralised processing infrastructure. 
The "distributed ledger that is stored in a distributed database and is maintained by participating nodes" embodies what blockchain technology is. Blockchains are cryptographic decentralised ledgers that operate independently of any third entity, such as a bank or an authentication server. They are being utilised in peer-to-peer networks. Records or transactions are stored in blocks, and only authorised users are permitted to make changes to them so that other nodes can see and verify the change.[10]
Much work needs to be done and that the researchers still have a long road ahead of them in most blockchain-based DDoS protection solutions. Blockchain offers a distributed ledger management system that upholds transaction integrity, immutability, and dependability. Additionally, it offers reliable authentication between blockchain nodes. As a result, most DDoS protection strategies revolve around using the blockchain as a tool for recording and managing transactions through smart contracts. The use of blockchain is still in its early stages. 
While attempting to discover a DDoS solution, a few other technologies, such as SDN, are also becoming important. SDN and blockchain by themselves are insufficient for two. However, the two might complement one another. Blockchain enables inter-domain use, whereas SDN enables intra-domain use. Neither should require a specialised registry or other distribution mechanism for them to function together as an overlay network.[10]
Whilst Shafi et al focuses on botnet attacks on SDN networks and the mitigation strategies using blockchain technology. It highlights the possibilities of the SDN network being attacked and or machines within the SDN network contributing as a botnet as part of an attack towards another network. One of the focuses in this paper refers to the development of a botnet prevention system that uses both SDN and Distributed Block Chain (DBC) to detect and mitigate DDoS and botnet attacks.[18]  
SDN and blockchain technology have a lot of potential to address the fundamental issues with IoT, including security. In this work, researchers suggested leveraging these technologies to avoid botnets. These methods are used in the proposed approach to update a flow table. A flow rule is verified using blockchain technology, and an authorised flow table is always available for download. Blockchain characteristics also prevent IoT devices from becoming enmeshed in botnets.[18]
Ejaz Ahmed et al discussed within this paper the proposal of an Anomaly Detection System (ADS) at the core of the network against potential threats and attacks through flow packet detection and examination close to anomalous sources. It is possible for an imperfect and biased approximation of the underlying traffic patterns due to the intrinsic loss of the packet sampling process. Commercial routers also include proprietary software, which makes them locked to outside manipulation. Considering this, one of the trickiest issues in network security is spotting malicious packets on the specified network path. In the authors view, the emergence of Software Defined Networking (SDN) presents a singular potential to efficiently identify and counteract DDoS attacks. 
The DDoS flooding attack's fraudulent flows can be identified and successfully prevented by utilising SDNs characteristics including software-based traffic analysis, logical centralised control, dynamic flow insertion and deletion at remote switches, and network-wide visibility. ADSs deployed in-line in network cores to protect against potential threats is a desirable option for meeting application security requirements. However, a change from sampling-based in-line ADSs to a complete flow/packet investigation technique is necessary to sustain wire rates and greater detection accuracy.[11]
Wang et al proposes a deep learning hybrid model – Convolutional Neural Network and Extreme Learning Machine (CNN-ELM) to improve the detection of DDoS attacks in SDN network. The proposal helps to detect abnormal traffics accurately but also detects more efficiently, this consists of two modules anomaly detection module (Lightweight hybrid deep learning) and anomaly mitigation module.[19] 
SDN defence system for online, real-time DDoS attack detection and mitigation which combines the CNN-ELM intrusion detection system with an SDN-based IP traceback method. Comparatively speaking, the CNN-ELM intrusion detection approach has a greater detection accuracy. It is necessary to create a blacklist of unusual traffic to efficiently identify the source of assaults. Memory space is conserved by only recording aberrant packets that the IDS has identified. The blacklist is made to enable effective IP traceback using the packet/flow's timestamp field and by delivering flow table commands, abnormal flows are completely isolated from the root cause to successfully mitigate DDoS attacks. [19]
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Description automatically generated][bookmark: _Toc133767391]Figure 12 - The proposed SDN-Based architecture proposed by Yungaicela-Nala et al to detect Application and transport layer Distributed Denial of Service threats and the proposed experimental setup of the network architecture. Adapted from.[23]

[bookmark: _Toc133334297][bookmark: _Toc133767429]Yungaicela-Nala et al propose a multiple approach to detect DDoS attacks on the application and transport layer of SDN using Deep Learning (DL) and Machine Learning (ML), which resulted in a 99% accuracy on testing set (unseen traffic), and 95% accuracy on detection of DDoS attack on
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Tests carried out and presented in this paper with the proposed solution using Artificial Intelligence to detect 2 types of attacks on the application and transport layer of the SDN against DDoS attack. The first is a modular modifiable SDN-based Architecture that can detect diverse attacks with high accuracy rate, the second was the exploration of 3 ML models and 4 DL models which showed a performance accuracy of above 99%.  
The trained models' detection rates remained high enough under the suggested configuration. It was concluded that the GRU and LSTM models maintained the highest detection rates in the inline model evaluation when it was displayed as a ranking of the top models tested on the testbed. [20]
In 2022 Batool et al proposed an Entropy-based statistical approach using a 3-phase detection scheme to detect and mitigate TCP SYN flood DDoS attacks and to minimise false-positive rates. This lightweight statistical and practical approach method is proposed for the diagnosis and abatement of TCP SYN flood attacks on SDN. This “method Multimodular Statistical Approach towards DDoS Detection (MMSA) consists of multiple phases that work together to detect and mitigate specifically TCP SYN flood attacks”, using three parameters to test traffic flow will reduce the false positive rate. 
The MMSA technique has undergone numerous tests and analyses. Findings show that the method can successfully defend against TCP SYN flood attacks in a variety of attack scenarios. For DDoS attack detection and mitigation in SDN architecture, the suggested solution offers compact code. A minimum false-positive rate and great accuracy are guaranteed by three steps, and the entire network traffic is not blocked.[21]
A new module called a flow collector in the SDN Controller to store invalid packets for later analysis is proposed by D. Glavan et al. The non-valid packet sent by the Controller is examined by a flow collector using the statistical method. This technique's primary goal is to identify and counteract DDoS assaults on the SDN Controller. This approach considers the target address as well as the amount of time needed to develop a high-rate traffic and time attack pattern. 
Time duration is used to identify DDoS attacks, and a time attack pattern is used to stop further attacks. It is assumed that every packet arriving at the Controller is a brand-new packet for determining the destination address parameter. Every new packet will have its destination address verified. The Controller will forward the packet to the flow collector if the target address is invalid or unrecognised in the network.[22]
Several novel queuing framework models were presented by Andrea Wright et al implementing traffic separation and classification to detect DDoS on the SDN controller, For the more sophisticated data plane switches, intricate analytical formulations are currently being created to model control plane congestion. To quantify the typical behaviour of search request processing at the edge, especially under significant DDoS attacks, these models once more make use of queueing theoretic frameworks. 
Tan et al offered a new framework in which a trigger mechanism for DDoS attack detection on the data plane to check for unusual network traffic. Then, to take advantage of the rate characteristics and 
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benign and malicious lookup requests). The simulation results verify that the derived analytical models are accurate.[23]
asymmetry features of the flows and to detect the suspicious flows identified by the detection trigger mechanism, it was applied a combined machine learning method based on K-Means and KNN. 
The controller will then take the necessary steps to defend against the attacks. In this article, they offer a new framework of cooperative detection techniques for the control plane and data plane that successfully increase detection efficiency and accuracy while preventing DDoS attacks on SDN.[4]
The suggested proposal of a Recurrent Neural Network (RNN) classifier model containing 2 separate parallel methods of Deep Learning (DL) on an SDN-based Supervisory Control and Data Acquisition (SCADA) system by Polat et al. The study suggests Gated Recurrent Units (GRU) and Long Short-Term Memory (LSTM) used parallel for the detection of targeted DDoS attacks.[24] 
Critical infrastructure and industrial operations are supervised and monitored by Supervisory Control and Data Acquisition (SCADA) systems. However, SCADA systems using traditional network architecture have limits in terms of scalability and management. Software Defined Network (SDN) technology provides quick configuration, scalability, and improved manageability for SCADA systems through its programmable dynamic design.[24] 
More useful SCADA systems based on SDN have been created by combining existing SCADA systems with SDN. However, SCADA systems are the subject of extremely dangerous assaults because of their delicate placements. Service disruption in SDN-based SCADA systems may result in loss of life or significant financial losses if assaults like Distributed Denial of Service (DDoS) are not effectively detected and countered. 
The proposed method, which uses a dataset created by the authors, is straightforward and extremely effective, with a classification accuracy of 97.62%. The results of the experimental experiments also showed that the proposed approach performed better than other approaches using different SVM kernel functions. [24]
Wang et al suggested a method for implementing the scheme on OpenFlow switches, which lowers flow collection overhead in the controller. Their suggested method relies on traffic statistics and employs entropy to find network anomalies. They test their strategy with the Mininet network simulator. An efficient and portable technique for attack detection in SDN was introduced by Mousavi et al. 
For anomaly detection, their technique analyses entropy variation of the destination IP address. To identify a controller assault, the system keeps track of the destination IP of incoming packets and counts the number of packets originating from that IP. If multiple packets are arriving at the same location, the entropy is reduced, and the network anomaly is picked up.[25]
To identify and lessen DDoS attacks, Boite et al suggests StateSec, a unique strategy based on in-switch processing capabilities. Without using the controller, StateSec keeps track of packets that fit pre-set traffic features. StateSec identifies and mitigates several threats, including DDoS attacks and port scans, with high accuracy by feeding an entropy-based algorithm with such monitoring features.[26]
The idea used StateSec and contrasted it with a cutting-edge method of SDN traffic monitoring. Researchers demonstrate that StateSec is more effective because it limits control plane overhead while achieving very accurate detection levels. This strategy relies on an entropy mechanism and pertinent feature traffic monitoring. The author indicates that their suggested method prevented controller overload, had a quick reaction time, and had a high detection accuracy. 
However, there may be a delay in the attack detection because the switch is required to process the decision to detect DDoS attacks rather than the controller, which necessitates the switch to carry out complicated computations. The switch is also responsible for collecting statistics for the source IP. Comparisons with sFlow show that StateSec is effective in occupying the control plane, but significantly superior at monitoring precision, which improves detection accuracy.[26]
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Dong et al analysis’s four features the flow lengths, the flow size, the flow ratio and the flow duration for the detection of DDoS attacks on the SDN controller, they propose and present a new concept to detect DDoS attacks called “The Degree of Attack” from which the DDADA (DDoS Detection Algorithm based on the Degree of Attack) algorithm is proposed, the DDoS attack on the SDN controller is examined using our four suggested characteristics. 
Second, a novel idea called the degree of attack is first put forth and offered to identify the DDoS attack. A detection technique known as the DDADA algorithm is suggested based on this idea. A second detection technique known as the DDAML (DDoS Detection Algorithm based on Machine Learning) algorithm is also implemented to further increase the detection efficiency in order to recognise DDoS attacks. The experimental findings demonstrate that proposed algorithms are more effective in detecting DDoS attacks than existing ones, with greater detection rates. Ultimately, the experimental findings show that the DDAML algorithm can outperform the competition on several performance metrics.[27] 
Prakash et al In their study, an intrusion detection model that operates at the network layer and can determine if an incoming packet from a specific source computer is malicious or not. If this is the case, the packet may be dropped rather than being forwarded. The DDOS attack can be partially thwarted by discarding the malicious packet. The points listed below can be used to encapsulate this paper's primary contributions. 
The network layer DDOS attack detection using a software defined network controller. Creating an intelligent intrusion detection model that can distinguish between incoming packets that are malicious and those that aren't by looking at their properties. Creating a classifier using machine learning techniques that can distinguish between packets that have been tampered with and those that have not.[28]
Transductive Confidence Machines are the basis of the architecture for detecting anomaly flows in an SDN environment, according to Kaur et al. The probability p is used to determine whether the detection point can be detected or not, and it is obtained using the confidence level of the detection point thanks to the stochastic algorithm theory. It is discovered that the larger the p value, the more probable the detection point is to be present on the controller when identifying the detection point from the p value.[29]
To detect attacks, this method primarily uses the KNN algorithm strategy, which uses strangeness and independence as its parameters. This paper outlines the general algorithmic framework that will be used to identify unusual attack behaviour. The constraints of the KNN (K-Nearest Neighbours) algorithm are outlined in this work, along with the benefits of the hybrid approach's better accuracy rate and lower precision value. This is often a tactically sound technique that will be further developed on MATLAB utilising KDD data sets (Knowledge Discovery Database), and the findings will aid in more quickly identifying threats.[29] 
By utilising a hybrid method to machine learning, which is always thought to be much more effective than traditional approaches, the network would be safeguarded. According to the review, KNN gives better results due to its higher precision and reduced false-positive rate for detection. In comparison to KNN, the hybrid machine learning algorithms presented in this research provide a better method for identifying denial-of-service (DDOS) attacks with greater precision rates.[29] 
According to Pourvahab et al Their research paper analyses a potential solution by the technological approach of the use of Blockchain in SDN, using flow table rules on switches for the three main traffic types-VoIP over Internet Protocol (VoIP), File Transfer Protocol (FTP), and Hyper Text Transfer Protocol—the proposed SDN-based IoT architecture is launched (HTTP).[30] 
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The suggested forensic SDN-IoT is effectively built to find malicious activity within the system. Security is assured using blockchain technology in the SDN control plane. Delay, throughput, accuracy, reaction time, processing time, and security are used to assess how well the proposed design performs. The outcomes of the performance evaluation unmistakably show that the suggested design is more effective and secure. Additionally, it shows that SDN-IoT is a thin, low-cost forensic architecture.[30][bookmark: _Toc133767397]Figure 18 - The effective idea of using blockchain technology to achieve security. Adapted from.[33]
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The effective concept of blockchain technology has been put forth to attain security. There are a certain number of blocks with a header and body that make up the blockchain. T stands for the transactions that are guaranteed to offer security and are stored on each block in the blockchain. Here, the device is authenticated in relation to the identity using an identity-based signature technique. In this forensic design, the packet parser, feature analyser, and classifier make up the controller. The proof is then gathered and kept as controllers preserve data logs with integrity.[30]
Even though the DDoS process is well recognised, detecting it can be quite challenging according to Braga et al, due to the similarities between regular traffic and worthless packets that malicious servers send to their victims. In contrast to conventional methods, the lightweight method presented in this study for detecting DDoS attacks based on traffic flow properties has a very low overhead for extracting this data. The NOX platform, which offers a programmatic interface to simplify the management of switch information, is used to make this practicable.[31] 
The high rate of detection and extremely low rate of false alarms generated by flow analysis utilising Self Organizing Maps are two further significant contributions. The differences in the following areas from other similar investigations. The first step is the low-cost extraction of the detection-relevant features. Second, we can easily alter our classification method or update our detection mechanism to include new types of threats. Thirdly, the NOX platform's ability to monitor many switches makes it easy to easily add or remove switches from the detection loop. 
The experimental outcomes achieved using our SOM technique also demonstrated its high efficacy, Also, the technique is particularly effective in spotting DDoS attacks. An unsupervised artificial neural network called Self Organizing Maps that was trained using traffic flow data is used. The detection rate found is extremely high considering how closely it matches previous methods.[31]
The study conducted by Fan et al suggests a method for detecting Distributed Denial of Service attacks in Software Defined Networking that measures the frequency of attack behaviour in the network using the entropy attribute. The purpose of this study is to safeguard the SDN controller from security risks and rapidly and efficiently detect Distributed Denial of Service attacks in Software Defined Networking. This research focuses on preventing DDoS assaults on the controller, the central component of a software-defined network.[32] 
A fusion entropy method is suggested in this Research paper, to meet the goal of attack detection. This approach successfully achieves complementarity by taking advantage of the positive effects of both logarithmic information entropy and energy entropy. 
The advantages of fusion entropy, which can be employed in attacks, include quick detection and noticeable variations in entropy value. It takes the least amount of time to identify the attack. As a result, the assault can be successfully detected because the entropy value is around 91.25% lower when an attack occurs than it is in a typical circumstance. It provides significant benefits in defending SDN controller from DDoS assault when compared to other attack detection techniques.[32]
To increase SDN security and combat DDoS at an early stage Xuanyuan et al proposed a study that introduces a lightweight method based on conditional entropy. The results of the experiments demonstrate that the suggested technique has a high average detection rate of 99.372%. To implement the suggested method, this work aims to take advantage of the programmability of SDN controllers and the information entropy uncertainty metric. The mechanism's primary contributions can be divided into two categories: [33]
To Provide a simple defence against DDoS assaults for SDN that mostly uses conditional entropy and standard deviation.
To Get a relatively high detection rate in comparison to other statistical detection methods, entropy. The mechanism for detecting DDoS attacks was proposed in this research. As mentioned, the used conditional entropy as the core technique to get a high detection rate without any false negatives. Also, by using standard deviation as the detection threshold, it was possible for the system to be flexible and adapt to various circumstances. In addition, the experimental findings showed that the strategy was more reliable than other systems that used peer algorithms.[33]
In this research Swami et al proposed an entropy-based strategy. Entropy is a metric for determining how random an occurrence is. When a new packet arrives, the network's entropy rises in accordance with its randomness. Yet, if multiple packets are received at a single host, the likelihood that an event will occur diminishes, lowering the entropy value. Entropy threshold values are chosen to identify attacks. Attack is detected if entropy is equal to or less than the threshold value. The suggested strategy was used in response to flooding attacks like the UDP flood.[34]
The major goal of the proposed approach is to identify DDoS attacks as quickly as feasible so that protective measures can be performed before the controller goes down. The entropy notion is used in this work to pinpoint flooding attacks. It makes use of the SDN's programmable features to make this strategy work. Any changes that arise can be quickly implemented in the controller with the aid of this distinctive SDN characteristic. Less computing overhead is produced by attack detection techniques that rely on entropy. 
Entropy is a metric for gaussian behaviour in networks. Under most circumstances, entropy becomes stable or high if any event occurs arbitrarily. Yet, the entropy value decreases if an unexpected event takes place or if abrupt adjustments are performed. Randomness is a requirement for entropy. Higher entropy results from more unpredictable behaviour. 
Entropy decreases similarly in an attack scenario. In a typical case, all hosts have an equal chance of receiving the same number of packets. Entropy value decreases if a particular host receives a lot of packets in a short amount of time. It is required to choose an entropy threshold value to detect the attack. DDoS is recognised when the entropy exceeds the threshold or falls below it.[34]
To detect (Low-rate Distributed Denial of Service) LDDoS assaults for IoT network-based SDN Alashhab et al suggests a (Deep Learning) DL-based technique in their study. The technique is based on knowledge of the LDDoS attack flow from IoT networks at the data layer of the SDN architecture, including the network devices and the controller's control plane. This paper contributes the following:[35]
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Create and execute an LDDoS attack on a test SDN-based IoT environment that consists of a variety of IoT devices and OpenFlow messages controlled by the SDN controller.
Use (Recurrent Neural Network) RNN as a supervised learning method for the classification task and assess the effectiveness of the approach using different performance indicators.
The suggested RNN-based solution enables detection that specifically targets different LDDoS attacks on the network and more precisely categorises the different forms of LDDoS attacks. In the meantime, the analysis identifies the feature types that differ considerably from the typical data flow for each form of LDDoS assault, and the key elements of the attack may be characterised using the feature set. 
Hence, the suggested detection model may output classification results for detection, improve the extensibility of a detection system, and accelerate the reduction of harmful data flow. It can also detect many types of LDDoS assaults with high accuracy.[35]
[bookmark: _Toc133767430]3.2 Literature Summary
The evolving architecture of the SDN paradigm provides dynamical management and control of the network through the central controller, giving opportunities to manipulate the functionalities and rules of each plane of the framework, gain a better control and management by the separation of the data and control planes compared to the traditional network structure. 
However, there are several potential points of failure and security limitations compared to traditional networks. The central controller presents a favourable target for saturated attacks, DoS and DDoS attacks which flood and exhaust the resources make it vulnerable to penetrate and take control of the network and its nodes.
Distributed denial of service attacks (DDoS) is one of the most common ever evolving and sophisticated threats targeting new generation network environments. DoS and DDoS attacks are huge challenges to today’s enterprise networks as they have the capability of disrupting the network and hijack end users to gain access for criminal gain by denying access to data and services. Attackers take advantages of security weaknesses to exploit and attack the network by exhausting resources and network bandwidth.
This research study has highlighted the known fact of the security implications of the SDN architecture/framework, in particular the detection of Distributed Denial of Service Attacks on SDN network. This study of existing methods underlines the facts that DDoS attacks on SDN networks is still a researchable area and there are many proposals to detect and counteract these attacks, although methods have been proposed the sophistication and ever evolving of DDoS attacks are also changing and require more detection and mitigation strategies to counteract these attacks. 
problem researchers have proposed using the advantages of SDN along with different algorithms and targeted methods to detect and mitigate DoS and DDoS attacks. Experiments are carried out to analyse and propose approaches which can achieve positive results and solutions. 

[bookmark: _Toc133334305][bookmark: _Toc133767431]3.3 Network simulators on the SDN to detect DDoS attacks.
Network Simulators.
Network simulators can be either software or hardware and are used in networks and cyber security to testbed networks virtually. These devices or software’s can imitate a real network environment and provide a risk-free environment to carry out tests.
A network simulator is computer software that can imitate real life network situations without causing any risks to an actual network. Network simulators can conduct software and hardware tests in software-defined flexible environments.
Both simulators and emulators help to run tests on software and hardware more quickly and safely compared to a real live system. As emulators can imitate both software and hardware this option would be more advantageous for network and security testing.
Mininet – A user friendly device that can emulate a SDN network through Python scripts and commands, a popular tool used by network professionals. Mininet is a network testbed which can enable multi developers to work in unison to experiment and develop open flow applications and network topologies. Mininet can provide more bandwidth, scales larger environments and boots faster but has a limitation of only being usable on Linux applications. Mininet has a built-in controller OpenFlow and can support several other controllers including OpenFlow reference controller, Open VSwitch, NOX classic, and Compatible with RYU controller.[36]
Emulated Virtual Environment (EVE) – An open-sourced software to create emulated network infrastructure in Virtual Machine (VM) environments for functional testing of networks. EVE is a self-contained virtual platform that would help towards the rudimentary understanding of how networks combine and work together. EVE is a multi-vendor clientless network emulation software to support training, virtual concepts and testing, and solutions.[37]
GNS3 (Graphical Network System 3) – An open-sourced network simulator that enables multi vending network emulation. This tool supports VM integration, and Wireshark software to analyse network traffic and historical logs, a network emulator software tool, a virtual network package in one place. GNS3 gives the ability to design, build, configure and test a virtual network simulation in a safe risk-free environment. This is cross platform software which is easy to install on Linux, Mac, and Windows operating systems, can be challenging to set up and use. GNS3 is compatible with Cisco vWLC virtual controller.[37]
TCPdump – A command line tool to capture and examine network traffic, it is an open-sourced packet capture tool which is free. This utility is more suitable for experienced command line users. This utility is mainly used on a Unix operating system and is usually pre-installed and is provided by libpcap which starts the process to capture network traffic for analysis.[38] 
The alternative for windows users is WinDump. Tcpdump uses pcap which would require an analysis program which is able to read and analyse pcap files, as it does not display in normal text. This tool would require root access, a network traffic generation service like node.js, and tool like Wireshark for traffic analysis.[38]
Snort is an open-source network intrusion detection and prevention system (IDS/IPS).
To identify malicious network behaviour, Snort uses a set of rules. It then looks for packets that match these criteria and alerts users. To block these packets, Snort is installed inline. Both home and business users can download and customise Snort. The majority of Linux, Unix, and popular BSD operating systems support its compilation. Moreover, Snort is available for Microsoft Windows. 
On the packet capture library, Libpcap is a helpful programme that is frequently used by Transmission Control Protocol/Internet Protocol (TCP/IP) address traffic sniffers, content searchers, and analysers for real-time traffic analysis, packet logging, content matching, and protocol analysis. includes rules-based logging to match content patterns and find many attacks and probes, including buffer overflows, stealth port scans, CGI attacks, SMB probes, and many more. 
Snort can send alarms in real-time via syslog and Server Message Block (SMB). Command line switches and optional Berkeley Packet Filter instructions are used to configure Snort. The per packet tests and actions are described in a simple language used to programme the detection engine. The creation of new exploit detection rules is streamlined and expedited by ease of use.[39], [40]

[bookmark: _Toc133767432]3.4 SDN Controllers
On the network, SDN controllers fulfil a variety of important roles, including configuring flow tables, keeping an eye on networking devices by establishing secure connections, and updating instructions in the infrastructure layer's (switch's) flow table to reflect changes in traffic flow. Before the switch could process new arriving packets, the flow table needed to be updated, and this was only possible because the controller can update the switch and add new rules. 
Additionally, the controller could control all traffic flow by acting as a manager between the infrastructure layer and application layer through open API southbound, northbound, and east/westbound interfaces. The controller would then determine whether the traffic flow was normal or abnormal by using the network traffic flow statistics it had gathered as a baseline input (information) to an attack detection method. The controller gathers statistics about network traffic using a variety of methods to achieve that. 
As a result, any effort to strengthen and improve the SDN security against malicious attacks must be considered of the controller. In conclusion, the controller centralises network control, which makes network operations simpler. The switch's flow table, which gets guidelines and directives from the controller, will be used to inspect each incoming packet. 
The packet is forwarded to the destination correspondingly if a match is detected; otherwise, it is dropped or forwarded to the controller for additional processing [27]. In other words, by selecting which packets to advance into the network, the controller serves as the network's brain.[41]
OpenFlow (switch)
The phrase "OpenFlow" refers to an open communication protocol made to work at layer 2 of the OSI model, which enables the control plane to detach and communicate with the forwarding plane of several devices from a single location.[42]

To forward data packets in the network, OpenFlow switches use software-defined networking (SDN) technology, which may optimise network resources and automate traffic distribution as needed.[42]

An OpenFlow switch communicates with the SDN controller using the OpenFlow protocol and is made up of one or more flow tables and a group table. It primarily carries out packet lookup and forwarding, and it can set up one or more OpenFlow channels for external controllers.[42]  
sFLOW – packet sampling and packet monitoring
With the help of snapshots of new network trends, sFlow provides a more comprehensive view of network traffic. It exports packets from Layer 2 of the OSI model on switches depending on samples.[43]
Switches that enable sFlow send a packet that represents a sample of the traffic coming in through their interfaces. With sFlow, all the metadata must be generated by the device that receives the sample packet. It's also crucial to note that the sample rate in sFlow is mandatory. Setting a sampling rate instructs your device to take a sample from every X packet that cross the interface and transmit it to the collector. In addition to other factors, the switch management plane CPU's power determines the sampling rate for sFlow.[43]

[bookmark: _Toc133767433]3.5 Controllers that are compatible with Mininet.
On the network, SDN controllers fulfil a variety of important roles, including configuring flow tables, keeping an eye on networking devices by establishing secure connections, and updating instructions in the infrastructure layer's (switch's) flow table to reflect changes in traffic flow. Before the switch could process new arriving packets, the flow table needed to be updated, and this is only possible because the controller had the ability to update the switch and add new rules.[41]
Ryu controller
A component based SDN controller, Ryu possesses several in-built components. These components can be modified, expanded, and assembled to create new, customized controller applications. To create a new component, any programming language may be utilised. In contrast to POX, it supports several OpenFlow version. Also, it supports other protocols as OF-config or Netconf as a southbound interface. It benefits from being able to function in a distributed fashion.[44] 
POX controller
is an open-source OpenFlow/Software Defined Networking (SDN) controller built on Python. New network applications can be developed and prototyped more quickly with POX. The mininet virtual machine already has POX Controller loaded.[45]
You can transform simple openflow devices into hub, switch, load-balancing, and firewall equipment by using POX controller.
With the POX controller, OpenFlow/SDN experiments are made simple. You can conduct experiments on real hardware, testbeds, or in a mininet emulator by passing POX various parameters that correspond to real or experimental topologies.[45]
Open daylight controller
Open Daylight (odl) is another SDN controller utilised in simulations. It is also a Java-based open-source controller with production-level performance and support, which is well-supported by the networking sector. The complexity and length of time required for learning to develop applications are its key drawbacks.
Open Daylight offers network device monitoring and centralised programmable control. The Linux Foundation is the driving force behind this cooperative initiative, the controller, which intends to hasten the adoption of SDN globally. The controller platform layer and the service abstraction layer make up the Open Daylight controller.[46][bookmark: _Toc133767399]Figure 20 - Topology of virtual testbed to detect DDoS attacks on SDN & DDoS detection on SDN controllers.Adapted from. [50]

[bookmark: _Toc133767434]3.6 Package Generation Tools
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Description automatically generated]To test network devices, a procedure known as packet crafting or generation is manually making or altering the current data packets on a network. This procedure is used by network administrators and hackers to test a network, examine firewall policies, identify entry points, and observe the actions of network devices.
According to the protocol, network data packets may also carry a few extra items in addition to the data, source address, destination address, version, length, and protocol. When manufacturing a packet, one can update the information it contains by either creating a brand-new packet from scratch or editing an existing one. The network is then informed of this packet so that the network firewall can respond. Attackers search for a way into the network by altering packet values.
Wireshark – A free open-sourced software that is used to analyse network packets and network protocols. Wireshark enables deep microscopic packet and protocol inspection, has live capture with offline analyses options, is multi-platform, has different file capture formats, has built in decryption support for a variety of protocols and is widely used in educational institute, non-profit organisations, and government agencies. Wireshark is compatible with RYU controller.[47] 

NPING – An open-sourced tool which is part of the NMAP group for packet generation and testing. This robust tool has the capability to perform time measurements and response analysis. For normal traffic and hosts discovery by using ICMP ping packets, can send raw network packets for detecting a range of attack weaknesses, stress testing and packet corruption. Create a range of UDP, TCP, ARP and ICMP packets. Compatible with Linux, Windows and MAC operating systems and has route tracing features.[48]
TRex by Cisco – another open-sourced packet generator, TRex is a stateful and stateless DPDK-powered traffic creation solution that enables intelligent replay of real traffic templates. TRex can also be used to create stateless traffic streams and perform stateful benchmark and stress tests on load balancers, ISPs, DPI, NAT, and firewall protection. Several streams are supported, any packet field can be changed, and per-stream statistics, delay, and jitter are all provided by TRex's stateless capabilities.[48]

Scapy - Scapy is a robust Python library for interactive packet manipulation. Scapy has a wide range of capabilities, including the ability to send, capture, match requests and answers, forge or decode packets of a variety of protocols. Most traditional activities, such as scanning, tracerouting, probing, unit testing, assaults,[49] 
or network discovery, can be handled with ease using Scapy. Hping, arpspoof, arp-sk, arping, p0f, and even some features of Nmap, tcpdump, and tshark can be replaced by it.[49]
[bookmark: _Toc133767435]4. Research Methodologies
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Description automatically generated]The research onion is a conceptual framework used in research methodology to illustrate the various stages involved in conducting a research project. It was developed by Saunders et al. (2007) and is often depicted as a diagram or a model with layers of different research stages. The idea behind the research onion is that each layer represents a different aspect of the research process and that each layer builds upon the previous one, as shown in Fig 6 below.[bookmark: _Toc133767400]Figure 21 - Research onion as presented by Saunders et al showing the layers of research philosophy. Adapted from. [54]


The research onion typically consists of six layers, which are:
1. Philosophical assumptions: This layer represents the underlying philosophical assumptions and beliefs that guide the research process. These assumptions can be broadly categorized into three main paradigms: positivism, interpretivism, and critical realism. Positivism assumes that the world is objective and can be measured using quantitative methods, while interpretivism assumes that the world is subjective and can only be understood through qualitative methods. Critical realism combines both positivist and interpretive approaches and assumes that reality is both objective and subjective.[50] 
In this research interpretivism and pragmatism blended philosophy is used as two possible and important research paradigms for qualitative research. Conservative, constructivist, critical, and deconstructionist are only a few examples of the several variations that interpretivism recognises. The deconstructionist method appears to be comparable to postmodern structuralism. The essential tenet of interpretivism is to engage with these existing, subjective meanings in society; to recognise them, reconstruct them, comprehend them, avoid distorting them, and use them as theoretical building blocks.[51]
Though the paradigmatic underpinnings have not been completely appreciated, pragmatic thought has greatly influenced research. Action, change, and the interaction between knowledge and action are all important to pragmatic thought. As a result, it can serve as a foundation for research methods that intervene in the world rather than just observe it.[51]
2. Research approach: This layer deals with the overall approach to research, which is typically either deductive or inductive. A deductive approach starts with a theory or hypothesis and then tests it through empirical observation, while an inductive approach starts with empirical observations and then develops a theory or hypothesis.[50]
At this layer the approach that was used is inductive, the direction of inductive thinking is from narrow generalisations and theories to wide generalisations. This is referred to as a "bottom up" strategy informally. Conclusion is probably supported by the premises. Contains a considerable amount of uncertainty.
The term "induction" explicitly refers to "inference of a generalised conclusion from particular instances." To put it another way, it refers to making a generalisation based on what is observed or known.[51]
3. Strategy: This layer refers to the overall research strategy, which can be divided into two main categories: quantitative and qualitative. Quantitative research involves the collection and analysis of numerical data, while qualitative research involves the collection and analysis of non-numerical data, such as text, images, and videos.[50]
The approach used in this layer is qualitative. Qualitative research is a research method that seeks to understand human behaviour, experiences, and phenomena through the analysis of non-numerical data such as interviews, observations, and written or visual material. This type of research is exploratory in nature and is often used when the research question is complex or when little is known about the topic.
Qualitative research involves collecting data that is subjective and interpretive in nature. The goal of qualitative research is to gain a deep understanding of the research subject and the context in which it occurs. 
This research contains some numerical information; hence a quantitative research technique will be used at the results and analysis section.[51]
4. Choices: This layer deals with specific choices made in the research design, such as the sampling strategy, data collection methods, and data analysis techniques. These choices are guided by the research approach and strategy selected in the previous layers.[50]
The approach used in this layer of the research onion that is used in this paper is as follows, ‘Experimental research’. Experimental research method is a research design that involves the manipulation of one or more independent variables to observe their effects on a dependent variable, while controlling for other variables. It is a scientific method used to establish cause-and-effect relationships between variables by systematically varying the conditions under which they are measured. Experimental research is often conducted in controlled settings, although it can also be conducted in natural settings or field experiments. It allows researchers to control for extraneous variables that may affect the outcome of the study, making it easier to establish causal relationships.[51]
5. Time horizon: This layer represents the time frame of the research project, which can be either cross-sectional (data collected at a single point in time) or longitudinal (data collected over an extended period).[50]
Both cross-sectional and longitudinal research designs can be useful in studying various aspects of cybersecurity.
The research strategy for this layer for the research would be a mixture of both cross-sectional and longitudinal. 
Cross-sectional research involves collecting data at a single point in time, often from a large and diverse group of individuals or organizations. This type of research can be useful for examining trends or patterns in cybersecurity practices or vulnerabilities across different sectors or regions. For example, a cross-sectional study might survey employees in various organizations to determine the prevalence of Distributed Denial of Service attacks and the effectiveness of training programs in preventing such attacks.
On the other hand, longitudinal research involves collecting data over a period, often from the same individuals or organizations. This type of research can be useful for examining changes or trends in cybersecurity practices or vulnerabilities over time. For example, a longitudinal study might track changes in the prevalence and nature of cyber-attacks targeting a particular industry or organization over a period of several years.[51]
6. Techniques: This layer refers to the specific techniques used in the research project, such as statistical analysis, content analysis, or discourse analysis. These techniques are informed by the choices made in the previous layers and are used to analyse the data collected in the research project.[50]
As a mixture of quantitative and qualitative methods were used in layer three, this section also uses a mixture of statistical and content analysis.
Statistical analysis can be used to analyse quantitative data relate such as data on the frequency and types of cyberattacks, the effectiveness of different security measures, or the prevalence of specific vulnerabilities. Statistical techniques such as regression analysis, time series analysis, or cluster analysis can be used to identify patterns, relationships, and trends in the data.
Content analysis can be used to analyse qualitative data such as online forums, social media posts, or incident reports. Content analysis can be used to identify themes, patterns, and language use related to cybersecurity incidents or security practices. For example, a content analysis of social media posts related to cybersecurity incidents may reveal patterns in the types of language or terms used to describe the incident or the actors involved.
By using the research onion as a framework, researchers can ensure that they have considered all relevant aspects of the research process and have a clear plan for how to proceed at each stage.
[bookmark: _Toc133767436]4.1 Contingency plan
Numerous network simulation tool comparisons that have been done have left room for the use of substitute tools if one or more of the chosen tools prove to be problematic or useless. Due to missing scripts or tools that require a patch to function properly, open-sourced tools are not necessarily trustworthy or complete. These complementing tools work with Mininet. The alternate tools are as follows:
Graphical Network System 3 – An open-sourced network simulator that enables multi vending network emulation. This tool supports VM integration, and Wireshark software to analyse network traffic. GNS3 gives the ability to design, build, configure and test a virtual network simulation in a safe risk-free environment.[36]
Ryu controller - A component based SDN controller, Ryu possesses several in-built components. These components can be modified, expanded, and assembled to create new, customized controller applications.[43]
Open Daylight - Another SDN controller utilised in simulations. It is also a Java-based open-source controller with production-level performance and support, which is well-supported by the networking sector.[45]



[bookmark: _Toc133767437]5.  Design and implementation.
As a result of comparison and compatibility testing, Mininet emulator has been chosen as the network emulator for creating the network topology.
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[bookmark: _Toc133767401]Figure 22 - A physical diagram of the first simulation design, which included 5 hosts and 10 attacking machines, 7 switches and 1 POX controller.
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[bookmark: _Toc133767402]Figure 23 - A logical diagram of Software Defined Network architecture. Adapted from. [52]

The physical SDN simulation design of the proposed shown in fig 24. The controller, switches, and applications make up the core elements of an SDN architecture logical design as shown in fig 25 above. The controller is the key element in charge of controlling traffic and setting up network devices. It uses APIs (Application Programming Interfaces) to communicate with the switches and apps. The switches oversee forwarding traffic in accordance with the controller's instructions. The APIs are used by the applications to communicate with the controller and manage the network.
By centralising the management of network services and devices, SDN aims to increase the network's agility, flexibility, and efficiency.
The data plane, control plane, and management plane are the three layers that make up the network in an SDN architecture. While the control plane oversees controlling traffic flow and configuring network devices, the data plane oversees forwarding data between network devices. Monitoring and reporting on the performance and health of the network are the responsibility of the management plane.
The Python-based controller that will be network-connected for this project has been chosen as POX.
For this project, the tool for creating packages was chosen is Scapy. A potent toolbox for manipulating interactive packets in Python is called Scapy. As the packet capture and inspection tool, Wireshark has been chosen.
In this study, a 32 GB desktop computer running Windows 11 (64-bit) and an Ubuntu (64-bit) virtual machine with 8192 MB of base memory, 3 processors, 128 MB of video memory, and 50 GB of storage were used to implement the detection algorithm. Mininet was also installed as the emulation tool in the Ubuntu virtual machine. Mininet is a network emulator that offers the benefits of being straightforward, adaptable, open source, and cost-free. 
Numerous topologies containing hosts, forwarding devices, and controllers can be easily established and customised with Mininet to run various tests on them. Additionally, POX, an open-source controller written in the Python programming language and already included in the Mininet VM, was utilised to perform the algorithm. POX is mostly used in research by numerous developers and SDN experts.
The steps taken to simulate a DDoS attack using SDN. Making the network is the first step in conducting the simulation. One switch, one controller, and six hosts are to be added to the network, other terminals are to be opened after one terminal has built the network. 
Install Mininet and VirtualBox first on your local computer. While Mininet which is an emulator was used to create a virtual SDN environment, VirtualBox is a virtualization tool that allows you to create virtual machines.
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Description automatically generated]There are seven switches connected to four network hosts are opened using the command "xterm" this is evident in mininet shown in fig 26. There are 8 terminals: h1, h2, h3, h4, h5, h6, h7, h8 in a tree topology set up as shown in Fig 27 below.[image: Graphical user interface, text

Description automatically generated][bookmark: _Toc133767403]Figure 24 - Assigning IP addresses for all hosts in Miniedit.
[bookmark: _Toc133767404]Figure 25 - Using xterm to ping all hosts and check network connection.
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Description automatically generated][bookmark: _Toc133767405]Figure 26 - Creation of a tree topology using 8 hosts and 7 switches.
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Description automatically generated][bookmark: _Toc133767406]Figure 27 - shows OpenFlow echo requests and replies as well as TCP packets for normal traffic flow.
[bookmark: _Toc133767407]Figure 28 - Capturing Packets on Wireshark from a ping test.
[bookmark: _Toc133767408]Figure 29 - normal Packet capture in Mininet terminal and Wireshark during a ping.
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[bookmark: _Toc133767409]Figure 30 - packets sent from 1 host to another and captured in Wireshark.
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[bookmark: _Toc133767410]Figure 31 - more packets identified after testing pings send.
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Description automatically generated]5.1 Results and Discussion[bookmark: _Toc133767411]Figure 32 - mixed sized packets sent from host2 and captured on Wireshark.

The outcomes of Mininet's SDN network packet capturing is described in this section. With the help of a single Linux kernel, the network emulator Mininet virtually constructs hosts, switches, controllers, and links. Using virtualization, a single machine can appear to be a full network. Using Mininet, various networks, including wired, wireless, and data centre networks, can be simulated. 
Eight hosts, seven OpenFlow switches, and a POX controller made up the topology of the installed wired network topology.[bookmark: _Toc133767412]Figure 33 - creating topology in Miniedit GUI of 8 hosts, 7 switches and 1 controller.
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[bookmark: _Toc133767413]Figure 34 - Creating packets in Scapy and successfully capturing using Wireshark as identified by the word “TEST”.
The word “TEST” was included in the packet created in Scapy open-sourced tool, then using Wireshark capturing that package and identifying it.
The UDP protocol enables reflection and amplification techniques, which are used in the bulk of DDoS attacks. It is simple to spoof source and destination IP addresses because UDP is connectionless. Because of this, 83% of all DDoS assaults are UDP-based. Despite this, large-scale assaults relying on TCP are still often observed. In fact, TCP ACK packets were the only method employed by the sixth- and seventh-largest attacks of the previous 15 months to try and overwhelm the targets' networks.[52]
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[bookmark: _Toc133767414]Figure 35 - SYN flow attack graph. shows the spike in incoming traffic flow.
Attacks are continuously changing; thus, defences also need to adapt. Therefore, it is crucial to reduce the rate of solutions' errors by improving their accuracy and context-specificity. Error prevention leads to greater system adoption and prevents time and money wastage.
DDoS assaults have a variety of goals when they target organisations, from the government to private individuals. 76.92% of DDoS attacks during the third quarter of 2020 were directed towards gambling websites or the gaming sector. Attacks against educational, health, and e-commerce services were made by the attackers in 2020 as they broadened their activities. Thousands of students and several teachers in the UK experienced disruptions to their online learning environment. A website in Brazil that tracked human rights violations was disabled for six days by a DDoS attack. Finally, a DDoS attack has been ongoing for two days against the New Zealand stock exchange. The United States of America (USA), China, and the Netherlands saw the most DDoS attacks during the first quarter of 2021. The United States of America, China, and Canada were the nations from which attacks were most frequently launched.[53]
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[bookmark: _Toc133767415]Figure 36 - flow table of SYN flow attack.
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[bookmark: _Toc133767416]Figure 37 - Sending TCP flood attack on port 80 from different source addresses.
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[bookmark: _Toc133767417]Figure 38 - Normal ARP packets before the ICMP flood starts again.
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Description automatically generated][bookmark: _Toc133767418]Figure 39 - The distribution of DDoS attack techniques, it is evident that volumetric DDoS attacks are by far the most prevalent. Adapted from.[56]
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[bookmark: _Toc133767419]Figure 40 - Between January 2020 and March 2021, DDoS attack frequency was compared to peak DDoS attack sizes. Adapted from.[56].
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[bookmark: _Toc133767420]Figure 41 - identifying the different source IP addresses of the attack.
Mechanisms for attack mitigation and detection are also typical. After a DDoS assault has been initiated, it can be difficult to reduce the damage. DDoS assaults have been known to generate millions or terabits of requests per second. Every second counts in the fight against DDoS attacks since, in 2022, Microsoft Corporation reported being the subject of a DDoS attack that, in one minute, reached 3.47 terabits per second.[53]
[bookmark: _Toc133767439]6. Conclusion and Future Work
This paper provides a thorough analysis of the current SDN architectures and discusses the most pressing issues that a new, integrated SDN architecture could address. Also covered are the many security concerns, such as threats and assaults, which limit the development of software-defined networking. Therefore, the primary goal of this study is to examine the previous work and categorise the ongoing attempts to address the complex and challenging difficulties of DDoS attacks on Software Defined Networks.
The deployment of the suggested architecture is made easier when using open and comprehensive technologies (such as Mininet, POX, and Wireshark) and results in lower expenses for conducting the experiments. 
In conclusion, the simulation of a DDoS attack and packet capture using Wireshark was a valuable experience that demonstrated the importance of having a robust security strategy in place for protecting against DDoS attacks. The simulation allowed me to gain hands-on experience in creating, capturing, and analysing network traffic using Wireshark, which is a critical tool for detecting network packets.
The simulation also highlighted the need for ongoing testing and optimization of security mechanisms to ensure the security and resilience of the network. Future work could involve further testing and optimization of the security mechanisms deployed in the simulation to improve their effectiveness in detecting and mitigating DDoS attacks.
In addition, future work could also focus on the development of new security mechanisms that leverage emerging technologies such as artificial intelligence and machine learning. These technologies can significantly improve the efficiency and accuracy of DDoS detection and mitigation mechanisms and help protect the network against malicious traffic.
Overall, the simulation of a DDoS attack and packet capture using Wireshark provided a valuable learning experience and highlighted the importance of having a comprehensive security strategy in place for protecting against DDoS attacks. As networks continue to grow and complexity, the need for effective security mechanisms will only continue to increase, and simulations such as this will play an essential role in developing and testing new security strategies.
[bookmark: _Toc133767440]6.1 Reflection
Simulating a DDoS attack and detection using Mininet and POX controller was a valuable experience from a technical perspective. It provided an opportunity to gain hands-on experience with software-defined networking (SDN) and understand the complexity of implementing security mechanisms for protecting the network from DDoS attacks.
One of the significant advantages of using Mininet is the ability to create a virtual network topology with multiple switches, routers, and hosts. It enables network administrators and developers to experiment with various network configurations and scenarios, such as DDoS attacks. This flexibility is crucial in testing the efficacy of different security mechanisms and understanding their impact on network performance.
The use of the POX controller for managing the SDN network was also a critical aspect of this simulation. The POX controller provides a centralized point of control for the network, allowing for more efficient management and easier implementation of security mechanisms. However, configuring and deploying these mechanisms can be a challenging task, especially when dealing with large networks.
The deployment of DDoS detection and mitigation mechanisms on the POX controller was another critical aspect of the simulation. The machine learning-based DDoS detection mechanism was able to analyse the network traffic and identify patterns that indicated a DDoS attack. Once an attack was detected, the DDoS mitigation mechanism was deployed to filter out malicious traffic and prevent it from reaching the target hosts. This process highlighted the importance of having robust and effective DDoS protection mechanisms in place to secure the network against malicious attacks.
The goal of the implementation did not go as planned due to software issues with open-source tools, thus the contingency plan was used to carry out the simulation of the DDoS attack and capture.
Instead of using the suggested tools, the following ones were used late in the tests: 
Wireshark is used to capture and examine the packets, and Hping3 is used to create DDoS flood attacks.
Overall, this simulation provided a valuable learning experience and demonstrated the complexity of implementing security mechanisms for protecting SDN networks from DDoS attacks. It emphasized the importance of having a comprehensive security strategy that includes both detection and mitigation mechanisms to ensure the security and resilience of the network.
The simulation of a DDoS attack and detection using Mininet and POX controller was a fascinating experience, as it allowed me to gain insight into the workings of software-defined networking and the security mechanisms that can be deployed to protect against DDoS attacks. This simulation highlighted the significance of having a robust security strategy in place for SDN networks, as DDoS attacks continue to be a significant threat to the security and stability of networks worldwide.
The simulation allowed me to appreciate the intricacies involved in configuring and deploying security mechanisms, such as DDoS detection and mitigation, on SDN networks.
Overall, this simulation was an excellent learning experience, and it highlighted the importance of having a comprehensive security strategy in place to ensure the security and resilience of SDN networks. As networks continue to grow and complexity, the need for effective security mechanisms will only continue to increase, and simulations such as this will play an essential role in developing and testing new security strategies.
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PYTHON code for launching attack.
	from ryu.base import app_manager

	
	from ryu.controller import ofp_event

	
	from ryu.controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER

	
	from ryu.controller.handler import set_ev_cls

	
	from ryu.ofproto import ofproto_v1_3

	
	from ryu.lib.packet import packet

	
	from ryu.lib.packet import ethernet

	
	from ryu.lib.packet import ether_types [54]

	
	


	
	from ryu.lib.packet import in_proto

	
	from ryu.lib.packet import ipv4

	
	from ryu.lib.packet import icmp

	
	from ryu.lib.packet import tcp

	
	from ryu.lib.packet import udp

	
	from ryu.lib.packet import arp  [54]

	
	


	
	from ryu.lib import hub

	
	import csv

	
	import time

	
	import math

	
	import statistics

	
	


	
	from svm import SVM

	
	


	
	APP_TYPE = 0

	
	#0 datacollection, 1 ddos detection [54]

	
	


	
	PREVENTION = 1

	
	# ddos prevention

	
	


	
	#TEST_TYPE is applicable only for data collection

	
	#0  normal traffic, 1 attack traffic

	
	TEST_TYPE = 1

	
	


	
	#data collection time interval in seconds

	
	INTERVAL = 3

	
	#-------------------------------------------------------# [54]

	
	


	
	


	
	


	
	gflows = []

	
	


	
	


	
	old_ssip_len = 0

	
	prev_flow_count = 0

	
	


	
	FLOW_SERIAL_NO = 0

	
	iteration = 0 [54]     

	
	


	
	


	
	


	
	


	
	def get_flow_number():

	
	    global FLOW_SERIAL_NO

	
	    FLOW_SERIAL_NO = FLOW_SERIAL_NO + 1

	
	    return FLOW_SERIAL_NO [54]

	
	


	
	


	
	def init_portcsv(dpid):

	
	    fname = "switch_" + str(dpid) + "_data.csv"

	
	    writ = csv.writer(open(fname, 'a', buffering=1), delimiter=',')

	
	    header = ["time", "sfe","ssip","rfip","type"]

	
	    writ.writerow(header)[54]

	
	


	
	


	
	def init_flowcountcsv(dpid):

	
	    fname = "switch_" + str(dpid) + "_flowcount.csv"

	
	    writ = csv.writer(open(fname, 'a', buffering=1), delimiter=',')

	
	    header = ["time", "flowcount"]

	
	    writ.writerow(header) [54]

	
	


	
	


	
	


	
	def update_flowcountcsv(dpid, row):

	
	    fname = "switch_" + str(dpid) + "_flowcount.csv"

	
	    writ = csv.writer(open(fname, 'a', buffering=1), delimiter=',')

	
	    writ.writerow(row) [54]

	
	


	
	


	
	def update_portcsv(dpid, row):

	
	    fname = "switch_" + str(dpid) + "_data.csv"

	
	    writ = csv.writer(open(fname, 'a', buffering=1), delimiter=',')

	
	    row.append(str(TEST_TYPE))

	
	    writ.writerow(row) [54]

	
	


	
	


	
	def update_resultcsv(row):

	
	    fname = "result.csv"

	
	    writ = csv.writer(open(fname, 'a', buffering=1), delimiter=',')

	
	    row.append(str(TEST_TYPE))

	
	    writ.writerow(row) [54]

	
	


	
	


	
	


	
	


	
	


	
	class SimpleSwitch13(app_manager.RyuApp):

	
	    OFP_VERSIONS = [ofproto_v1_3.OFP_VERSION]

	
	


	
	    def __init__(self, *args, **kwargs):

	
	        super(SimpleSwitch13, self).__init__(*args, **kwargs)

	
	        self.mac_to_port = {}

	
	        self.flow_thread = hub.spawn(self._flow_monitor)

	
	        self.datapaths = {}

	
	        self.mitigation = 0

	
	        self.svmobj = None

	
	        self.arp_ip_to_port = {} [54]

	
	


	
	        if APP_TYPE == 1:

	
	            self.svmobj = SVM()

	
	


	
	    def _flow_monitor(self):

	
	        #inital delay

	
	        hub.sleep(5)

	
	        while True:

	
	            #self.logger.info("Starts Flow monitoring")

	
	            for dp in self.datapaths.values():

	
	                self.request_flow_metrics(dp)

	
	            hub.sleep(INTERVAL)

	
		[54]


	
	    @set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)

	
	    def switch_features_handler(self, ev):

	
	        datapath = ev.msg.datapath

	
	        ofproto = datapath.ofproto

	
	        parser = datapath.ofproto_parser

	
	        self.datapaths[datapath.id] = datapath

	
	        #init_portcsv(datapath.id) [54]

	
	


	
	


	
	        flow_serial_no = get_flow_number()

	
	


	
	        match = parser.OFPMatch()

	
	        actions = [parser.OFPActionOutput(ofproto.OFPP_CONTROLLER,

	
	                                          ofproto.OFPCML_NO_BUFFER)]

	
	        self.add_flow(datapath, 0, match, actions, flow_serial_no) [54]

	
	


	
	        init_portcsv(datapath.id)

	
	        init_flowcountcsv(datapath.id)

	
	


	
	    def request_flow_metrics(self, datapath):

	
	        ofp = datapath.ofproto

	
	        ofp_parser = datapath.ofproto_parser

	
	        req = ofp_parser.OFPFlowStatsRequest(datapath)

	
	        datapath.send_msg(req) [54]

	
	


	
	


	
	    def _speed_of_flow_entries(self, flows):

	
	        global prev_flow_count

	
	        curr_flow_count = 0

	
	        #collect the packet_count from all the flows

	
	        for flow in flows:

	
	            curr_flow_count += 1

	
	


	
	        #print "speed of flow entries ", flow_count

	
	        sfe = curr_flow_count - prev_flow_count

	
	        prev_flow_count = curr_flow_count

	
	        return sfe [54]

	
	


	
	


	
	    def _speed_of_source_ip(self, flows):

	
	        global old_ssip_len

	
	        ssip = []

	
	        #print "length of flow table " ,len(flows)

	
	        for flow in flows:

	
	            m = {}

	
	            for i in flow.match.items():

	
	                key = list(i)[0]  # match key

	
	                val = list(i)[1]  # match value

	
	                if key == "ipv4_src":

	
	                    #print key,val

	
	                    if val not in ssip:

	
	                        ssip.append(val)

	
	        #print "source_ips ", ssip

	
	        cur_ssip_len = len(ssip)

	
	        ssip_result = cur_ssip_len - old_ssip_len

	
	        old_ssip_len = cur_ssip_len

	
	        #print "ssip ", ssip

	
	        return ssip_result [54]

	
	


	
	


	
	    def _ratio_of_flowpair(self, flows):

	
	        #find total number of flows

	
	        # find collaborative flows (ideal case - all - 1 )

	
	        flow_count = 0

	
	        for flow in flows:

	
	            flow_count += 1

	
	        #print "total number of flows ", flow_count

	
	        #excluding the table miss entry from flow count

	
	        flow_count -= 1 [54]

	
	


	
	        collaborative_flows = {}

	
	        for flow in flows:

	
	            m = {}

	
	            srcip = dstip = None

	
	            for i in flow.match.items():

	
	                key = list(i)[0]  # match key

	
	                val = list(i)[1]  # match value

	
	                if key == "ipv4_src":

	
	                    srcip = val

	
	                    #print key,val

	
	                if key == "ipv4_dst":

	
	                    dstip = val

	
	            if srcip and dstip:

	
	                fwdflowhash = srcip + "_" + dstip

	
	                revflowhash = dstip + "_" + srcip

	
	                #check flowhash is already exist

	
	                if not fwdflowhash in collaborative_flows:

	
	                    #check you have reverse flowhash exists?

	
	                    if not revflowhash in collaborative_flows:

	
	                        collaborative_flows[fwdflowhash] = {}

	
	                    else: [54]

	
	                        collaborative_flows[revflowhash][fwdflowhash] = 1

	
	        #identify number of collaborative flows

	
	        onesideflow = iflow = 0

	
	        for key in collaborative_flows:

	
	            if collaborative_flows[key] == {}:

	
	                onesideflow += 1

	
	            else:

	
	                iflow +=2

	
	        #print "collaborative_flows", collaborative_flows

	
	        #print "oneside flow", onesideflow

	
	        #print "collaborative flow ", iflow

	
	        if flow_count != 0 :

	
	            rfip = float(iflow) / flow_count [54]

	
	            #print "rfip ", rfip

	
	            return rfip

	
	        return 1.0

	
	


	
	    @set_ev_cls([ofp_event.EventOFPFlowStatsReply], MAIN_DISPATCHER)

	
	    def flow_stats_reply_handler(self, ev):

	
	        global gflows, iteration

	
	        t_flows = ev.msg.body

	
	        flags = ev.msg.flags

	
	        dpid = ev.msg.datapath.id

	
	        gflows.extend(t_flows) [54]

	
	


	
	        if flags == 0:

	
	            sfe  = self._speed_of_flow_entries(gflows)

	
	            ssip = self._speed_of_source_ip(gflows)

	
	            rfip = self._ratio_of_flowpair(gflows)

	
	


	
	            if APP_TYPE == 1:

	
	                result = self.svmobj.classify([sfe,ssip,rfip])

	
	                #print "Attack result ", result

	
	                if  '1' in result:

	
	                    print("Attack Traffic detected")

	
	                    self.mitigation = 1

	
	                    if PREVENTION == 1 :

	
	                        print("Mitigation Started")

	
	


	
	                if '0' in result:

	
	                    print("It's Normal Traffic") [54]

	
	


	
	            else:

	
	                t = time.strftime("%m/%d/%Y, %H:%M:%S", time.localtime())

	
	                row = [t, str(sfe), str(ssip), str(rfip)]

	
	                self.logger.info(row)

	
	


	
	                update_portcsv(dpid, row)

	
	                update_resultcsv([str(sfe), str(ssip), str(rfip)])

	
	            gflows = [] [54]

	
	


	
	


	
	            #update the flowcount csv file

	
	            t = time.strftime("%m/%d/%Y, %H:%M:%S", time.localtime())

	
	            update_flowcountcsv(dpid, [t, str(prev_flow_count)])

	
	


	
	    def add_flow(self, datapath, priority, match, actions,serial_no, buffer_id=None, idletime=0, hardtime=0):

	
	        ofproto = datapath.ofproto [54]

	
	        parser = datapath.ofproto_parser

	
	


	
	        inst = [parser.OFPInstructionActions(ofproto.OFPIT_APPLY_ACTIONS,

	
	                                             actions)]

	
	        if buffer_id:

	
	            mod = parser.OFPFlowMod(datapath=datapath, cookie=serial_no, buffer_id=buffer_id,

	
	                                    idle_timeout=idletime, hard_timeout=hardtime,

	
	                                    priority=priority, match=match,

	
	                                    instructions=inst)

	
	        else:

	
	            mod = parser.OFPFlowMod(datapath=datapath, cookie=serial_no, priority=priority,

	
	                                    idle_timeout=idletime, hard_timeout=hardtime,

	
	                                    match=match, instructions=inst)

	
	        datapath.send_msg(mod) [54]

	
	


	
	


	
	    def block_port(self, datapath, portnumber):

	
	        ofproto = datapath.ofproto

	
	        parser = datapath.ofproto_parser

	
	        match = parser.OFPMatch(in_port=portnumber)

	
	        actions = []

	
	        flow_serial_no = get_flow_number()

	
	        self.add_flow(datapath, 100, match, actions, flow_serial_no, hardtime=120) [54]

	
	


	
	    @set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)

	
	    def _packet_in_handler(self, ev):

	
	        # If you hit this you might want to increase

	
	        # the "miss_send_length" of your switch

	
	        if ev.msg.msg_len < ev.msg.total_len:

	
	            self.logger.debug("packet truncated: only %s of %s bytes",

	
	                              ev.msg.msg_len, ev.msg.total_len) [54]

	
	        msg = ev.msg

	
	        datapath = msg.datapath

	
	        ofproto = datapath.ofproto

	
	        parser = datapath.ofproto_parser

	
	        in_port = msg.match['in_port']

	
	


	
	        pkt = packet.Packet(msg.data)

	
	        eth = pkt.get_protocols(ethernet.ethernet)[0]

	
	


	
	        if eth.ethertype == ether_types.ETH_TYPE_LLDP: [54]

	
	


	
	            return

	
	        dst = eth.dst

	
	        src = eth.src

	
	


	
	        dpid = datapath.id

	
	        self.mac_to_port.setdefault(dpid, {})

	
	        self.arp_ip_to_port.setdefault(dpid, {})

	
	        self.arp_ip_to_port[dpid].setdefault(in_port, [])

	
	        #self.logger.info("packet in %s %s %s %s", dpid, src, dst, in_port) [54]

	
	


	
	        self.mac_to_port[dpid][src] = in_port

	
	


	
	        if dst in self.mac_to_port[dpid]:

	
	            out_port = self.mac_to_port[dpid][dst]

	
	        else:

	
	            out_port = ofproto.OFPP_FLOOD

	
	


	
	        actions = [parser.OFPActionOutput(out_port)]

	
	


	
	        #if ARP Request packet , log the IP and MAC Address from that port

	
	        if eth.ethertype == ether_types.ETH_TYPE_ARP:

	
	            #self.logger.info("Received ARP Packet %s %s %s ", dpid, src, dst) [54]

	
	            a = pkt.get_protocol(arp.arp)

	
	            #print "arp packet ", a

	
	            if a.opcode == arp.ARP_REQUEST or a.opcode == arp.ARP_REPLY:

	
	                if not a.src_ip in self.arp_ip_to_port[dpid][in_port]:

	
	                    self.arp_ip_to_port[dpid][in_port].append(a.src_ip)

	
	                    #print "arp_ip_to_port " ,self.arp_ip_to_port [54]

	
	


	
	


	
	        # install a flow to avoid packet_in next time

	
	        if out_port != ofproto.OFPP_FLOOD:

	
	


	
	            # check IP Protocol and create a match for IP

	
	            if eth.ethertype == ether_types.ETH_TYPE_IP:

	
	                ip = pkt.get_protocol(ipv4.ipv4)

	
	                srcip = ip.src

	
	                dstip = ip.dst

	
	                protocol = ip.proto [54]

	
	


	
	




	
	                if self.mitigation and PREVENTION:

	
	                    if not (srcip in self.arp_ip_to_port[dpid][in_port]):

	
	                        print("attack detected from port ", in_port)

	
	                        print("Block the port ", in_port)

	
	                        self.block_port(datapath, in_port)

	
	                        #print ip

	
	                        return

	
	


	
	                match = parser.OFPMatch(eth_type=ether_types.ETH_TYPE_IP, ipv4_src=srcip, ipv4_dst=dstip) [54]

	
	


	
	                # verify if we have a valid buffer_id, if yes avoid to send both

	
	                # flow_mod & packet_out

	
	                flow_serial_no = get_flow_number()

	
	                if msg.buffer_id != ofproto.OFP_NO_BUFFER:

	
	                    self.add_flow(datapath, 1, match, actions, flow_serial_no,  buffer_id=msg.buffer_id)

	
	                    return

	
	                else: [54]

	
	                    self.add_flow(datapath, 1, match, actions, flow_serial_no)

	
	        data = None

	
	        if msg.buffer_id == ofproto.OFP_NO_BUFFER:

	
	            data = msg.data

	
	


	
	        out = parser.OFPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,

	
	                                  in_port=in_port, actions=actions, data=data)

	
	        datapath.send_msg(out) [54]














Python code for detecting traffic.
	import os, statistics, time, logging, re

	
	


	
	# Set up the logger

	
	logger = logging.getLogger('attack_detector')

	
	logger.setLevel(logging.DEBUG) [55]

	
	


	
	# Create a handler to log to the console

	
	ch = logging.StreamHandler()

	
	ch.setLevel(logging.DEBUG)

	
	


	
	# Set the format for the log messages

	
	formatter = logging.Formatter('[%(asctime)s] %(levelname)s: %(message)s', datefmt='%m/%d/%Y %I:%M:%S%p')

	
	ch.setFormatter(formatter)

	
	


	
	# Add the handler to the logger

	
	logger.addHandler(ch) [55]

	
	


	
	#Should the suspected attacker blocked?

	
	block_attacker = False

	
	


	
	# Set interval for when the program should check

	
	sleep_interval = 15

	
	


	
	# Set threshold for number of connections

	
	connection_threshold = 1000  [55]

	
	


	
	# Initialize list to store previous number of connections

	
	previous_connections = []

	
	


	
	while True:

	
	    # Check for increased network activity

	
	    result = os.popen("netstat -an | FindStr /R /C:\":80 \" | find /C /V \"\"").readline()

	
	    connections = int(result.strip())

	
	    previous_connections.append(connections)

	
	


	
	    os.system('title DDoS Attack Detector : Connnections: {}'.format(str(connections))) [55]

	
	    

	
	    # Use statistical analysis to determine if the network activity is abnormal

	
	    if len(previous_connections) >= 10:

	
	        mean = statistics.mean(previous_connections)

	
	        stddev = statistics.stdev(previous_connections) [55]

	
	


	
	        # Send a warning if the number of connections is above the threshold and significantly higher than average

	
	        if connections > connection_threshold and connections > (mean + 2 * stddev):

	
	            attacker = None

	
	            with os.popen("netstat -an | FindStr /R /C:\":80 \"") as result:

	
	                for line in result:

	
	                    match = re.search(r'(\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3})', line)

	
	                    if match:

	
	                        attacker = match.group()

	
	                        Break [55]

	
	


	
	            logger.warning('Potential DDoS Attack [c=' + format(connections) + '] [attacker=' + attacker + ']')

	
	


	
	            if block_attacker:

	
	                os.system(f'netsh advfirewall firewall add rule name="Block IP" dir=in action=block remoteip={attacker}')

	
	                

	
	            previous_connections = []

	
	        else:

	
	            logger.debug('Connections are normal [c=' + format(connections) + ']') [55]

	
	            previous_connections.pop(0)

	
	    else:

	
	        logger.debug('Not enough data to determine normal connection amount [c=' + format(connections) + ']')

	
	


	
	    # Check again in the entered amount of seconds

	
	    time.sleep(sleep_interval)



                                  [55]
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1115884049 | 136.04.214.2 1168.75.50 24484 | 80 [SYN] o
{115882693 | 185.166.81.54 [168.75.50 24482 | 80 [SYN] o
‘115843074 |17.231.41.215 1168.75.50 24515 |80 TS o

Address: RealtekU_12:35:02 (52/54:00:12:35:02) ‘08 00 27 4f 52 54 00 12 35 02 08 06 00 01 - '"FORT 5
. : 5 L6 bit: Locally administered address (this is NOT the factor 08 00 06 62 52 54 00 12 35 02 0a 09 62 02 RT -5
16 bit: Individual address (unicast) 08 00 27 4 6a 00 02 Of 00 00 00 09 09 60 - '"FO

0 00 00 0 60 00 00 60 60 00

OO OO
Type: ARP (6x0806)
Padding: 060009980600000000988000000000999000

~ Address Resolution Protocol (reply)
Hardware type: Ethernet (1)

Protocol type: IPv4 (0x0898)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: RealtekU_12:35:02 (52:54:00:12:35:02)

Sender IP address: 10.0.2.2

Target MAC address: PCsCompu_22:46:4f (08:00:27:22:46:47)

Target IP address: 10.9.2.15




image45.jpeg
Destination Protocol _Length

1
=l
1
1

.166139925  PesCompu_22: 44 Wno has 10.0.2.27 Tell 127.0.0.1
1168244140 Realteku 12 6210.0.2.2 is at 52:54:00:12:35:62
191045849  PesCompu_22: 44 Who has 10.0.2.22 0.6.1
1102061222 RealtekU 12 6210.0.2.2 is at 52:54:00:12:35:62
215031500 PesCompu_22: 44 Who has 10.0.2.27
216054426 _ Realteky 12 10.0.2.2 is at 52:

Unused: 00009800 04 60 06 00 69 90 00 08 00
~ Internet Protocol Version 4, Src: 127.0.0.1, Dst: 192.168.75.50 44 49 co 00 60 7 80 00 01
0108 Version: 4 01 63 01 87 5 45 00 00 28 E(
.. 0101 = Header Length: 20 bytes (5) 00 40 06 b1 OF coagdp 32 U@ K2
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT) 50 5020 02 00 c- P 4
Total Length: 40 8
Identification: 0x3e55 (15057)
» 000, Flags: 0x0
.6 0000 0099 0000 = Fragment Offset: ©
Time to Live: 64
protocol: TCP (6)

‘[Header checksun status: Unverified]
Source Address: 127.0.0.1
Destination Address: 192.168.75.50

» Transmission Control Protocol, Src Port: 25520, Dst Port: 89, Seq: 2003671440




image46.png
7]

® Volumetric
= Protocol
= Application

 Other




image47.png
600 16%
MmPeak attack size -e-Number of attacks

14%

500 A
/ \ 1%
/ \ 10%
8%

6%

N——- ”

100
I I I I -
i o

Jan Feb Mar|Apr May Jun | Jul Aug Sep|Oct Nov Dec|Jan Feb Mar
Ql Q2 Q3 Q4 Ql
2020 2021

N
I}
o

Attack size (Gbps)
w
<}
S

N
=3
o

Distribution of attacks as a percentage of total

&




image48.jpeg
W8 kali-finux-2022.3-virtualbox-amd64 [Running] - Oracle VM VirtualBox
View Input_Desices_Help

File Edit View Go Capture Analyze Statistics Telephony Wireless Tool

@ mE Qe EF IS

No. Time Source Destination
0.000000000  PcsCompu_22:46: Broadcast
0.000235777
[ 1

0.000256817  14.222.204.226

0.090257749  58.203.41.107

0.000258320  38.24.206. 65

0.000258937  214.74.144.186

0.000259527  22.192.44.129

0.000260146  91.94.111.116

0000260754  211.225.202.73

0000261369  164.78.96.67

0.000261934  229.139.57.240

0.090262530  183.102.227.8

0.000263129  22.20.126.106

0000263776  14.76.193.80

0000264406  214.76.66.245

0.000265041  75.227.79.12

0000265620  185.74.107.179

0.090266228  63.220.65.39
~ Destination: RealtekU_12:35:02 (52:54:00:12:3
‘Address: RealtekU_12:35:62 (52:54:00:12:35:02)
4 . . Locally administered ad
Tndividual add
» Source: PcsCompu_22:46:41 (08:00:27:22:46:47)
Type: IPvé (6x0800)
~ Internet Protocol Version 4, Src: 86.215.147.21, Dst: 192.168.75.50
0106 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

ferentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

Total Length: 40

Identification: Oxac3c (44092)

00, ... = Flags: 6x0

..0 0000 006 0000 = Fragment Offset: ©

Time to Live: 64

Prafacal: TP ()
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