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Abstract - It is critical to address cybercrimes promptly and effectively considering their prevalence is increasing at an alarming rate on an international level. Cyberattacks on computer systems can result in leaving behind evidence that, when processed and intelligently analysed, can aid in the identification and pursuit of cybercriminals. Wide-ranging commercial and open-source digital forensic toolkits are used by forensic organisations and law enforcement departments to analyse digital evidence. The suggested investigation survey aims to highlight research gaps, introduce various computer forensic domains and forensic toolkits currently in use, and provide a comparative analysis of these tool characteristics to assist investigators in choosing the right tools during the forensics process. Additionally, this survey will indicate present difficulties and potential future studies.   ( at end of assignment add bit from the middle and end ) 
Keywords: Cybercrimes, Open-Source Tools, Forensic toolkits 
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Criminals are targeting organisations, governments, as well as individuals utilising cutting-edge technology, which has ended up in resulting in substantial disruptions and monetary damages [1]. As a consequence, the area of the computer forensic has become crucial for analysing and prosecuting cybercrime. Digital forensic tools' major objective is to locate and keep digital evidence in a forensically sound manner, which implies that the evidence is gathered and examined in a way that preserves its reliability and integrity for use in court cases. These programmes are made to locate deleted or hidden data, retrieve information that has been purposefully or unintentionally removed, and find any attempts to tamper with the evidence. To identify and track hackers, analyse network traffic, and find any unusual behaviour on a computer or network [2], employ digital forensic tools. These programmes can also be used to restore data that has been deleted, lost, or stolen, as well as to restore data following a catastrophic event such as a system crash. The author compares available open-source computer forensic investigation programmes on the basis of characteristics described in this report. This can assist investigators in choosing the best tools for a particular case or inquiry. Overall, the report emphasises the value of computer forensics in the fight against cybercrime and the necessity for investigators to intelligently choose and employ the most appropriate technologies to gather unambiguous evidence against offenders.
[bookmark: _Toc134136348]Digital Forensic Tools

[bookmark: _Toc134136349]Encase
EnCase was developed by Guidance Software, and it has been extensively utilised by law enforcement agencies, government agencies, and private investigations to preform digital investigations and forensic examination of electronic devices [3].To generate a forensic duplicate of the digital device or storage medium that is being examined, the software employs a technique known as imaging. This approach generates a bit-by-bit replica of the original information, which includes all deleted and hidden files, which can subsequently be analysed without damaging the original data. Depending on the size of the device or storage medium being analysed, the imaging procedure can take many hours or even days. Triage: EnCase Forensic enables you to quickly see and investigate probable evidence to determine whether assistance examination is needed.
Collect: Collecting from several operating systems and file formats makes it easier to get more evidence.
Decrypt: Frequently recovers encrypted data if the user possesses the required decryption key. To attempt to break the encryption, EnCase can also utilise brute-force techniques, nonetheless this is frequently a time-consuming and highly resource-intensive procedure. Investigate: The capacity to appraise evidence and apply one's experience to establish parameters for investigation are critical components.

allows the user or investigator to make reports by providing a reporting structure. Features of EnCase Forensic include the following:

· Evidence Gathering: EnCase forensic enables investigators to gather evidence from a broad spectrum of sources such as storage media, networked shares, and moreover mobile phones and tablets.
· Data Analysis: The tool provides a variety of data analysis tools, such as keyword searching, file carving, and furthermore chronology analysis, enabling investigators to acquire pertinent evidence.
· Reporting: for the purpose of assist investigators generate reports based on their results, EnCase forensic offers a reporting framework. The content of reports can be customised to incorporate pertinent data, and they can be exported in a number of different formats.
· File Viewer: Using the reporting architecture provided by EnCase forensic, investigators can create reports in accordance with their findings. Reports can be configured to include relevant data and produced in a variety of formats.
· Case Management: Investigators may keep track of their work and handle their cases with greater efficiency with the help of EnCase forensics case management function. 
· Collaboration: The application has collaboration capabilities that let analysts exchange information and work on cases collectively.
· Courtroom Presentation: Another feature called EnCase presenter is part of EnCase Forensic that enables investigators to generate courtroom proceedings according to their findings.
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Access data group is the company behind FTK. They have become the primary resource for training and certification in forensics tools. FTK is used by law firms and more than 130,000 governing bodies internationally. It can evaluate network connections, desktops, laptops, mobile devices, and personal computers much more rapidly than with any other tool. Keyword searches and filtering are conducted. A standard license comes in at around £3000. Below are some characteristics of FTK.
· Equipped with collecting and processing data by means of a network.
· Able to accumulate information from approximately three thousand mobile devices.
· Rapidly detects data that is absent, fraudulent activities, and moreover data leaks.
· FTK can detect how data got there, who changed its location, and even if any alterations were made to the original site if data storage was done elsewhere other than the intended location.
· It can easily identify if any data has been transferred from the system or mobile device.
· Even during static analysis, it might capture data.
· FTK can be launched from a USB disc.
· It has the choice of expert review, where examining will be performed alongside comparisons with the witness on the final analysis of the evidence.
· Password recovery
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Overview: When user input can alter how a SQL query is processed, this is referred to as a SQL injection vulnerability. A free penetration testing tool called SQLmap was developed by Daniele Bellucci in 2006.
Key features: The main characteristics of SQLmap include: 
· Password cracking: Password-cracking software like SQLmap is available. It makes use of a dictionary-based attack method and automatically detects different password hash types.
· Database search: A database system can be searched using SQLmap to find specific data. One can conduct a search for a database or specific column names across multiple databases.
· Command execution: If the database system is MySQL, Microsoft SQL Server, etc., SQLmap enables you to execute arbitrary commands from a distance and access the outcomes of those commands.
· Database support: There are numerous different database technologies that SQLmap can be utilised with, including MySQL, Oracle, PostgreSQL, Microsoft SQL Server, Microsoft Access, SQLite, Firebird, etc.
· USP: Pre-installed on the Kali Linux distribution is SQLmap, a distinctive penetration testing tool for database management systems (DBMS).
· Pricing: SQLmap is open – source product

[bookmark: _Toc134136352]Autospy
To evaluate and research digital data contained in computers and other electronic devices, digital forensic investigators utilise autopsy software. Law enforcement organisations , forensic investigators, and other professionals possessing an interest in digital forensics frequently use this open-source tool, which was created by The Sleuth Kit initiative [4]. Digital evidence such as storage media, handheld devices, and network data, to name a few, can be investigated using the graphical user interface (GUI) provided by autopsy software. Huge volumes of data, including deleted files, file system artefacts, and metadata, can be processed and evaluated automatically by the software. There are also advanced tools like hash analysis, file cutting, and keyword searching accessible.
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Security experts and amateurs alike use Kali Linux, a well-known penetration testing and ethical hacking distribution [5]. The advantages and disadvantages of Kali Linux are listed below:
· Vast variety of applications and an immense number of pre-installed tools and utilities.
· Kali Linux is very adaptable, enabling users to modify the distribution to suit their individual requirements.
· Free and Open Source: Kali Linux is free and open source, which entitles anyone to download and utilise it without having to pay any licencing costs.
· Large User and Developer Community: Kali Linux has a large user and developer community, so if you encounter issues or have queries, help is readily available.
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· (VMDK) Virtual Machine Disks
· (Ex01)  This is known as imaging, and it is critical to generate an exact clone of the device's storage media in order to maintain the evidence's integrity.
· (AFF) Advance Forensic Format
· (EWCF) Expert Witness Disk Image Format
· (LEF) Logical Evidence File
· (NTFS) New Technology File System
· (FAT) File Allocation Table
· (exFAT) Extensible File Allocation Table
· (RAID) Redundant Array Independent Disk
· (ZIP) Archive file format
· (TAR) Tape Archive 
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	License
	Proprietary
	Open / Proprietary
	Open
	Open

	Platform
	Windows,
MAC,
Linux,
DOS
	All versions of Windows from 7 up to 11
	Windows 7-8-10
Linux,
MacOS
	Windows 7-8-10
Linux
MacOs

	Features 
	EnCase can be used to analyse the target drive's or storage device's image created by the Evidence File System (Ex01).

An integrated file reader that supports a variety of file types so that investigators may see and analyse information without having to jump between applications.
	FTK's primary features include internal viewer, disc imaging, network data, data transfer, detection, and password recovery.
AFF,Raw dd image,
E01
EWCF
AFF4
LEF’s
	Support for databases: SQLmap is able to communicate with a number of databases, including MySQL, Oracle, PostgreSQL, Microsoft SQL Server, SQLite, and others.
	Kali Linux can be launched from a live USB with persistence, enabling users to save their settings and data to the disc and carry it around with them. Supports
AFF – EWF -Raw dd image format

	Supported Image file formats
	Raw, 
VMware,
EnCase,
Safe back,

	Raw,
SMART,
EnCase,
Snapback,
Safe back
	Since SQLmap is a command-line tool that operates by accepting user input or configuration parameters through its command-line interface, it doesn't have a specific file format.
	AFF,
EWF,
Raw dd image format
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	Format Drive
	EnCase Forensic's logical drive evaluation and analysis capabilities encompass file systems like NTFS, FAT, and exFAT in addition to RAID arrays.
	Network Drives: SMB,CIFS,NFS
Virtual Drives: VMDK, VMDK formats. Cloud Based drives: Hosted on services such as Amazon S3,Dropbox,
OneDrive, Google Drive.  Logical Drives: Such as NTFS, FAT, exFAT, as well as RAID systems. 
	With these DBMS, SQLmap can operate in a variety of formats.
MySQL
PostgreSQL
Oracle
MS SQL Server
SQLite
IBM DB2
Sybase
Firebird
SAP MaxDB
HSQLDB
	Disk image formats: E01,DD,AFF,VMD,VDI.
Packet Capture: PCAP
PCAPNG, TCPDUMP.
File Format: NTFS,FAT,exFAT,ext2,ext3,ext4,HFS+,HFSX.
Archive Formats: ZIP,TAR,GZIP,BZIP2,RAR,7ZIP.
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Sabotage Case Study

[bookmark: _Toc134136356]Forensics Investigation 

 The objective here is to gain insight into the nature of the criminal activity as well as the sequence of incidents that led up to it! Upon interacting with the customer, Ms Dee Rod, CEO of CEC Mobile Manufacturing industries, it became obvious that extremely important files have been removed from one of the organization's PCs. The pieces of documentation in question have connections to the design of the current Samsung Galaxy S20 Plus mobile phone, and the primary architect is Mr Rob Jengelly. It appears that Mr. Jengelly recently left his position, and when the employees tried to access his drawings, they were unable to find them. Unfortunately, there was no backup mechanism, therefore Mr. Jengelly was the only person who had access to these designs and the private information. 
In addition to retrieving the crucial material, the external investigators are required to present proof of the insider attack.  The following tools will be needed by Enoch Digital Ltd, who will be attending the digital crime:
· To build a bit streamed image of all involved hard drives, the target hard drives will be the focus.
· To make the original drive read-only, use a write blocker.
· Miscellaneous  Equipment: Cables and anti-static bags are examples of other equipment. Sticky Notes, Allen Keys, and a set of portable screwdrivers  
[bookmark: _Toc134136357]Securing of Data

The offender's computer is on when they arrive at CEC Mobile Manufacturing Company and hasn't been restarted or shut off. Now, the hard drive needs to be taken into custody. Computers and storage media should be handled with care. Since electricity that is static can damage hard drives. Since the Pc’s have not been switched off there is a chance of collecting information from RAM known as volatile memory [6].  Software used  FTK 7.5 , Boot disks and moreover USB drives.

[bookmark: _Toc134136358]Chain of custody document Overview

Once data has been secured,  for legal purposes a chain of custody must be abided by [7]. Below shows a brief example of what is needed.
Case No. : [Insert Case No.] The following evidence is provided: [Insert a description of the evidence here] [Insert Date and Time] was used to collect this information. Collection location: [Insert Location] [Insert the collector's name here]
I attest that the above-mentioned evidence was acquired, handled, and preserved in accordance with accepted forensic practises. At each level, the chain of custody has been preserved and documented. I am aware that any tampering with or improper handling of this material may result in legal ramifications and that it may be utilised in court proceedings.

Signature of the Collector: [Insert Collector Signature Here]
[Enter a Date Here]
As mentioned above, this is an example of what might be asked for a Chain of Custody document.
[bookmark: _Toc134136359]Collection of Data
Due to the fact that the system is still in use, the first task will be to use volatile memory, also referred to as a memory dump. When FTK is run from a USB drive and stored on a different USB, a memory dump is obtained. IOCs, or indicators of compromise [8], can now be checked in the dump.
When conducting IT forensic investigations, it is imperative to avoid making any alterations or modifications to the original material. Any attempt to modify or examine the original evidence could result in data loss or corruption, endangering the objectivity of the investigation. 
Generating a digital forensic picture of the hard disc is a crucial step in IT forensic investigations. While enabling investigators to thoroughly analyse the data, it ensures the security and preservation of the original evidence. Following the creation of a forensic image, investigators can search it for any relevant artefacts or pieces of evidence by using specialised forensic techniques and tools.
Utilising the FTK manager, the hard disc media can be copied. A disk-to-image clone is what this "Bit-to-Bit" replication will provide. The primary disc can then be preserved in a secure location while you produce as many duplicates as you'd like. However, there is also disk-to-disk. Because the PC's hard drive can accommodate a little more than 100 Gigabytes of data, disk-to-image is the most well-liked and adaptable technique in this situation.
[bookmark: _Toc134136360]Analysing and Recovering Data

Analysis, recovery, and data carving are now possible as a result of the creation of the disc image and RAM dump. A user will think that a file has been deleted from the system when they do it! The information has just been logically destroyed but is still physically present on the media disc, leaving clusters on the file system that are marked as free.
Furthermore, files might have been permanently deleted or their locations on the file system may have been altered by specialised software, making it impossible in some situations to recover them, however Mr Jengelly is the only staff member who only has access to the files and furthermore he does not have local administrator rights access so in this situation it’s very unlikely that any form of 3rd party software was installed and used. Once the files have been restored and verified their will be enough evidence to prove that Mr Jengelly tampered with the files as system logs will prove this along with time and date, Moreover FTK email analysis tools enable forensic investigators to carefully examine email messages and attachments and extract pertinent data that can be utilised as evidence.

[bookmark: _Toc134136361]reporting and preserving evidence
A high level of accuracy, precision, and adherence to best practices are required for reporting and preserving evidence in digital forensic. These recommendations can help investigations make sure that the evidence is accurately gathered, kept, and analysed so that it can be utilised successfully in court.



[bookmark: _Toc134136362]The Expert Witness
An expert witness is a witness who has specialised knowledge, education, and experience in the field of digital forensics and who testifies as such in a legal matter involving digital forensics. An expert witness job is to present the court with factual, trustworthy testimony that is based on their knowledge of the subject matter and their examination of the available evidence.
Legal procedures aim to establish facts and assist defence teams in discovering the truth. Even the most intricate approaches and methodologies must be explained simply so that the court may understand the material provided.
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Enoch Digital Ltd
Invoice Number [23546667]
Invoice Date 04/05/23

Client  Ms Dee Rod
286 Westminster Road London
SW1A 2AD


	Services
	Quantity
	Price
	Amount

	Incident Rate per Hour 
	 20
	200
	4,000

	Forensic imaging and collection
	
	
	900

	File / data restore
	
	
	700

	Password recovery
	
	
	120

	Email analysis and reporting 
	
	
	300

	Forensic report and expert witness
	
	
	2000

	Total
	
	
	8,020






[bookmark: _Toc134136364]Conclusion and Recommendation

[bookmark: _Toc134136365]This assignment has examined the main digital forensic technologies, and when appropriate, real-world examples have been given. The case study based on the infringement of intellectual property rights was the focus of the second half of the assignment. This assignment required the use of raw disc images from a SharePoint class folder. I have gained a general understanding of the core concepts underlying digital forensics tools thanks to my work. 
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