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Learning & Development Services
  
Counter Terrorism
Knowledge Check

Gwasanaethau Dysgu a Datblygu

  
Counter Terrorism
Knowledge Check




	                                    LESSON TITLE:

	
Evidence in Investigations



	
GROUP/CLASS:

	
Initial Learning 
(PCDA/DHEP students)
	
DURATION OF 
LESSON:

	
 180 mins



	
LESSION AIM:

	
Identify types of evidence that may be obtained during an investigation and the processes for managing the evidence	




	
OBJECTIVES: By the end of the lesson learners will be able to:

	
ASSESSMENT ACTIVITIES
(linked to  objectives)

	
Blended Assessment Activities (linked to Objectives)

	1. Explain two pieces of legislation in place that can impact investigations and evidence

2. State the role of several specialist that can help during an investigation

3. State the differences between directed and intrusive surveillance 

4. Explain what types of evidence can be obtained during an investigation and how this would impact of individuals

	Objective 1: 
GA1 | Q&A


Objective 2:
Q&A


Objective 3: 
GA2 | Q&A

Objective 4: 
GA3 |  Q&A

	

















	
COLLEGE OF POLICING LEARNING OUTCOMES


	Understand the types of evidence that may be obtained during an investigation and the processes for managing the evidence

3.11  Using financial investigation as a line of enquiry:
    • Role of the specialist financial investigator
3.12  Specialists who may be involved, including Crown Prosecution Service (CPS), forensic specialists, financial investigators, digital media investigators

6.1 Types of evidence
6.2 How digital technology can capture best evidence e.g. body worn video cameras
6.3 Processes for searching and seizure for forensic/physical evidence
6.4 Use of ANPR as an investigative resource
6.5 How to attribute digital devices/physical or forensic activity to a suspect and incident
6.6 Specialist support that may be required to obtain further evidence
6.7 How to review information and material gathered
6.8 Processes associated with transportation, storage, and disposal of exhibits
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Timing
	
Session Content

	
	


Resources

	
	
Trainer Activities 
(including any specific questions asked e.g. for assessment purposes)

	
Learner Activities
(including objectives met)
	
Trainer & Learner Activities
Blended Learning
	

	
0-5
mins
	
Maslow – learners needs.
Deck clearing-any issues to resolve?
Gestalt - verbal outline of aims and objectives.

This is a didactic styled input with the trainer delivering the PowerPoint to the class, and posing questions to consolidate understanding of the topic where required.
	
· Listening
· Asking and answering questions
· Discussing



	
	
Lesson plan.

Computer system with projector to facilitate delivery.
PowerPoint 
PPT Slide 1


	
5-20
mins



	
Trainer to introduce students to Evidence in Investigations PPT slides 2

Before showing PPT slide 3, trainer to ask:
Q. What types of evidence can you think of?
Q. What kind of documents are included in these types of evidence? 

Trainer to record answers on white board and facilitate discussion about the types of forms that may be classed as evidence i.e. digital evidence – computer records, CCTV etc.

	
· Listening
· Asking and answering questions
· Discussing






	
	
PPT slides 2 - 3
White board
Pens

	
20-25
mins
	 
QTS
Q. What impact does ‘material’ have on an investigation? 
Q. What are the consequences of not keeping material? 

Trainer to facilitate discussion on the importance of material and the consequences of not keeping material with the trainer and class.

	
· Listening
· Asking and answering questions
· Discussing

	
	
PPT slide 4

	
	
Before showing PPT slide 5, trainer to ask:
QTS
Q. What are the benefits of obtaining digital technology as a form of evidence?

Trainer to debrief using PPT slide 5

	
· Listening
· Asking and answering questions
· Discussing
	
	
PPT slide 5

	
25-30
mins
	
Trainer to display table to class. Talk through each area answering any questions as they arise.
	
· Listening
· Asking and answering questions
· Discussing



	
	
PPT slide 6

	
30-35
mins
	
QTS
Q. What specialist support do you think is available to gather evidence when conducting an investigation?

Trainer to record answers on white board and de-brief using PPT slide 7. Trainer to elaborate on: CSI DMI and Financial Investigators


	
· Listening
· Asking and answering questions
· Discussing





Objective 2
	
	
PPT slide 7
White board 
Pens

	
35-40
mins


	
Trainer to display list of legal powers – students to be encouraged to read these powers in more depth
	
· Listening
· Asking and answering questions
· Discussing

	
	
PPT slides 8


	
40-60
mins












60-65
mins
	
Activity 1: 
RIPA  & Human Rights Act 1998

Trainer to split class into 2 groups.. 
Group 1 to research RIPA 
Group 2 to research Human Rights. 

Trainer to use PPT  slide 9 & 10 to debrief the activity. 






Board blast: 
QTS
Q. What does surveillance mean to you? 

Trainer to record answers on white board and de-brief using PPT slide 11

	
Activity 1: 
Each group to find out what the Acts are about and how they can impact investigations

Each group to feedback findings to other group.
 
· Listening
· Asking and answering questions
· Discussing

Objective 1



Board blast: 
· Listening
· Asking and answering questions
· Discussing



	
	
PPT slides 9 & 10
Flipchart paper
Pens












PPT slide 11
White board
Pens

	
65-70
mins
	
Before showing PPT slide 12, trainer to ask:
QTS
Q. What does ‘covert’ mean to you? 
Q. Can you think of any examples of when covert investigations might be used?

Trainer to de-brief using PPT slide 12.

	
· Listening
· Asking and answering questions
· Discussing



	
	
PPT slide 12

	
70-80
mins
	
Activity 2: Trainer to split class into 2 groups. 

Trainer to de-brief using PPT slides 13 & 14 to consolidate student findings.
	Activity 2:
Group 1 – research what directed surveillance is
Group 2 – research what intrusive surveillance is

Groups to present findings to other group.

Objective 3

	
	
PPT slide 13 &14
Flipchart paper
Pens

	
80-85
mins
	
Trainer to display slide – highlight the importance to students of following the procedures of RIPA in order to ensure the evidence is used in court
	
· Listening
· Asking and answering questions
· Discussing

	
	
PPT slide 15

	
	Break (approx. 20 mins)

	
110-120
mins
	
QTS
Q. Does anyone know what an APNR system is?
If not, trainer to clarify to students what the system is. 

Q.  What benefits do you think the system may have on the investigations that they may be conducting? 

Trainer to use PPT slide 16 to display some of the benefits.

Trainer to use PPT slide 17 to explain to students how the process works.

	
· Listening
· Asking and answering questions
· Discussing
	
	
PPT slides 16 & 17

	
120-125
mins
	
Trainer to show PPT slide 18, which displays the three areas that cameras are located. 

Trainer to highlight to students that we do not disclose any information with regards to fixed locations. 

	
· Listening
· Asking and answering questions
· Discussing
	
	
PPT slide 18

	
125-130
mins
	
Before showing PPT slide 19, trainer to ask:
QTS
Q. Can you suggest ways in which ANPR can be used within investigations?

Trainer to display the three points on the slide, discussing each one in turn.

	
· Listening
· Asking and answering questions
· Discussing 



	
	
PPT slide 19

	
130-140
mins
	
Trainer to use PPT slides 20 & 21 to highlight the ANPR search benefits for both reactive and proactive investigations.


	
· Listening
· Asking and answering questions
· Discussing 

	
	
PPT slide 20 & 21

	
140-155
mins
	
Activity 3:
Trainer to split the class into 4 groups and then show PPT slide 22.

Trainer to facilitate discussion from student answers.
	
Activity 3:
In their groups, students to discuss what evidence and material officers could obtain in order to investigate this crime? 

Groups to feedback to each other.

· Listening
· Asking and answering questions
· Discussing 

Objective 4

	
	
PPT slide 22
Flipchart paper
Pens

	
155-160
mins
	
Trainer to show PPT slide 23 and facilitate discussion around statement. 

Trainer to highlight that whilst using tools for investigation purposes you have to be aware of the impact that the enquiries have on individuals. The tools that you use have to be used with caution. 

	
· Listening
· Asking and answering questions
· Discussing 

	
	
PPT slide 23

	
160-175
mins
	
QTS
Q. How does material impact on the investigation?
Discuss.

Students be introduced to the terms ‘Record, Retain, Reveal’ – Disclosure Principles Explain 
	
· Listening
· Asking and answering questions
· Discussing 
	
	
PPT slide 24

	
175-180
	
Trainer to introduce the students to Disclosure Principles “Record, Retain, Review & Reveal” 

This will be discussed in more depth in a later lesson. 
	
· Listening
· Asking and answering questions
· Discussing
	
	
PPT slide 25

	


	Give students link: https://www.app.college.police.uk/app-content/investigations/european-investigations

Ask students to independently study this area to supplement the lesson.
	
· Listening
· Asking and answering questions
· Discussing 

	
	
PPT slide 26

	
180
mins
	
Any questions?

 
	
· Listening
· Asking and answering questions
· Discussing
	
	
PPT slide 27



	
EVALUATION OF LESSON:
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