
Wired networks are often considered secure
because they require physical access.
However, location security isn’t enough.
Implementing security measures similar to
that of Wi-fi is a logical step to securing Wired
networks.
802.1x in Wired networks gives network
administrators the same assurance as they
have with Wireless networks. Providing a
security guard at the user edge of the
network.
802.1x comes with added benefits of Policy
enforcement adding an additional layer of
security and limiting lateral movement.

Implementing and Evaluating 802.1x wired Authentication
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Confidentiality
Integrity
Availability

Each letter represents a foundational
principle. When all 3 standards are met,
security posture is stronger.

CIA Triad forms the basis of 
Information Security.

Are Wired Networks 
Secure?

EAP dot1x

Individualised Authentication. Each device
and user have individual credentials or a
certificate to authenticate onto the
network.

Step 1.
1. Supplicant patches into the 
network.

2. Network Authenticator 
Device (Cisco Switch)
sends EAP-Request-Identity.

3. Supplicant responds with 
EAP identity – EAP over LAN.  

4. If PEAP-MSCHAPv2, 
supplicant responds 
containing its credentials to 
the or EAP-TLS, sends device 
certificate to Authenticator.

Step 2.
1. Authenticator encrypts 
credentials with MD5 using a 
Pre Shared Key with the 
Authentication server (Cisco 
ISE). 

2. Credentials sent using 
RADIUS to Cisco ISE.

3. Credentials used to 
identify device. Policy sets 
are pushed to NAD to 
enforce policies on 
Supplicant discretionary 
Access Control List (dACL).

Step 3. 
1. Authentication Server 
(Cisco ISE) queries Active 
Directory using a LDAP 
lookup and Kerberos 
Protocol.

2. Authentication Server 
can use Group membership 
in Policy Sets to limit access.

Simplified authentication flow process

EAP-TLS Vs PEAP MSCHAPv2

EAP-TLS

Certificate Based Authentication

Mutual Authentication. Server and 
Client exchange certificates

More secure, certificates cant be 
stolen/reproduced

Requires PKI – Public Key 
Infrastructure

PEAP-MSCHAPv2

Credential Based Authentication

Easier to configure

Zero Trust architecture 

ZTA introduces principles to assume no implicit trust is granted
to a supplicant until authentication and authorisation has
taken place.
Supplicants are continually evaluated against policy based
profiles to remain authorised.
Principles include, segmentation, authentication, threat
protection and granular least access policies.

Helps guide 
development 

of security 
principles.
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Mutual Authentication. Re-assures the
device that the network it is joining is
genuine. Mitigates man-in-the-middle
attacks.
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