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1. [bookmark: _Toc196507883]Introduction
Modern automotive systems employ a distributed network architecture [1], [3] to increase the efficiency, safety and capability of the system. This assignment focuses on a token-based distributed network for a vehicles external lighting system, using Proteus and a microcontroller. The objective of this assignment is to produce a network with a master and slave architecture that allows for efficient communication, in this case the master controls the lights and ancillaries on the front corner of the vehicle by passing tokens to the slave microcontroller.
A token-based system ensures that each slave receives a dedicated signal before carrying out an operation [6], this method reduces the number of conflicts whilst maximizing the efficiency of the recourse utilisation. This project with include using the master and slave architecture with a communication protocol to relay information and commands between both microcontrollers, these microcontrollers will be used to show control system of the LED cluster of a car. Proteus software will be used to design the circuit including the inputs and outputs [11] while CCS compiler will be used to produce and compile the program, the results of the project will be demonstrated through the simulation tool available in Proteus. The CCS compiler has been widely adopted in embedded system development due to its ease of use and robust features [10].
2. [bookmark: _Toc196507884]Research
The use of Distributed Intelligence Systems is reliant on suitable communication protocols being used, this crucial aspect of communication between devices must be understood and well defined. The system requirements must be analysed and assessed to apply the most appropriate communication method for the system as the communication of the system design is a crucial aspect so must be selected and implemented correctly for each application.  Reliable communication protocols are foundational for distributed embedded systems [1], [5].
[bookmark: _Toc196507885]2.1 Point-to-point
Amongst the several communication methods available, Point-to-point represents the simplest form of communication [1] in microcontrollers as this protocol involves direct transmit and receive communication between two components. Using this configuration, one of the microcontrollers is assigned as a transmitter whilst the other is assigned as the receiver. This is commonly used in systems where only two microcontrollers are used and provides a fast and reliable communication method; this does not require protocols behaviour parameters as the communications are simple and sent directly.
[bookmark: _Toc196507886]2.1.1 Key characteristics of Point-to-point communication
· Dedicated line – using a dedicated communication line results in a High-speed solution where data is sent efficiently with minimal latency. Such dedicated lines have been proven effective for reducing latency in distributed systems [9].
· Low cost – In comparison with other communication solutions, this method provides lower costs and complexity due to the simplicity in its implementation and operation.
· Compatibility – This system requires serial communication protocols such as UART (Universal Asynchronous Receiver-Transmitter), this more basic system requirement makes the communication protocol much more accessible. UART protocols are widely adopted in embedded designs due to their simplicity and efficiency [4], [8].
· Scalability Limitations – This system uses a direct Transmit and receive architecture which can only support an individual transmitter and receiver. This cannot be expanded. Where expansion is required then a different communication protocol must be used.

[bookmark: _Toc196507887]2.1.2 Advantages and disadvantages
The Key characteristics of Point-to-point communication allow for several advantages and disadvantages to be drawn, some of which are outlined below:
· Efficiency – Using this architecture allows for fast and reliable data transmission, benefit allows for the system to be implemented in basic applications where data is time-dependent. 
· Compatibility – The ease of use and basic system requirements are key features that allow this solution to be implemented in many applications and system designs. This compatibility is accompanied by simplistic implementation techniques makes this system low cost and a wide application.
· Comparatively lower costs.

Along with these system advantages, there are also disadvantages presented when using this communication solution. Some of which are listed below:
· Limited system design - Single transmitter and receivers are supported with this solution resulting in it only being used in smaller systems. Many applications of Distributed Intelligence Systems require several microcontrollers with additional pins to provide further connection to inputs and outputs, this type of system does not support this communication method. 
· Limited scalability – This two-node solution is not capable of expansion and is not able to be used where sub-systems are present.

[bookmark: _Toc196507888]2.1.3 Communication method application
The project this report is based on, a master and slave microcontroller are connected via data transmission are used to operate the inputs and outputs of a car’s LED’s, is an application where this data communication could be used. Another example application is given below to emphasise the key characteristics of Point-to-point communication. Such applications are commonly validated using latency optimization methods [9].
The throttle control of a vehicle uses Point-to-point communication to transmit the input of pressure applied to an accelerator, the output is the increase in output from the propulsion method. This application requires minimal latency of the data in conjunction with dedicated transmission lines, this architecture does not support interference from other communications, so it is well-suited to applications that are safety critical. 



[bookmark: _Toc196507889]2.2 Point-to-multipoint
There are differences and similarities in the application and characteristics of point-to-point and point-to-multipoint communications, which are well defined in their key characteristics.
[bookmark: _Toc196507890]2.2.1 Key characteristics
· Single Master, Multiple Slaves: This method uses a dedicated microcontroller as a master transmitter, communicating with multiple devices designated as slave receivers. Centralized control methods like this are well-supported in microcontroller network architectures [3].
· Centralised Control: The master manages processing tasks centrally and communicates via token-based signals to slave devices, enabling distributed intelligence across multiple devices on a larger scale than point-to-point.
· Scalability: Suitable for applications where numerous devices are needed, this communication system can easily accommodate additional slaves without significant changes to the master architecture.
· Moderate Complexity: While more complex than point-to-point systems, the use of token-based communication simplifies managing data exchange with multiple devices, reducing potential conflicts.
[bookmark: _Toc196507891]2.2.2 Advantages and disadvantages
Advantages:
· Scalable: Easily supports the integration of multiple slaves, beneficial for larger distributed systems.
· Centralised Management: Simplifies control and coordination of tasks, reducing complexity in distributed applications.
· Cost-Effective: Centralised architecture can be more cost-effective than implementing numerous individual point-to-point connections.
Disadvantages:
· Single Point of Failure: The reliance on a single master device creates vulnerability—failure of the master results in the loss of overall system functionality. This challenge has been addressed in various fault-tolerant communication studies [5], [6].
· Potential Bottlenecks: Centralising processing tasks in a single master could introduce latency, especially in complex systems requiring rapid data handling from numerous slaves.
[bookmark: _Toc196507892]2.2.3 Communication method application
An application example of point-to-multipoint communication is home automation systems, where a central controller (master) communicates commands to multiple devices like lighting, thermostats, and security sensors (slaves). This centralised control enables efficient management and coordination of multiple home subsystems, simplifying user interaction and enhancing overall system integration.
2.3 [bookmark: _Toc196507893]Multi-master transmission
Multi-master transmission systems allow multiple microcontrollers [3], known as masters, to independently initiate communication on a shared communication line. Unlike Point-to-point and Point-to-multipoint systems, where communication initiation is strictly controlled by a single designated master, Multi-master architectures provide more flexibility and redundancy by enabling each microcontroller to act both as a transmitter and receiver.
[bookmark: _Toc196507894]2.3.1 Key characteristics of Multi-master transmission
· Multiple Initiators: Allows any microcontroller on the bus to initiate communication. Arbitration protocols manage conflicts and prevent data collisions, ensuring smooth data transfer.
· Enhanced Reliability: Redundancy provided by multiple masters improves reliability and fault tolerance. If one master device fails, others continue communication.
· Complex Arbitration: Complex arbitration protocols manage bus access and resolve communication conflicts due to multiple initiators.
· Scalability: Highly scalable, suitable for complex applications requiring simultaneous communication among numerous devices.
[bookmark: _Toc196507895]2.3.2 Advantages and disadvantages
Advantages:
· Redundancy and Fault Tolerance: Multiple masters ensure continuous system operation despite individual master failures. This principle aligns with recommendations for embedded network reliability [12].
· Flexible Design: Ideal for larger, complex systems with independent communication initiation.
· Improved Scalability: Easily accommodates additional devices, beneficial for distributed systems.
Disadvantages:
· Complex Implementation: Sophisticated arbitration and conflict-resolution protocols increase design complexity.
· Higher Costs: Complexity and additional control logic may result in higher implementation costs.
[bookmark: _Toc196507896]2.3.3 Communication method application
An example application of Multi-master transmission systems is the Controller Area Network (CAN) used in modern vehicle communication systems. In automotive systems, multiple microcontrollers controlling components such as engine management, braking systems, and infotainment independently communicate over a shared CAN bus. This method provides robust, reliable data transfer with redundancy, ensuring continuous vehicle operation even if one or more controllers fail or experience issues.

3. [bookmark: _Toc196507897]Description of Schematic
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[bookmark: _Toc196500631]Figure 1 Proteus Schematic
The schematic provided demonstrates a microcontroller-based communication system configured in a master-slave arrangement using two separate PIC microcontrollers (model: 18F4550). Each microcontroller (labelled as U1 and U2) is responsible for handling specific tasks and is interconnected through clearly defined communication lines.
[bookmark: _Toc196507898]3.1 Key Components and Connections:
· Microcontrollers (U1 & U2): Two PIC microcontrollers serve distinct roles—one acts as a master unit responsible for handling main logic and sending control signals, while the other acts as a slave receiving commands and controlling the outputs accordingly.
· Output Loads (LEDs): Four separate output circuits, each including an LED indicator, which represent the controlled outputs of a rear light cluster on a vehicle (Fog light, brake light, reverse light and indicator). Each output line is equipped with resistors for driving higher-current loads, indicating their use for real-world lighting circuits.
· Communication Lines: The microcontrollers communicate through clearly defined connections, the protocol used is UART as a suitable serial communication protocol, indicated by labelled TX (transmit) and RX (receive) pins. This protocol ensures reliable serial communication, especially in embedded systems [4]. While UART offers simplicity and ease of implementation, its limitation in scalability and lack of built-in error arbitration makes it less suitable for complex distributed systems where CAN or I²C may provide better fault tolerance and support for multiple nodes [7], [13].
· Power Supply: The schematic provides a standard voltage source powering the outputs, with appropriate current-limiting resistors to ensure safe operation of the connected components.
[bookmark: _Toc196507899]3.2 System Operation and Application:
This schematic represents a practical application in the automotive field, demonstrating a distributed intelligence system where a master microcontroller processes user input and commands, relaying instructions to the slave microcontroller. The slave subsequently activates specific outputs, such as indicator lights or brake lights, based on commands received. Similar architectures are widely applied in modern vehicle electronics [7].
Such a configuration ensures efficient management of vehicle lighting systems, where centralized control and distributed output management are advantageous for reliability, scalability, and simplified wiring harnesses within automotive environments.

4. [bookmark: _Toc196507900]Program operation
The program for each of the microcontrollers defines the behaviour of information processes with regards to inputs and outputs. The program is supplemented by the addition of header files that outline the parameters that the microcontrollers operate within.

[bookmark: _Toc196507901]4.1 Master
[image: A screenshot of a computer
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[bookmark: _Toc196500632]Figure 2 Master microcontroller program
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[bookmark: _Toc196500633]Figure 3 Master microcontroller program cont.
[bookmark: _Toc196507902]4.1.1 Master Microcontroller Code description
This master microcontroller code controls the rear lighting cluster of a car, handling brake lights, fog lights, indicators, and reverse lights. It receives user input commands via UART, interprets them as button presses, and manages the outputs accordingly:
· Brake Lights - Momentarily activated whenever the brake input (button A) is pressed, representing the brake pedal of a vehicle being pressed.
· Fog and Reverse Lights - Implement latched toggle functionality, switching their states between ON and OFF each time the respective buttons (buttons B and D) are pressed. This is representative of a vehicle where the fog lights are latched to a button until disengaged, and the reverse light is active while the reverse gear is engaged.
· Indicator Lights - Upon pressing the indicator key (key C), the code initiates a 5-second automatic flashing sequence, managed by a precise timing interrupt.
The Timer2 interrupt routine ensures accurate timing for indicator flashing, toggling the indicator LED every 100 ms and stopping after 5 seconds. This configuration ensures responsive, reliable lighting control based on driver inputs, suitable for automotive applications. Timing accuracy in interrupt-driven systems has been validated in several UART-based designs [10].

[bookmark: _Toc196507903]4.2 Slave
[image: A screenshot of a computer
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[bookmark: _Toc196500634]Figure 4 Slave microcontroller program
[bookmark: _Toc196507904]4.2.1 Slave Microcontroller program
This slave microcontroller code continuously monitors button inputs (buttons A-D) connected to PORTA of the microcontroller. Its main responsibility is to detect changes in these inputs and transmit their current state to the master microcontroller via UART communication for the master to arbitrate the changes and activate relevant outputs.
Key functions and operation:
4.2.1.1 Initialization:
· Configures UART serial communication at a baud rate of 9600.
· Sets pins RA0 to RA3 as input pins to read button states.
4.2.1.2 Button Input Handling:
· Reads the current state of buttons by masking the lower four bits of PORTA.
· Compares this state with the previous state to detect changes.
4.2.1.3 UART Communication:
· When a button state change is detected, it transmits the new button state via UART to the master microcontroller.
· A brief delay (50 ms) ensures reliable data transmission and button debounce.
Overall, this slave microcontroller efficiently provides real-time button status updates to the master controller, enabling responsive control of the vehicle's rear lighting system.
[bookmark: _Toc196507905]4.3 Program operation
The below images show the simulation evidence of the program and emulated hardware in operation. The below images show each of the buttons operating the correct light, in conjunction with others so evidence there is no interference and the communication between the microcontrollers is operating correctly. 
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[bookmark: _Toc196500635]Figure 5 Fog lights (Button B - Latched)
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[bookmark: _Toc196500636]Figure 6 Brake lights (Button A - Momentary)
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[bookmark: _Toc196500637]Figure 7 Indicator light (Button C - Flashes for 5 seconds)
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[bookmark: _Toc196500638]Figure 8 Reverse lights (Button D - Latched)
5. [bookmark: _Toc196507906]Analysis
[bookmark: _Toc196507907]5.1 Brief Description of Program Operation
The lighting control system is built using a master-slave microcontroller architecture where:
· The Slave Microcontroller reads the status of four input buttons (Brake, Fog, Indicator, Reverse).
· Any change in button states triggers the slave to transmit the new state via UART communication to the Master Microcontroller.
The Master Microcontroller receives these commands and performs the following actions: The reliability of such master-slave architectures has been studied extensively [5]. A consideration for enhancing robustness could include implementing priority-based message handling or fallback procedures should the UART link experience communication errors [5], [6].
· Brake Light - Activates while the brake button is held.
· Fog and Reverse Lights - Use latched toggling—each button press switches the light ON or OFF.
· Indicator Light - Starts a 5-second flashing sequence when the indicator button is pressed. This sequence is managed using a Timer2 interrupt for precise timing.
This interaction allows for real-time, reliable control of vehicle rear lighting with minimal wiring complexity between the controllers.
[bookmark: _Toc196507908]5.2 Flowchart
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[bookmark: _Toc196500639]Figure 9 Operational flowchart
The Flowchart in figure 5 depicts the processes and data interpretation that occurs when the program is running. It shows the processes and decision points that are made in both the slave and the master microcontrollers. Such visual process representations are effective in embedded systems design [6].
[bookmark: _Toc196507909]5.3 The Need for Quality Management Systems (QMS)
To ensure reliability, safety, and continuous improvement in automotive electronic systems, the implementation of a Quality Management System (QMS) is critical. A well-structured QMS provides a framework for meeting regulatory requirements, managing risks effectively, and driving consistent product quality. Within the context of this project, where safety-critical lighting control is involved, QMS plays a vital role in supporting robust system design and operation. These aspects are critically discussed in modern QMS implementations for embedded networks [16].
5.3.1 [bookmark: _Toc196507910]Compliance with Standards 
For example, ISO 26262 Part 6 recommends ensuring functional safety during software development, which this system supports through structured UART communication and error detection mechanisms.
QMS ensures alignment with internationally recognized standards such as: These standards include ISO 26262 and ISO 9001 which are critical in automotive applications [16].
· ISO 26262 (Functional Safety for Road Vehicles): Focuses on the safety lifecycle of automotive electronic and electrical systems, ensuring that safety risks are identified, assessed, and mitigated throughout the design and development phases.
· ISO 9001 (Quality Management Systems): Emphasizes customer satisfaction through process consistency, continual improvement, and regulatory compliance.
In the context of vehicle lighting systems, these standards ensure that the system:
· Operates reliably under various environmental conditions.
· Meets functional safety requirements to prevent hazardous lighting failures.
· Adheres to best practices in design validation, testing, and verification.
[bookmark: _Toc196507911]5.3.2 Continuous Improvement A Kaizen-based continuous improvement strategy
QMS supports a Kaizen-based approach, encouraging small, incremental improvements across all stages of the project lifecycle. This approach promotes:
· Regular testing and validation cycles to quickly identify and correct defects.
· Feedback-driven development, allowing lessons learned from testing and deployment to inform future revisions.
· Performance optimization, reducing the likelihood of recurring issues while enhancing system stability and safety.
Such practices contribute to long-term reliability and higher quality outcomes, essential for safety-critical automotive applications.
5.3.2 [bookmark: _Toc196507912]Documentation and Traceability 
According to ISO 9001 Clause 7.5, documented information should be maintained to ensure effective process control and traceability—this report aligns with that approach through version control and change logging.
A core element of QMS is the maintenance of comprehensive documentation and traceability across the system lifecycle. This includes: Documentation practices play a crucial role in compliance with automotive standards like ISO 26262 [16].
· Detailed records of design decisions, testing procedures, results, and software/hardware revisions.
· Full traceability from initial design through to final deployment, ensuring that each component and decision is accountable and reviewable.
· Efficient change management through version control systems, allowing controlled updates and minimizing the risk of undocumented changes. Effective change management has been emphasized in embedded system quality frameworks [15].
This level of documentation not only supports internal quality processes but also facilitates external audits, certifications, and regulatory approvals.
[bookmark: _Toc196507913]5.3.4 Risk Management
QMS embeds systematic risk assessment and management strategies into the development process to ensure system integrity and user safety. This includes:
· Identification of potential failure modes, such as communication failures between master and slave microcontrollers leading to incorrect light operation.
· Implementation of mitigation strategies:
· Watchdog timers to prevent system loops.
· Error-checking mechanisms within UART communication to detect corrupted data.
· Fail-safe modes that default to safe lighting states in case of detected faults.
Proactive risk management enhances system robustness and minimizes the likelihood of hazardous failures. Risk management strategies are key to ensuring operational safety in embedded systems [6], [12].
[bookmark: _Toc196507914]5.3.5 Safety-Centric Development 
At the heart of a strong QMS is the promotion of a safety-first culture throughout the development process. This involves:
· Safety-focused design reviews, ensuring each stage of the project considers potential risks and mitigations.
· Regular internal audits and compliance checks to maintain alignment with safety standards and project goals.
· Encouraging team-wide awareness and training on safety principles, functional safety requirements, and quality assurance best practices.
By fostering a culture of safety and accountability, the system is developed with user protection, performance reliability, and regulatory compliance as top priorities.

5.4 [bookmark: _Toc196507915]Future improvements 
 Additionally, future iterations could explore using a hybrid communication setup, such as combining UART with I²C or CAN for redundancy. This approach would ensure basic system operation remains intact even if one communication channel experiences failure.
There are several future improvements to the system that could be made to make the functionality more efficient whilst also offering further capability: Integrating such improvements aligns with recommendations for enhancing distributed system scalability and performance [14].
· LCD Display Integration - Adding an LCD screen to the master microcontroller would provide real-time feedback on system status, such as which lights are active (Brake, Fog, Indicator, Reverse). This would improve usability, diagnostics, and overall system visibility for the operator.
· Error Detection on UART Communication - Implementing simple error-checking methods, such as checksums or parity bits, within the UART communication would enhance data integrity between the master and slave devices. This would help prevent incorrect lighting states due to communication errors. Implementing error-checking mechanisms enhances the robustness of UART-based systems [8]. Employing checksum-based methods and parity bits is common in UART systems for enhancing data integrity [8], [10]. However, unlike CAN which inherently supports error detection and retransmission, UART requires additional software-based error-checking mechanisms, such as checksums or CRC validation, to maintain similar reliability [8].
· Output Feedback Monitoring - Introducing current sensing or output feedback could allow the system to detect failed or disconnected lights. This would improve safety by alerting the system or user to any malfunction in the lighting cluster. Feedback monitoring strategies have been highlighted as crucial in ensuring operational reliability [12].
· Scalability via CAN Bus Integration - Upgrading to a multi-master CAN bus system would improve scalability, allowing additional nodes or features to be added easily. CAN also offers robust error handling and arbitration, further enhancing system reliability and meeting automotive communication standards. making it suitable for safety-critical applications [7], [13]. An additional advantage of CAN integration is its ability to prioritize critical messages through its arbitration mechanism, further supporting safety-critical functions within the system [7].
· Alternative Communication Protocol (I²C Integration) - Considering I²C (Inter-Integrated Circuit) as an alternative to UART could simplify wiring by allowing multiple slave devices on the same two-wire bus. I²C also supports addressable devices, making the system more scalable and easier to expand if additional lighting functions or sensors are added in future developments.
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VSM Studio Output

1
2
3 // Pin definitions for vehicle Lighting control
4 #define BRAKE_LED PINBG  // Brake Light output

5 #define FOG_LED PINBL  // Fog Light output

6 #define INDICATOR LED PINB2  // Turn indicator output
7 #define REVERSE_LED  PINB3  // Reverse Light output
5
B
0

// Function prototype for updating LED outputs based on inputs and Latches

10 void update_lights(void);
1

12 // Key status tracking variables

13 unsigned int key_status = 0; // Current state of input keys (momentary)
14 unsigned int prev_key_status // Previous state of input keys

15 unsigned int fog_Tatch = 0; /7 Latch state for fog Lights (toggle)

16 unsigned int reverse_latch

// Latch state for reverse Lights (toggle)

18 // Timing and indicator flash control
19 unsigned int flash_counter = 0; // Counts timer interrupts for LED flash timing
20 unsigned int indicator_active = 6;  // Flag to start 5-second indicator flash

21 unsigned int indicator_timer // Counts flash intervals for 5-second duration
22 unsigned int indicator on = 6; /7 Tracks current output state of indicator LED

24 // Read the Lower 4 bits of PORTA (keys A-D)
25 unsigned int read_keys(unsigned int mask);

27 // Timer2 interrupt service routine: handles flash timing and indicator flash duration
25 sINT_TIMER2
29 Elvoid TIHER2_isr (void) {

30 lash_counter++;
31

32 // Manage 5-second turn indicator flash when activated
33E  if (indicator_active) {

34 // Toggle every 166ms (5 interrupts at 26ms each)
35E if (flash_counter >= 5) {

36 lash_counter

37

38 // Toggle indicator LED output

398 if (indicator_on) {

0 output_low(INDICATOR_LED) ;

a1 indicator_on = 0;

a2 3 else {

a3 output_high(INDICATOR_LED) ;

a4 indicator_on = 1;

a5 3

5

a7 indicator_timer++;

a3 // Stop flashing after 5 seconds (50 toggles)
PEE] if (indicator_timer >= 50) {

so indicator_active = 0;
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